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But now there’s 5G — the grand
unified network



Generational surprises

Generation Expectation Surprise Cost per GB

* underestimated cost and fixed-equivalence as drivers
e are the even generations the successful ones?
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Classical (5G) requirements pyramid

>10Gbps

5@

1M devices per km? Radio latency <1ms
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Everybody needs 5G

Carriers need differentiation

eand spectrum
eand regulatory relief

Journalists need a positive OEMs have sold everyone 4G
tech story already

Governments: make tech
great again

ecompetitiveness!
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... and researchers
need another QoS
motivator
(slices! URLCC!)




What’s the economic case for 5G?

Lower Usage
$50
Higher ARPU

= United States

w Canada
$40 avg. about 5.1 GB/month
~ = Japan T-Mobile: 10 GB tethering
5
£
5 $30 Australia
g . = South Korea
5 United Kingdom f:ranoo Sweden
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A = China u Lithuania Higher Usage
o WMexico I Lower ARPU March 2020
wNigena \ndia
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Mobile Volume per capita (GB per month)
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Hype feedback loop

5G provides 1 ms latency!

7~

5G loT

“~_

“loT will drive 5G demand!”
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0T is not exactly new (1978)

X1O HOME GADGETS
il SINCE 1978

X10 HOME AUTOMATION~ | X10 PRO~ | HOME SECURITY | CAMERAS | X10E

ome -* X10 Home Automation

X10 Home Automation

L 1 (I :l
l 09 e
- e’"" @ -
WITCHE MODULE RECEPTACLES CONTROLLERS
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loT — an idea older than the web (1985)

2/3/21

Peter Lewis (panel discussion 1985)

By connecting devices such as traffic signal control boxes, underground gas
station tanks and home refrigerators to supervisory control systems,
modems, auto-dialers and cellular phones, we can transmit status of these
devices to cell sites, then pipe that data through the Internet and address it
to people near and far that need that information. | predict that not only
humans, but machines and other things will interactively communicate via
the Internet. The Internet of Things, or loT, is the integration of people,
processes and technology with connectable devices and sensors to
enable remote monitoring, status, manipulation and evaluation of
trends of such devices. When all these technologies and voluminous
amounts of Things are interfaced together -- namely, devices/machines,
supervisory controllers, cellular and the Internet, there is nothing we
cannot connect to and communicate with. What | am calling the Internet
of Things will be far reaching.

From Chetan Sharma Consulting 2016
FNI102/2021
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LTE EPC

LTE/EPC Specifications

PCC Stage 2: 23.203

24.301 NAS -L2--+ SPR ]
AN % : : Charging Stage 2: 32.240
o \ Unspecified —— ~7 " ""==~-_____ Sp

/! S1-MME R
36.410 General
36-41;’Layef 1 S11 29.212 ‘—(‘
36.412 (Sig xport) s10 " 29.213 Sig Flow
36.413 (S1AP) \" e\ /“ 9 29.215

36.133 RRM Reqds 29.274 GTPC

=

S

General:

23.003 Identifiers

29.303 DNS

33.401 Security Stage 2&3

29.214

Operator
Services

— [\ S1u O S5
AN |_T u \/\ 29.274 GTPC
36.304 Idle N | x2 gg-ﬂ? fenef?' 29.281 GTPU 7
36.306 Capability (W : ayer Gy/Ro <
36.314 Measurement \ 36.414 (Data XpOFt) 32.251

29.281 GTPU
36.420 General

36.201,211,213,214 PHY 36:421Layer 1

23.122 Idle-NAS

36.321 MAC 36.422 (Sig xport)
36.322 RLC 36.424 (Data xport)
36.323 PDCP 36.423 (X2AP)
36.331 RR 29.281 GTPU

Evolved Packet Core Stage 2: 23.401

)
Stage-1: 22.278 3

Link to get latest 3GPP specs per release:
Link to find out what a spec covers:

32.251

Stage-3 Specification
Stage-2 Specification
Stage-1 Specification

2/3/21
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5G & 4G EPC

. 5GC Network Function . EPC Network Function . Security Function SGi-LAN Function

Cloud Core Data-Storage Manager

UDSF
. DATA LAYER
Cloud Core Cloud Core . Cloud Core Cloud Core
Resource Controller Subscription Manager . Policy Controller Exposure Server
NSSF UDM AUSFE :
EPC NSSF 5G-EIR ' PCRF SCEF
SBA a;c-hi-te-ciu-re; ------------------ e P St é- i i
Packet Core Controller 'ghaling
Controller
SEPP
MME SGW-C PGW-C
CONTROL PLANE
I gll
Packet Core Gateway
NR SA
LTE/LNTFENSA SGW-U PGW-U NAT DPI and optimization
GSM/WCDMA
USER PLANE

* DA and DEA functions also supported

Ericssops Qct. 2020 FNI 02/2021



Networks 1G through 4Gish

2/3/21

national carrier

Node B

uB

Node B

luB

RNC

FNI 02/2021

uCs
RNC CN (Core Network)
uPsS

one subscriber,

one phone,

one provider

Standard-SIM

b

J \. J

Micro-SIM

Nano-SIM
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What exactly is a carrier?
A

AMERICAN TOWER®
40k towers each (US)

N B

802.11n
LTE

FiberLight )

fightower

Zayo

2/3/21 FNI 02/2021
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Verizon shrinks 5G Home install time to under an hour

Why 5G for non-carrier networks?

* Home networks —FWA (instead of cable/DSL)
* largely downtown urban

* Venue networks (airports, stadiums, convention
centers)
* largely mobile users
* integrated with MINO or eSIM (longer term)

* Factory networks incentives:

* but complexity of EPC = likely only for large enterprises or [l o -Ciaer e alyiterciieie i
maybe cloud 5G SA core? Nokia & Ericsson = new markets

e advantage: access to 3.5 GHz “clean” CBRS spectrum (PAL)

* carriers may want to operate, but in-house or system
integrators seem more likely

2/3/21 FNI 02/2021 15



CBRS as new spectrum opportunity for LAN
model

3550 3600 3650 3700 MHz
Tier 1 Incumbents Naval Radar Incubents have first right to access the spectrum
FSS Earth Stations and are protected from PAL and GAA
interference

Tier 2 Priority Access Up to 7 licenses avalable per county by auction of | -

License (PAL) 10 MHz channels with priority over GAA
Tier 3 General Authorized Can utilize any spectrum not in use by

Access (GAA) Incumbents and PAL

CBRS range: 2-6 miles on 200-250 ft tower, 20-30 ft customer antenna

i Heartbeat Request Failure (Grant Terminated)
Heartbeat Request Failure «  Transmission Time not extended

Heartbeat
Request Success

Registration Request Failure

Grant Request Failure

Idle \.‘ Granted

so far, only LTE

Authorized

Unregistered Registered

(band 48)

Registration
Request Success

Grant Request Failure

Deregistration

Heartbeat Request Failure (Grant Terminated)
Grant Expired
CBSD De-registration

2/3/21 FNI 02/2021 16



Parallel timelines

AN ~
realistic top speeds I 5G
< 0.1 Mb/s 0.1-1.5 Mb/s 5-50 Mb/s 150-200 Mb/s
| | | | | | | | |
| | | | | | | | |
1980 1985 199 2000 2005 010 2015 2020
2.4 GHz
802.11g

ISM = 802.11ax
d 502112 ~20 Mb/s
~20 Mb/s
] 802.11n 802.11ac
~100 Mb/s ~200 Mb/s
~6 Mb/s
approximate standardization

or firstzdeployment FNI 02/2021 17




But it’s looking like a Wi-Fi vs. 4G/5G (+
LORA?) fight

peripherals
(S330/GB)

Similar PHY: OFDM, OFDMA, QAM, MIMO, etc.

2/3/21 FNI 02/2021
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Revisiting Wireless Internet Connectivity: 5G vs Wi-Fi 6

Wi-Fi & 5G technology likely similar

2/3/21

Category Variable 5G Wi-Fi 6 / Wi-Fi 6E
Technical Peak data rate 2 Gbps (DL), 1Gbps (UL) 10 Gbps 8x8 (DL), 5 Gbps (UL)
Technical MU-MIMO 128x128 8x8

. 100-300 meters for small cells, up to <50 meters indoor, up to 300
Technical Coverage range

tens of km for macro cells meters outdoor

Technical Carrier aggregation Yes Yes, 40, 80, 160 (or 80+80)
Technical Inter-cell interference Controlled Mainly uncontrolled
Technical Channel Access Scheme OFDMA OFDMA
Spectrum License type Mostly licensed Unlicensed
Spectrum General bands Low, mid and high Low and mid
Spectrum Specific frequencies 700 MHz, 3.5 GHz, 26 GHz, 60 GHz 2.4 GHz, 5 GHz, 6 GHz
Spectrum Channel Bandwidth 20, 40, 80, 100 MHz 20, 40, 80, 160 MHz

Business model
and cost

Revenue model

Pre- or post-pay billing for
data services

None (‘Piggybacks’ on fixed
broadband connections)

Business model
and cost

User equipment price

High (>=$300)

Low (>=$100)

Business model
and cost

Public versus private

Traditionally publicly provided
by an MNO

Traditionally privately provided

Business model
and cost

Chip/modem cost

High ($10-50)

Low ($1-5)

Business model
and cost

Data cost

Monthly subscription ($5-20)

Free (‘piggybacks’ on
fixed broadband)

Installation and
skills

Deployment approach

Controlled and managed

Uncontrolled and unmanaged

Installation and
skills

Installation skill level

High

Low

Installation and
skills

Development skill level

High

Low

FNI 02/2021
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Spectrum & management > technology

Licensed
(national)
spectrum

Local/shared
spectrum

Unlicensed
spectrum

2/3/21

In-building Vertical niches
cellular (inc. public safety)
Semi-private
enterprise Hybrid public-private networks including
networks/ neutrally hosted 4G & 5G as-a-service
slices
Private 4G / 5G
Public Wi-Fi + Managed Enterprise
5G NR-U Wi-Fi Wi-Fi
Public Hybrid Private
ownership ownership ownership

Revisiting Wireless Internet Connectivity: 5G vs Wi-Fi 6

FNI 02/2021
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What kind of communication networks
today?

Fixed-function peripherals earphones, mouse, keyboard Bluetooth

Low monthly bandwidth cost Residential Wi-Fi

High bandwidth outdoors Stadium (spectators, cameras) 5G mmWave
High bandwidth indoors University lecture hall Wi-Fi

Outdoor, but regional or urban Public transit, metering, traffic signage = NB-loT, LORAWAN
Outdoor, on major roads Connected vehicles DSRC + LTE?
Outdoor (land-based) Agriculture sensors Iridium NEXT?

100% coverage, small antenna

Outdoor (including oceans) Agriculture machinery, construction, LEO satellites?
100% coverage, antenna size not limited pipelines, shipping, logistics

2/3/21 FNI 02/2021 21



Network value is (much) more than PHY

Can | operate my system (almost) anywhere in

Universality

Incremental
system cost

Data cost

Network
architecture

User
management

System
management

2/3/21

the world?

How much does it cost to add the functionality

to the system?

Can | build “free” data systems, even if

restricted? Can | leverage cheap landline BW?

Can | build my own network?

Can | desigh my own user management?

Can the system largely manage itself?

FNI 02/2021

Adaptive frequency use by region
(device knows location)

< S5 for loT devices

< S0.10/GB for in-home use

peer-to-peer 2 mesh = access point = cellular 2>
long-range

database + credential

device-based model

coupled to other systems (e.g., combined with other
services)

Frequencies & power, but also users and traffic
restrictions

22



Scaling down is harder than scaling up

no PhD (or carrier training) needed!

firewall
DNS
edge computing

large enterprise

mesh backhaul management

G —

3200

identity management and trust still deficient

2/3/21 FNI 02/2021 23



DARPA RADICS

GOVERNMENT |

Mock grid, real threats: DARPA borrows
an island for a cyberattack drill

.
-
ais
Plum Island
Orient Point Ferry Q
@
Orient
Orient Beach
East Marion State Park
Kontokosta Winery.
@ o
'
Q‘M‘L
Greenport
Greenport .
K West Dering Harbor -
ine
Shelter Island s Bay
[42] Heights
=l @ Ram Island
County Park
3 Shelter Island
g Pointe Southold e 24

Scenes from DARPA's electrical-grid cyberattack drill on Plum Island, New York, in November. (DARPA photos)



Example: DARPA PHOENIX nodes

802.11af

(TVWS)

WAVE RELAY" high-bandwidth
VHF

) opwm e s

mesh network (OLSR) with multiple VLANs (VolP, SCADA, ...)
goal: self-configuring — just turn on

network-technology agnostic (not just 4G)
local services (VolP, messaging, edge cloud)
with diagnostics and traffic isolation SDR: P.25

over VHF + Codec2 + data
2/3/21 FNI 02/2021 25




Example: distributed VolP implementation

SIP desk phone
Eg IP DECT Phone (SIP)
u - D
PC W/ = =
\ Gbogle Chrome =20

i

000
000
000

S e @ Every node can function by itself
IP DECT Phone (SIP) . =h “sip L SIP desk phone e " ” 1
martphone E I_ I b I I b I d I I
| SPWebRTC W SIP oot spwebrtc s [F i OCal Ca pa I |ty, g 0oDaAa Ia p an
og;vreerrlce Server [=1=1-}
hx1.phxnet. phx3.phxnet.org
phx /p xnet.org /
S/IP SIP SIP SIPQNS
S =
(=] (— )
PC w/
V?/Tg;;,p:&"ni Google (\)Arlwome
siP
IP DECT Phone (SIP)
SIP desk phone
SIP WebRTC 5! 888
Server
phx2.phxnet.org
SIp SIP /WS

_ / AN

J

=] (— )

Smartphone PC w/
w/ SIP client Google Chrome
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What made Wi-Fi successful?

* Scalable complexity — 802.11b/g/n to 802.11ax

* Architectural flexibility

* peer-to-peer, access point, mesh, long haul Pt2MP & Pt2Pt
* re-use cheap local wired network and shared (managed & firewalled) access

* Multiple authentication models
e from open access to federated 802.1x RADIUS

* Minimal viable network functionality

 Ethernet frames + IP
e local multicast

* International usability
* universal “bootstrap” band (2.4 GHz)
* |ocally-discoverable spectrum availability



What didn’t work so well?

* Authentication has had repeated security problems

* More complex authentication (802.1x) seems rarely I
used Raymn.cc Hotspot
* separate L2 confidentiality from access authorization B T ———
* Captive portal model cumbersome and doesn’t work —
- Password I
for loT devices

* Unlicensed-only model decreases reliability
* interference & insufficient capacity in dense urban areas

* QoS degradation is still hard to diagnose

2/3/21 FNI 02/2021 28



Why have Zigbee and Bluetooth remained
niche?

@ Zigbee €3 Bluetooth

* Most home loT devices are * Mostly relegated to headphones,
probably Wi-Fi, not Zigbee car audio systems, keyboards,

- Need for gateway to home mice and fitness watches
network  good functional interoperability

* Smart home speakers * Never quite got IP or loT

* Pairing remains awkward and
error-prone



5G can, theoretically, replace Wi-Fi

Range
10 m 100 m 1 km 10 km 100 km
| | | | |
10 Gbps -
1 Gbps - Licensed
Spectrum .
100 Mbps - L X/
. SR
.g') 10 Mbos - Unlicensed ‘
3 P Spectrum ‘:“
< { 2
= 1 Mbps -
100 Kbps - Cat-M1 (LTE - M) LPWAN with
Licensed
10 Kbps - SELSLTE (B ) Spectrum

Cellular-5G LPWAN with Unlicensed Spectrum

Source: HP Enterprise and Bernstein analysis.
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What’s bad about having both Wi-Fi and (nG)
cellular?

e System hardware complexity (e.g., for lIoT devices)
* No seamless roaming
* Maintain multiple user identities

e Difficult to do consistent traffic restriction
 cellular bypasses corporate firewall

* Inconsistent network behavior
* e.g., IPvb support

* More limited competition



Wi-Fi (and BT & LoRa) "won” by integration

Arduino MKR1000

Arduino Uno WiFi R2 S36
$45

S Wi-Fi 802.11b/g/n
Wl'F' + Computer S7.84 (ITITTITTT

Adafruit Feather MO with RFM95 LoRa Radio - 900MHz —
RadioFruit $35

2/3/21 FNI 02/2021 32



Japanese operator NTT Docomo announced it will shut down its NB-loT
network today (31 March), less than a year after launching the service,
as it looks to prioritise resources and turn its focus to LTE-M.

Currently, 3G/4G is ~10-15x expensive — why?

Cellular LTE
Transceiver Module
700MHz, 850MHz,
1.7GHz, 1.9GHz
$104

Bluetooth, Cellular 4G LTE CAT-M1
(AT&T/Verizon) Transceiver Module
$69

Cellular 3G (AT&T) Transceiver Module 850MHz,

900MHz, 1.8GHz, 1.9GHz, 2.1GHz
AT&T: >72¢ /MB $69

2/3/21 FNI 02/2021 33




Current authentication models

picket fence security

hard to scale

international roaming

Operator for
domestic
services

ey

1 3
99|A19s Bujweod

Home
Operator

federated (RADIUS, DIAMETER)

X Wi-Fi settings SAVE

Network name

alesajoym

99|AJes Bujweod

Kindness 1 L d
p carrier 5a
’ \\ z
password . NN FETTY LY LN TYTS | TmmmmmmmmmmmTTTTTTTO o TTmmmmmmmmmmmmmm e
TAP: Transferred Account Procedure
"""""" Source: A.T. Kearney analysis
D Show 8 characters minimu > Roaming services

<~ - - - & Traffic flow

Global WiFi Roaming For Academia — > Revenue flow

WPAZ-Personal an ’ ‘ i -,l‘v I ’ [ NET+ Service .................. ata exchange
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From web login to apps

Wireless
Settings

Wireless Status

Basic Security Settings

Advanced Security Settings

Logout

2/3/21

= st
My Network Firewall
Settings

Radio Enabled:

SSID:

Channel:

Security Enabled:
WEP 64-bit:
WEP 802.1x:
WPA2:

SSID Broadcast:

MAC Authentication:

Wireless Mode:

S
Parental Advanced System
Control Monitoring

Wireless Status

No

XXP89

Automatic

Yes

N/A

N/A

LL77WHRL67VSF5DQ

N/A

Disabled

Compatibility Mode(802.11b/g/n)

FNI 02/2021
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Kindness is online

13 devices connected

Internet

° Wifi points (4)
@ Devices




Anybody use WPS?

2/3/21

1. Look on your modem or router to see if it has a WPS button:

(‘p)':l
Wireless WPS

2. Go into the Network menu of your Internet capable device to see if the WPS option is availe

Please choose how to set up your wireless network. If your

router does not support Wi-Fi Protected Set-up (WPS), select

"Scan

WPS (Push Button)

WPS (PIN)

Scan

‘ollow these steps to set up a WPS (Push Button) connection:

1. Using the supplied remote, press the HOME button.

2. Select Settings.

3. Select Network.

4. Select Network Set up or Setup Network Connections.

5. Select Wireless, Wireless LAN or Wi-Fi.

6. Select WPS (Push Button).

7. Select Start so that the TV searches for the WPS connection.

Searching for wireless network...

Please press the WPS button on your wireless router now. If you do not press it
within 2 minutes, the search will be cancelled.

FNI102/2021
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New (additional) authentication model

 Old model assumed human-at-
machine (laptop, printer, ...)

* Or opaque 802.1x certificate
model

e Add hardware admission model

“Should | admit the Smart Teapot
blinking red and blue?”

“Here’s a list of device manifests —
add them to the network”

“Admit the device | just touched”

“"Admit the blinking device I'm
pointing the camera at”

“Admit the device playing a
melody”

2/3/21

Ny

Connected Smoke Detector
(or similar loT device)

FNI 02/2021

“Out of Reach” Distance

Modulated Visible Light .
(MITM-resistant channel)

Wi-Fi P2P ;
(insecure RF channel)
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Next-generation networks (6G!)



6G vision — multiply or divide by 10

2/3/21

4

100 Gbps - 1Tbhps

Peak Data Rates
10 cm (indoor), _ Ooims
1 m (outdoor) Radio Latency
Positioning
Mon:(E”r:ergy 20 Years
Efficient Battery Life Time —
Max. 10ut of 100 Devices
Million Outage perm?
Extreme Ultra Density
Reliability
10 000X
Traffic Increase
FNI 02/2021
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Stacks always focus on data — complexity is in

control

LORA PROTOCOL STACK

Physical (PHY) Layer

The radio and modulation part

Station Management

FNI 02/2021

[| LoORaWAN

LoRa
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Two evolutionary paths for 6G

mostly not a PHY problem

lowest bandwidth cost like 4G & 5G, just more

Q D highest mobility

R FNI 02/2021




Protocols matter, but programmability
matters more

* Nobody wants to program raw protocols

* Most significant network application creation advances:
« 1983: socket APl = abstract data stream or datagram
« 1998: Java network APl - mostly names, HTTP, threads
* 1998: PHP - network input as script variables
« 2005: Ruby on Rails - simplify common patterns
. Many fine protocols and frameworks failed the programmer hate test
* e.g., JAIN for VolP, SOAP for RPC

* Most loT programmers and factory automation specialists will not be
computer scientists (and won’t have a telecom background)

* Nobody learns ONAP in their CS BS



Requirements for simple networks

e Separate link layer from network architecture
* Why can’t 5G (or 6G) NR operate on a home router, without a carrier?
* Assume flexible spectrum access (geo database)

* Every interface must be testable and self-testing

* Interface neutrality = every control needs to be accessible to network
consumer, not just operator (bounded by slice or authorization)

* Clean interfaces particularly at layer 2 and 3
* No configuration files, ever
* No hard-coded addresses (e.g., gateways), ever



Conclusion

* 6G needs an architecture re-think, not (only) better PHY

* Cleaner separation between media/complexity-dependent layers,
common data transport and control planes

* Design scalable, IP-based control plane for everything from peer-to-
peer mode to managed national cellular network

 Cleanly separate access from backbone
* since likely continue to be both locally (enterprise) and third-party managed

e Opportunity to bridge the Wi-Fi - cellular chasm



