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There’s lots of lands that are unknown to me
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Managing networks =2 Programming systems
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The state of home network management

verizon’

User reports indicate no current problems at
Verizon

Verizon outage and reported problems map

Verizon offers mobile and landline communications services, including broadband internet and phone service. Verizon
Wireless is a wholly owned subsidiary of Verizon.
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This heat map shows where user-submitted problem reports are concentrated over the past 24 hours. It is common
for some problems to be reported throughout the day. Downdetector only reports an incident when the number of
problem reports is significantly higher than the typical volume for that time of day. Visit the Downdetector
Methodology page to learn more about how Downdetector collects status information and detects problems.
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Programmable networks > P4 & SDN

applications # For best results, change no more than 2-3 parameters at a time,
# and test if Postfix still works after every change.

bounce_queue_lifetime = 4h
maximal_queue_lifetime 4h
maximal_backoff_time

network support (DHCP, DNS, SMTP, HTTP, SIP) minimal_backoff_ time :

gqueue_run_delay = 5m

15m
5m

SNMP
NETCONF
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TR-069: The most popular network management

protocol

v<parameter name="IPv6Enable" access="readWrite" version="2.2">
<description> Enables or disables the IPv6 stack, and so the use of IPv6 on the device. This affects only layer 3 and abc
no longer be able to do so, and will be operationally down (unless also attached to an enabled IPv4 stack). </descriptior
v<syntax>
<boolean/>
</syntax>
</parameter>
v<parameter name="IPv6Status" access="readOnly" version="2.2">
<description> Indicates the status of the IPv6 stack. {{enum}} The {{enum|Error}} value MAY be used by the CPE to indicat
v<syntax>
v<string>
<enumeration value="Disabled" version="2.2"/>
<enumeration value="Enabled" version="2.2"/>
<enumeration value="Error" optional="true" version="2.2"/>
</string>
</syntax>
</parameter>
v<parameter name="ULAPrefix" access="readWrite" version="2.2">
<description> The ULA /48 prefix {{bibref|RFC4193|Section 3}}. </description>
v<syntax>
<dataType ref="IPv6Prefix"/>
</syntax>
</parameter>
v<parameter name="InterfaceNumberOfEntries" access="readOnly" version="2.0">
<description> {{numentries}} </description>
v<syntax>
<unsignedInt/>

/
</<pasrya?n1;i}:r> Use of CoAP, WebSockets, MQTT, and STOMP as message transfer protocols (MTP)

https://usp.technology/
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Systems are still in the CLI age

[rootPdelta edasl# systemctl status EDAS_checkManuscriptWorker
EDAS_checkManuscriptWorker.service — EDAS checkManuscriptWorker
Loaded: 1oaded (/usr/lib/systemd/system/EDAS_checkManuscriptWorker.service; disabled; vendor preset: disabled)
Active: , since Wed 2021-09-22 01:09:01 UTC; 1 months 3 days ago
Main PID: 19586 (checkManuscrlpt)
CGroup: /system.slice/EDAS_checkManuscriptWorker.service
L19586 /usr/bin/php /mnt/edas/html/checkManuscriptWorker.php

26 02:56:49 delta.edas.internal edasCLI[19586]1: checkManuscriptWorker:37 checkManuscriptWorker
26 02:57:09 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker
26 02:57:29 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker
26 02:57:49 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker
26 02:58:09 delta.edas.internal edasCLI[19586]1: checkManuscriptWorker:37 checkManuscriptWorker
26 02:58:29 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker
26 02:58:49 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker
26 02:59:09 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker
26 02:59:29 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker

02:59:49 delta.edas.internal edasCLI[19586]: checkManuscriptWorker:37 checkManuscriptWorker

CPU 13.8% nice: 0.0% 42.2% active:

]

1 user: 7.3% irq: 0.0% : 15.5G inactive:

i| system: 3.6% iowait: 0.0% 2 6.556 buffers:
idle: 85.9% steal: s 8.98G cached:

Rx/s Tx/s TASKS 158 (477 thr), 3 run, 107 slp, 48 oth sorted automatically by cpu_percent, flat view
326Mb 21.3Mb
ob ob CPU% MEM% VIRT RES PID USER |\
608M 108M 11200 apache
R/s W/s A 2.46G 14.6M 27586 apache
nvme@nl 0 0 771M 238M 20965 apache
nvmednlpl %) 0 243M 25.1M 24000 root
_ednlpl28 (/) 0 752M 191M 13684 apache
nvmelnl (%] 24K 782M 245M 29818 apache
771M 209M 13681 apache
FILE SYS Used Total 792M 250M 20966 apache
7 32.06 789M 252M 31265 apache
/mnt/edas 197G ] 769M 234M 20990 apache

S TIME+ IOR/s IOW/s Command
06:09 (*] @ /usr/bin/ ./remindReviewersAutomatic.php
109.27 @ /usr/sbin/h —DFOREGROUND
26:59 (%] pool www
:02.60 @ /usr/bin/ /bin/glances
00:57 pool www
43:17 pool www
07:53 pool www
28:50 pool www
28:02 pool www
101 www
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The network administrator view

The (Backbone) Network
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The programmer view (by trouble caused)

The (Backbone) Network

Apache, nginx
Postfix, sendmail
DHCP server
load balancer
AAA server
network database
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DevOps observability

“Observability is tooling or a technical solution that allows teams to actively
debug their system. Observability is based on exploring properties and
patterns not defined in advance.”

* Metrics: measurements - counters, distributions, and gauges =» SNMP

* Traces: “spans, which are used to follow an event or user action through a
distributed system” = ?

* Logs: “Logs ... append-only files that represent the state of a single thread
of work at a single point in time.” =» NetFlow?

CNSM 2021
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Network management = router management

NETCONF

RESTCONF

event notification
limited Q&

no cloud-based system works like that (e.g., AWS)
no language has separate read and write programs
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AWS is much simpler

https://elasticloadbalancing.amazonaws.com/?Action=Describelisteners
&ListenerArns.member.l=arn:aws:elasticloadbalancing:us-west-2:123456789012:1istener/app/my-load-balancer/50dc6c495

&Version=2015-12-01
&AUTHPARAMS

<Descr‘ibgLisi‘:ener‘sResponse xmlns="http://elasticloadbalancing.amazonaws.com/doc/2015-12-01/"> response = client.describe 1isteners(
<DescribelistenersResult> —
e LoadBalancerArn='string',
<member> ListenerArns=|
<LoadBalancerArn>arn:aws:elasticloadbalancing:us-west-2:123456789012:1oadbalancer/app/my-load-bal ' . '
<Protocol>HTTP</Protocol> Strlng L4
<Port>8@</Port> |
<ListenerArn>arn:aws:elasticloadbalancing:us-west-2:123456789012:1istener/app/my-load-balancer/50 Marker=" string ' ,
<DefaultActions> a
emerbers PageSize=123
<Type>forward</Type> )
<TargetGroupArn>arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-targets/73
</member>
</DefaultActions>
</member>
</Listeners>
</DescribelistenersResult>
<ResponseMetadata>
<RequestId>18e470d3-f39c-11e5-a53c-67205c0d10fd</RequestId>
</ResponseMetadata>
</DescribelistenersResponse>
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Implicit assumptions for network management

* Centralized — typically, carrier or =mleYo IE T B
enterprise IT sys/network admin fj;"_j“jImw,L!“"‘uhlh;_-f e

* Mostly L2 & L3 problems ] e—

* Continuous connectivity to devices =

* (Relatively) dumb devices

e But plenty of bandwidth N NPM
* No energy constraints

* Emphasis on polling
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What makes SNMP a bad choice?

* The protocol mechanics are unique (and antique) =» no re-use
* Very limited library support
* OIDs are programmer-hostile

» Separate authentication and naming for configuration (NETCONF) and metrics
(SNMP)

* No support for logs and time series
e Adding SNMP support for a device is painful

* The environment has changed:
e Storage on all but lowest-end loT devices is cheap
 Computing on devices is feasible
e But bandwidth for mobile devices (e.g., LoRa loT) is still extremely limited
* Don’t care to store every sample
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We're starting to see alternatives
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DARPA RADICS: instant networks when nothing

else works anymore

GOVERNMENT

Mock grid, real threats: DARPA borrows
an island for a cybherattack drill

LK

Plum Island

Orient Point Ferry @
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@ et
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@) : Ram Island
County Park
Shelter Island
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Chaliar taland

Scenes from DARPA's electrical-grid cyberattack drill on Plum Island, New York, in November. (DARPA photos)
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Example: DARPA PHOENIX nodes

DECT

DARPA RADICS: support blackstart for electric utilities 123 A

O e s

802.11af
(TVWS)

@ mesh

WAVE RELAY" high-bandwidth
VHF

N %=

mesh network (OLSR) with multiple VLANs (VolP, SCADA, ...)
goal: self-configuring — just turn on

network-technology agnostic (not just 4G)
local services (VolP, messaging, edge cloud)
with diagnostics and traffic isolation SDR: P.25

over VHF + Codec?2 + data

CNSM 2021



Example: distributed VolP implementation

SIP desk phone
E‘;l IP DECT Phone (SIP)
w -

—
§§§\ (36 PC w/ = Ha
ogle Chrome o E d f 2 b 2 | f
SIP SIP /WS @ o very node can unction V' Itse
IP DECT Phone (SIP) . - TSP : SiE casipcne T “ ” g
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=
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Smartphone PC w/
w/ SIP client Google Chrome
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DARPA RADICS: Netmon

# Network Topology Voip | scada foren mgmt

Device List foren-15 X

b6load

tigr-b6
pl_moxa_b6
nn-8c3bade342a8
pl3-b6
gridstate-b6
ta3s-011|
pl_moxa_b4
pl3-ccb

Traffic Data

Intrusion Detection

Notifications

pl3-b6 X

Hostname: pl3-b6.phxnet.org
IPv4: 10.10.115.52
MAC: 78:d0:04:26:19:04
Status: Offline

VLAN: foren

Bandwidth: 76.15 kbit/s

Last update: a few seconds ago

Merge links
Merge devices

Netmon by IRT lab
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What ideas can we borrow from “mainstream”

frontend and backend developers?

e Data storage and retrieval:
* (time-series) databases — or just a plain database (e.g., SQLite)
* SNMP returns a point value only (polling)
e avoids unnecessary data polling for large networks and loss of data

* Web hooks and bidirectional messaging in HTTP/2
e call HTTPS server on event (similar to RESTCONF)

* Programmable end systems
e e.g., JavaScript APIs that initiate events or return aggregate, computed data
e e.g., trigger logging when system is not feeling well (not all the time)

* More flexible authentication beyond shared secrets
* from JWT Bearer to certificate-based
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Should devices support a document object

model?

* Very successful for complex web models, with jQuery as syntactic sugar
 Easier to use than Xpath
e Use for metrics (i.e., old SNMP) and logs, not just configuration
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Programming model 1: directory + object

for d in devices(“al = ‘PA’, a3 = ‘Philadelphia’, nam = ‘Four Seasons Total Landscaping’, type = ‘CO’”):
print(d.concentration)

sQL: civic address data typ

dlist = devices(SELECT device FROM device WHERE type='light’ o I?IDF-LO (RFC 4776)
AND NAM = ‘Four Seasons Total Landscaping’) L St B | Sovtyln i

1 Al national subdivisions (state, canton, region,
p: i prefect )

2 A2 county, parish, gun (JP), district (IN)

. . 3 A3 city, township, shi (JP)
for d In d I ISt: 4 A4 city division, borough, city district, ward,
chou (JP)
L] L] .
d.switch = true // translate to HTTP or CoAP in getter/setter s |2 | neishborhooa, block
6 A6 group of streets below the neighborhood level
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Programming model 2: “pure” SQL

SELECT temperature, measured
FROM sensors
WHERE type = ‘light’
AND a1 = ‘PA’
AND a3 = ‘Philadelphia’
AND nam = ‘Four Seasons Total Landscaping’
ORDER BY measured DESC
LIMIT 1
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Storage and Data Processing Architecture

for Distributed Cyber-Physical Systems and Networks
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Approach

Present SQL interface to loT and

network management applications
o Standard, high-level, declarative,
familiar, widely supported

Proxy SQL queries to relevant storage
nodes

o Design mapping service to discover
storage nodes

Aggregate response data for
applications

o Present unified view of spatio-temporal
data

CNSM 2021

Vi¢atin 39 / Edit Panel @ Discard Save

Fit Exact ! Panel Field Overrides

Teplota Settings
Panel title

Teplota

Description

20:00
Transparent
Obyvak 19.1°C  242°C 21.5°C 19.1°C
Janek 181°C  19.3°C  187°C  182°C

Venkovni 03°'C 09°C 0.6°C 0.6°C Visualization

Display

8 Query ¥ Transform & Alert

Series overrides

Allas orregex  Venkovni

SECECT
"timestamp" AS "time",
data::numeric as "Obyvak"
FROM measurements
WHERE
network="hardwario'
AND address='climate-monitor:1'
AND stream='temperature'
AND $__timeFilter("timestamp")
ORDER BY 1

Points: false

+

+ Add series override

Axes

Time series ~
LeftY

Show K

i Unit Celsius (°C)
SELECT

"timestamp" AS "time", Scak Ji

data::numeric as "Janek" cale Loy
FROM measurements
WHERE

network="'hardwario'

AND address='climate-monitor:2' Y-Max

AND stream='temperature'

AND $__timeFilter("timestamp") Decimals
ORDER BY 1

Y-Min

) ) Label
Time series ~

Right Y

SELECT Show
"timestamp" AS "time",
data::numeric as "Venkovni"

FROM measurements

WHERE Scale linear
network='comet'
AND address="'14941288" Y-Min
AND stream='Channel 1'
AND $__timeFilter("timestamp")

ORDER BY 1 Yihax

~—

Unit short

Apply




SenSQL design goals

e Decentralized
o Shards of sensor data stored at nodes near sensor devices

o No single point of failure, e.g., common cloud infrastructure

e Federated

o Storage nodes operated by independent administrative entities

o Present unified view of spatio-temporal sensor data
e Query language (SQL) for applications

o Standardized, high-level, declarative, familiar, widely-supported

o Distributed query execution
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Types of queries supported by SenSQL

e Find yesterday’s maximum PM2.5 value in Manhattan

e Get daily minimum/maximum temperature near <latitude,longitude>
e Discover road-level temperature sensors along the road from A to B

e Find overhead light actuator in a CEPSR corridor but not in rooms

o Calculate daily average temperature in IRT lab (room)

e Find noise level sensor at W 120th Street & Amsterdam Avenue
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Example: PM2.5 sensors in Morningside Heights

g/
é,;; Hamilton

y Heights g

SELECT i |
measurements. timestamp AS ‘Time’, KRk : .
measurements.data: :numeric AS ‘PM2.5' e ; J

FROM B ,/;/

measurements, features /g

WHERE "/
ST_Contains(features.bounds, measurements.loc
AND features.name 'Morni ide Heights

AND measurements.quantity = ‘PM2.5' §’ﬂ§ / o " rSA
AND measurements.timestamp > "2020-01-01' S~ Sy w7 A SR &
ORDER BY timestamp Vs A AT ?;37f'2;k715
‘Return the measurements ordered from January 1st, 2020 until 7 SENE SO
now from all PM2.5 sensors within the Morningside Heights )v: T ARNE
neighborhood.” i & " 7 o

§
£
A

10/26/21 RTC 2021 29



Example: CO, Sensors in Davis Auditorium

SELECT
measurements.timestamp AS ‘Time’,
measurements.data: :numeric AS ‘CO2'
FROM
measurements, features
WHERE

ST_Contains(features.bounds,
measurements.location)

AND features.name = 'Davis
Auditorium'
AND measurements.quantity = ‘CO2'

“‘Return the measurements from all COZ2 sensors inside Davis Auditorium on
Columbia Univetsity campus.”
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Open issues for the future of programmable

networks

 What’s the right abstraction for telemetry, data and metrics?

* How do we identify managed entities by function, not just IP address, domain
name or hardware?

* long-term constant programming and observation
* How do we manage ensembles of devices, rather than one device?

 How should small (consumer) devices authenticate their managers?
* Passwords are not an option

* How can we generate configuration and telemetry for higher-level devices such as
mail servers and load balancers, as well as functions (e.g., queues)?

* and automatically generate programmer-friendly APIs that use common abstractions such as
objects and Python iterators

 Start with desirable programmer abstraction
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Example: AWS CloudWatch

® ok
NetworkOut mem_used_percent @ ok
NetworkOut < 100000 for 1 datapoints within 5 minutes mem_used_percent > 80 for 1 datapoints within 5 minutes
Bytes Percent
41.3M
3 80
20.7M
59.4
100k
23:30 23:45 00:00 00:15 00:30 00:45 01:00 01:15 01:30 01:45 02:00 02:15 8.7
@ Networkout 23:30 23:45 00:00 00:15 00:30 00:45 01:00 01:15 01:30 01:45 02:00 02:15
Click timeline to see the state change at the selected time. @ mem_used_percent
Click timeline to see the state change at the selected time.
T T T T T T T T T T T T
23:30 23:45 0:00 0:15 0:30 0:45 1:00 115 1:30 1:45 2:00 215
T r T T T T T T T T T
23:45 0:00 0:15 0:30 0:45 1:00 1:15 1:30 1:45 2:00 2:15
@ nalarm  OK [ Insufficient data
@ inalarm OK Insufficient data
Details Actions History Parent alarms
Details Actions History Parent alarms
Details
Details
Name State Namespace Datapoints to alarm
awsec2-i-0e617a66fc7d38624-High- @ oK AWS/EC2 1outof 1 Name State Namespace Datapoints to alarm
Network-Out charlie memory low © ok CWAgent 1 outof 1
Threshold Metric name Missing data treatment
Type NetworkOut < 100000 for 1 datapoints NetworkOut Treat missing data as missing Type Threshold Metric name Missing data treatment
Metric alarm within 5 minutes Metric alarm mem_used_percent > 80 for 1 mem_used_percent Treat missing data as missing

datapoints within 5 minutes

TR Pasisaaiicsinb fxasdaias
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* The current network management model manages the boring parts of the
Internet

* It doesn’t seem to work for cloud, applications, consumer, loT or mobile
end systems, i.e., 95% of the internet

* The SNMP/NETCONF-RESTCONF split makes sense historically, but is
programmer-hostile

* It’s time to put SNMP out to pasture

* JavaScript model of delegating aggregate functionality may simplify
operations
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