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There’s lots of lands that are unknown to me
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Managing networks è Programming systems
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network administrator = tech career without programming?

Network management career
progression stereotype
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The state of home network management
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Programmable networks > P4 & SDN

L3

network support (DHCP, DNS, SMTP, HTTP, SIP)

L2

applications

SNMP
NETCONF
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TR-069: The most popular network management 
protocol

https://usp.technology/

Use of CoAP, WebSockets, MQTT, and STOMP as message transfer protocols (MTP)
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Systems are still in the CLI age
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The network administrator view

The (Backbone) Network
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The programmer view (by trouble caused)

The (Backbone) Network

Apache, nginx
Postfix, sendmail

DHCP server
load balancer

AAA server
network database



DevOps observability

“Observability is tooling or a technical solution that allows teams to actively 
debug their system. Observability is based on exploring properties and 
patterns not defined in advance.”
• Metrics: measurements - counters, distributions, and gauges è SNMP
• Traces: “spans, which are used to follow an event or user action through a 

distributed system” è ?
• Logs: “Logs … append-only files that represent the state of a single thread 

of work at a single point in time.” è NetFlow?
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https://cloud.google.com/architecture/devops/devops-measurement-monitoring-and-observability
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Network management = router management

SNMP(v3) NETCONF
RESTCONF

• no cloud-based system works like that (e.g., AWS)
• no language has separate read and write programs

event notification
limited
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AWS is much simpler



Implicit assumptions for network management

• Centralized – typically, carrier or 
enterprise IT sys/network admin 
• Mostly L2 & L3 problems
• Continuous connectivity to devices
• (Relatively) dumb devices
• But plenty of bandwidth
• No energy constraints
• Emphasis on polling
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Solarwinds NPM



What makes SNMP a bad choice?
• The protocol mechanics are unique (and antique) è no re-use
• Very limited library support
• OIDs are programmer-hostile
• Separate authentication and naming for configuration (NETCONF) and metrics 

(SNMP)
• No support for logs and time series
• Adding SNMP support for a device is painful
• The environment has changed:

• Storage on all but lowest-end IoT devices is cheap
• Computing on devices is feasible
• But bandwidth for mobile devices (e.g., LoRa IoT) is still extremely limited
• Don’t care to store every sample
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We’re starting to see alternatives

Cisco
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DARPA RADICS: instant networks when nothing 
else works anymore



CNSM 2021

Example: DARPA PHOENIX nodes

DARPA RADICS: support blackstart for electric utilities

SDR: P.25
over VHF + Codec2 + data

DECT

802.11af
(TVWS)

high-bandwidth
VHF

mesh

• mesh network (OLSR) with multiple VLANs (VoIP,  SCADA, …)
• goal: self-configuring – just turn on
• network-technology agnostic (not just 4G)
• local services (VoIP, messaging, edge cloud)
• with diagnostics and traffic isolation
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Example: distributed VoIP implementation

Every node can function by itself
Local capability, “global” dial plan



CNSM 2021

DARPA RADICS: Netmon



What ideas can we borrow from ”mainstream” 
frontend and backend developers?

• Data storage and retrieval:
• (time-series) databases – or just a plain database (e.g., SQLite)
• SNMP returns a point value only (polling)
• avoids unnecessary data polling for large networks and loss of data

• Web hooks and bidirectional messaging in HTTP/2
• call HTTPS server on event (similar to RESTCONF)

• Programmable end systems
• e.g., JavaScript APIs that initiate events or return aggregate, computed data
• e.g., trigger logging when system is not feeling well (not all the time) 

• More flexible authentication beyond shared secrets
• from JWT Bearer to certificate-based

CNSM 2021



Should devices support a document object 
model?

• Very successful for complex web models, with jQuery as syntactic sugar
• Easier to use than Xpath
• Use for metrics (i.e., old SNMP) and logs, not just configuration
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Programming model 1: directory + object 

for d in devices(“a1 = ‘PA’, a3 = ‘Philadelphia’, nam = ‘Four Seasons Total Landscaping’, type = ‘CO’”):
print(d.concentration)

SQL:
dlist = devices(SELECT device FROM device WHERE type=’light’ 

AND NAM = ‘Four Seasons Total Landscaping’)

for d in dlist:
d.switch = true // translate to HTTP or CoAP in getter/setter

civic address data type
PIDF-LO (RFC 4776)
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Programming model 2: “pure” SQL

SELECT temperature, measured
FROM sensors
WHERE type = ‘light’

AND a1 = ‘PA’
AND a3 = ‘Philadelphia’
AND nam = ‘Four Seasons Total Landscaping’

ORDER BY measured DESC
LIMIT 1



SenSQL
Storage and Data Processing Architecture
for Distributed Cyber-Physical Systems and Networks
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Approach

● Present SQL interface to IoT and 
network management applications

○ Standard, high-level, declarative, 
familiar, widely supported

● Proxy SQL queries to relevant storage 
nodes

○ Design mapping service to discover 
storage nodes

● Aggregate response data for 
applications

○ Present unified view of spatio-temporal 
data
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SenSQL design goals

● Decentralized
○ Shards of sensor data stored at nodes near sensor devices

○ No single point of failure, e.g., common cloud infrastructure

● Federated
○ Storage nodes operated by independent administrative entities
○ Present unified view of spatio-temporal sensor data

● Query language (SQL) for applications
○ Standardized, high-level, declarative, familiar, widely-supported
○ Distributed query execution
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Types of queries supported by SenSQL

● Find yesterday’s maximum PM2.5 value in Manhattan

● Get daily minimum/maximum temperature near <latitude,longitude>

● Discover road-level temperature sensors along the road from A to B

● Find overhead light actuator in a CEPSR corridor but not in rooms

● Calculate daily average temperature in IRT lab (room)

● Find noise level sensor at W 120th Street & Amsterdam Avenue
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Example: PM2.5 sensors in Morningside Heights

SELECT
measurements.timestamp AS ‘Time’,
measurements.data::numeric AS ‘PM2.5'

FROM
measurements, features

WHERE
ST_Contains(features.bounds, measurements.location)
AND features.name = 'Morningside Heights'
AND measurements.quantity = ‘PM2.5'
AND measurements.timestamp > "2020-01-01'

ORDER BY timestamp

“Return the measurements ordered from January 1st, 2020 until 
now from all PM2.5 sensors within the Morningside Heights 

neighborhood.”
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Example: CO2 Sensors in Davis Auditorium

SELECT
measurements.timestamp     AS ‘Time’,
measurements.data::numeric AS ‘CO2'

FROM
measurements, features

WHERE
ST_Contains(features.bounds, 

measurements.location)
AND features.name          = 'Davis 

Auditorium'
AND measurements.quantity  = ‘CO2'

“Return the measurements from all CO2 sensors inside Davis Auditorium on 
Columbia University campus.”



SenSQL
System Architecture



Open issues for the future of programmable 
networks

• What’s the right abstraction for telemetry, data and metrics?
• How do we identify managed entities by function, not just IP address, domain 

name or hardware?
• long-term constant programming and observation

• How do we manage ensembles of devices, rather than one device?
• How should small (consumer) devices authenticate their managers?

• Passwords are not an option
• How can we generate configuration and telemetry for higher-level devices such as 

mail servers and load balancers, as well as functions (e.g., queues)?
• and automatically generate programmer-friendly APIs that use common abstractions such as 

objects and Python iterators
• Start with desirable programmer abstraction
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Example: AWS CloudWatch



Summary

• The current network management model manages the boring parts of the 
internet
• It doesn’t seem to work for cloud, applications, consumer, IoT or mobile 

end systems, i.e., 95% of the internet
• The SNMP/NETCONF-RESTCONF split makes sense historically, but is 

programmer-hostile
• It’s time to put SNMP out to pasture
• JavaScript model of delegating aggregate functionality may simplify 

operations
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