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Spectrum Regulation 
 
Spectrum is owned by the public; however, the FCC and NTIA share responsibility for 
managing the allocation of spectrum licenses. Licensees have the exclusive right to use 
spectrum for a specifically identified purpose in a specific geographic area. In addition, 
licenses do expire and have buildout requirements, both of which are usually very long 
term. Obviously, as we have seen with spectrum auctions, companies are willing to pay 
significant amounts for this exclusivity. Regulatory bodies were created to manage the 
allocation to prevent interference among various transmissions. Spectrum licensing 
began with the Radio Act of 1912 (in reaction to the Titanic sinking), which assigned 
authority to the Department of Commerce. In 1927, Congress passed the Radio Act, which 
passed authority onto the Federal Radio Commission. This commission granted spectrum 
use to licensees in the best interest of the public; and finally in 1934, Congress passed the 
Communications Act of 1934, creating the FCC. In many cases, regulatory bodies limit 
power emissions or clearly define the specific use of a band of spectrum (e.g., satellite 
versus terrestrial). While the FCC focuses on the private sector (broadcast, wireless 
service), the NTIA, created in 1978, allocates and regulates spectrum used by the federal 
government. The government holds significant spectrum (some estimates as high as 60%) 
that could be used for mobile broadband services. The Obama Administration had 
challenged federal agencies to consider spectrum sharing in order to meet its goal of 500 
MHz of additional spectrum for mobile broadband by 2020. Spectrum sharing may be 
more feasible if wireless networks migrate away from high-powered macro sites to a 
lower-powered small cell architecture.  
 
Exhibit 17: Spectrum Regulatory Landscape 
 
 

 
 
Source: NTIA and Wells Fargo Securities.   
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5.8 GHz band is complex
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LTE band support varies
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Figure 1: EU and US – The Most Commonly Deployed
Mobile Broadband Spectrum Bands

In the tables below, for the United States and certain other countries, we break down the amount 
of licensed mobile broadband spectrum that is currently available and in the pipeline by 
frequency band.  The text and endnotes also identify spectrum that is potentially available in the 
future for licensed mobile broadband.

Note:  This figure represents only the most commonly deployed bands in the EU and US as of the date of this paper. Thus, 
it does not include the AWS-4 and WCS bands recently made available in the US, which are not yet deployed and 
generally do not have a comparable counterpart in Europe.



FCC license areas
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Why does it take so long?
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It takes a long time to convert spectrum
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How Does Spectrum Become Usable? 
 
Spectrum is the lifeblood of the industry and is crucial in network management and 
future planning. However, finding new spectrum to incorporate into network planning is 
rare. In addition, spectrum cannot usually be deployed immediately. In many cases, it 
takes 5–10 years to take spectrum from “beginning” (identifying spectrum that could be 
used for mobile broadband) to “end” (spectrum actually being used in the network). The 
following are some of the historical timelines.  
 
Exhibit 16: Time to Reallocate Spectrum 

 
Source: FCC.  
 
• Clear out other users: In this day and age, there is very limited spectrum that is 

not encumbered. For example, the 700 MHz spectrum (auctioned in 2008) was 
encumbered by TV broadcasters, which had to vacate the spectrum in a digital 
transition, a process that took several years and had multiple delays. In addition, in 
March 2012, the NTIA estimated that clearing just 95 MHz of spectrum and 
relocating federal users would cost as much as $18 billion and take as long as  
10 years.  

• Standards for use: There are many authoritative bodies that help to standardize 
certain aspects of wireless networks, including power levels, band classes, frequency 
allocations (often determined by the FCC in the U.S.), compatibility of network 
equipment and other aspects of networking to facilitate communications on a global 
basis.  

• Equipment devices: Once standards are set, handset and other equipment 
manufacturers must design and manufacture network equipment and chipsets that 
can function over a certain band of spectrum. For example, the iPhone 6 currently 
has up to 20 LTE bands, seven more than the iPhone 5 and more than any other 
smartphone.  

• Testing: Spectrum must be tested for interference with other bands or parts of 
frequency allocation. For example, although the FCC granted Ligado (formerly known 
as Lightsquared) a waiver to use its spectrum for a terrestrial network (versus 
satellite), testing proved that signals over Ligado’s spectrum interfered with GPS 
signals and its network plans are still in flux. 

• Cell site installation: Towers may need additional antennas, filters or backhaul to 
support new spectrum bands. To facilitate this, carriers must often get amendments 
to existing tower leases.  

 
  

Band First Step
Available
For Use

Approx. Lag 
Time

Cellular 1970 1981 11 years
Broadband PCS 1989 1995 6 years

EBS/BRS 1996 2006 10 years
700 MHz 1996 2009 13 years
AWS-1 2000 2006 6 years

600 MHz 2010 2018 8 years



3.5 GHz band

FSS: C Band (3.625–4.200)

REPORT Learning to share    ©2017 Senza Fili Consulting • www.senzafiliconsulting.com      |13| 

Outside the US, these frequencies are used for fixed and mobile access in many 
areas, including Japan and Europe, on a licensed basis. As such, they are 
increasingly considered target bands for 5G deployments. The increased interest 
in the 3.5 GHz spectrum is welcome. It is a frequency that has been underutilized 
for a long time, but it is attractive now because it is well suited to using small 
cells to fulfill the densification requirements that mobile operators have in high-
density areas.  

Global deployments in the 3.5 GHz frequencies also have a positive impact on 
CBRS because they accelerate the addition of 3.5 GHz support to devices. It has 
to be kept in mind, however, that a device designed for 3.5 GHz outside the US 
will not be able to access CBRS, because it does not meet the FCC requirements 
that would enable it to coordinate transmission with the CBSD. But devices can 
support both CBRS and ITU bands 42 and 43, and with this configuration the 
combination of US, Europe and Asia can drive a faster adoption of 3.5 GHz in 
mobile phones than if the band were available only in the US. 

CBRS uses a three-tiered access model, with the other lower tiers designed to 
give new players different levels of access to the CBRS band: 

▪ Tier 1: Incumbents. The protection of access for incumbent users (military 
radars, FSS, WISPs) in CBRS means they can use the band as allocated to 
them as they choose, without any requirement to coordinate transmission 
with other users.  

▪ Tier 2 – Priority Access License (PAL). Reserved to licensed users in the 
3550–3650 MHz band, in 10 MHz TDD channels. The duration of a license is 
still under discussion, but the expectation is that it will be 6 years. The FCC 
has not yet announced when and how it plans to issue the licenses, but 
they will be assigned on a census-tract basis – i.e., for small areas (there are 
74,000 census tracts in the US, and they typically have a population of 
1,200 to 8,000). Each area will have at most seven channels, and no 
licensee can have more than four licenses per census track. PAL licensees 
have to give priority to incumbents’ use, but within their assigned 

channel(s) they have priority over tier 3 users. They have to be able to 
coordinate access with the SAS.  

▪ Tier 3 – General Authorized Access (GAA). Anyone can use the CBRS band 
under the GAA provision, as long as there is a channel available, and the 
user is registered and authorized, and can coordinate transmission with the 
SAS. The entire CBRS band – 3550–3700 MHz – is available for GAA, 
including PAL channels when not in use, with a minimum of 80 MHz and a 
maximum of 150 MHz in each area. GAA users have no protection, and 
they have to accommodate tier 1 and tier 2 users: their access is 
opportunistic, although at each given location, the availability of CBRS 
spectrum should, to a good extent, be predictable. The SAS allocates 
transmission rights to tier 3 users.  
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3.5 GHz user classes

Federal users
Fixed satellite users (FCC)

Priority licenses (PAL)
10 MHz channels in 3550-3650

General authorized use (GAL) 

1

2

3

census tract
≤ 70 MHz
3-year licenses
assigned via SAS

must not interfere

ESC (environmental sensing capability) allows 
commercial use in coastal and Great Lakes region
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Protecting incumbent users 

The success of CBRS is predicated on its ability to protect access for incumbent 
users. As a result, FCC regulations rightly go to great lengths to ensure it does 
that (see table below). During the initial deployment, PAL and GAA users cannot 
deploy in any of the areas where federal or FSS users are located. This is a major 
issue, since they are mostly located along the two coasts (see graph below), 
where most of the population lives and where the need for the additional CBRS 
spectrum is greatest. Eventually, with the introduction of ESC (see below), PAL 

and GAA users will be able to use CBRS spectrum when incumbent users do not 
use it – and this is most of the time in most locations. 

Still, the issue of exclusion zones is one of the most frequently mentioned as 
casting uncertainty over CBRS’s success. While initially the exclusions will have a 
large impact, establishment of the ESC and SAS will lead to the introduction of 
spectrum sharing mechanisms that are more dynamic. This will make it possible 
to efficiently use 3.5 GHz spectrum that incumbent users do not need, without 
impacting their ability to use it as they wish. Simply, this is because incumbent 
users do not use the spectrum extensively – and this is why 3.5 GHz is an 
excellent candidate for spectrum sharing.  

 CBRS incumbent users (tier 1) 

3550–3650 
MHz 

Military radars – shipborne: 17 ships homeported in 
Norkfolk, VA; San Diego, CA; and Seattle, WA 
Activity to be monitored via ESC 

3650–3700 
MHz 

Military radars – ground-based: in St. Inigoes, MD; 
Pensacola, FL; and Pascagoula, MS 
Activity to be monitored via ESC 

3600–3700 
MHz 

FSS earth stations – receive: 35 sites, mostly along the 
coasts 
PAL and GAA not allowed around these sites, so ESC is not 
necessary 

3650–3700 
MHz 

WISPs: thousands of networks 
Incumbent perations continue to be allowed under CBRS, 
but transition expected by 2020–2023 
Activity is not monitored by ESCs 

 Source: Senza Fili 
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common band and to consider authorizing additional millimeter wave bands as high as 
70 GHz and 80 GHz. We explore each of these bands further: 
 
Millimeter Wave Spectrum Bands 
 

 
 
Source: Company reports, FCC and Wells Fargo Securities.   
 
• MVDDS (12.2-12.7 GHz): The terrestrial based wireless transmission of signals on 

the MVDDS spectrum (stands for Multichannel Video and Data Distribution Service) 
reuses frequencies reserved for direct broadcast satellite (DBS). DISH, via a 2004 
auction of these licenses and 2012 acquisition of 45 licenses from Cablevision, is the 
largest owner of MVDDS spectrum in the U.S. and, along with 10 other members of 
the MVDDS 5G Coalition, has asked the FCC to permit licensees to use the spectrum 
for two-way mobile broadband services (currently reserved for downlink only). 
Unlike DISH’s other spectrum holdings, the company’s MVDDS licenses, as well as 
four LMDS licenses, are held within the DISH DBS subsidiary.   

• 24 GHz: In 2004, the FCC held an auction for 890 24 GHz licenses, but only seven 
were sold (and only five are now active), while FiberTower holds 38 pre-auction 
licenses in this band. This band only consists of 400 MHz of spectrum, a small 
amount compared to other millimeter wave frequencies contemplated for 5G use, but 
still quite large in relation to existing licensed spectrum.  

• 28 GHz (LMDS): The 28 GHz band consists of 1.3 GHz of total spectrum, known 
more commonly as LMDS (stands for Local Multipoint Distribution Service) 
spectrum. In 1997, the FCC developed  a band plan to have two LMDS licenses, one A 
Block consisting of 1,150 MHz of bandwidth (27.5-28.35) and a B block of 150 MHz 
(31.00-31.075 for the B1 band and 31.225-31.30 for the B2 band) available to each 
BTA in the U.S. Many of the licensees, including Teligent, Winstar and NextLink at 
the time were focused on offering high-speed, fixed wireless services to small and 
medium-sized businesses. However, many of these ventures failed and ended up in 
bankruptcy, giving this spectrum somewhat of a bad name in the space. Verizon 
currently holds most of the LMDS licenses, via the company’s acquisition of XO 
Holdings (the former NextLink licenses) with the rest having fallen back to the FCC. 
Of the 986 designated licenses, 412 BTAs have active licenses, covering 75% of the 
population. The FSS industry does use this spectrum for Earth to space 
communications, but this is secondary to LMDS. FSS use of this spectrum (Earth to 
space, but only limited gateway-type services) is secondary to LMDS. 

• 37 GHz: This band consists of 1.6 GHz of spectrum (between 37 and 38.6 GHz) and 
is largely a greenfield spectrum, aside from some limited Federal military uses. 
Because this spectrum is adjacent to the 39 GHz band, there is support to combine 
the band with the 39 GHz band to create large contiguous spectrum swaths.  

• 39 GHz. This band consists of 1.4 GHz of spectrum (from 38.6 to 40 GHz), currently 
allocated to FSS (space-to-Earth, but currently unused) and mobile on a primary 
basis for non-Federal use. The FCC’s plan consists of 14 blocks of 50+50 MHz 
channels. Currently, only 870 licenses exist out of 2,464 total available. The FCC 
plans to issue new licenses. Straight Path, which has agreed to be acquired by 
Verizon, owns 931 licenses out of 1,098 total licenses.  

24 GHz # 25 GHz 26 GHz 27 GHz 28 GHz 29 GHz 30 GHz 31 GHz 32 GHz 33 GHz 34 GHz 35 GHz 36 GHz 37 GHz 38 GHz 39 GHz 40 GHz

Radio-
navigation
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use
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Band
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Carrier position. Verizon has made the most aggressive push into millimeter wave, 
having agreed to acquire Straight Path for $3.1 billion and the option to gain 180 billion 
MHz POPs from its acquisition of XO Communications (158 billion from the LMDS A 
frequency band, 16 billion from the LMDS B frequency band and 4 billion from the 39 
GHz band). AT&T also acquired FiberTower out of bankruptcy, which handed the No. 2 
carrier 30 billion MHz POPs in the 24 GHz and 39 GHz bands. AT&T says it will use the 
spectrum in Project AirGig, an initiative that uses power lines to guide wireless signals on 
antennas placed on utility poles. T-Mobile also acquired a small amount of LMDS and 39 
GHz licenses via its acquisition of MetroPCS. Sprint, meanwhile, is tapping into its sizable 
2.5 GHz spectrum holdings for wireless backhaul purposes. Unlike mmWave spectrum in 
most cases, Sprint’s 2.5 GHz spectrum can be used without line of sight and can penetrate 
buildings more effectively. We note that the FCC has placed a spectrum aggregation limit 
of 1,250 MHz in assessing future auctions and secondary market transactions.  
 
Exhibit 34: Largest mmWave Licenseholders (Average MHz)  

 
Note: Allocates FiberTower licenses to AT&T and Straight Path and XO (Nextlink) licenses to Verizon.   
Source: FCC, company reports, AllNet and Wells Fargo Securities.  
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mmWave bands for mobile systems (non-
satellite)

16

Band Available Currently used Frequencies Area, format Blocks
12.2-12.7 GHz 500 MHz Licensed to DISH (2004 & 

2012)

24 GHz 
(UMFUS)

900 MHz FiberTower, AT&T 24.25–24.45, 
24.75–25.25 GHz

PEA
clock

7 x 100 MHz
(after 28 GHz)

28 GHz (LMDS) 0.9 GHz Verizon (via XO) 27.5–28.35 GHz County
SMR

2 x 425 MHz
(Nov. 2018)

37 GHz 1.6 GHz Greenfield, federal use 6 100 MHz

39 GHz 1.4 GHz FSS (unused), 14 blocks of 
50+50; StraightPath (VZ)

57-71 GHz (V-
band)

14 GHz unlicensed (WiGig)

71-76 + 81-86 
GHz (E-band)

10 GHz light license
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30-40GHz mmW – Spectrum Overview

§ Note: The Commission’s Fixed Microwave (Part 101) and Satellite Communications (Part 
25) service rules govern most of US Mobile allocations shown above 

Source : Samsung Communications Research Team
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Small cell deployment
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Two perspectives on small cells

Carrier
• 5G deployment provides public benefit
• enables smart city deployments
• needed for US competitiveness
• cities and tribes just extorting money
• fees should reflect cost of permitting
• Federal preemption, please!

Municipalities
• carriers are not charities
• not a major cost factor
• what about digital inclusion?
• concerns about visual blight
• it’s my city!

19



Reviews

• The FCC (or states) don’t approve cell towers or small cells à largely, 
local issue
• National Environmental Policy Act (“NEPA”)
• National Historic Preservation Act (“NHPA”) 
• Tribal review, according to AT&T
• “last three years AT&T has spent $13 million in tribal fees”
• “CTIA and WIA have explained that tribal review takes, on average, about 110 

days”

20



Broadband Deployment Advisory Committee 
(BDAC)
• Established April 2017

• Model Code for Municipalities 
• Model Code for States 
• Competitive Access to Broadband Infrastructure 
• Removing State and Local Regulatory Barriers 
• Streamlining Federal Siting

• Membership: 30 members, 3 of which represent municipalities
• rest carries, industry associations, conservative academics

• Significant leadership and membership churn
• mayor of San Jose resigned

• Goal: develop model agreement and guidelines for small-cell deployments
• non-binding, but related to pole attachment rules

21



Small cell deployments

• “A wireless facility where each antenna, 
excluding associated equipment, 
comprises no more than three cubic feet 
in volume.” (AT&T)
• “17% of AT&T costs to deploy each small 

cell node are directed to NEPA and NHPA 
compliance” (AT&T)

Pole

Small Cell Antennas

4G Antennas

Pole Structure

Radios

Typical Urban Deployment
4G Antennas: ≈3 ft3/ea
5G Antennas: <3 ft3/ea

Pole 

5G Antennas (below 4G)

~ 3 ft3
22



AT&T examples of small cells
Boston Dallas

Small Cell Examples
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5G small cell – deployed reality
Baltimore (Crown) Indianapolis

Small Cell Examples
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Example: San Jose (April 2018)

   

     

                               
                               

                                     
                                   

                     

   
         

   
   

               

                 

                 

   
         

   
   

               

                 

                 

   
         

   
   

               

                 

                 

                             
                             

                               
                                 

                             
 

                             
                               

       

   

DOCUMENT A

170 small cells
+ 

$1M fund
$850k prepay

RD:EK 
4/11/2018 

Funding and Reimbursement Agreement 

T-34346/ 1492473.1 

1.6 Commitment by CITY. 

1.6.1 COMPANY acknowledges and understands that this AGREEMENT is 
only for the purpose of providing a funding mechanism to allow CITY 
staff and CITY consultants to perform necessary tasks connected with 
expedited permitting of the SMALL CELL SCOPE, and upgrading the 
City’s pole attachment process and associated technology solution 
refresh. COMPANY agrees and acknowledges that this AGREEMENT in 
no way commits CITY to approving non-compliant encroachment permit 
requests. CITY agrees and acknowledges that it will process the SMALL 
CELL SCOPE in an efficient manner and make good faith efforts to 
achieve an average processing time of 60 business days.  The average 
processing time of 60 business days does not include any days taken by 
COMPANY to respond to any reasonable request for information 
concerning a permit. CITY shall also use all reasonable efforts to issue 
final permits for each of the 170 sites identified by COMPANY for the 
SMALL CELL SCOPE, or such lesser number as determined by 
COMPANY to enable COMPANY to provide sufficient signal coverage 
and operational capacity for COMPANY’s proprietary coverage area plan 
for the CITY, as determined by COMPANY in its sole discretion. 

2. Small Cell Agreement.

2.1     CITY shall work in good faith with COMPANY in the efficient processing of any 
small cell permits submitted by COMPANY in connection with the use and 
lease of CITY facility or property consistent with this AGREEMENT and all 
applicable laws, regulations, policies and processes of the CITY within an 
average processing time of sixty (60) days. 

2.2 Notwithstanding anything to the contrary in the MASTER AGREEMENT, a 
Usage Fee of $1,500 per small cell site shall be applied for the first five (5) 
years of all SLAs within the SMALL CELL SCOPE. Thereafter, the Usage Fee 
shall increase in accordance with Section 3.B.1 of the MASTER 
AGREEMENT. Accordingly, the Usage Fee for the first 15 years of each SLA 
shall be as follows: 

Year 1:      $1,500 Year 6:      $1,545     Year 11:       $1,794 
Year 2:  $1,500 Year 7:      $1,592     Year 12:       $1,848 
Year 3: $1,500 Year 8:      $1,640     Year 13:       $1,904 
Year 4: $1,500 Year 9:      $1,690     Year 14:       $1,962 
Year 5: $1,500 Year 10:    $1,741     Year 15:       $2,021 

Where CITY approves COMPANY’s plans for a particular small cell site 
showing the use of CITY’s infrastructure and/or electrical circuits, the Usage 
Fee will include such use. 

DOCUMENT B

60 day processing
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Impact on Competition
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5G as hope for facilities-based competition
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Financial model

28

 

 Telecommunications   27 November 2017 

 

 6 

Figure 4: Fixed 5G model 

 
Source:  UBS estimates, Census Bureau data  

 

Figure 5: IRR sensitivity  Figure 6: Gross margin sensitivity 

 

 

 
Source:  UBS estimates  Source:  UBS estimates 

 
    

Small cell assumptions P&L per sub
Region Sacramento, CA  Revenue 75.0
Population 495,234 Backhaul cost 16.7
Land area (miles2) 98 Small cell rental cost 10.0
Housing units 186,881 Other cost of service 7.0
Population per household 2.65 Total cost of service 33.7
Population density (per mile2) 5,058 Gross profit 41.3
Household density (per mile2) 1,909 Gross profit margin 55.1%
Small cell propagation (radius in feet) 1,000 SG&A 11.3
Small cell coverage (feet2) 3,140,000 EBITDA 30.1
Households available per small cell 215 EBITDA margin 40.1%
% of city covered w ith small cells 50%
Small cells in region 3,115 Depreciation 1.7

EBIT 28.4
Tax 9.9

Financial assumptions NOPAT 18.4
Household penetration 20%
HHs per small cell in Sacramento, CA 43 Capex 7.5
Max. HHs covered / small cell 30 Free cash flow 12.7
Asset life (years) 15 Free cash flow margin 16.9%
Tax rate 35% Cost to acquire sub 410.0

Per Per Monthly IRR 1.1%
Cost to install Small cell Sub Annual IRR 13.9%
Antenna, radio, other equipment 300 10
Installation cost 0 0
Cost to connect (success based)
CPE 6,000 200
Installation cost (line drop) 3,000 100
Selling & Marketing 3,000 100
Total cost per gross addition 9,300 410

Revenue drivers
Monthly churn 2.0% 2.0%
Monthly ARPU 2,205 75
Expense drivers
Monthly backhaul cost 500 17
Monthly equipment rental space 300 10
Other CCPU per month 210 7
SG&A (% of sales) 15% 15%
Ongoing capex (% of sales) 10% 10%

14% 80 75 70 60 50
40 38% 29% 21% 6% -7%
35 31% 22% 15% 1% -12%
30 22% 14% 7% -7% -18%
25 10% 3% -4% -16% -26%
20 -6% -12% -17% -28% -37%

ARPU

HHs 
per 

small 
cell

55% 80 75 70 60 50
40 66% 64% 61% 55% 46%
35 63% 60% 57% 50% 40%
30 58% 55% 52% 44% 33%
25 51% 48% 44% 35% 22%
20 41% 37% 33% 22% 6%

ARPU

HHs 
per 

small 
cell



Competition models, 2020+
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4G/5G tethering 5G fixed
wireless

HFC (cable)

FTTH (telco)ur
ba

n
ru

ra
l

DSL

fixed wireless

4G tethering

satellite

FTTH
(limited availability)

variable speed < 10 Mb/s
few GB/month

variable speed < 50 Mb/s
few tens GB/month

consistent speed  ≧100 Mb/s
TB/month



FCC, 5G and security
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2017: 5G security NOI (Feb. 2017)
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Federal Communications Commission DA 16-1282

5

7. As an initial matter, we seek to understand the current state of security planning for 5G 
networks.  We must first build a solid foundation of facts about 5G security in order to further identify 
potential issue areas and solutions.  We seek comment on the current efforts across industry to study 5G 
security, develop security protocols and solutions, and triage 5G security issues when they arise.  How are 
equipment developers considering security in the design of 5G equipment?  How are service providers 
considering security in the planning of 5G networks and ensuring end-to-end security where 5G 
technology is integrated with prior generation technology in heterogeneous networks?  How can the 
Commission support and enhance this work?  What known vulnerabilities require increased study?  How 
should 5G differ in terms of cybersecurity needs from its widely-deployed predecessor generation, 4G 
LTE?  What cybersecurity lessons can be learned from 4G deployment and operational experience that 
are applicable to the 5G security environment?  What should be different, if anything, between LTE pre-
5G deployment and post-5G deployment?   

8. In this NOI, we seek information on a variety of specific security-related issues.  We do 
not, however, limit our inquiry to these narrow topics.  Instead, we encourage commenters to consider this 
common thread throughout the NOI:  how can we, working together with other stakeholders, ensure the 
rapid deployment of secure 5G networks, services, and technologies?

A. Protecting Confidentiality, Integrity, and Availability

9. As the Commission indicated in the Spectrum Frontiers Report and Order, we seek to 
promote 5G security through a “security-by-design” approach to 5G development,11 and we believe it is 
important that all stakeholders – service providers, software developers, and device manufacturers alike –
work toward a comprehensive long-term strategic framework.  We seek comment on the premise that, by 
utilizing the “confidentiality,” “integrity,” and “availability” (CIA) principles,12 a firm may avoid or
mitigate 5G network and device data security risk through strong, adaptive, protections against 
unauthorized use, disclosure, and access.  What are the benefits and limitation of a security-by-design 
approach and of employing CIA principles?  

10. We seek specific comment on how the CIA principles are being considered for 5G 
networks, systems, and devices.  In particular, we examine below how CIA principles are being taken into 
consideration with respect to authentication, encryption, physical security, device security, protecting 5G 

(Continued from previous page)                                                                  

dynamically interrelated, and thus no particular principle should be addressed in isolation if 5G security is to be 
achieved. See, e.g., Techopedia, CIA Triad of Information Security, 
https://www.techopedia.com/definition/25830/cia-triad-of-information-security (last visited Oct. 5, 2016); see also
44 USC § 3552(b) (3) (defining “confidentiality,” “integrity,” and “availability” (CIA) as the constituent elements of 
“information security”; collectively, the terms are sometimes referred to as the “CIA principles”); Office of 
Management and Budget, Circular No. A-130, Managing Information as a Strategic Resource at 36 (2016), 
https://www.whitehouse.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf (defining 
“[s]ecurity control” as “the safeguards or countermeasures prescribed for an information system or an organization 
to protect the confidentiality, integrity, and availability of the system and its information”).
11 Spectrum Frontiers Report & Order, 31 FCC at 8106, paras. 255-65.
12 See supra note 10 (further explaining the CIA principles). 
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Conclusion

• Spectrum policy gets messier
• most 5G action seems to be at 3.5 GHz, not mmW
• can we make mobile vs. satellite discussions more rational?

• little economic impact analysis

• Towers: not in my backyard à small cells: not on my lamp post 
(without a fee)
• danger of carrier overreach

• Impact of 5G on competition: HFC or another BPL?
• Should there be other regulatory interventions
• security? interoperability (bands)? receiver requirements?
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