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Gartner Hype Cycle for Emerging Technologies, 2016

Expectations

Machine Learning
Software-Defined Security

Smart Robots
Micro Data Centers.£
Gesture Control Devices 0
loT Platform O
Commercial UAVs (Drones) O)
Affective Computing O
Smart Data Discovery O
Virtual Personal Assistants O
Brain-Computer Interface O

O Conversational
Volumetric Displays o User Interfaces

Smart Workspace ()
Personal Analytics )

O Human
Quantum Computing O Augmentation

Data Broker PaaS

O context Brokering

Expectations

Nanotube Electronics

Cognitive Expert Advisors
- Connected Home é)oo :
Blockchaino %Autonomous Vehicles

© Software-Defined Anything (SDx)

O Natural-Language Question Answering

OEnterprise Taxonomy and
Ontology Management

O Virtual Reality
Q Augmented Reality

(dbrPaas)@y Neuromorphic Hardware

Trough of
Disillusionment

O 802.11ax
O General-Purpose Machine Intelligence
© 4D Printing
OSmart Dust
. Peak of
Inm?vatlon Inflated
Trigger

Slope of Enlightenment

Plateau will be reached in:
@ less than 2 years

@ 2to5years

() 5to 10 years

@ more than 10 years

As of July 2016

Plateau of
Productivity

Time

Gartner



Design for 20 years

Mobile Network Technology Lifecycles
(North America)

© Chetan Sharma Consulting, 2014

Number of Years

16 26 3G 4G (ESTIMATED) 56 (ESTIMATED)

= Researchs Standardization  ®mTame 10 Peak = Peak toend of Life = Tota Life
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Generations are distinct

Talking a different language

:Maturists
i(pre-1945)

: Wartime rationing
i Rock'n'roll

i Nuclear families

: Defined gender

i roles - particularly
: for women

Formative
experiences

UK workforce 36

Jobs for life

Signature Automobile

Communication : Formal letter
media E

Preference when
making financial :
decisions :

Face-to-face meetings

: Baby boomers

: (1945-1960)

: Cold War

: 'Swinging Sixties’

: Moon landings

: Youth culture

: Woodstock
Family-orientated

Face-to-face ideally but
increasingly will go online

i Generation X

i (1961-1980)

i Fall of Berlin Wall

i Reagan/Gorbachev/
i Thatcherism

i Live Aid

{ Early mobile

i technology

Organisational -
careers are defined
by employees

“Portfolio” careers -
loyal to profession,
not to employer

Television

Telephone

Online - would prefer
face-to-face if time
permitting

2G
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:Generation Y
:(1981-1995)
:9/M terrorists

: attacks

: Social media

: Invasion of Iraq
: Reality TV

: Google Earth
Divorce rate rises 1

Personal computer

E-mail and text message

work “with"
organisations

Tablet/smartphone

Text or social media

Face-to-face

3G

Generation Z
i (Born after 1995)

i Economic
idownturn

i Global warming

: Mobile devices

: Cloud computing
| Wiki-leaks

i Employed in either part-time
i jobsor apprenticeships

Digital entrepreneurs -

Multitaskers - will move
seamlessly between
organisations and
“pop-up” businesses

Google glass,
3-D printing

Hand-held
communication
devices

Solutions will be
digitally crowd-sourced

Source: Barclays, University of Liverpool

4G




Generations overlap

T

)
“




Generational surprises

Generation Expectation Surprise

underestimated cost and fixed-equivalence as drivers
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Lessons, in brief

Experience Lessons

VoLTE, IMS avoid complexity
avoid entanglement
plan intercarrier interfaces

Wi-Fi don’t trust the RAN/AP

disaggregation of clear & simple interfaces
functions don’t assume trust between elements

app stores keep it application-neutral

FTTH, backhaul cost re-use backhaul where you can find it
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METIS Technical Objectives

iy g
Iy
EE: “‘{%‘I i i X !
; ST T
1000x 1 0-1 00x 10-100x 10x
higher mobile  higher number of typical end-user lower Iatency longer battery life
data volumes connected devices data rates for low-power devices

METIS, “Toward a 5G Mobile & Wireless System Concept”



2G 2 3G 2 4G - 5G = increasing number of technology compon

5G is a systems standard

Technology
component

Proposed application

Less exciting, but likely

mmWave

edge
computing

M2M

1 ms latency

slicing

10 Gb/s user rates

loT

billions & billions of devices!
autonomous vehicles!

autonomous vehicles!

QoS

capacity in stadiums
fixed wireless?

video caching

electric meters

keep it application-neutral

test networks, VPNs

o
Y
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5G low latency
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omplexity kills
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Long-range networks

FEATURE LTE Rel 13 Combined Cooperative Narrow Band M2M
Narrow Band Ultra Narrow Clean Slate (Huawei/

(NB) and Spread Band (Sigfox) Neul)
Spectrum (SS)
(Semtech)

400 Hz to 12.8
KHz NB and 200
Bandwidth 1.4 MHz KHzSS UL/ 3.2

160 HzUL/600  2or3.75KHz UL/ 15

KHzto 12.8 KHz Hz DL KHz DL per channel
DL

UL Data Rate TBD 122 EE;S_ /-8 160 bps /600 bps 200 bps to 45 Kbps
Range / MCL 155.7 dB (24 164 dB (20 dBm 164 dB (24 dBm 162 dB (24 dBm Tx

& dBm Tx Pwr) TX Pwr) Tx Pwr) Pwr)

Broadcast/Multicast Yes Yes No No?

Duplex AR Dl Full-Duplex Full Duplex Full-duplex
(FDD)
Synchronization Yes Yes No Yes
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loT requirements

Application Range | Mo- Device Service Suitable
blllty characteristics | characteristics networks

* Connected car ~1000m
Fleet management

Remote health monitoring

Smart metering ~1000m
Parking meter

Hospital asset tracking ~100m
Warehouse logistics

Industrial automation ~10m
Home automation

Personal activity ~1m

Local object tracking
Point of sale

No

Yes

No

No
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Rechargeable
battery

Low rate,
low power,
low cost

Low rate,
low power,
low cost

Low rate,
low power,
low cost

Low rate,
low power,
low cost

Managed service,
highly secure

Managed service
Enterprise-

deployed

Subscription-free

Subscription-free

Cellular
Satellite

Cellular
Dedicated

network
WiFi
RFID

Zwave
Zigbee
Wifi
Powerline

Bluetooth
NFC

13



iche networks persist

Qs
ubiquity; low
GBBIuetooth

speed; public
JAV S

D

tries to
usurp niche



What’s the economic case for
5G?

Big 4 Postpaid ARPU

= = AT&T =CO==\/erizon Sprint =—/=T-Mobile e=(== S Ce
$70
n avg. about 2.1 GB/month
T-Mobile: 10 GB tethering
$60 ‘ :
S * ,
S50
$40 [ T T T T I I T T T T I I 1
™ ™ ™ ™ \e) \2) \e) \e) o o © © A
Y N4 Y N4 '» ’\/ d '\r 3 '\r S 3 N2
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Cord-cutting for broadband?

Exhibit 13

Comecast: Median Bandwidth Usage per Household per Month, 2008 to 2016
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Source: Comeast’s website, MoffettNathanson estimates and analysis
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How can 5G be cheaper by
GB?

Backhaul is major cost factor

o “Backhaul costs represent almost 6% ... of a wireless carrier total operating
expenses (OPEX) and 30% of total network costs.”

Re-use existing fiber to residential users
> Requires cooperation of cable/FTTH provider

Reduce license cost for spectrum = unlicensed, mmWave

o first step: LTE-U

Table 5. Wireless Network Cost Breakdown (OPEX and Headcount CAPEX)

Carrier | Carrier | Carrier | Carrier | Average of All
Subcomponents .
A B C D Carriers
Strategy and Support 13 8 10 19 14%
Network infrastructure 36 45 33 37 39%
rent
Transmission 6 5 13 8 7%
Core Network 10 9 13 3 8%
Radio ops & maintenance 11 15 18 14 14 %
Radio deployment 13 8 8 10 10 %
Radio design 10 9 5 8 8 %
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Spectrum for 5G




Changing spectrum
environment

Except at highest frequencies, all new spectrum likely to be shared
° e.g., 3.5GHz

° in time & space

- need frequency-agile systems that can shift capacity to different
bands, quickly

- few common bands for consulting spectrum database
° NOW: scan, pray & wait
> 5G: shared band - database
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Spectrum sharing

How much politeness &
fairness is required?
— LTE-U & LTE-LAA (license-

assisted, listen-before-talk)

Secondary
markets

Command
and Exclusive use
control

| Auctions |

Overlay sharing

Hybrid. models

Underlay sharing

Open access

GENI RW TAMU MAY 2017
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|[deal spectrum

Unused or cheap

A

\able globally
aably undé

No
Propag
Not affectee

Wide bands (=5 M

Is paired (uplink &

, PIro
€a

L

Ry,
Allows small antennasede

GaAs)

onics (

Can be processed
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Spectrum co-existence

“high tower, high power” e cellular uplink
(TV, cellular downlink, radar transmitter) e radar receiver

* GPS receiver
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Spectrum roles

GHz
base-level coverage urban capacity indoor & capacity d|rect!onal
. capacity
(particularly rural)
Digital dividend AWS-3 3.5 GHz mmWave R&O

TV incentive auction
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The filter problem

guard band
(wasted)

filter
(input or output)

licensed
band
user 2

licensed band

user 1

Power imbalance:
* cell downlink: 100 W ERP
* celluplink:0.05-2W
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TV Incentive auction

1. go off-air (6 MHz)
2. multiplex (share)
descending clock auction 3. VHF
- reduce until clearing target met

April 2017

initial forward TV station
clearing auction participated
goal (carriers) & got bid?

144 MHz
(May 2016)

forward bids
insufficient > repack
reduce clearing goal (39 months)
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600 MHz incentive auct

O
-

FirstNet
paired Asction Avoton spectrum
Blocks (MHz}  (MHz}

12 144 120 |21 [22]23 24 [25]028

1 138 1o [21 [22]2a 24 Jas [oe [7

0 128 w0 [21 [22]23 24 25|28 ]or [ ]2e
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] 108 0

?[ 84 70

& 78 &0
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4 80 50

2 a8 20 _ :
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Source: FCC and BTIG Research

: 5 MHz uplink
radio astronomy, blocks

medical monitoring

5 MHz downlink
blocks
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Incentive auction facts




Spectrum Needs And Values Are Ch

anging

Prior to 2013, low-band routinely fetched 2X the amount
band started to shift after VZ deployed LTE on 700MHz. B
2x the last significant low-band transaction. The incentiVv
the most valuable spectrum, and executed in an era whe

$ / MHz-POP

Period of iow-band dominance

A

ived value of mid-band vs low-

bf mid-band. The perce
ld for more than

the AWS-3 auction in 2015, mid-band so
le auction was conceived in an era when low-band was

focus had shifted to higher bands.

Mid-Band Vs. Low-Band Values - Sfelected Transactions '

Period of mid-band ascendancy

e

s300 ([

$250 |

/ Auction 97

Source: Company data, FCC, New St

$200

VZ-TMUS

$150 - T-VZ
Auction 73 (2008} // TMUS\Z
T-LEAP

$1.00

. Auction 66 (20 -SpecirumCo

$0.00
Prior Auction 2010 2011 2012

1) Indexes reported i '
values to national auction prices tor all transactions, save V.
reet Research estimates R

Atretion 1001

2013 2014 2015 2016 2017

Low-Band

and auctions themselves.

new|street
cet Jonathan Chaplin | 212 921 9876 | jon

athan.chaplin@newstreetresearch.com

https://law.duke.edu/innovationpolicy/spectrum-incentive-auction/
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Forward auction: T-Mobile

S8B

T-Mobile 600 MHz Incentive Auction Results: Aggregate MHz Won
Clo [120 M 30 M40 M50

Mosaik &

() mosaik.com () @mosaikglobal ) mosaikglobal () mosaik-solutions
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3.5 GHz band

3.0
3.1
3.3

FSS: C Band (3.625-4.200)

Radiolocation

Radiolocation

MARITIME
RADIONAVIGATION

GENI RW TAMU MAY 2017 34




Federal Exclusion Zones

.....

¢ : e,
e 0;)(\1(
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3.5 GHz user classes

must not interfere

Federal users
Fixed satellite users (FCC)

census tract

Priority licenses (PAL) <70 MHz
10 MHz channels in 3550-3650 3_year licenses

assigned via SAS

ESC (environmental sensing capability) allows
commercial use in coastal and Great Lakes region
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30-40 GHz mmW overview

Source : Samsung Communications Research Team
EESS MS MS MS
ITU FSS FS FS FS
RL FSS FSS FSS
= h B —
27. 5 313 33.8 38. 40 41 42.5
26.5 !L 31.3 334 40.2 42.5
Yo
. BN R—
13.4 14 181 186 27 D 29.5 38 D )
Current Usage Current Usage
US :LMDS,FSS s
EU : Fixed P-P link , FSS earth station R T MOBILE Primary.
China : Mobile, FSS 2 ZAKOO Teye
A g Korea : None
Korea : Marine time use
EESS (Earth Exploration-Satellite Serivce) FSS (Fixed Satellite Service) RL (RadioLocation service),
MS (Mobi ce FS (Fixed P-P (Point to Point M | Multipoint Distri )

=  Note: The Commission’s Fixed Microwave (Part 101) and Satellite Communications (Part 25)
service rules govern most of US mobile allocations shown above
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MMW: Spectrum Frontiers R&O

Core Principles
° ldentify substantial spectrum in MMW bands for new services
> Protect incumbent services against interference
o Flexible use: enable market to determine highest valued use
o Qverlay auctions where no existing assignments
> Provide spectrum for both licensed and unlicensed use

R&0O — 10.85 GHz added for mobile service (July 2016)
o Licensed bands (3.85 GHz): 27.5-28.35 GHz; 37-38.6 GHz; 38.6-40 GHz
> Unlicensed bands (7 GHz): 64-71 GHz

FNPRM — seeks comment on another 18 GHz & above 95 GHz

o 24.25-24.45 GHz; 24.75-25.25 GHz; 31.8-33.4 GHz; 42-42.5 GHz; 47.2-50.2 GHz; 50.4-52.6
GHz; 71-76 GHz; 81-86 GHz; bands above 95 GHz

Licensing, operating and regulatory rules
o Part 30: Upper Microwave Flexible Use Service (UMFUS)

o Geographic area licensing, area size, band plan, license term
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https://www.fcc.gov/document/spectrum-frontiers-ro-and-fnprm
https://www.fcc.gov/document/spectrum-frontiers-ro-and-fnprm

Network
architecture




Networks 1G through 4Gish

Standard-SIM~~ MicroSIM ~ Nano-SIM
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LTE — one carrier, plus roaming

NAS security
Idle state mobility handling
EPS bearer control

Mobility UE IP address allocation
Packet filtering

Radio bearer control
Inter-cell RRM anchoring
Connection mobility Control

Radio admission control
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RG — what exactly is a carrier?

AMERICAN TOWER® )
40k towers each (US) Y S pe ctrum

WN
m CA%TLE s

Level3

LTE-U
802.11n
LTE

Fibrle
Ightower

Zayo
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5G: Carriers as consumer
brand

Outside

Inside

Network Managed Services

I - -Mobile~

el Surf Talk. Text. Save.

A Over $350/yr in savings.

Americas Largest 4. Network: 1

Through Network Managed Services, we can take full responsibility for your network, including
planning, design and implementation, day-to-day operations and maintenance.
Service description

The Network Managed Services offerings include all activities we would typically perform running a
telecom network, for instance:

« Day-to-day operation and management of the entire network infrastructure
« Management of end-customer problems escalated from your customer care function

10:10"™"

SAMSUNG
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What are carriers good at?

Research?

Software development?
° Who is going to develop those 5G SDN applications?

OTT applications?

APl-based services?
o Why did Twilio and Tropo offer voice service APIs and not the ILECs?
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What's the simplest network?

network characteristics (QoS)
IP address

AAA (incl. payment)
discovery

registrar

IPvb access
(any network)

network
resources

one subscriber, multiple devices, multiple providers
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Where do we need mobility?

likely to have access provider diversity
o what is expected lifetime of IP address?

PMIP and MIP complex
° need to re-create application-layer security at L3

not really needed for HTTP video
° use mTCP?

o or HTTP restart?

maybe not even for real-time media
o registrar for new-call reachability
o application layer (SIP) mobility for mid-call hand-off?

or tunnels, tunnels everywhere?
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The law of new networks

“Any new network technology will be justified
on (finally) providing QoS”

To succeed, they have to provide good-enough
QoS for best effort

o at least with competition

The business model for QoS is difficult
o see bypass toll roads

QoS is usually not accessible to applications
° or not end-to-end

GENI RW TAMU MAY 2017

I-495 Express Lanes Endure Big Losses
Early On Way To Potential Profit

By: Martin Di Caro
February 20, 2015

® PLAY commonrsq g+ n [ E

WAMUMartin Di Caro

The 495 Express Lanes offer a paid respite from the usual Beltway traffic, but fewer drivers than expected are using them.

The private sector firm that operates the 495 Express Lanes along the Beltway in Northern Virginia is down more
than $230 million on its investment in the two and a half years since the highway opened, but company officials say
toll revenues are beginning to consistently exceed operating costs, a sign the project is winning over commuters in
one of the region’s most congested corridors.

Transurban, the Australia-based toll road builder that operates high-speed HOT (high-occupancy toll) lanes on -485
and 1-95, has said all along it would take years to tur a profit on its enormous investments in Northem Virginia.
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Providing a network AP

Currently, applications can detect Wi-Fi vs. cellular

What is the correct API for discovering network properties?

o available options (“BE”, “LBE”, “low latency”)
ublic int getType () Added in API level 1

Reports the type of network to which the info in this NetworkInfo pertains.

Returns

one of TYPE_MOBILE, TYPE_WIFI, TYPE_WIMAX , TYPE_ETHERNET , TYPE_BLUETOOTH ,or other types defined by ConnectivityManager

NetworkInfo.DetailedState AUTHENTICATING Network link established, performing authentication.

NetworkInfo.DetailedState BLOCKED Access to this network is blocked. CO St ?

NetworkInfo.DetailedState CAPTIVE_PORTAL_CHECK Checking if network is a captive portal (S O r CO u nt fo r

NetworkInfo.DetailedState CONNECTED IP traffic should be available. b u C ket ?)

NetworkInfo.DetailedState CONNECTING Currently setting up data connection.

NetworkInfo.DetailedState DISCONNECTED IP traffic not available.

NetworkInfo.DetailedState DISCONNECTING Currently tearing down data connection.

NetworkInfo.DetailedState FAILED Attempt to connect failed. .

NetworkInfo.DetailedState IDLE Ready to start data connection setup. p re d I Cte d

NetworkInfo.DetailedState OBTAINING_IPADDR Awaiting response from DHCP server in order to assign IP address p e rfo r m a n Ce ?
information.

NetworkInfo.DetailedState SCANNING Searching for an available access point.

NetworkInfo.DetailedState SUSPENDED IP traffic is suspended

NetworkInfo.DetailedState VERIFYING_POOR_LINK Link has poor connectivity.




IMS = It Mostly Speaks
‘ I\/I S VO I_T E VOLTE = Voice-Only Later than Expected

VoLTE: Taking Carriers Beyond Voice

@ Mon, 06/06/2011 - 12:43pm
‘ by Maisie Ramsay

B4 Get today's wireless headlines and news - Sign up now!

Project yourself into the future - let's say mid-2012. It's been about a year and a half since Verizon
Wireless first launched its LTE network in December 2010, and after a long wait, the company has
finally come out with the first smartphone running voice over LTE (VoLTE) technology.

You go out and buy the device, turning it on the second you have it out of the box. One of the first
things you notice: The phone's native voice application isn't limited to just voice. It has an option for
video calls, and there's also an option to send multimedia messages, along with presence indicators
that show when people on your contact list can participate in a video call.

AT&T, Verizon Target VOLTE Interop in 2015, Vodafone Germany announces
RCS Later VoLTE rollout

By Doug Mohney / November 04, 2014

17 Mar 2015
A . - " . Germany
AT&T and Verizon have officially declared they are working on Voice over LTE (VoLTE) connections between
their respective networks and customers. VoLTE calls between Verizon and AT&T customers "is expected" in Vodafone Germany claims it has become the first German operator to initiate the rollout of voice-over-LTE
2015, according to a statement from the companies. And, there's also some Rich Communications Services (VOLTE), having demonstrated the first live VOLTE call on its network at the CeBIT 2015 technology fair in

(RCS) news buried in the text. Hanover. The UK-owned operator says that the technology offers customers an ‘unprecedented voice service and

telephony experience’, ensuring ‘crystal clear voice quality, super-fast call set-up and encrypted phone calls’
across its LTE network, which currently covers 70% of Germany. Vodafone revealed that it will soon be launching
new LTE smartphones for VOLTE, including handsets from manufacturers such as Samsung, Sony and HTC. The
announcement follows reports last week that Vodafone plans to introduce both Wi-Fi calling and VoLTE in the UK
this summer, following trials of the technologies in laboratory conditions.

The announcement comes as three out of four major U.S. carriers promote LTE networks and
a number of countries plan to turn up LTE and VoLTE in the next 15 months. "Interoperability
among VoLTE service providers in the United States and around the world will create a better
and richer mobile experience for customers," declares Verizon's press release.
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5G prototype: Eduroam

Client Access Local us Global Home
Point RADIUS RADIUS RADIUS RADIUS

22

®
edu roam

"™ Association """ 4
802.1X
O eapoLstan P
EAP

e Requsst identiy T &
Global WiFi Roaming For Academia @ v EAPRESDONSE ) (@ RADIUSACCESS ol >
name@domain.xyz Request D »

" i N E T+ e SSL/TLS Tunnel Start
| . e R Ly Sy, W W— RADIUS Access wnnnnsl
a n . ‘ . Se rv I ce ‘ Request Credentials 2 4 < q q Challenge ©
lllll EAP e -llnwn.nn.RADlUS Access snses’

Response Credentials P Request b 4

SSL/TLS Tunnel Stop

EAP 4 RADIUS
(e e | q q Qo e e ©)
802.11 WPA/WPA2
o Keyina Q ) Termination > Forwarding
Brian, a LSU Student, is visiting Brian’s credentials eduroam routes Brian’s credentials
University of Tennessee and s > (brian@lsu.edu) > the information to LSU ) are verified by LSU

joins eduroam are securely sent to eduroam

brian@lsu.edu
kk kK KKk

eciuroam
Brian has secure, UTK grants Brian eduroam routes LSU confirms Brian’s S
seamless, and instant WiFi o network access q e the information to UTK N credentials to UTK Qoo
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Growing-up lessons

Applications surprise

Low cost may beat QoS
Complexity kills

Spectrum is for sharing

5G: 4G++ or opportunity for re-thinking design assumptions
o complexity vs. modularity
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Natural evolution
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0T is not exactly new (1978)

A
£i0

HOME GADGETS
SINCE 1978

X10 HOME AUTOMATION~ [ X10 PRO~ | HOME SECURITY E

ome -+ X10 Home Automation

X10 Home Automation

20,000

90000000y,
AT

BITTFFTTTT

MODULES
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loT — an idea older than the
web (1985)

Peter Lewis (panel discussion 1985)

By connecting devices such as traffic signal control boxes, underground gas
station tanks and home refrigerators to supervisory control systems,
modems, auto-dialers and cellular phones, we can transmit status of these
devices to cell sites, then pipe that data through the Internet and address it
to people near and far that need that information. | predict that not only
humans, but machines and other things will interactively communicate via
the Internet. The Internet of Things, or loT, is the integration of people,
processes and technology with connectable devices and sensors to
enable remote monitoring, status, manipulation and evaluation of
trends of such devices. When all these technologies and voluminous
amounts of Things are interfaced together -- namely, devices/machines,
supervisory controllers, cellular and the Internet, there is nothing we

cannot connect to and communicate with. What | am calling the Internet
of Things will be far reaching. From Chetan Sharma Consulting 2016
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Towel dispensers

Power over ethernet powered paper towel
dispensers
WO 2014028808 A1

ABSTRACT

A system for providing power to a plurality of paper towel dispensers (10)
through a power over ethernet (PoE) network (14) and for sensing various
operational parameters of the dispensers (10) and communicating those
parameters through the network to a central computing device (16). The system
includes a Data/Power controller (12) associated with each of the dispensers
(10) for providing power (26) to the dispensers (10) and for sending and
receiving data (24) between one or more sensors in the dispensers (10) and a
central computer device (16).

GENI RW TAMU MAY 2017

The loT has already been used for

a range of use cases in facilities
management. For example, Coor

has worked with a paper towel
manufacturer in Sweden to implement
automated monitoring of dispensers.
Sensors fitted to each dispenser
monitor its fill level, and send an alert
to the building manager, who can
make sure it is refilled before it
becomes empty.



The loT killer app

Radio Monitored S s
Pest Traps é NI

Traptec brings high-tech radio monitoring to low-tech mouse and rat traps.

Pest control has gone wireless. >




link.nyc & smart trash cans

GPRS or CDMA
GPS location service
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But controlling light switches is
still not the best use

Want to turn on the bedroom light? Sure, just
pick up your smartphone, enter the unlock
code, hit your home screen, find the Hue app,
and flick the virtual switch. Suddenly, the smart
home has turned a one-push task into a five-
click endeavor, leaving Philips in the amusing
position of launching a new product, Tap, to
effectively replicate the wall switches we
always had.



http://www2.meethue.com/en-us/the-range/hue-tap/

Where does |loT make sense?




Two kinds of |oT devices

<S20 > S50

BlueTooth, ZigBee, proprietary L2 Wi-Fi, LTE-M, LoRa, SIGFOX

connected only via gateway direct connection to Internet

_ _ , possible
fixed-function: sense or activate

: . , SOC + network module
single chip transceiver + MPU

_ run (small) Linux stack
only use L2 security

programmable

similar to peripherals

TLS and kin easy
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BILLIONS
&
IBILLIONS|

Billions & billions

Ericsson (2010): 50 billion connections in 2020
IBM (2012): 1 trillion by 2015

Gartner (2015): 6.4 billion (2016)

Stringify (2016): 30 billion (2020)

IHS Markit (2016): 30.7 billion (2020)

IDC (2016): 28.1 billion (2020)

3 billion Internet users

Uninteresting — most of these devices are just BlueTooth and Zigbee
nodes talking to a gateway

About as useful as counting web pages
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Sensor networks may be (tiny) niche

* Most loT systems will be near power since they’ll interact with energy-based
systems (lights, motors, vehicles)
* Most loT systems will not be running TinyOS (or similar)
* Protocol processing overhead is unlikely to matter
* Low message volume > cryptography overhead is unlikely to matter
* exceptions: light switches & 1-function I/O devices = BT/Zigbee
* Treat like USB devices

In particular, a bout seven times as fast as a baseline SPARCstation 20 model 61 — and has substantially more RAM and storage, too. And the Raspberry
Pi 2 is sixteen | on tasks where all cores can be put to use it's forty one times faster.

— $35.0

One 60 MHz SuperSPARC CPU

1 MB of cache

32MB RAM (expandable to 512MB)
20 MB/second SCSI-2
1152900 8-bit graphics

* A900MHz quad-core ARM

Cortex-A7
* 1 GB RAM

NETSYS 2017



city+

apartment  (10°—10°)

P———— "!

building
ONE " (102-109)
device




One Thing,

one app

Logitech

Awai

+ Team Space

MmB©

68

Fair

My Devices

e |
S |

E

Home Mountain House Ring HQ
OWNER OWNER OWNER

RECENT ACTIVITY

[\ FinaHO Todoy 0
ACCEPTED CALL

£y RingHQ-11/09/14 1602pm
ACCEPTED CALL

£\ RingHQ-11/07/14 18:37pm
ACCEPTED CALL

T
ACCEPTED CALL

light pipe - 11/07/14 18:21om

ELLA’'S ROOM A
My Home :]
{ ]

70

72 73

Advanced Mode @

Upatairs Dowsatairs

I want m -t
HUE LIGHTS ~ <y
to turn on/off @

Batamant Ktchen Sink

and | want my

SONOS

to play/pause Beach Vibez >

and | want my

AUGUST
SMART LOCK

to lock/unlock

HUEAYRBT A LORTEBLIEE W,
HAY—hTAVERLERESBNES TRBCRE W,

BEDROOM AUGUST FRONT

Apangp for all Nest products: SONOS DOOR LOCK

hHane s at your fingertips.

Control your devices easily,
away from home

‘NCI1D1D zULs

LIXIL

Personalize

Let's get started!

Make your WeMo Insight your own with a
new name and photo.

Insight 01 Y

REMEMBER WIFI SETTINGS (:)

Saving wif settings will make future WeMo
device set ups a lot easier.

NEXT

AA&@/QE w who enters and
ome and when.

v + a1010

2530 Maple St

ACTIVITY

0DAY

s33pu @) Front Door unlocked
‘ remotely

@ omia austn

s2on (@) Front Door answered

@ Do Austn




loT = Internet at scale

Security at scale
o still largely “add password to configuration file”
° identify by IP address

Management at scale
> device-focused

o SNMP, at best
o CLI, at worst

° no performance diagnostics capabilities (“why is this so slow?”

Naming at scale
° identify by node name

Programming at scale




loT security confluence

millions of
mostly e
hardware no liability

expertise

assembly
of
software

one-time
purchase

long-lived
device

k no BCP38
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The JOY of Tech.. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
6 BITCOIN, OR NEXT
TIME I SMELL

ON STRIKE « W SMOKE, I MIGHT
HUNGRY? UNTIL YOU JUST LET YOU
PAY UP AND SEND MONEY [~ 55 aioa SLEEP.
I’LL UNLOCK IN MY PAYPAL THE NEXT TIME
MY DOOR!/ ACCOUNT YOU LEAVE, ITLL MY ALARM
/ COST YOU 100 SYSTEM IS
OR TLL ONLY || [ BURNING THE BUCKS TO GET GOING TO GO
BREW TOAST IF YOU BACK INTO THE OFF RANDOMLY
DONT GET HOUSE, UNLESS THROUGHOUT
NE SOME YOU GIVE ME THE NIGHT,
$75 NOW! UNLESS YOU
“DONATE".

EXCUSE US
WHILE WE

I’M TURNING

PARTICIPATE
HACKER $100 BUSY MINING ! ‘ OFF THE
IN A DDOS
OR I‘LL REVERSE BITCOINS. ATTACK. HEAT UNTIL
MY MOTOR AND YOU WARM UP
BLOW DIRT ALL MY BANK
OVER THIS ACCOUNT/

PLACE/

I’LL START
YOUR CAR, BUT
ONLY TO TAKE

YOU TO YOUR
BANK TO MAKE
IF YOU DON'T A TRANSFER. L qS_LEr_}g LII«_AEE JSSY 855
SEND US CASH, LL TELL EVERYON
YOUR REPUTATION SOC

NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

WILL BE IN THE
TRASH.

joyoftech.com




Summary

Unlike 3G = 4G, 5G is mostly about capacity, not features or per-user
speed

Boring is better = reduce network OpEx (and CapEx)

loT security is exposing almost all the security deficiencies of the
Internet eco system

o “thoughts and prayers” approach

o continuing to do the same thing for the next 5 years and hoping for better
results is not a strategy

Start thinking beyond stove pipes of applications and home automation

— engineering large scale systems x 10
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