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Design for 20 years
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Generations are distinct
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Generations overlap
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Generational surprises

GENI RW TAMU MAY 2017 6

Generation Expectation Surprise
2G better voice quality (“digital!”) SMS

3G WAP web

4G IMS YouTube,
WhatsApp,
notifications

5G IoT (low latency) ?

underestimated cost and fixed-equivalence as drivers



Lessons, in brief 
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Experience Lessons

VoLTE, IMS avoid complexity
avoid entanglement
plan intercarrier interfaces

Wi-Fi don’t trust the RAN/AP

disaggregation of
functions

clear & simple interfaces
don’t assume trust between elements

app stores keep it application-neutral

FTTH, backhaul cost re-use backhaul where you can find it



1000x 
higher mobile 
data volumes

10-100x 
higher number of 
connected devices

10-100x 
typical end-user 

data rates

5x
lower latency

10x
longer battery life

for low-power devices

Up to 10Gbps 10 years 50/500 B devices Few ms E2E

METIS Technical Objectives
1000x data 

volume

METIS, “Toward a 5G Mobile & Wireless System Concept”



5G is a systems standard
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Technology
component

Proposed application Less exciting, but likely

mmWave 10 Gb/s user rates capacity in stadiums
fixed wireless?

edge
computing

IoT video caching

M2M billions & billions of devices!
autonomous vehicles!

electric meters

1 ms latency autonomous vehicles! keep it application-neutral

slicing QoS test networks, VPNs

2G à 3G à 4G à 5G è increasing number of technology components

GENI



5G low latency
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Complexity kills

GENI RW TAMU MAY 2017 11

IMS



Long-range networks
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unlicensed( spectrum,( which( could( make( service( quality( requirements( difficult( to( guarantee.(
Table(2(shows(a(comparison(of(different(MTC(technologies.(The(data(is(collected(from([9%11].(
(

(

Table!2:!Comparison!of!MTC!technologies.!
(
Massive(machine(communication(is(expected(to(be(one(of(the(main(requirements(for(5G.(Since(
5G(will(not(be(constrained(by(any(backward(compatibility,(it(is(valuable(to(step(back(and(study(
the(problem(from(a(fundamental(communication(theory(perspective,(which(is(done(next.(
(
4.(FUNDAMENTALS(OF(WIDE%AREA(M2M(COMMUNICATIONS(
(
4.1!Problem!Statement(
(
We(assume(a(single(cell(with(a(base(station(at(the(center(and(M2M(devices(uniformly(distributed(
in(the(cell.(Since(these(devices(are(not(always(transmitting,(the(instants(when(they(have(data(to(
communicate(to(the(base(station(can(be(visualized(as(an(arrival(process(at(the(base(station.(We(
model(this(is(a(Poisson(process(with(mean(λ.(For(simplicity,(we(assume(each(transmitting(device(
has( the( same(payload(of( L( bits( that( needs( to( be( communicated( to( the(base( station( in( time( T(
using(the(system(bandwidth(of(W(Hz.(The(main(goal(of(this(section(is(to(determine(the(transmit(
power(per(device(needed(to(support(a(given(arrival(rate(λ(at(the(base(station(as(a(function(of(W,(
T(and(L(under(various(transmission(strategies.(This(can(be(equivalently(visualized(as(the(massive#
access#management#problem,( in(which(the(goal( is(to(determine(the(maximum(arrival(rate(that(
can(be(supported(for(a(given(power(constraint.((
(
4.2!Transmission!Approaches(
(
Transmission(approaches(can(be(categorized(into(two(main(classes(depending(upon(whether(the(
devices( are( transmitting( over( dedicated( resources( or( over( a( shared( random( access( channel(

FEATURE' LTE'Rel'13' 'Combined'
Narrow'Band''

(NB)'and'Spread'
Spectrum''(SS)'
(Semtech)'

CooperaAve'
Ultra'Narrow'
Band''(Sigfox)'

Narrow'Band'M2M'
Clean'Slate'(Huawei/

Neul)'

Bandwidth) 1.4)MHz)

400)Hz)to)12.8)
KHz)NB)and)200)
KHz)SS)UL)/)3.2)
KHz)to)12.8))KHz)

DL)

160)Hz)UL)/)600)
Hz)DL)

2)or)3.75)KHz)UL)/)15)
KHz)DL)per)channel)

UL)Data)Rate) TBD)
122)bps)–)7.8)

Kbps)
160)bps)/)600)bps) 200)bps)to)45)Kbps)

Range)/)MCL)
155.7)dB)(24)
dBm)Tx)Pwr))

164)dB)(20)dBm)
TX)Pwr))

164)dB)(24)dBm)
Tx)Pwr))

162)dB)(24)dBm)Tx)
Pwr))

Broadcast/MulRcast) Yes) Yes) No) No?)

Duplex)
Full/Half)Duplex)

(FDD))
FullWDuplex) Full)Duplex) FullWduplex)

SynchronizaRon) Yes) Yes) No) Yes)

Wide-area Wireless Communication Challenges for the Internet of Things
Harpreet S. Dhillon, Howard Huang, Harish Viswanathan



IoT requirements

GENI RW TAMU MAY 2017 13

! 2!

relay(traffic(generated(or(consumed(by(humans.(While(the(network(in(general(consists(of(wired(
and(wireless(devices,(the(trend(is(for(devices(to(be(wirelessly(connected(to(the(network(edge(to(
enable(lower%cost(installation,(easier(physical(reconfiguration,(and(mobile(applications.(((
(
IoT( applications( using( wireless( communications( are( highly( varied( and( differ( in( their(
requirements.( From( a( networking( perspective,( classical( IoT( applications( can( be( categorized(
along( two( dimensions( of( range( and( mobility.( Range( refers( to( the( geographic( spread( of( the(
devices.( It(describes(whether( the(devices(are(deployed( in(a( small( area,( say(within(a( couple(of(
hundred(feet(of(each(other,(or(are(dispersed(over(a(wider(area.(Mobility(refers(to(whether(the(
devices(move(and(if(so,(whether(they(need(to(communicate(while(on(the(move.(Table(1(shows(
the( five( categories( of( applications( spanning( several( orders( of(magnitude(differences( in( range.((
For(each(category,(it(shows(the(basic(device(characteristics,(services(and(suitable(networks.(
(

(
!

Table!1:!M2M!application!categories.!We!focus!on!applications!in!the!top!two!rows!which!have!a!
required!range!of!!about!1000m!for!wide?area!coverage.!Applications!in!other!rows!have!more!

established!ecosystems.!!
(
For( localized( IoT( applications,( a( short%range( network( is(most( appropriate,( allowing( the( use( of(
unlicensed( spectrum( and( maximizing( battery( life( while( meeting( the( networking( needs.( For(
example,(many(smart(home(applications(for(environment(control(and(monitoring(would(be(well(
served( using( an( 802.11%based( network.( Shorter%range( applications( can( be( enabled( using(
Bluetooth(or(NFC.(The(smartphone(can(be(used(as(hub(to(enable(personal(IoT(applications(such(
as(health(monitoring(and(local(object(tracking.(Bluetooth(is(often(used(to(connect(to(IoT(devices,(
and(an(802.11(or(cellular(connection(provides(network(access.((

For(wide%area(IoT(applications(such(as(the(connected(car(or(fleet(tracking,(a(mobile(broadband(
network( is( more( suitable( because( devices( move( over( a( wide( area.( For( applications( such( as(
metering(where( the( devices( are(widespread( but( there( is( little( need( for(mobility,( a(wide( area(
network( is( required( but( does( not( have( to( support( seamless( mobility.( Although( the( mobile(
network(meets(the(requirements( for(this(category(of(applications,(a(dedicated(network(that( is(

Wide-area Wireless Communication Challenges for the Internet of Things
Harpreet S. Dhillon, Howard Huang, Harish Viswanathan



Niche networks persist
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short range

low energy; 
mesh

ubiquity; low 
cost

speed; public 
APs

tries to 
usurp niche



What’s the economic case for 
5G?
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M O R G A N   S T A N L E Y   R E S E A R C H
Technology, Media, & Telecom Spring Training Teach‐In

May 2017

143

Installment + Leasing Plans, Tablets, Promotions Pressure Postpaid ARPU

$40

$50

$60

$70
AT&T Verizon Sprint T Mobile US Cellular

Big 4 Postpaid ARPU

Source:  Company Data, Morgan Stanley Research. Sprint 1Q16 Numbers Reflect MS Estimates..

avg. about 2.1 GB/month
T-Mobile: 10 GB tethering



Cord-cutting for broadband?
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How can 5G be cheaper by 
GB?
Backhaul is major cost factor

◦ “Backhaul costs represent almost 6% … of a wireless carrier total operating 

expenses (OPEX) and 30% of total network costs.”

Re-use existing fiber to residential users

◦ Requires cooperation of cable/FTTH provider

Reduce license cost for spectrum à unlicensed, mmWave

◦ first step: LTE-U

GENI RW TAMU MAY 2017 17
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Table 4.  Wireless Network Cost Breakdown (OPEX and Headcount CAPEX) 

Cost categories Subcategories 
Average Sub-
component 
Breakdown 

Network strategy and support 14% 

Network infrastructure rent 39% 

Core network and transmission 
Transmission 7% 

Core Network 8% 

Radio operations and 

maintenance 

Radio operations & maintenance 14 % 

Radio deployment 10 % 

Radio design 8 % 

Source: Wireless Carriers Benchmarking Study 
 
Again, network rental costs can be somewhat heterogeneous across carriers, but 

appear to be fairly consistent (see Table 5), 

 

Table 5.  Wireless Network Cost Breakdown (OPEX and Headcount CAPEX) 

Subcomponents Carrier 
A 

Carrier 
B 

Carrier 
C 

Carrier 
D 

Average of All 
Carriers 

Strategy and Support 13 8 10 19 14% 

Network infrastructure 

rent 

36 45 33 37 39% 

Transmission 6 5 13 8 7% 

Core Network 10 9 13 3 8% 

Radio ops & maintenance 11 15 18 14 14 % 

Radio deployment 13 8 8 10 10 % 

Radio design 10 9 5 8 8 % 

Source: Wireless Carriers Benchmarking Study 
 

Network infrastructure rent costs vary according to the following five drivers: 

 

x Number of cell sites; 

x Build vs.  rent of backhaul links; 

x Microwave vs.  fiber optics in owned links; 

x Leased lines from cable TV or ILEC affiliated carriers; and 

x Network sharing approaches. 

 

Proceeding along the drill down to identify backhaul costs, the Benchmark Study 

indicates that an average 63% of network infrastructure rental costs are non-

headcount related (this value ranges between 58% and 66%).  Backhaul costs (in 

terms of purchasing BDS for linking cell sites and interconnection) are included in the 

network infrastructure rent category, along with tower rental costs.  Multiplying the 

average percentage of network infrastructure rental cost (63%) by network rental 

costs (39%) yields the proportion that backhaul costs represent of total network-

related expenses (24.6%).  This value ranges between 24.6% and 21.5% (see Figure 

1). 

 



Spectrum for 5G
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Changing spectrum 
environment
Except at highest frequencies, all new spectrum likely to be shared

◦ e.g., 3.5 GHz
◦ in time & space

à need frequency-agile systems that can shift capacity to different 
bands, quickly

à few common bands for consulting spectrum database
◦ now: scan, pray & wait
◦ 5G: shared band à database

GENI RW TAMU MAY 2017 19



Spectrum sharing

20

IEEE Communications Magazine • August 2013 163

These mechanisms provide the regulator essen-
tial information about the bidders’ valuations for
the different models, and this information is
needed when choosing the suitable spectrum
access model for each band. Moreover, the new
models offer more spectrum packets, which
increases flexibility and may attract new bidders
into the auction. This may increase competition,
revenue, and social welfare. These mechanisms
do not, however, solve the problem of estimating
the value of unlicensed use, since no bids in the
auction represent the value of unlicensed prima-
ry and secondary bands.

CURRENT SPECTRUM
ACCESS MODELS

LICENSED AND UNLICENSED USE
Most of the valuable spectrum is licensed and
only a small percentage of the frequency bands
are left in unlicensed use. The licensing scheme,
also known as the exclusive use model, has
evolved over time as spectrum use and the inter-
est in spectrum has changed. Initially, the regu-
lator decided which radio services are offered,
who gets the licenses, and which technology is
used on each spectrum band. This is the com-
mand and control model [2, 3] (see Fig. 1). The
assigning of licenses was liberated from the FCC
to the market in 1993, when the commission was
given the authority to run auctions. The idea was
to grant the licenses to those who value them
the most and would probably implement the ser-
vices quickly. Moreover, the secondary markets
were created in 2004, which allows spectrum
trading and leasing. Flexibility has been further
increased by allowing the licensee to decide its
service and technology used. This technology
and service neutrality has been suggested in the
EU for 1350 MHz of spectrum in 2007, and it
was approved for the 800 MHz, 900/1800 MHz,
2.5–2.69 GHz, and 3.4–3.8 GHz bands in 2012.

The commons model was introduced in 1985
when the unlicensed use of low power devices
was allowed. The idea was to share the spectrum
among users and encourage the development of
industrial, scientific, and medical (ISM) devices
in the unlicensed bands. This has created suc-
cessful technologies such as WiFi/WLAN and
Bluetooth. The commons model does not mean
that there are no rules as in the open access
model, but that the interference issues are con-
trolled by standards, radio etiquettes, and tech-
nology.

It has been widely debated whether the new
spectrum allocations should be licensed or
unlicensed [2, 3, 9]. The long-term licenses
serve large and centrally controlled networks
that require lots of spectrum, and they allow
the licensee to recover the huge investment
costs.  The unlicensed model,  on the other
hand, provides low cost spectrum and a test
bed for innovation. There are different kinds
of services that require different kinds of solu-
tions, and there is no winning spectrum access
model in spectrum management. The current
policy is to make more licensed and unlicensed
spectrum available, but new models are also
being considered.

HYBRID MODELS

The hybrid models offer more bundles of spec-
trum use rights by defining a new set of rules
that combine the benefits of licensed and unli-
censed use [10]. Several models have been sug-
gested that involve spectrum sharing and
dynamic spectrum access [4–7], but the new
models need to be tested before they can be
implemented widely in spectrum management.

The dynamic spectrum access models are typ-
ically classified into underlay and overlay sharing
(see Fig. 1). In the underlay approach, the
devices are restricted to very low transmit power
so that they do not cause any harmful interfer-
ence and no detection of primary user is
required. Underlay sharing was authorized by
the FCC in 2002, when the unlicensed use of
ultra-wideband (UWB) devices was allowed
between 3.1 to 10.6 GHz.

An overlay approach permits higher transmit
power that may cause interference, but the trans-
mission is only allowed at times or locations
where the spectrum is not occupied by the prima-
ry user. The usage is based on spectrum opportu-
nities that are also known as white spaces or
spectrum holes. The secondary unlicensed use of
the TV bands was authorized by the FCC in
2008. The devices have to connect to a database
that lists the available channels at the device’s
geographic location. A similar sharing arrange-
ment but different technological solution has
been adopted on 5.25–5.35 and 5.47–5.725 GHz
radar bands in 2006. The unlicensed WiFi sys-
tems are required to detect the radars, and select
the frequency and transmit power dynamically.

The unlicensed models may not provide suit-
able spectrum for applications that require a
guaranteed high quality of service. This issue
can be addressed by increasing coordination
between the users. The coordinated regulatory
solutions include light licensing, site registra-
tion, managed and private commons, where a
small number of parties operate on a licensed
band. For example, the FCC adopted light
licensing of the nationwide 3650–3700 MHz
band in 2007, where the licensees may pay a
small fee and they are obliged to cooperate in
order to avoid harmful interference. Shared
licenses of this type were auctioned in the UK
in 2006. The frequency band was 1781.7–1785
MHz paired with 1876.7–1880 MHz, and 12
licenses were awarded to the 16 bidders. The
coordination can also be managed by the
devices, and different technological solutions
have been suggested, e.g. cognitive control radio
and cognitive pilot channel [11].

Figure 1. The polar models of commons and exclusive use, and the hybrid
models in between.

Open access

Overlay sharing

Underlay sharing

Hybrid models

Auctions

Secondary
markets

Command
and

control
CommonsExclusive use

BERG_LAYOUT_Layout 1  8/1/13  4:13 PM  Page 163 How much politeness & 
fairness is required?
à LTE-U & LTE-LAA (license-
assisted, listen-before-talk)
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Ideal spectrum
Unused or cheap

Available globally (à important for consumer goods & market size)
◦ preferably under similar licensing conditions

No noisy or sensitive neighbors

Propagates indoors through walls and glass

Not affected by rain or leaves outdoors

Wide bands (≥ 5 MHz, preferably 20 MHz+)

Is paired (uplink & downlink)

Can be processed with cheap electronics (Si, not GaAs)

Allows small antennas!!

21GENI RW TAMU MAY 2017



vs.

“high tower, high power”
(TV, cellular downlink, radar transmitter)

• cellular uplink
• radar receiver
• GPS receiver

Spectrum co-existence

22GENI RW TAMU MAY 2017



Spectrum roles

23

base-level coverage
(particularly rural)

urban capacity indoor & capacity directional
capacity

400 – 800 MHz 1 – 3 GHz 3-6 GHz > 10 GHz

Digital dividend
TV incentive auction AWS-3 3.5 GHz mmWave R&O

GENI RW TAMU MAY 2017



licensed 
band
user 2

The filter problem

24

licensed band
user 1

guard band
(wasted)

filter
(input or output)

Power imbalance:
• cell downlink: 100 W ERP
• cell uplink: 0.05 – 2 W

GENI RW TAMU MAY 2017



TV incentive auction

25

initial
clearing 

goal

reverse
auction

(TV stations)

forward
auction

(carriers)

TV station 
participated 
& got bid?

1. go off-air (6 MHz)
2. multiplex (share)
3. VHF

repack
(39 months)

forward bids
insufficient à
reduce clearing goal

144 MHz
(May 2016)

descending clock auction
à reduce until clearing target met

GENI RW TAMU MAY 2017

next 
step

April 2017 



600 MHz incentive auction

26

 

Will competition for less spectrum drive unit prices up? – Forward auction 

When Stage 2 of the reverse auction ends, the forward auction would restart, but now they will 
be bidding on less spectrum. While their bids per spectrum block would likely rise, there are 
fewer spectrum blocks that would have winning bids. We suspect that the increase in price per 
block will offset the reduction of available blocks and the forward bidding amount at the end of 
Stage 2 would be larger than Stage 1. However, we recognize the risk that the reduction in the 
number of blocks could also lead to a downward spiral of auction values from the forward 
auction relative to what might have been bid in Stage 1. 

How many stages will it take? 

This auction is an iterative process based on the table above until the forward auction tops the 
ever declining bogey (provisional winning broadcaster bids + $1.75 billion of clearing costs 
+FCC administrative costs). The number of stages could be impacted by the amount of spectrum 
identified in the initial clearing target, as the reductions cannot skip spectrum depths identified in 
our table above. The length of each stage of the reverse auction should not be that long however 
given the set increments of each bid. We are also not certain how much time the FCC will need 
between stages to “repack” the spectrum band to a lower amount but the initial optimization 
program is expected to take weeks. Presumably the jigsaw puzzle gets easier with less spectrum 
to reassemble. 

Verizon continues to talk down spectrum value 

Many investors have grown increasing pessimistic about how much the forward bidders 
(wireless operators) will spend in the auction. This is largely driven by Verizon, which after 
losing out at the AWS-3 auction, made changes to its wireless management team and started 
talking up small cells and 28 GHz spectrum. Verizon’s latest mantra is that they wouldn’t have 
spent as much at AWS-3 had they known more about the benefits of small cells. They offer their 
Superbowl investment as evidence. We continue to investigate the Superbowl claims, but they 
sound similar to the prior curious claims by management about only using 40% of their 
spectrum. We haven’t heard that claim repeated since publishing this report on 10/6/15. (Link) 

5 MHz uplink 
blocksradio astronomy, 

medical monitoring

5 MHz downlink 
blocks

FirstNet
spectrum
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Incentive auction facts
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The Incentive Auction “By the Numbers”
Reverse Auction

$10.05 billion Revenues to winning broadcast stations

84 MHz Cleared by the reverse auction process

175 Winning stations

$304 million Largest individual station payout

$194 million Largest non-commercial station payout

30 Band changing winners (moved to low- or high-VHF)

36 Winning stations receiving more than $100 million

11 Non-commercial stations winning more than $100 million

Forward Auction

$19.8 billion Gross revenues (2nd largest in FCC auction history)

$19.3 billion Revenues net of requested bidding credits

$7.3 billion Auction proceeds for federal deficit reduction

70 MHz Largest amount of licensed low-band spectrum ever made available 
at auction

14 MHz Spectrum available for wireless mics and unlicensed use

2,776 License blocks sold (out of total of 2,912 offered)

$1.31 Average price/MHz-pop sold in Top 40 PEAs

$.93 Average price/MHz-pop sold nationwide

50 Winning bidders

23 Winning bidders seeking rural bidding credits

15 Winning bidders seeking small business bidding credits

The Incentive Auction “By the Numbers”
Reverse Auction

$10.05 billion Revenues to winning broadcast stations

84 MHz Cleared by the reverse auction process

175 Winning stations

$304 million Largest individual station payout

$194 million Largest non-commercial station payout

30 Band changing winners (moved to low- or high-VHF)

36 Winning stations receiving more than $100 million

11 Non-commercial stations winning more than $100 million

Forward Auction

$19.8 billion Gross revenues (2nd largest in FCC auction history)

$19.3 billion Revenues net of requested bidding credits

$7.3 billion Auction proceeds for federal deficit reduction

70 MHz Largest amount of licensed low-band spectrum ever made available 
at auction

14 MHz Spectrum available for wireless mics and unlicensed use

2,776 License blocks sold (out of total of 2,912 offered)

$1.31 Average price/MHz-pop sold in Top 40 PEAs

$.93 Average price/MHz-pop sold nationwide

50 Winning bidders

23 Winning bidders seeking rural bidding credits

15 Winning bidders seeking small business bidding credits
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https://law.duke.edu/innovationpolicy/spectrum-incentive-auction/



Forward auction: T-Mobile
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$8B



3.5 GHz band

34

FSS: C Band (3.625–4.200)
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Federal Exclusion Zones

GENI RW TAMU MAY 2017
•Slide 
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3.5 GHz user classes

36

Federal users
Fixed satellite users (FCC)

Priority licenses (PAL)
10 MHz channels in 3550-3650

General authorized use (GAL) 

1

2

3

census tract
≤ 70 MHz
3-year licenses
assigned via SAS

must not interfere

GENI RW TAMU MAY 2017

ESC (environmental sensing capability) allows 
commercial use in coastal and Great Lakes region



37

§ Note: The Commission’s Fixed Microwave (Part 101) and Satellite Communications (Part 25) 
service rules govern most of US mobile allocations shown above 

Source : Samsung Communications Research Team

30-40 GHz mmW overview
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MMW: Spectrum Frontiers R&O
Core Principles

◦ Identify substantial spectrum in MMW bands for new services
◦ Protect incumbent services against interference
◦ Flexible use:  enable market to determine highest valued use
◦ Overlay auctions where no existing assignments
◦ Provide spectrum for both licensed and unlicensed use

R&O – 10.85 GHz added for mobile service (July 2016)
◦ Licensed bands (3.85 GHz): 27.5-28.35 GHz; 37-38.6 GHz; 38.6-40 GHz 
◦ Unlicensed bands (7 GHz): 64-71 GHz

FNPRM – seeks comment on another 18 GHz & above 95 GHz
◦ 24.25-24.45 GHz; 24.75-25.25 GHz; 31.8-33.4 GHz; 42-42.5 GHz; 47.2-50.2 GHz; 50.4-52.6 

GHz; 71-76 GHz; 81-86 GHz; bands above 95 GHz

Licensing, operating and regulatory rules
◦ Part 30: Upper Microwave Flexible Use Service (UMFUS)
◦ Geographic area licensing, area size, band plan, license term

•38
GENI RW TAMU MAY 2017

https://www.fcc.gov/document/spectrum-frontiers-ro-and-fnprm
https://www.fcc.gov/document/spectrum-frontiers-ro-and-fnprm


Network 
architecture
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Networks 1G through 4Gish
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national carrier

one subscriber,
one phone,
one provider



LTE – one carrier, plus roaming
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LTE-U
802.11n
LTE

5G – what exactly is a carrier?
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Level3
Cogent

Spectrum 
DBSpectrum 

DB

40k towers each (US)



5G: Carriers as consumer 
brand

GENI RW TAMU MAY 2017 43

Outside Inside



What are carriers good at?
Research?

Software development?
◦ Who is going to develop those 5G SDN applications?

OTT applications?

API-based services?
◦ Why did Twilio and Tropo offer voice service APIs and not the ILECs?
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What’s the simplest network?

GENI RW TAMU MAY 2017 45

AAA

HLR

(?)

IPv6 access

(any network)

DHCP

registrar

network characteristics (QoS)

IP address

AAA (incl. payment)

discovery

network

resources

one subscriber, multiple devices, multiple providers



Where do we need mobility?
likely to have access provider diversity

◦ what is expected lifetime of IP address?

PMIP and MIP complex
◦ need to re-create application-layer security at L3

not really needed for HTTP video
◦ use mTCP?
◦ or HTTP restart?

maybe not even for real-time media
◦ registrar for new-call reachability
◦ application layer (SIP) mobility for mid-call hand-off?

or tunnels, tunnels everywhere?
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The law of new networks
“Any new network technology will be justified 
on (finally) providing QoS”

To succeed, they have to provide good-enough 
QoS for best effort

◦ at least with competition

The business model for QoS is difficult
◦ see bypass toll roads

QoS is usually not accessible to applications
◦ or not end-to-end
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Providing a network API
Currently, applications can detect Wi-Fi vs. cellular

What is the correct API for discovering network properties?
◦ available options (“BE”, “LBE”, “low latency”)
◦ not RSVP flow specs…

GENI RW TAMU MAY 2017 48

cost?
($ or count for 

bucket?)

predicted 
performance?



IMS /VoLTE
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IMS = It Mostly Speaks
VoLTE = Voice-Only Later than Expected



5G prototype: Eduroam
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Growing-up lessons
Applications surprise

Low cost may beat QoS

Complexity kills

Spectrum is for sharing

5G: 4G++ or opportunity for re-thinking design assumptions
◦ complexity vs. modularity
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IoT

GENI RW TAMU MAY 2017 52



Natural evolution
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IoT is not exactly new (1978)
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IoT – an idea older than the 
web (1985)
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CORRECTING THE IOT HISTORY 
CHETAN SHARMA 

 

In the last 5 years, IoT has entered the industry consciousness. There are varying forecasts 
calling for tremendous growth and revenue generation opportunities. We have argued IoT as 
part of the Connected Intelligence Evolution and have published a couple of papers on this topic 
of ongoing research. Last year, we delved into the history of IoT. Before it was fashionable to say 
IoT, it was M2M, and before that Telemetry and Telemetric systems.  

During our research last year, we came across something that our industry and the media got 
wrong – the origination of the term “Internet of Things” or “IoT.” The current thinking is that 
the term first originated at the Auto-ID center at MIT around 1999.  

IoT didn’t really enter the conversation until ITU’s IoT report in 2005. It took another 5-6 year 
before the 50B forecasts started appearing for connected devices and of course the lion-share of 
the growth was attributed to IoT. Regardless of the forecasts, IoT is a thriving ecosystem and the 
future of opportunities and its relevance in transforming industries has never been more 
important. 

  

Peter Lewis with Harry Brock, President, Metrocall in 1982 (Black Enterprise, 
June 1983)  (Left). Peter Lewis in 2015 (Right) 

That’s why it is important to get the historical context right. To the extent we could find, the 
term “Internet of Things” was first conceptualized, coined, and published in Sept 
1985 by Peter T. Lewis in a speech to the Congressional Black Caucus Foundation 15th Annual 
Legislative Weekend in Washington, D.C. There was no widespread availability of Internet in 
those days so the Internet didn’t archive it some place and Peter Lewis was busy with his new 

© Chetan Sharma Consulting, 2016.  2 

startup endeavors and we lost track of an important speech that brought together the vision of 
IoT together. Only a few close friends and colleagues knew about the speech.  

The full speech is published with permission in this note and as you will see, his vision was spot 
on – 30 years ago. Peter was uniquely positioned to understand the confluence of machines, 
wireless, Internet, applications because he had been exposed to them from different angles by 
then.  

By connecting devices such as traffic signal control boxes, underground gas 
station tanks and home refrigerators to supervisory control systems, 
modems, auto-dialers and cellular phones, we can transmit status of these 
devices to cell sites, then pipe that data through the Internet and address it 
to people near and far that need that information.  I predict that not only 
humans, but machines and other things will interactively communicate via 
the Internet.  The Internet of Things, or IoT, is the integration of people, 
processes and technology with connectable devices and sensors to 
enable remote monitoring, status, manipulation and evaluation of 
trends of such devices.  When all these technologies and voluminous 
amounts of Things are interfaced together -- namely, devices/machines, 
supervisory controllers, cellular and the Internet, there is nothing we 
cannot connect to and communicate with.  What I am calling the Internet 
of Things will be far reaching. 

Peter started his career as a young commander and nuclear officer-in-charge in the US Army 
and served in the US and abroad in charge of critical communications and as a nuclear officer, in 
charge of running NATO’s first strike force during the cold war. In fact, here is a fascinating 
trivia for the history buffs – Peter was called by the Secret Service to retrofit President Regan’s 
Limo (it was a 1972 Lincoln Presidential parade car) with phone service in the Motorola shop in 
Prince Georges County in 1984. 

Peter Lewis (panel discussion 1985)

From Chetan Sharma Consulting 2016
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Towel dispensers
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The IoT killer app
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http://www.traptec.eu/



link.nyc & smart trash cans
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GPRS or CDMA
GPS location service



But controlling light switches is 
still not the best use

NETSYS 2017 60

Want to turn on the bedroom light? Sure, just 

pick up your smartphone, enter the unlock 

code, hit your home screen, find the Hue app, 

and flick the virtual switch. Suddenly, the smart 

home has turned a one-push task into a five-

click endeavor, leaving Philips in the amusing 

position of launching a new product, Tap, to 

effectively replicate the wall switches we 

always had.

https://techcrunch.com/2014/12/04/the-problem-with-the-internet-of-things/

http://www2.meethue.com/en-us/the-range/hue-tap/


Where does IoT make sense? 
Probably

◦ home security
◦ residential & commercial locks
◦ home medical (recording)
◦ housekeeping (restroom supplies)
◦ outdoor lighting
◦ parking meters
◦ vending machines

Not so much
◦ light switches
◦ most household appliances
◦ clothing
◦ smoke detectors?
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Two kinds of IoT devices
< $20

BlueTooth, ZigBee, proprietary L2

connected only via gateway

fixed-function: sense or activate

single chip transceiver + MPU

only use L2 security

similar to peripherals

> $50

Wi-Fi, LTE-M, LoRa, SIGFOX

direct connection to Internet 
possible

SOC + network module

run (small) Linux stack

programmable

TLS and kin easy
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Billions & billions
Ericsson (2010): 50 billion connections in 2020

IBM (2012): 1 trillion by 2015

Gartner (2015): 6.4 billion (2016)

Stringify (2016): 30 billion (2020)

IHS Markit (2016): 30.7 billion (2020)

IDC (2016): 28.1 billion (2020)

3 billion Internet users

Uninteresting – most of these devices are just BlueTooth and Zigbee
nodes talking to a gateway

About as useful as counting web pages
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Sensor networks may be (tiny) niche

NETSYS 2017 64http://eschatologist.net/blog/?p=266

• Most IoT systems will be near power since they’ll interact with energy-based 
systems (lights, motors, vehicles)

• Most IoT systems will not be running TinyOS (or similar)
• Protocol processing overhead is unlikely to matter
• Low message volume à cryptography overhead is unlikely to matter

• exceptions: light switches & 1-function I/O devices à BT/Zigbee
• Treat like USB devices

$35.00

• A 900MHz quad-core ARM 
Cortex-A7
• 1 GB RAM

16-41x



Scaling IoT up
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one 
device

apartment 
building
(102 – 104)

city+
(106 – 108)



One Thing, one app
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Awair Honeywell Logitech SATIS

Ring

Nest

Nespresso

D-link
August

WeMo



IoT = Internet at scale
Security at scale

◦ still largely “add password to configuration file”
◦ identify by IP address

Management at scale
◦ device-focused
◦ SNMP, at best
◦ CLI, at worst
◦ no performance diagnostics capabilities (“why is this so slow?”

Naming at scale
◦ identify by node name

Programming at scale
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system
& rack

data center
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IoT security confluence

IoT
insecurity

supply 
chain

long-lived 
device

one-time 
purchase

mostly 
hardware 
expertise

millions of 
them

no liability

assembly 
of 

software

no UI

no BCP38
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Summary
Unlike 3G à 4G, 5G is mostly about capacity, not features or per-user 
speed

Boring is better à reduce network OpEx (and CapEx)

IoT security is exposing almost all the security deficiencies of the 
Internet eco system

◦ “thoughts and prayers” approach
◦ continuing to do the same thing for the next 5 years and hoping for better 

results is not a strategy

Start thinking beyond stove pipes of applications and home automation

à engineering large scale systems x 10
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