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Abstract—

Maintaining multimedia sessiondy meansof SIP sig-
naling hasoften beentermed asapplication layer mobility
managementscheme.There have beennumerous propos-
als to support differ ent types of mobility using SIP sig-
naling which is generally usedto setup and tear down
the multimedia stream. Mobility managementin het-
erogeneousnetworks plays a very important role since
the user could be moving betweenmultiple types of ac-
cessnetworks involving many sewice providers during
a multimedia session. These accessnetworks could be
802.11b,CDPD, CDMA or GPRSbasednetwork support-
ing DHCP or PPPserversin the networks. The movement
of the mobile host can be betweenthe accessnetworks
where eachaccesmetwork may belongto the samesub-
net, samedomain but differ ent subnetsor differ ent differ -
ent domain altogether. In most caseshe end-clientwould
haveaccesgo both the networks at the sametime, but con-
nectivity to the network would be determined by any local
policy definedin the client itself suchassignal strength or
any other measuementbasedon QoS parameter of the
traffic. This paper discussevariousissuesassociatedvith
SIP signaling for maintaining continuity of both signaling
and media flow in a Local AreaNetwork and Wide Area
Network ernvironment and presentsthe experimental re-
sults associateccarried out in the testbed.

I. INTRODUCTION

SIP[3] is asignalingprotocolto setupandteardown
multimedia sessionsbetweenthe end-clients. Such
sessionscan be set up using direct method between
SIP useragentsresidentwithin the clients or via SIP
proxy/redirectseners. Basic mobility can be defined
when the client moves betweentwo accesspoints or
RANSs (Radio AccessNetworks) connectedo different
kindsof networks. Eachtypeof RAN for differenttypes
of networks(e.g.,802.11b,CDPD,CDMA) maybelong
to the samesubnetor differentonewithin the samedo-

main. It isimportantto reducethetransientatalossdue
to frequenthand-of associateavith the client’s mobil-
ity. Therehave beenvariousproposalgo take careof
mobility in homogeneouaetworks using SIP signaling
[1], [4], [2], [5]. However little hasbeenstudiedabout
how SIP basedmobility cantake careof movementbe-
tweenheterogeneousccessietworks. Whenaclientis
multi-homedandis connectedo a setof heterogeneous
accesqetworks, it may have multiple interfacesactive
at a particulartime. Both pre-sessiorand mid-session
mobility of the SIP sessionsvould be affecteddueto
heterogeneityf the networks during the client’s move-
ment.

A SIP sessionconsistsof both signalingand media
delivery, where mediadelivery can be meantfor TCP
basednon-real-timetraffic or for RTP/UDP basedreal-
time traffic. While switchingbetweeraccessietworks,
IP addresscquisitionmethod(e.g.,DHCP, PPP)would
be determinedbasedon the kind of accessnetwork
the client is connectedo. For example,a clienton a
802.11bnetwork would dependupon DHCP sener for
IP addressacquisitionbut on a CDPD or CDMA net-
work, IP addressvould be acquiredfrom a NAS (Net-
work AccessSener) via PPR Few of the scenariosare
describedbelav with respectto SIP basedmobility in
heterogeneousccessnetworks. Supportingmobility
for heterogeneouaccesaising SIP would involve vari-
ouskey issuessuchasnetwork detection,active inter
face identification, registration, re-transmissiorof in-
vites, redirection, sessioncontinuity fast handof and
asymmetryof datadelivery. Someof the issuesasso-
ciatedwith SIP sessionsn heterogeneousetworks are
describedaterin sectionlll. Although mediadelivery
in a heterogeneouaccessetwork canbetaken careof
by usingtraditionalMobile IP [8] approachwherethe



mobile client registerswith the home agentthrougha
differentactive interface[10]; it is not the focusof dis-
cussiorhere.

This paperis organizedis asfollows. Sectionll de-
scribesseveralarchitecturalternatvesandpossiblenet-
work accessSectionlll outlinesseveralissueswith re-
spectto signalingandmediadelivery. SectionlV con-
cludesthe paper

I[I. ARCHITECTURE ALTERNATIVES

This sectiondiscussesomeof the architecturealter
natives of SIP sessionsn a heterogeneouacces®rvi-
ronment. It can mostly be divided into two main cat-
egoriessuchas Local Area Network (LAN) and Wide
Area Network (WAN). Typesof networks are the fac-
torsthatwould determinehe placemenbf SIP seners,
waysof acquiringan|P addresssecurity andlink layer
access.

A. Local Area Access

Local Areaaccesss limited to anautonomousystem
suchasan enterprise wheremoving betweenthe sub-
netsdoesnotinvolve ary sortof AAA (Accounting,Au-
thorization,Authentication)mechanisni9]. Scenariol
andscenario2 provide two differentkinds of LAN ac-
cesshasedon the positionandmovementof the mobile
host.

In scenaridl whichis mostlyfor enterprisébasedsys-
tem, the endclientsare equippedwith SIP useragents.
Eachmobile client may be equippedwith 802.11band
Bluetoothinterfacefor communication.Therearetwo
caseawithin scenaridl, suchascasel andcasell based
on the location of the CH. At ary particular point of
time, only one interfacehasaccesdo the network. In
this case,eachinterfacecard hasa separatdP address
but eachbelongsto the samesubnet.SIP basedsignal-
ing setsupthemultimediasessiorbetweerMH (Mobile
Host) and CH (Correspondenitiost). MH movesfrom
oneacces®oint to anotheronewhereby oneof thein-
terfacebecomesctive insteadof the otherone.In cases
whereboththeinterfaceshave strongsignalto noisera-
tio (SNR), thenboth the interfacesget assignedP ad-
dresses. Dependingupon the metric value within the
OS, one of theseis chosenasthe actve addresswhile
sendingraffic out.

In scenarioll, the mobile has connectionto differ-
entaccespointswhich belongto two differentsubnets.
They mayshareghesameSIPsenerconnectedo acom-
mon subnethowever. In this scenariahe mobile’s con-
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nectionwould move from one accesgoint to another
basedon the signal quality or ary other parameters.
Thus an ongoingsessiorwould involve re-registration
with anew SIP sener, andmultimediasessiortransfer
Figure2 is a picturethat depictsa similar scenarioex-
ceptthat subnetsassociatedavith two interfacesaredif-
ferent.

Following is the descriptionof a setof experiments
to verify heterogeneousnobility functionality for mul-
timedia SIP sessions. Mobile node has connectionto
two differentIP addressedfut on the sameLAN thus
samesubnet. In this casethe addressesissignedare
192.168.80.100and 192.168.80.110. CH addressis



192.168.80.108r 192.168.90.108ependingon where
it is connected. Experimentswere tried for both SIP
signalingand mediadelivery. Someof the resultsdur-
ing this handof are describedater in the section. SIP
sener is connectedn the network where registration
takesplacewhile the mobile movesbetweerthe private
subnetsWith thehelpof a public SIP sener this exper
imentcouldbeextendedto awide areanetwork.

As part of experimentl both ethOandethlarecon-
nectedto two different accessetworks within an en-
terprise. CH is in the samesubnetwith the IP address
(192.168.80.103)A video sessiorwas establishede-
tweenthe mobile nodeand correspondenhode. Initial
communicatiorwastaking placevia eth0. At this point,
communicatiorvia ethOwasdisruptedby eithertakingit
down, unpluggingthewire or moving away from theac-
cesspoint, andethlwasmadeup, thevideosessiorstill
remainsactive. At this point CH still thinksit is sending
traffic to 192.168.80.10@vhich is the IP addressasso-
ciatedwith eth0. Samesequencef operationwasre-
peatedvhenCH wasconnectedo aninterfacewhichis
notonthesameLAN. In this casewhile bringingthein-
terfaceup, we hadto bring thedefaultrouteup also.SIP
basedmobility (i.e Re-Irvite feature)took careof the
mediaredirectionto the mobile hosts new IP address.
In boththecasewideotransmissiorbreaksf theold in-
terfacecardis takenoutcompletely As longastheinter
facecardis installedinside,thethereis an ARP entryin
thecacheandtheotherinterfaceknows how to associate
theold IP addressvith thenew MAC addressvenif the
client movesaway from the accesgoint. This routing
table however gows away in the caseof windows XP
and windows 2000 when the client moves away from
theaccesgpoint.

B. Wide Area Access

Figure 3 depictsmovementof the client with multi-
pleaccess$n awide areaervironmentinvolving 802.11b
and CDPD or CDMA1XRTT networks. Handof to
CDPD and CDMALXRTT networks was made possi-
ble usingthe connectiorprovided by VerizonWireless.
This involves moving betweena LAN within an enter
priseandapublicnetwork suchasawirelessiISPsuchas
Verizon. In this casethe client getsassignedhe IP ad-
dressandotherparametersuchasDNS, andSIPsener
on its 802.11binterfaceusinga DHCP sener, but gets
anlP addressandassociategharametersia awide area
network usingPPPconnectiorover CDPD/CDMA.

As the client movesfrom onelocationto anothey it
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connectgo anothersubnetwhich maybe partof a LAN
or CDPD/CDMA network. It wasobseredthatobtain-
ing an IP addressvia CDPD/CDMA takes more time
(few secs}hanobtainingtheaddressisingDHCPwith-
outARP option( 1sec).Accordingto themeasurement
it takesalmost30 sec. to establishthe communication
over the PPPIink after gettinginitialized and authenti-
catedproperly with the NAS. In Windows platform it
wasobsenred that the clientsget an temporaryaddress
calledautolP (169.x.x.X)beforeit getstherealaddress
from the DHCP sener becausef the delayassociated
with the addressacquisition. During the experimentit
wasfoundthataveragethroughputover CDPD network
is about8 kbpsandthatover CDMA network it is about
60 kbps.

Figures3 and4 shawv architecturelternatvesfor sup-
porting SIP sessionsn heterogeneouaccesaetworks
wherethe clientkeepson moving betweerdifferentnet-
works while still beingconnectedo oneor both of the
networks. In somecasedowever, evenif theMH is not
moving (changingts location)it mayalternatérom one
accessnterfaceto anotheraccessnterfacetriggeredby
somelocal event thus creatinga scenariofor mobility.
In the experimentwe performed,Toshibasatellitehasa
switch to activate/de-actiate the inbuilt 802.11binter
face. In the following sectionwe considerthe scenario
whenthe MH is moving from oneplaceto another In
eachlocation(beforeandaftermaoving) mobile hosthas
accesdo both the networks (CDPD, 802.11Bthrough
its respectie interface). At ary particularpoint of time
a mobile hostcan have both the interfacesup and con-
nectedo adifferentnetwork type. Eachinterfacewould
be assigneda different IP addressrom the associated
DHCP/PPRsener in thataccesslomain. It is to be de-
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terminedby local decisionasto how the mobile host
would chooseoneof theinterfacesactive at ary partic-
ular time in orderto communicatewith the CH. This

can be done by assigningpriority basedschemesuch
asin Windows ervironment,routing metrics(gatedap-
proach)or allocatingshadev addresgi.e, chooseoneof

the MAC addressasshadev addressandassociatehat
with the IP addressesjchem¢d6]. As the MH moves
to a new location both of its interfaceswould connect
to two different accessnetworks which are on differ-

Fig. 5. HeterogeneouAccessTestbed

through)atary particularpointof time. SIPUserAgent
shouldtake noticeof theinterfacewhichis actve atarny

particularpoint of time andaccordinglysendthatasthe
contactaddressaspartof its Re-INVITE. Choosingthe
right interfaceby the SIPUA is a methodof implemen-
tation.

Figure5 shavs thetestbedarchitecturevherethe SIP
heterogeneityexperimentis being carried out. It in-
volvesprivatesubnet$ehindNAT on802.11bnetwork,
CDPD, CDMA networks from wirelessISP connected
to the Internet,and DMZ network associatedvith an
enterprisavith thewirelessaccessSeveralexperiments
were conductedvherethe mobile hostmoved between

entsubnetghanthe previousones.andtheP addresses differentkindsof networks,includingthefirewall traver-

would be configuredaccordinglyby the DHCP seners.
AsthelP addresgetsconfiguredromtheDHCPsener,
it also getsconfiguredwith the SIP sener for that ac-
cessnetwork. In mostcaseghereis one SIP sener for
eachaccesglomain. In this particularcaseeachaccess
network hasa local SIP sener. It canso happenthat
whenMobile hostmovesfrom oneplaceto anotherone
it may try to communicatevia 802.11b(location 1) or
via CDPD (location2), or via 802.11b(location3)thus
making an alternatechoiceof accessetwork for con-
nection eachtime it moves from its presentlocation.
Oneneeddo becarefulabouttheassymeteripathtaken
whenthe mobile hostmoves. Re-Invite shouldtake into
accountthe IP addresof the interfacewhich is chosen
to communicatehrough.

Figure4 is anotherillustration of heterogeneouac-
cessnetwork, whereboth the interfacesof the mobile
hostbelongto the samesubnetat ary particulartime,
but eachinterfacegetsadifferentlP addres®nthesame
subnet.Soasthe client movesto anotherocation,both
of its interfacesget connectedo anothersetof access
pointsbothbelongingto subnetS1. It is importantto fig-
ureoutwhichinterfaceis active (hostis communicating

sal.

I11. ISSUES

This sectiondiscussedgssuesrelatedto SIP multi-
mediasessiorin Heterogeneoubletwork. Eachof the
issuesand solution there of hasbeendiscussedn the
contet of SIP sessiondetweenthe end clientswhich
mostly compriseglifferentsignalingschemesuchasin-
vite, Ragistration,and handofs relatedto mediadeliv-
ery.

A. SP Sgnaling setup

In caseof the endclient beingmulti-homed,SIP In-
vite messagesanbeeitherdirector proxy based When
the Invite is proxy based,the proxy sener takes care
of the redirection,but in caseof direct signaling,it is
importantto take careof both signalingand mediade-
livery on the UA side. Sincecompletionof SIP signal-
ing consistf severalintermediatesteps(Invite, Provi-
sional response$180, 183 etc.), Ack, OK), it may so
happenthat MH would changets accessietwork even
beforethe call setupis complete. In this scenariody-



namic DNS canbe taken adwantageof. In mostcases
thereis are-transmissiomf Invites,in casethe CH can-
notreachmobilehostor mobilehostchangests address
or movesto a differentnetwork evenbeforelnvite is re-
ceived by the mobile host. CH’s SIP useragentwould
try to re-transmitthe Invites for up to seventimes,un-
til it timesout. If the SIP UA is not usingthe canonical
addresschemdor hostnameresolution subsequerre-
guesthasto go througha SIP sener which knows the
mostrecentactive interfaceof the Mobile host. Subse-
guentresponseée.g.,180ringing, Ack, OK) canbesent
directto the correspondertiost.

B. SP sessionswith NAT

dressesif therearemultiple IP addresseactive on the
sameterminal. At ary particularinstancea mobile ter-
minal may have multiple IP addresseassignedo each
of its physicalinterfaces. Both the addressesould be
active in somesituationunlessthe hostdecidesa pol-
icy tableto make oneof theinterfacesactive suchasin
the caseof 802.11bvs. CDPD.If dynamicDNS is be-
ing used,ary nev addressvould updatethe associated
DNS tableto reflectthe hosts IP addresshangen the
DNS database.In suchcaseswve needto have a way
to registerthe active interfacewith the SIP sener. But
in someinstancesboth the interfacescould be actie,
anddependingiponthe destinatiorroute metricsor lo-
cal policy decisiononeparticularinterfaceis choserfor

As one of the alternatearchitecturescorrespondent transmissioror receptionof the traffic. Justlike DNS

hostcanbe within a LAN behinda NAT (Network Ad-
dressTranslator)box, and can be wired or wireless.
Where as the mobile host can be moving aroundbe-
tweentwo differentwide areanetworks (e.g. CDMA,
CDPDor external802.11providedby anISP)whichare
outsidethe NAT box. In thiscaséf acorrespondertiost
makesa call to the mobile host, SIP Invite requestwill
reachthemobile host,but responseo this Invite request
(e.g.,180,200),shouldbesentto the NAT gatevay’s ad-
dressnsteadwhich shouldforwardthis on. But if thisis
takencareof in a standardvay, UAS onthe calleeside
wouldtry to respondo the NAT addressvhichis shavn
in theVia headerIn this caseve mayneedto have some
sortof applicationlevel gatevay functionalitywithin the
NAT box. If the call that is being establishedusesa
SIP proxy sener, thenthe call leg is completedusing
“receved” and“rport” parametefl1] in thevia header
which is addedby the proxy beforeforwardingthe In-
vite requestfurther However the NAT implementation
in our testbeddoesnot changethe port associatedvith
thesourceaddressReferencgl11] alsotakescareof es-
tablishingthe SIP calls wheneitherthe caller or callee
is behindthe NAT box. In casewe are not usingary
proxy betweenthe caller and callee,ratherthe session
is establishedisingdirect signaling,thenwe may have
to revert to the casewherea SIP basedapplicationlevel
gatevay (ALG) takescareof the SIP callsor someother
approachsuchas STUN [12] canalsobe usedin con-
junctionwith sipc.

C. Multiple IP registrations

A SIP useris usually identified with a unique URI
schemesuchassip:bob@abc.comA SIPuseragenton
a singleterminalcanbe associatedavith multiple IP ad-

resohes to multiple IP addressesynique URI scheme
would alsoresohe to multiple IP addresseandone of
theseinterfaceswould be picked up.

D. Registration of the active IP address

Usually the IP addresds sentin the Contactheader
of the registrationmessage.If both the interfacesare
up, contactheadercanusetwo IP addressemsteadof
onein asingleregistrationmessage Otherwise,if the
end host hasthe ability to choosethe active interface,
it canchoosethe right interfaceandregisterthatinter
face.ThusSIPuseragentwould needto beableto send
boththelP addresseis its contactheadeinsteadf one,
which is usuallydonein a SIP uacase.In somecases
registrationcanalsobedoneusingthesourceP address
of theSIPUA, ratherthanrelying onthecontactheader
This is often the casewhenthe SIP UA is behindthe
NAT.

E. Deregistration

Whenthe client moves from one accessnetwork to
otheroneandobtainsanew IP addressit would needto
de-r@isterthelP addressssignedo theinterfacewhich
may notbeactve currently but thisaddressanbein IP
routing tableitself. In this scenarioa local SIP sener
in the separataccessetwork is choserto take careof
third partyde-reayistration,sinceit maynothave connec-
tivity to the old accessetwork. In somecaseseven if
thereis deadregistrationbecaus®f inactive interface,it
canbetaken careof by aforking proxy. However there
may be a potentialconflict, if the previous IP address
which got de-rayisteredgetsre-usedby anotherpoten-
tial client in between. However this kind of problem
is easilyavoidablein an ervironmentwherelP address



is distributed using DHCR If both the networks share
a commonSIP sener, thenit is possibleto senda list
of old IP addresse$or de-rgyistration,but in this case
SIP UA would needto keepa listing of all the old IP
addressem its database.

F. User Agent with multiple |P addresses

Whenboththeinterfacesareactie, theinterfacethat
getspickedupis determinedy the SIPuseragents pri-
ority for a particularinterface. Thusassociatinga SIP
useragentwith a specificinterfaceis implementation
specific. In somecasesevenif both the interfacesare
up, SIPuseragentshouldbeableto pick uptheinterface
basedonkind of traffic it is expectingon aninterface.

G. Session Handoff

In caseof heterogeneousccessnetworks, several
methodscan be usedso asto trigger a SIP basedses-
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sion handof. Triggering mechanismcanbe basedon  their contritution to the projectandXiaotaoWu for dis-

channethangeQoSof therecevedtraffic, sererbased
adwertisementor layer 3 routersolicitation.

However it is an important criterion to initiate the
handof basedon layer 2 signalstrengthin caseof ho-

mogeneousccesnetworks. In caseof heterogeneous

accesspthermethodsneedto be devisedto make sure
thattheclientis connectedo theright interface.In case
of availability of accesgo both the kinds of networks,
apolicy needgo be determinedn theclientitself asto
which network to connectto at ary paricularmoment.
In a typical handof scenariofor homogeneousccess
suchasdescribedn [1], asimpleRe-Irvite is sentfrom
the mobile hostto the correspondenihostandthe new
IP addresss given asthe contactaddr In the caseof
heterogeneouaccesghe Re-Invite, sourceaddressof
the Invite requestmay be usedby the useragentof the
correspondingnost(CH), soasto avoid the complicay
associateavith dualcontactaddressn a Re-Irvite mes-
sage.

IV. CONCLUSION AND OPEN ISSUES

Thispapeiillustratesfew scenario$or supportingSIP
basedsessionsn local areaand wide areanetworks
wherethe end-clienthasheterogeneouaccessapabil-
ity. While discussingseveral architecturealternatves
for local Area and wide Area, it hasalso pointed out
severalissuesandthe solutionsthereofwhich shouldbe

takeninto accounto supportmobility. It alsopresented

someof the experimentscarriedout while moving in a
heterogeneousn/ironment.

cussiontowardssipcimplementation.
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