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Abstiact— In this paper, we consider the use of our recently proposed
Intra-Domain Mobility Management Protocol (IDMP) in 4t" generation
(4G) mobile networks. On evaluating the heterogeneousaccesstechnolo-
gies, cellular layouts and application characteristics of 4G ervironments,
we realize a needto reduceboth the handoff latency and the frequency
of mobility-r elated signaling We first presentIDMP’ s fast intra-domain
handoff mechanismthat usesa duration-limited, proactive packet ‘multi-
casting’ solution. We quantify the expectedbuffering requirementsof our
proposedmulticasting schemefor typical 4G network characteristics and
compareit with alternative IP-basedfast handoff solutions. We alsopresent
a paging schemeunder IDMP that replicatesthe current cellular paging
structure. Our paging mechanismsupports generic paging strategiesand
cansignificantly reducethe mobility-r elated IP signaling load.

|. INTRODUCTION

Therehasrecentlybeenan almostuniversalrecognitionthat
Mobile IP [1], the currentstandardor IP-basedmobility man-
agementneedso be enhancedo meetthe needfor future 4"-
generation(4G) cellular ervironments. In particular the ab-
senceof a location managemenhierarchyleadsto concerns
aboutthe signaling scalability and the handof lateng, espe-
cially for afutureinfrastructurehatmustprovide globalmobil-
ity supporto potentiallybillions of mobilenodesandaccommo-
datethestringentperformancéoundsassociateavith real-time
multimediatraffic.

In tandemwith alternatve proposals[2], [3] to develop a
hierarchicallP-basedmobility managemenframework in 37¢-
generation(3G) cellular networks, we have recentlyproposed
the Intra-Domain Mobility ManagementProtocol (IDMP) [4]
for managinghodemobility within aspecificdomain Lik e most
proposals]DMP ervisionsthat multiple IP-subnetsare aggre-
gatedinto a single domain; aslong asthe mobile node (MN)
moves within a single domain, all its mobility-relatedsignal-
ing remainslocalizedto specializedhodeswithin that domain.
Sincethe MN changesddomainsfairly infrequently this local-

ization drastically reducesboth the global signalingload and
the updatelateng. ConceptuallylDMP is a two-level general-
ization of the Mobile IP architecturewith a specialnodecalled
the Mobility Agent(MA) providing an MN a domain-widesta-
ble point of paclet redirection. Basedon our obsenation that
the global communicationsgnfrastructureis likely to employ a
multiplicity of protocolsfor ensuringubiquitousglobalconnec-
tivity, we have intentionallydesignedDMP to beindependent
of ary specificsolutionfor global (inter-domain)mobility man-
agement.

A carefulconsideratiorof the featuresof, andoperatingsce-
narioservisionedin, 4G networks however shovs the needfor
furtherimprovementsand enhancement® IDMP. In this arti-
cle,we emphasizéhefollowing characteristicef the 4G cellu-
lar ervironmentandthe consequenheedfor certainadditional
mobility-relatedfeatures:

a) HeteogeneousAccessledhnolagies:

The aim of 4G cellular networks is to develop a frame-
work for truly ubiquitouslP-basedaccesdy mobile users,
with specialemphasison the ability to use a wide va-
riety of wireless and wired accesstechnologiesto ac-
cessthe commoninformation infrastructure. While the
3G initiative is almost exclusively directed at defining
wide-alea paclket-baseccellular technologiesthe 4G vi-
sion embracesadditionallocal-area accesgechnologies,
suchas |IEEE 802.11-basedvirelesslocal areanetworks
(WLANS) andBluetooth-basegdvirelesspersonahreanet-
works (WPANSs). The developmentof mobile terminals
with multiple physicalor software-definednterfaceds ex-
pectedto allow usersto seamlesslgwitch betweerdiffer-
ent accesstechnologiesoften with overlappingareasof
coverageandwith dramaticallydifferentcell sizes.

Figure 1 shavs one exampleof this multi-technologyvi-



sion at work in a corporatecampuslocatedin an urban
ervironment. While corventionalwide-areacellular cov-

erageis availablein all outdoorlocations,the corporation
alsooffers 802.11-basedccessn publicindoorlocations
suchasthecafeteriaandparkinglots, aswell asBluetooth-
basedaccesgo the Internetin every individual office. As

mobile usersdrive in to work, their ongoingVoice-over-IP

(VoIP) calls are seamlesshswitched, first from the wide-

areacellularto thewirelessLAN infrastructureandsubse-
qguently from the 802.11 AccessPoint (AP) to the Blue-

tooth AP locatedin their individual cubiclesor offices.
Since a domain can comprisemultiple accesstechnolo-
gies,mobility managemenprotocolsshouldbe capableof

handlingvertical handofs, i.e., handofs betweenhetero-
geneousgechnologies. Accodingly, we believe that it is

preferableto defineanyadditionalmobility-relatedfeature

at the IP-layer, and not rely uponor assumehe existence
of specificfeatuiesfromthe underlyinglink layers.

b) OptionalFastHandof Support:

While currentproposalgor intra-domairmobility manage-
ment do localize the scopeof signalingmessagegener
ated during intra-domainmovementto nodeswithin the
domain, the resultantlateny may still prove to be un-
acceptablyhigh for certain4G applications. Indeed,the
supportof variousreal-timeor high-bandwidtimultimedia
servicessuchasVolP andvideoconferencingwhich have
very strictboundsonthehandof delay is centralto the 4G
vision.

¢) Paging Support:

ThebaseMobile IP specificatiordoesnotprovidearny form

of pagingsupport. Henceto maintain connectvity with

the backboneinfrastructure,an MN must generatdoca-

tion updatesevery time it changests point of attachment,
evenif it is currentlyin dormantor standbymode. Such
mobility-relatedsignalingleadsto significantwastageof

anMN'’ s batterypower, especiallyin pico-cellularerviron-

ments(suchas802.11-basedellulartopologieswherethe
MN may changeits subnetof attachmentery frequently
(possiblyonceevery 10 seconds)lt is thusabsolutelyes-
sentialto definesomeform of flexible pagingsupportin

theintra-domainmobility managemergcheme.

In this paper we presentthe extensionsto the baselDMP
specificationg4] for fasthandof and pagingsupport,andana-
lyze their applicability to 4G cellular architecturesWe assume
anall-IP accessetwork wherelP-layerfunctionalityextendsall
theway to the nodesat the wirelessedgeof the accesslomain.
We referto this IP-capablepoint of attachmento the wired in-
frastructureas the Base Station (BS); in this scenario,we as-
sumethatthe SubnetAgent(SA), aspecializedDMP nodethat
providessubnet-specifisupportto the MN, is co-locatedwith
the BS. Generalizationgo alternatve architectureswhere IP
functionality doesnot specificallyextendto the BS, areeasyto

male.
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Figurel: Exampleof Seamles¥ertical Handof
in a4G Ervironment

Under basicIDMP operation,an MN encountersa handof
delayequalto thetime takento updateits designated/lA about
its new point of attachmentguringthis transient,pacletsmay
be incorrectly forwardedto the MN’s old point of attachment
and hencebe lost. IDMP’s fast handof mechanisnmprovides
an IP-layer solution to reducethe durationof this servicein-
terruptionand minimize the loss of in-flight paclketsduring an
inter-BS handof. The mechanisnuseseither MN-initiated or
BS-initiatedhandof triggersandis applicableto multiple fu-
ture link-layer technologies Suchtriggersnotify the MA of an
impendinghandof, whereuporthe MA proactively multicasts
in-boundpaclets(destinedo the MN) to the setof neighboring
SAs (seeFigure 2). By cachingthesepacletsfor a specified
duration,the SA canminimize the lossof in-flight packetsand
forward suchpacletsto the MN immediatelyafterthe MN re-
freshedts IP configurationparameterat the new subnet.

IDMP’s IP-layerpagingmechanisnallows anidle MN to be
locatedeventhoughit doesnot performIP-layerregistrationsat
everychangen subne{(BS). By performingtheessentiapaging
functionsatthelP layer, we canmake the mechanisnrelatively
independentf theradiotechnology

The restof the paperis organizedasfollows. In sectionll,
we presenta summaryof the currentproposaldor hierarchical
IP-basednobility managemertndgive anoverview of the ba-
sic operationof IDMP. While sectionlll describesDMP’s fast
handof mechanismandits prototypeimplementationsection
IV detailstheenhancementseededo provide flexible IP-layer
pagingsupport. Finally, sectionV concludeshe paperwith a
brief discussiorof our plansfor futurework.

Il. PREVIOUS AND RELATED WORK

Mobile IP (or MIP) [1], thecurrentstandardor IP-basedno-
bility managementyasdesignedgrimarily to provide transpar
ent paclet redirectionto non-realtime TCP applicationsrun-
ning in corventionalnetwork hosts. Mobile IP works by as-
signing eachmobile nodea temporarycare-ofaddresgCoA),



which correctlyidentifiesthe MN’ s currentpoint of attachment,
and using designatedagentnodesto maintainthe binding be-
tweenthis CoA andthe MN'’s permanentlyassignedaddress.
For cellular ervironmentswith potentiallybillions of MNs and
real-timetraffic, the MIP suffersfrom severalshortcomingsin-
cludinghigh updatdatengy, largeglobalsignalingloadandlack
of pagingsupport. Theseproblemsare also presentin other
variantsof Mobile IP, suchasroute-optimizedMobile IPv4 and
Mobile IPv6. Mechanismdave alsobeenproposed7] to use
SIP-basedaignalingasan alternatve application-layemobility
managemergolution,especiallyfor real-timemultimediaappli-
cations.In general the SIP-basedolutionis analogougo Mo-
bile IPv6, with the MN sendingeachactive correspondemode
(CN) aRe-INVITE (askingit to rejoin atthenew CoA) andthe
appropriateSIP Seneranev REGISTER(updatingthe binding
betweerthe SIP UserIDandthe currentCoA). VolIP traffic ben-
efits from sucha mechanismasit allows a CN to sendtraffic
directly to the MN'’s co-locatedCoA (without tunneling),and
asit permitsthe applicationto control the characteristicef an
ongoingsessiorasthe MN changesubnets.

IDMP is one of several proposalsfor IP-basedhierarchical
mobility managemengll of which aimto localizethe signaling
on intra-domainmovementto nodeswithin the domain. One
approachto intra-domainmobility managements the route-
modificationapproach characterizedy Cellular IP (CIP) [2]
and HAWAII [3], in which the MN is assigneda CoA thatis
valid throughoutthe domain,and host-specificdoutesare used
to trackthe MN’s precisdocationin the domain. The otherap-
proachis the multi-CoA approachin which an MN is assigned
multiple CoAs, eachresolvingthe MN’s location at an inter-
mediatelevel in the hierarchy Among theseschemesMobile
IP Regional Registration(MIP-RR) [9] usesa Gatavay Foreign
Agent (GFA) to provide an MN a stableglobal CoA; the GFA
actsasa proxy for the HA (Home Agent) during ary subse-
guentintra-domainmovement. Similarly, HierarchicalMIPv6
(HMIPv6) [8] introducesan agentcalled the Mobility Anchor
Point (MAP) to localize the managemenof intra-domainmo-
bility. Comparisonswith alternatve fast handof and paging
proposalwill bediscussedhaterin therelevantsectionglll and
V).

A. IDMP Overviav

IDMP is also a multi-CoA intra-domainmobility solution.
However, unlike HAWAII, MIP-RR or HMIPv6, the protocol
IDMP is designedas a stand-alonesolution for intra-domain
mobility managemenanddoesnot assumehe useof MIP for
global mobility management.Figure 2 depictsthe functional
layoutof IDMP. The Mobility Agent(MA) is similarto a MIP-
RR GFA and actsas a domain-widepoint for paclet redirec-
tion. A SubnetAgent(SA) is similarto a MIP FA andprovides
subnet-specificobility services.UnderIDMP, anMN obtains
two concurrentCoAs:

a) Local Care-of Address(LCoA): This is similar to MIP’s
CoA in the sensethat it identifiesthe MN's presentsub-

net of attachment.However, unlikely MIP’s CoA, the lo-

cal care-ofaddressn IDMP only haslocal (domain-wide)
scope By updatingts MA of arny changesn theLCoA, the
MN ensureshatpacletsarecorrectlyforwardedwithin the
domain.

b) GlobalCare-ofaddresg(GCoA): Thisaddressesohesthe
MN’s currentlocationonly up to a domain-level granular
ity andhenceremainsunchangedslong asthe MN stays
within a singledomain.By issuingglobal bindingupdates
that containthis GCoA, the MN ensureghat pacletsare
routedcorrectlyto its presendomain.

UnderIDMP, pacletsfrom aremoteCN areforwarded(with
or without tunneling)to the GCoA and areinterceptedby the
MA. As shaown in Figure 2, the MA thentunnelsthesepack-
etsto the MN’s currentLCoA. Sinceglobalbindingupdatesare
generatednly whenthe MN changesdomainsand obtainsa
new GCOoA, this approachdrasticallyreduceghe global signal-
ing load. IDMP providesa uniform schemefor intra-domain
mobility managementallowing cellular network providersto
supporimultiple globalprotocolsusinga singlecommonaccess
infrastructure.For example,the TeleMIP architecturg5] com-
binesIDMP with Mobile IP to provide seamlesgpacletredirec-
tion atthenetwork layerfor TCP-base@pplicationsMoreover,
IDMP allows the network to dynamicallyassignone or more
Mobility Agentsto differentmobile nodes;accordingly IDMP
is usedin the DynamicMobility Agent(DMA) architecturd6]
for providing Quality of Service(QoS)assurance® mobilenet-
worksin a scalableandrobustmanner

Subnet A Subnet C Subnet D

SubnetB ;
—Subnet B

EN
(e
A

Figure2: IDMP Logical ElementsandArchitecture

I1l. FAST HANDOFF SCHEME IN IDMP

In basicIDMP, the handof delay equalsthe time taken for
the MA to becomeawareof the MN’s new point of attachment
(LCoA). This delayconsistsof threeseparateomponents:

« Link-Layer EstablishmenDelay (A;): This corresponds

to the establishmenof a link-layer or a physicalchannel
(suchasa slot-selectiorin TDMA or codesychronization



in CDMA) with thenew BS/SA.

« IP SubnetRajistration (Az): An MN mustuse IP-layer
configuratiorprotocolsto obtainthenew LCoA. If IDMP’s
SA modeis used,thenthe MN mustobtainan AgentAd-
vertisemenbeacorandthenrequestainew LCoA. The SA
will thenrespondwith an Acknowledgmentmessage.If
theco-locatednodeis usedtheMN mustexchangeDHCP
configurationmessagewith the DHCP Sener beforeob-
tainingavalid LCoA.

« Intra-domainUpdate Delay (A3): The MN mustfinally
inform the MA of this new LCoA via an Intra-domainlo-
cationupdatemessageUponreceptionof this update the
MA will redirectpacletsto the MN’s new LCoA.

To gain an idea of the handof lateng incurredby current
IP-basedntra-domainmobility protocols,we performedexper
imentswith ourimplementatiorof IDMP, andthe publicly avail-
ableimplementatiorof CellularIP, onour802.11-basetkstbed.
Figure3 shavs the numberof consecutie pacletslostduringa
handof asthe paclet inter-arrival time is varied. We cansee
that the handof delaywith IDMP in this scenario(wherethe
MA waslocatedonehop away from the SAs)is approximately
aroundl2-15msecs.
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IDMP’s fasthandof mechanisnis designedo eliminatethe
Ag componentn serviceinterruption. A;, while a link-layer
specificparametercanbe expectedto be quite low. For exam-
ple, in CDMA-basedsoft handofs, A; is effectively 0, since,
in awell-designedhetwork, communicatiorwith the old BS is
not discontinueduntil the connectionwith the new BSiis firmly
established.IDMP’s IP-basedfast handof techniqueprovides
a solutionthat doesnot require IP-layer informationto be car-
riedin layer-2 signalingmessgesor requiretheadjacentBSsto
be aware of eat other'sidentity Sincewe do not re-establish
paclet forwarding until the MN hasperformeda subnet-lgel
registrationat the new BS, IDMP’s fasthandof processdoes
noteliminateA,, thedelayincurredin thesubnet-lgel registra-
tion process.

A. TheFastHandof Procedue

We assumeéhatalayer2 triggerwill beavailable(eitherto the
MN or to theold BS) indicatinganimminentchangen connec-

tivity. We explain the fasthandof mechanisnusing Figure 4,

which shavs an MN moving from SA, to SA;. To minimize
the serviceinterruptionduring the handof process|DMP re-
quireseitherthe MN or the old SA (S A,) to generatea Move-
mentimminenmessag#o theMA servingthe MN. Uponrecep-
tion of this messagethe MA multicastsall inboundpacletsto

the entiresetof neighboringSAs (SAs and S A; in this case).
Each of thesecandidateSAs buffers sucharriving pacletsin

perMN buffers, thus minimizing the loss of in-flight paclets
during the handof transient. Whenthe MN subsequentiyper

forms a subnet-lgel registration(using IDMP) with S A3, this
subnetagentS A3 canimmediatelyforward all such buffered
pacletsoverthewirelessinterface,without waiting for the MA

to receie the correspondingntra-domainLocationUpdate.

Router
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Subnet A Subnet B | Subnet C Subnet D
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Figure4: IDMP FastHandof

Severalfeaturesof this proposalmake it attractve for future
IP-basechetworks.

a) Unlike other existing fast handof proposals,IDMP’s
Movementimmineninessagealoesnot specify the IP ad-
dressof the target (new) BS in this message.This keeps
themessagsizeshort;in fact,theMN canpiggybacksuch
a messagesimply by settinga bit in framesusedfor ex-
isting link-layer signaling. Moreover, by allowing the old
BS to generatahis messagdor the MA, we alsoaccom-
modatesomepossible(hard)handof scenarioswherethe
MN losesconnectvity with the old SA before establish-
ing radio-connectiity with thenew BS. In suchascenario,
the Movementimminentmessages forwardedin parallel
to the establishmenof the new link. Accordingly, multi-
castforwardingis likely to be invoked concurrentlywith
thesubnet-leel registrationphasetherebyreducing(if not
completelyeliminating)the A; componenbf the delay

b) IDMP utilizes a network-contolled (network or mobile-
initiated) handof technique. It is the MA which decides
the setof target BSsto which in-flight paclkets are multi-



cast. This is especiallyusefulin scenariosvherethe MN
maybein contactwith multiple BSsandis unableto spec-
ify the future point of attachmenexactly. While current
cellular networks use a network-controlledhandof tech-
nigue (wherethe basestationcontroller(BSC) determines
the candidateBS basedon link-layer measurementsup-
plied by the MN or BS), the IP mobility modelis typi-
cally MN-driven,with the MN selectingan FA from a list
announcedia agentadwertisementsIDMP preseresthe
network-controlledhandof modelfor future IP-basedtel-
lular networks, without compromisinghe MN’ s ability to
selectsuchfasthandof support.

¢) Ourmulticastingschemepreventsunnecessaryastageof
wirelessbandwidth sincea BS doesnot unilaterallytrans-
mit all arriving multicastpackets over the wirelessinter-
face. Suchproactively multicastpaclets are temporarily
bufferedby anBS in peruserbuffersandforwardedto the
MN overthewirelessinterfaceonly if it happenso register
atthatBS. In casethe MN doesnot registerat a particu-
lar SA, the bufferedpacletsarediscardedhftera specified
maximumtime interval.

d) IDMP’s fasthandof schemedoesnot eliminate A, from
theserviceinterruptiontime; it merelydelaysthetransmis-
sion of paclets arriving during this instant. By requiring
theMN tofirst performanIDMP subnet-rgistrationbefore
receving ary suchpaclets,we avoid theneedo definenew
extensiondo layer2 protocolsfor transportingP-layerin-
formation(suchasthe CoA). By buffering packetsduring
this transientwe arehowever ableto avoid the lossof in-
flight paclets.MostmultimediaapplicationssuchasVolIP,
aretypically ableto toleratevariationsin theperpacketde-
lay, aslong asthe pacletsare not actuallylost. It is thus
acceptableo sufferlongerdelay(dueto A,), aslongaswe
canminimizethe handof-relatedpacletloss.

B. Implementing-astHandof

For aprototypeimplementationye uselP multicastto proac-
tively distribute suchpaclketsto possiblepointsof attachment.
IDMP requiresonly one multicastgroup per neighborset; all
the BSsthatareneighborsof a specificBS aremembersf this
multicastgroup. Sincea single BS canbe a neighborof multi-
ple BSs,eachBS canindeedbe amemberof multiple multicast
groups.Our approachdoesnot requirethe establishmenof dy-
namicmulticastgroupsfor individual MNs. Themembershippf
theneighborhoodetis alsonotdynamic:givenafixednetwork
topology, the setof neighboringBSs staysconstant. EachBS
is thuspermanenthsubscribedo oneor moremulticastgroups,
eachof which alwayshasa well-defineddistribution tree. Ac-
cordingly, thefasthandof schemedoesnot requirea BS to dy-
namicallyjoin or leave a group,andhence doesnot suffer from
ary transientree-establishmentencies.

On receving a Movementimminennessagethe MA encap-
sulatesan in-flight paclet andthentunnelsit to the appropri-
atemulticastaddress.(For suchmulticastforwarding,the MA

doesnot performthecorventionaltunnelingtowardsthecurrent
LCoA). Onreceving suchatunnelednulticastpaclet,eachSA
will first decapsulat¢he outermostheader It thenbuffersthe
decapsulateghaclet in a peruserbuffer, usingthe destination
addresé$n theinnerheadefwhichis uniqueto aspecificMN) as
anindex. WhenanMN subsequentlperformsa subnet-specific
registrationwith an SA (sayS Az in Figure4), the SA canthen
forwardary cachedpacletsto the MN beforetheintra-domain
locationupdateprocesss complete.

Simple calculationsindicatethat even a small userbuffer is
effective in reducingthelossof in-flight paclets. For example,
if the intra-domainupdatelateng (L) is 200 msec,andthein-
comingtraffic rate(R) is 144 Kbps, thena buffer sizeof (L*R)
3.6 KBytesis ableto protectagainstbuffer overflow dueto mul-
ticastpaclketstransmittedduringthe handof transient.

C. AlternativeFastHandof Sugestions

ThelETF is currentlyconsidering11] severalalternatve ap-
proachedor supportingfast handofs within the Mobile IPv4
context. In the pre-ragistrationapproachthe MN is assumedo
initiate anew Mobile IP registrationwith thenew FA viaits cur-
rentFA; thecurrentFA tunnelssucharegistrationrequesto the
new FA. This mechanismequireshe currentFA to beawareof
theidentity of the neighboring(candidateFAs andto adwertise
their IP-layeridentitiesusingproxy routeradwertisementsThis
proposakliminatesthe sequentiatielaydueto A; + A,, since
thenew MIP registration(via theold FA) canoccurconcurrently
with theestablishmentf radioconnectvity atthenew FA (Ay).
However, unlike IDMP’sfasthandof mechanismthisapproach
requiresFAs to be awareof theidentitiesof their neighborsand
to pre-establisisecurgunnelswith them.

In the post-reyistrationapproachlayer2 triggersare usedto
establisha transienttunnelbetweerthe currentFA andthe new
FA. This mechanisnrequiresthe currentFA to proactiely tun-
nel all inboundpacletsto the new FA via this layer2 triggered
tunnel,thusallowing anMN to maintainits IP connectvity via
theold FA evenwhile it is performinganew Mobile IP registra-
tion atthenew FA. As before thisapproachrequiresanFA to be
eitheraware of theidentity of its neighboringFAs or to instan-
taneouslyform securetunnelswith a designatedrA. Moreover,
this proposalassumeshatlayer2 authenticatioris adequateo
(temporarily)authenticatehe MN at the new FA; pacletsare
forwardedto the MN by thenew FA beforetheIP subnetregis-
tration procesgA-) is completed.

Similar fast handof mechanismsave also beenproposed
[10] for Mobile IPv6. Thesemechanismssentiallyrely on
the establishmenbf a transienttunnel betweenthe MN's old
andnew point of attachmentsandthe ability to uselink-layer
signalingto indicatelP-layerconnectvity parameters.

IV. PAGING SUPPORT IN IDMP

While IDMP’s use of multicastingfor fast handofs mini-
mizesthelossof in-flight pacletsduringanintra-domainhand-
off, it doesnot reducethe frequeng of intra-domainlocation



updates.In the absencef pagingsupport,an MN mustobtain
a local care-ofaddressand re-registerwith its MA every time
it changests currentsubnet.This canleadto significantpower
wastageespeciallyin future 4G networkswhere:

i) A singledevice may have multiple wirelessinterfacesand
hence needto maintainmultiple simultaneou$indings.
if) Pico-celluladayouts,especiallyfor localareawirelessac-
cesstechnologiescanleadto very frequentchangesn the

point of attachment.

A. Paging Openationfor Idle Hosts

IDMP’s IP-layer paging solution provides a flexible and
radio-technologyindependensolutionto this importantprob-
lemandhelpsto minimizethepowerwastedoy anMN in unnec-
essarymobility-relatedsignaling. To motivate IDMP’s paging
solution, notethatthe ‘multicasting’ schemedescribedor fast
handof supportin sectionlll inherentlysendsnultiple copiesof
the samedatato multiple FAs/subnetoutersthatarejudgedto
bein thevicinity of theMN’s currentpointof attachmentSince
limited broadcasbf solicitationsis really the centralfeatureof
paging,theideaof multicastgroupscanbe extendedo provide
pagingsupportaswell. IDMP’s pagingoperationassumeshat
SAs(subnetor BSs)aregroupednto PagingAreas(PA) iden-
tified by uniqueidentifiers,calledPagingArealdentifiers(PAl).
An MN in passve/idlemodeis thenableto detectchangesn its
currentPA by listeningto theseuniqueidentifiersin the subnet-
level adwertisementge.g., SA Agent Advertisements)In fact,
suchlP-layeradwertisementsnay optionally be combinedwith
link-layer beacons.

IDMP’s pagingschemads visually illustratedin Figure5. In
this modelof operation Subnetd, C andD belongto thesame
PA, while subnetA is part of a different PA. We assume&hat
the MN switchesto idle statein subnetB. Then,aslong asit
movesto C or D, it detectschangesn its subnetof attachment
but no changein its currentPA. Consequentlynot only does
the MN not updateits MA aboutits currentLCOA, it doesnot
evenbotherto obtaina new LCoA. However, whenit movesto
subnetA andrealizesthatit haschangedo a new PA, the MN
obtainsa new LCoA at SA; andsendsalocationupdateto the
MA, indicatingthenew PA.

Whenthe MA recevespacletsfor anMN whichis currently
registered,but which doesnot have a valid LCoA assignedit
‘multicasts’ a PageSolicitationpaclet to all the subnetsasso-
ciatedwith the MN’s currentPA (to SA,, SA; andSA4) and
buffers the incoming paclet. Whenthe MN re-registerswith
the MA, bufferedpacletsareforwardedto the MN. We assume
thattemporarybufferingis acceptablastheintra-domainoca-
tion updateprocesss assumedo have reasonablyow lateng
(~ 2 x A, whereA is the updatelateny betweerthe MN and
its MA). For example,call setupdelaysin VolIP are typically
around?2.5 sec; accordinglythe paginglateny is expectedto
fall within thetargetedbounds.
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Figure5: IDMP PagingMechanism

B. Paging Implementation

EachPA is identified by a uniquedomain-specifianulticast
addressaBS belongingto a specificPA mustpermanentlsub-
scribeto thecorrespondingnulticastgroup. Notealsothat,sim-
ilar to the overlappingregistration area (RA) conceptin cur-
rentcellularnetworks,a BS cansubscribgo multiple multicast
groupsandhence pe associateavith multiple PAs (Figure5).

The baselDMP specificationsnieedminor modificationsfor
supportingpaging. An MN mustnow actively inform its MA
whenit switchesfrom the active to the idle state,therebyac-
tivating the pagingfunctionality at the MA. In the absenceof
active “idle statenatification”, the MN would move to neigh-
boring subnetawithout performinglocal registration,while the
MA would continueto (mistalenly) unicastarriving paclketsto
the MN’s lastregisteredocal care-ofaddressMoreover, when
anMN is in idle state,it performsanintra-domainlocationup-
dateby indicatingits new PAI only whenit changests current
PA; otherwise,the mobile is contentto passvely monitor the
periodiclink-layer multicastbeacons.

C. Comparisorwith AlternativelP Paging Shemes

We now comparelDMP’s pagingmechanismwith someof
therecentlyproposedapproacheto IP-layerpagingin wireless
cellularnetworks:

« The P-MIP proposal[12] for pagingin Mobile IP is very
similar to our IDMP pagingspecificationsLike IDMP, P-
MIP associates Mobile IP FA with one or more paging
areaidentifiers;an MN in dormant(idle) modeperforms
Mobile IP registrationsupon crossinginto a new paging
area. The P-MIP specificationshowever, assumehe use
of Mobile IP asthe underlyingmobility managemenpro-
tocol and requiresall FAs to be aware of the identity of
their neighboringFAs. In contrast,IDMP’s pagingfunc-



tionality doesnot assumehe useof Mobile IP andhence,
doesnotrely on Mobile IP securitymechanismanoreover,
IDMP requiresonly the MA to be aware of the identity of
all SubnetAgentsassociateavith aparticularpagingarea.

« Proposalgor pagingin CellulariP andHAWAII essentially
distribute the pagingoperationover multiple nodesin the
accesglomain. While theseprotocolsalsousethe paging
areaconcepto reducethe numberof updategeneratedby
dormantMNSs, the extentof a specificPA is only implicitly
definedby the location of paging caches To resohe the
location of a currentlyunregisteredMN, a pagingrequest
is broadcasbver all domainnodesthatlie downstreamof
this pagingcache;it is thusdifficult to dynamicallyalter
the size or shapeof a specificPA without actuallychang-
ing thelocationof thepagingcache Moreover, suchanim-
plicit definitionof a pagingareamalkesit difficult to define
overlappingPAs; it is well known thatpagingareameedto
be overlappedo avoid the problemsof ping-ponging.Per
haps,mostimportantly, it is difficult to apply suchpaging
mechanismén 4G ervironmentswhereanaccesslomain
may comprisemultiple accesdechnologieswvith overlap-
ping cellular layouts, and thus doesnot exhibit a strictly
hierarchicaltopology IDMP, in contrastdefinesa paging
areain a topology-independenmanney basedon an ex-
plicit setof SAsthatsubscribeo the correspondingnulti-
castgroup.

V. CONCLUSIONS AND FUTURE WORK

In this paper we presentedwo enhancement® the IDMP
solution for IP-basedhierarchicalmobility management.We
considerec4!” generatiorcellularervironmentandmotivated
the needfor developing IP-layerfasthandof and pagingsolu-
tionsthatwouldwork acroseterogeneousccessechnologies.

To minimize paclet loss during intra-domainhandofs, we
presenteda time-boundocalized‘multicasting’ approach.By
proactively informing its associated/obility Agent(MA) of an
impendingchangeanMN enableshe MA to multicastpaclets
for alimited durationto a setof neighboringsubnets.Specific
nodeson thosesubnets(SAs/ designatedouters)buffer such
multicastpaclketsfor a shortwhile; if the MN entersits subnet,
sucha nodeis ableto immediatelyforwardthesepacletsto the
mobile, significantly eliminating paclet loss and delays. Our
approachdoesnot assumespecificlink-layer capabilities(such
asthe ability to transportspecificlP parametersand doesnot
requireanindividual SA to establisha transienttunnelwith an-
otherexplicitly definedneighboringSA.

We alsoextendedhislocalized'multicasting’ ideato provide
pagingsupportunderlDMP. In ourapproacheachsubnetvould
beassociatedvith oneor morePagingAreas(PA). A non-active
MN would performintra-domainlocationupdatesonly whenit
changests PA; to determineghe MN’ s exactlocationwithin its
currentPA, the MA would ‘multicast’ a paging paclet to all
subnetsto this PA. Unlike someother proposalsfor IP-based
paging,ourmechanisndoesnotassumatree-liketopologyand

allows easyconfigurationof variable-sizeandoverlappingPAs.
Tablel summarizeshe commonalitiesanddifferencedetween
themechanismsisedfor fasthandofs andpagingin IDMP.

TABLE |
OVERVIEW OF IDMP FAST HANDOFF AND PAGING

Function PrimaryMechanism Handlingof In-flight Paclets
FastHandof Multicastingfrom MA Bufferedby
to candidateSAs candidateSAs
Paging Multicastingby MA to Bufferedby MA
SAswithin PagingArea

We currentlyhave a Linux and FreeBSDbasedmplementa-
tion of IDMP deployedin our testbed.Additional detailsof the
implementationaswell aspreliminaryperformanceesults,are
availablein [6]. We arecurrentlyworking to measurehe per
formanceimprovementfferedby our fasthandof andpaging
procedures.
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