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Abstract—The paper describesa Differentiated Services-basedQoSar-
chitecture for next-generationwirelessnetworks. The architecture is based
on the two-level TeleMIP hierarchical mobility managementschemeand
integratesBandwidth Broker-basedadmissioncontrol and resourceprovi-
sioning for mobile nodes. The TeleMIP architecture is extendedto satisfy
the QoS requirements of a mobile node, while requiring it to specify its
traffic profile only when it first movesinto a domain. The paper explores
alternative approachesfor dynamically assigningMobility Agentsto a mo-
bile nodeand evaluatestheir suitability for different servicedifferentiation
models.

I . INTRODUCTION

In thispaper, weoutlinealternativeapproachesbeingconsid-
eredfor maintainingQuality-of-Service(QoS)guaranteesin the
TeleMIP (Telecommunications-EnhancedMobile IP) mobility
managementarchitecture.TeleMIP [1], [4] hasbeendesigned
asahierarchicalIP-basedmobility managementschemefor

�����

and ���	� generationIP-basedcellular networks. It usesMobile
IP [2] for global mobility managementand the Intra-Domain
Mobility Protocol(IDMP) [5] to managemobility within the
domain. IDMP’s mobility infrastructurespecifiesthe use of
specialnodes,calledMobility Agents(MA), which provide a
mobilenode(MN) with a globally reachable,stablepointof at-
tachmentinside a domain. TeleMIP’s two-level hierarchyre-
ducesthelatency of intra-domainupdates,lowersthefrequency
of globalsignalingtraffic, promotesefficientuseof theIPv4ad-
dressspaceandsupportstheuseof multiplemobility agentsfor
redundancy andloadbalancing.

With the emerging and anticipateddeploymentof higher
bandwidthpacket-basedtechnologies,suchasGPRS[19] and
UMTS2000[18], cellularnetworkswill not only supportusers
with differentbandwidthguaranteesbut alsotransportmultime-
dia traffic with diverseQoSconstraints.End-to-endQoSguar-
anteesfor suchmobileuserscanonly beensuredwhenconsid-
erationof suchperformanceboundsareintegratedinto themo-
bility managementarchitecture.TeleMIP’s proposedapproach
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for supportingQoS guaranteesis basedon a hierarchicalap-
plicationof theDif ferentiatedServices[9] approach,with QoS
boundsdecomposedinto separateglobalandintra-domaincom-
ponents.Sincenodemobility canleadto rapid changesin the
intra-domaintraffic paths, intra-domainQoS is assuredby a
dynamicresourceprovisioning architecture.The intra-domain
provisioningtechniquerelieson theuseof a centralizedBand-
width Broker(BB) to dynamicallyprovisionaggregatecapacity
betweenanMA andthenodesat thewirelessboundary.

The paperfirst presentsthe BandwidthBroker-basedarchi-
tecturefor intra-domainadmissioncontrolandresourceprovi-
sioning.Whenever amobilenode(MN) first entersa domain,it
is assignedoneor moreMobility Agents(MA). TheMN com-
municatesits QoSrequirementsto the appropriateMA, which
thennegotiateswith the BandwidthBroker to performadmis-
sioncontroland,if necessary, resourceprovisioningwithin the
domain.We alsooutlinehow IDMP’s intra-domainregistration
messageshavebeenextendedto includeadditionalQoS-specific
informationandspecifyadditionalIDMP controlmessagesbe-
tweenanMA andcandidateSubnetAgents(SA), locatedat the
wirelessboundaryof thecellulardomain.Suchmessagesallow
theQoScharacteristicsof anMN, suchasthenegotiatedtraffic
rateandthespecifiedconditionerparameters,to be transferred
to theappropriateingressnodesastheMN moveswithin thedo-
main. TeleMIP’s QoSarchitecturedoesnot, therefore,require
theMN to repeatQoSsignalingandnegotiationover thewire-
lessinterfaceduringintra-domainmovement.

A key featureof TeleMIP is the use of multiple mobility
agentswithin the domain,with an MN beingassignedan MA
via a dynamicload-balancingalgorithm. We subsequentlyin-
vestigatetheappropriatenessof alternative MA-assignmentap-
proachesfor different service differentiationscenarios. For
thelessadvanceddifferentiationmodel,whereusersaredistin-
guishedsimply by differenttraffic rates,we suggestanassign-
mentschemewherebyaspecificMA handlesonlyusersbelong-
ing to a singlerateclass. Suchan approachsimplifiesthe ad-
missioncontrol andprovisioningfunctionalityandalsoguards
againstpossiblebottlenecksat the MA in the forwardingpath.
For themoreadvanceddifferentiationmodel,whereindividual
MNs have traffic belongingto multiple traffic classes,possibly



with diverseQoSguarantees,we discusstwo MA-assignment
techniques.In oneapproach,anMN is assignedmultipleMAs,
eachmanagingmobility only for a specifictraffic class.While
suchan approachleadsto greatersignalingoverhead,it does
provide thebenefitof differentialmobility managementfor in-
dividual classesandavoidscomplicatingthepacketforwarding
processattheMA. In thealternativeapproach,asingleMA han-
dlestraffic for all the serviceclassesbelongingto anMN. We
shallseethat,while reducingthesignalingload,thisschemeim-
posesadditionalclassificationfunctionalityatMA andmaylead
to greaterdynamicityin theresourceprovisioningarchitecture.

I I . SCALABLE QOS IN MOBILE ENVIRONMENTS AND

RELATED WORK

In this section,we presentan overview of the TeleMIP ar-
chitecture,aswell asoutline the two conventionalapproaches
towardsservicedifferentiationandQoSprovisioning in the In-
ternet.Wealsobrieflydescribeanotherinterestingapproachthat
hasbeenrecentlyproposedfor managingQoSguaranteesin fu-
turewirelessIP networks.

A. BasicTeleMIPArchitecture

TeleMIPwasintroducedin [1] asatwo-levelhierarchicalmo-
bility managementarchitecturefor next-generationcellularnet-
works. UnderTeleMIP, networksarepartitionedinto mobility
domains, with eachdomainconsistingof multiple subnets.A
mobilenode(MN) is identifiedwith two care-ofaddresses.The
global care-ofaddress(GCOA) remainsunchangedas long as
theMN changessubnetswithin adomain,while thelocalcare-of
address(LOCA) identifiestheMN’sprecisepointof attachment
within thedomain,andaccordinglychangeswith every change
in subnet.To supportthishierarchy, IDMP specifiesanew func-
tionalentitycalledMobility Agent(MA), whichis similar to the
ForeignAgents(FA) in conventionalMobile IP [2], but resides
ata higherlevel in thenetworkhierarchy. Globalupdatesto the
HomeAgent (HA) indicateonly the GCOA andarenecessary
only whentheMN changesdomains;intra-domainlocationup-
datescontainthe LCOA (possiblyassignedby SubnetAgents
(SA) presentin every subnet)andaredirectedto the assigned
MA. Packetsfrom anexternalcorrespondentnode(CN) aretun-
neled(eitherdirectly or via the HA) to the MN’s GCOA. The
MA interceptsthesepacketsandthentunnelsthemto theMN’s
currentsubnetof attachmentby usingtheLCOA. Additionalde-
tailsof theTeleMIParchitectureandits advantagesoverMobile
IP for mobility managementin next-generationcellularenviron-
mentsareprovidedin [1], [4], whichalsocompareTeleMIPwith
alternativeintra-domainmobility managementapproaches,such
asCellularIP [7] andHAWAII [8].

As statedearlier, TeleMIPessentiallyleveragesMobile IP for
global(inter-domain)mobility managementandIDMP for intra-
domainmobility management.IDMP is specificallydesigned
for intra-domainmobility with additionalfeatures[5] suchas
fasthandoff andpaging.TheTeleMIParchitectureproposesthe
useof distributedmobility agentsandthe assignmentof MAs
via dynamicloadbalancingalgorithms.ThebasicTeleMIPar-
chitectureis only concernedwith hostconnectivity anddoesnot
attemptto integrateQoSconsiderationsin the mobility archi-
tecture.Figure2 showsalogical layoutof TeleMIP’s functional
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Figure1: AbstractTeleMIPFunctionalLayout

B. WirelineIP QoSArchitecturesandMobility

Architecturesfor supportingQoSguaranteeson the Internet
can be broadlyclassifiedinto two groups,which differ in the
techniquefor resourceprovisioning andthe granularityof ser-
vice differentiation.Both theapproaches,however, suffer from
drawbackswhenusedto provisionresourcesfor mobilehostsin
wirelesscellularenvironments.

TheIntegratedServices(Intserv)approach[11] usestheRe-
sourceReservation Protocol (RSVP [13]) to explicitly signal
anddynamicallyallocateresourcesateachintermediatenodein
the traffic path. Althoughnot mandated,solutionsusingRSVP
also assumea fine-graineddifferentiationmodel (whereeach
flow, or atleasteachuser)obtainsindividualizedserviceguaran-
teesandmaintainsseparatereservationstateat intermediatenet-
work elements.In theIntservmodel,every changein anMN’s
point of attachmentrequiresthegenerationof new RSVPmes-
sagesto reserve resourceson thenew path. Even thoughmod-
ifications [17] canrestrictsuchsignalingonly to the modified
segmentof thepath,thisapproachincurslatency in QoSreestab-
lishment,sincesignalingmustbe re-initiatedandresourcesre-
served (at least locally) at every changein an MN’s point of
attachment.SuchanapproachalsorequirestheMN to initiate
new RSVPmessagesfor every changein subnetandcansignif-
icantly increasethesignalingloadover thewirelessinterface.

The Dif ferentiatedServices(Dif fserv) approach[9], on the
other hand,usesa much coarserdifferentiationmodel where
packetsareclassifiedinto arelativelysmallnumberof classesat
thenetworkedge.Thisapproachdoesnotmaintainany reserva-
tion statein intermediateelementsandtypically involvesnody-
namicsignaling.QoSguaranteesareprovidedimplicitly by off-
line reservationof resourcesandappropriatemarkingof packets
by traffic conditionersat the networkedge.To provide perfor-
manceguaranteesin suchenvironments,it is necessaryto con-
trol thepathof theofferedtraffic. Multi-ProtocolLabelSwitch-
ing (MPLS) [15] is emerging asa standardapproachto estab-
lish virtual pathsfor traffic flows in suchanenvironment. The
Dif fserv approachto QoStypically involvespre-configuration
of resources(for aspecificclass)alongapathandtheuseof ad-



missioncontrolalgorithmsat theedgeto limit theofferedload
alongthat
 path. Therapidmovementof anMN however leads
to changesin the traffic pathandmakesit harderto devise ef-
fective admissioncontrolstrategiesundera staticresourcecon-
figurationregime.

The BandwidthBroker (BB) architecture[3] hasbeenpro-
posedfor introducingdynamicadmissioncontrolandresource
provisioning in the Dif fserv architecturewithout requiringex-
plicit end-to-endsignaling. A BB maintainscentralizedinfor-
mationaboutthe bandwidthreservationsandcurrentresource
consumptionfor eachtraffic class.Networkelementsquerythe
BB to determineif a new admissionrequestcan be satisfied
withoutviolatingtheassociatedperformancebounds;theBB ef-
fectively replacestheend-to-endsignalingmodelof RSVPwith
a per-domaindecompositionapproach.Integratinga BB-based
dynamicresourceallocationapproachinto themobility manage-
mentarchitecturecansignificantlyimprovethescalabilityof the
QoSframework in cellulardomains.TeleMIP’s architecturefor
QoSsupportis basedon the scalableDif fservarchitectureand
usestheBandwidthBrokerapproachto dynamicallyallocatere-
sourcesfor MNs within thecellulardomain.

C. RelatedWork

Relatively little work hasbeenpublishedonarchitecturesthat
integrateQoSandmobility managementin future wirelessIP
networks.[12] proposesaninterestingQoSarchitecture,based
on theDif fservmodel,thatsplits thenetworkinto independent
domains.ThearchitectureusesacentralizedQoSGlobalServer
(QGS)to manageresourcesandperformadmissioncontrol for
all MNs in a domain. The QGSalsointeractswith the ingress
nodes,called QoS Local Node (QLN), locatedat the ingress
edgeof the wirelessinterfaceto dynamicallyset up the con-
ditioning and marking functions for individual MNs. Unlike
our TeleMIParchitecture,theapproachdoesnot separateintra-
domainQoS managementfrom global QoS managementand
doesnot considerthe useof multiple MAs to handlemultiple
serviceclasses.

I I I . TELEMIP QOS ARCHITECTURE AND IDMP
ENHANCEMENTS

Basedon ourstudyof thelimitationsof theIntservandDif f-
servmodels,we believe that Intserv-basedschemes,which re-
quiredynamicsignalingof reservationsalongthenew path,are
likely to encountersignificantscalabilityandlatency problems
in IP-basedcellulardomains.TeleMIP’sQoSframework has,in
fact,possessesthefollowing two characteristics:

� An MN is requiredto specify its QoSrequirementsonly
during the initial registrationin the domain. Traffic and
servicedescriptorsaretransferredby elementswithin the
wireline network to the appropriateingressnodesduring
subsequentintra-domainmovement.

� The BandwidthBroker architectureis usedto centralize
the dynamicmanagementof resourcesfor different ser-
vice classes.Mobility agentsinteractwith theBandwidth
Brokerto performadmissioncontrolanddynamicresource
provisioningfor mobilenodes.

TeleMIPsplitstheend-to-endQoSmanagementinto two dis-
tinct parts.TheglobalQoSframework essentiallyusesthecon-

ventionalDif fserv/MPLSframework to manageresourcesbe-
tweenthe MA andthe global Internet,while the intra-domain
QoSframework providesQoSsupportwithin the domain(be-
tweenthe MN and the MA). The MA essentiallyserves as a
stableglobal ”proxy” for the MN; our architecturerequiresall
inbound(to the MN) andoutbound(from the MN) packetsto
beroutedvia theMA. By adoptinga two-level architecture,we
localizethethedynamiccomponentof networkresourceprovi-
sioningto nodeswithin themobility domain.Global resources
(betweenthe MA and the Internet)will typically be reserved
on anaggregatebasis(trunk reservation), with the quantumof
requiredresourcesbeingbasedon theoperator’s desiredtraffic
handlingcapacity. Sincethe MAs arestaticnodes,the provi-
sioningof global QoSis expectedto be handledby the speci-
ficationof conventionalServiceLevel Agreements(SLAs) and
static resourceprovisioning. Intra-domainresourceprovision-
ing, on the other hand,is moredynamic(on accountof node
mobility) and requiresenhancementsto IDMP as well addi-
tional functional elementsin the TeleMIP architecture. The
intra-domainresourceallocationarchitectureis thefocusof the
restof this paper.

A. FunctionalQoSArchitecture

Thefunctionalarchitecturefor QoSsupportin TeleMIP(via
enhancementsto theIDMP specifications)is shown in figure2.
We provide a brief descriptionof theQoS-relatedfunctionality
of eachof theelements.
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Figure2: TeleMIP’s QoSSignalingArchitecture

� MN: Themobilenodeis responsiblefor indicatingits QoS
requirements(possiblyfor differentclasses)duringits ini-
tial registrationin thedomain.Extensionsarespecifiedin
theIDMP subnet-specificandintra-domainlocationupdate
messagesto characterizetheMN’sQoSrequirements.

� SA: The SubnetAgentsessentiallybehave asedgenodes
for thecellulardomain.For outboundtraffic, theSAclassi-
fiespacketsinto differentclasses,polices/conditionsthem
to ensureconformanceto thenegotiatedprofile andmarks
themappropriately. Sinceinboundtraffic is typically po-
liced at theMA (whichactsasthelogical ingressedgefor
thecellulardomain),theSA simplyforwardssuchtraffic to
theMN. TheSAsareinformedaboutanMN’s traffic pro-
file by thecorrespondingMA(s) usingIDMP controlmes-



sages.Whenan MN first moves into a domain,the serv-
ing SA is alsoresponsiblefor queryingtheMobility Server
(MS) to obtainthe identity of theappropriateMN(s). The
relative resourceallocationfor different traffic classeson
anSA canalsomodifiedby directivesfrom theBandwidth
Broker.

� MA: TheMA delineatestheboundarybetweentheglobal
andintra-domainQoSportions. For outboundtraffic, the
MA is responsiblefor collectingthe aggregatetraffic and
conditioning it to ensureconformanceto the statically-
provisionedglobaltraffic contract.For inboundtraffic, the
MA actsas the ingresspoint into the cellular domain. It
is thus responsiblefor conditioningusertraffic to ensure
conformanceto thenegotiatedprofile andthenmarkingit
appropriatelybeforeforwardingto theLCOA. To perform
admissioncontrol with a new MN, or to provision addi-
tional resourcesasexisting MNs move within thedomain,
theMA interactswith theBandwidthBroker. TheMA will
typically contactthe BB to requestaggregatebandwidth,
ratherthanissuingreservationrequestsfor individualMNs.

� BB: TheBandwidthBrokeris thecentralentity for admis-
sioncontrolandQoSprovisioning in the cellulardomain.
Eachdomaintypically hasoneBB, whichmaintainsinfor-
mationabouttheresourcesallocatedto differentclasseson
differentpaths. Mobility agentstypically requestthe BB
for additionalbandwidth(andotherresources)on specific
pathsto accommodateadditionaltraffic loads.TheBB is-
suesrequeststo internaldomainnodes(includingtheSAs
and the intermediaterouters)to dynamicallyalter the re-
sourcesallocatedto differentclasses.TheBB canalsone-
gotiatewith BBsin otherexternaldomainsfor provisioning
globalQoSbounds.

� MS: TheMobility Server actsastheintelligentcontrolen-
tity thatallocatesmobility agent(s)to anew MN in thedo-
main. WhenanMN movesinto a domain,theservingSA
requeststheMS to assignone(or more,aswe shall later)
MA(s) to theMN. TheMS is closelycoupledwith theBB
andmay often residein the samenetworknode. The key
functionaldifferenceis that,unlike theBB, the MS is not
concernedwith thedynamicprovisioningof resources,but
rather, the dynamicallocationof MAs to bestexploit the
currentlyallocatedresources.

While theinteractionbetweentheMAs andtheSAsarespec-
ified asextensionsto IDMP, we intend to useadditionalstan-
dardprotocolsfor signalingbetweenotherentities. In particu-
lar, we arecurrently leveraginga CORBA-basedimplementa-
tion [16] for communicationbetweenthe MAs andthe BB. In
thefuture,weplanto evaluatea COPS-based[10] interfacefor
queriesand responsesbetweenthe MA and the BB. The BB
alsoneedsto communicatewith the SAs, aswell asother in-
termediaterouters,to dynamicallyalter thereservation stateat
suchnodes.In ourinitial prototype,wearehopingto usesimple
remotecopy(rcp) to configurerouters.In a moreadvancedim-
plementation,we intendto useCOPSasthe interfacebetween
theBB (Policy DecisionPoint)andtheSAs/routers(Policy En-
forcementPoints).Finally, anSA needsto interactwith theMS
to obtainthedynamicassignmentof MAs to anMN. In our ini-
tial implementation,we intendto extendtheCORBA-basedin-

terface(betweentheMA-BB) to achieve thisSA-MS signaling.

Figure3 showstheexamplesignalingflow for QoSsupportin
theTeleMIParchitecture.WhentheMN first movesinto a new
domain,it issuesa local IDMP registrationrequest,specifying
the relevant QoSparameters,to the servingSA. The SA then
contactstheMS (via theCORBA-basedinterface)to determine
anMA thatcanhandletheMN’s QoSrequirements.Oncethe
MN obtainsthis MA address,it thenperformsanintra-domain
registrationwith thedesignatedMA. If theMA needsadditional
intra-domainresourcesto satisfythis request,it cancontactthe
BB to requestadditionalresources;the BB may subsequently
useCOPSor someotherprotocolto dynamicallyre-configure
intermediatenetworkelements.The MA can alsomodify the
QoSrequestedby theMN in itsRegistrationReplymessage.The
MA alsousesIDMP control messagesto establishthe appro-
priateconditioning/markingstatein oneor moreSAs. (As we
shallseeshortly, theMA maymulticasttheMN’s traffic profile
to otherSAsaswell.)
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Figure3: ExampleSignalingFlow for QoSin TeleMIP

B. Pre-Configurationvs.On-DemandConfiguration

When an MN moves from its initial point of attachment
within a domain,the new servingSA mustbeconfiguredwith
the MN-specific traffic descriptorandconditionerparameters.
Additionally, theMA mayneedto requesttheBB to reserve ad-
ditionalresourcesover thenew path.Thisapproachis calledon-
demandconfigurationandclearly, delaysthe continuousavail-
ability of QoSguaranteesat thenew location.

For servicesrequiring lower latency in the re-establishment
of QoSguarantees,theMA canadoptthepre-configurationap-
proach. In this scenario,the MA can preemptively multicast
the MN’s traffic and QoS parametersto the set of neighbor-
ing (or candidate)SAs. (In the mostextremecase,anoperator
maychooseto broadcastsuchinformationto all SAswithin the
domain.) The new servingSA doesnot then needto interact
with theMA to obtainQoS-relatedparametersandwill thenau-
tonomouslysetup the traffic regulatoryparametersassoonas
theMN performsa subnet-specificregistration,therebysignif-
icantly lowering the serviceinterruptiontime. We plan to in-
vestigatebothapproachesin ourexperimentalevaluationof this
architecture.



C. AdmissionControl Choices

As the traffic path of an MN changeswith every move,
the networkmustensurethat adequatebandwidthis available
over the new pathto ensureconformanceto the specifiedQoS
bounds.The networkoperatorcanchoosedifferentadmission
controlstrategiesfor eachserviceclassto tradeoff thepossibility
of inadequateresourceavailability againsthighernetworkuti-
lization. For example,givenpre-configuredbandwidthbetween
an MA andthe associatedsubnets(SAs), the MA couldadopt
a worst-casepolicy wherebytheMA admitsa new useronly if
every traffic pathhasadequateresourcesto meetthe specified
performancebounds,even if ALL usersconverge on the same
subnet.Suchanapproachis extremelyconservative,sinceMNs
arelikely to bedistributedoverall thesubnetsin thedomain.On
theotherhand,anMA couldalsoadoptalternativestatisticalap-
proaches,wherebytheMA usesmobility patternsto gaugethe
probabilityof servicedenialfor differentMNs. TheMA could
thenadmitanew useraslongastheprobabilityof servicedegra-
dation(dueto multiple usersconverging on a bottleneckpath)
did not exceeda specifiedbound. While suchalgorithmsare
likely to be service-specific,we intend to investigatesuchal-
gorithmsfor a setof well-definedmobility patternsandtraffic
classes.

D. QoSfor MobileNodes

In thenext two sections,weshallstudytheutility of different
MA-assignmenttechniquesfor different forms of servicedif-
ferentiation. It is thus importantto clarify the varioustypical
interpretationsof theterm‘QoS’ in a cellularcontext.

In the simplest form, differentiation in IP-basedcellu-
lar networks involves no QoS-relatedmetrics at all; users
aresimply distinguishedby differentialbandwidthguarantees.
Emerging packet-basedwirelesstechnologies(suchas GPRS/
CDMA2000)allow thecapacityof thewirelesslink to bediffer-
entially allocatedto differentusers. In this approachto differ-
entiation,userssubscribeto differentcustomerprofiles,which
differ simply in theallocatedtraffic rate(traffic descriptor).The
contractdoesnotactuallyspecifydifferentialguaranteesonspe-
cific QoS-relatedmetrics,suchas packetloss anddelay. All
packetsfrom a userare treateduniformly within the network;
servicedifferentiationsimply translatesinto theuseof differen-
tial traffic ratesduringconditioningat thenetworkedge.In the
nearterm, operatorscan be expectedto be more interestedin
this form of rate-basedservicedifferentiation.

Undera moreadvancedQoSmodel,usersaredistinguished
not simply by thenegotiatedtraffic rate,but alsoby thebounds
associatedwith performance-relatedmetrics,suchaspacketjit-
ter or loss. An operatorcould be offering a variety of service
classes,eachpossiblytunedfor aspecificapplication-profileand
eachpossessingindependentQoSbounds.Theuserprofile for
an individual MN could thenhave multiple bandwidthguaran-
tees,oneeachfor eachseparateclassof traffic. Sucha model
requiresnodes(suchas SAs) at the network edgeto classify
packetsfrom thesameuserinto differentclasses.Furthermore,
weshallseethatthesupportof multipleserviceguaranteesfor a
singleusercancomplicatethe TeleMIPsignalingandresource
allocationframework.

E. IDMP MessageExtensions

In this sub-section,we briefly discussthe QoS-relatedex-
tensionsto IDMP. We simply presenta logical descriptionof
eachmessageanddeferthedetailedmessageformatsto a sepa-
ratedraft. We first discusstheextensionsto previously defined
IDMP messages.

� The ��
���������������������� �!���#" �$���&% 
'�(�)� messagehasbeenex-
tendedto includeQoS-specificextensions,suchasthepeak
rateanddesiredpacketdelay. An MN typically sendssuch
extensionsonly whenit first movesinto thedomain;such
informationis usedby the SA (andMS) to assignan ap-
propriateMA to theMN.

� The �$
��������*����% 
+� ���,����-/.	0 messagehasbeenextendedto
allow anSA to specifymultipleMA addressesto anMN.

� Extensionsto the 1��'��� ��2435" 67�5�#�789" :;�!���#" �$<=-/35�!��� mes-
sageallow anMN to specifytherequestedQoSparameters
to thecandidateMA.

� Extensionsto the 1!�'��� �72>35" 6?���#�@89" :������#" �$���,-A.	0 mes-
sageallow anMA to specifytheassignedQoSparameters
to anMN. TheMA needsto includesuchextensionsin its
reply asit may not be ableto satisfy the QoSparameters
only requestedby anMN.

Besidesextendingtheexisting IDMP messages,we have de-
finednew messagesfor communicationbetweentheMA andthe
SAs. The <B������<=-/35�!��� messageis sentby theMA to therele-
vantSAs. This messagecontainstheQoSparametersassigned
to anMN, aswell astheMN’s permanentID andits GCOA. A
corresponding<B����� CD:&E5��" F�.	��3��5� messagehasalsobeende-
finedfor communicationfrom theSA to theMA.

IV. MA-ALLOCATION FOR USERS DIFFERENTIATED BY

BANDWIDTH

In this section,we specifya candidateMA-allocation algo-
rithm whenusersaredistinguishedsimplybasedontheircollec-
tiverateguarantees.All traffic from auseris assumedto belong
to the sameserviceclass. As an example,considera network
wherethesubscriberis offered

�
differentprofilechoices,Gold,

Silver andBronzewith correspondingbandwidthguaranteesofG&H!I
Kbps, JK� Kbpsand

G J Kbpsrespectively.

In thisbandwidth-baseddifferentiationscenario,theTeleMIP
resourceprovisioningapproachreservesanindividual mobility
agent(MA) for a specificsubscriberclass. MNs belongingto
differentsubscriberclassesareallocatedto differentMAs; of
course,thearchitectureallows multiple MAs to beresponsible
for MNs belongingto thesametraffic class.Furthermore,since
all traffic from a particularMN belongsto thesamesubscriber
class,eachMN is associatedwith a singleMA andis boundto
a single GCOA. The MS simply usesthe subscriberclassin-
formationof anMN asanindex to determinea candidateMA.
Suchanallocationstrategy is shown in figure4. MNs

G
and � ,

which belongto serviceclassGold, areassignedLMC G
by the

MS, while MNs
I

and
�
, which belongto serviceclassSilver,

areassignedLMC I
.
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Figure4: Exampleof ‘OneClass-perMA’ Architecture

SuchanMA assignmentschemeis attractive for several rea-
sons. Sinceeachuserassociatedwith an MA hasa common
bandwidthrate, the MA can perform admissioncontrol for a
new MN very easily. Given a specific level of reserved re-
sources,the MN cansimply determinethe maximumpermis-
siblenumberof simultaneoususersandrejecta new requestif
the numberof currentlyregisteredMNs equalsor exceedsthis
threshold. If the MA needsadditionalresourceson a specific
path (via a requestto the BB), it can determinethe requisite
capacityby directly consideringthe additionalnumberof sub-
scribersthatit wishesto provisionon this path.

Thisarchitecturealsoleadsto scalableresourceprovisioning
wheneachsubscriberclassnot only hasanexplicit bandwidth
guarantee,but an implicit serviceguaranteeaswell. For exam-
ple, an operatormay guaranteeGold usersa maximumpacket
delay of

�!N
msecwithin the domain; Silver userscan have a

correspondingboundof J N msec. SinceeachMA catersonly
to a singleuserclass,it doesnot performany additionalclas-
sificationfor eitherinboundor outboundpackets.For inbound
packets,theMA simply tunnelsthepacketto thecorresponding
LCOA andmarksthe outerheaderwith the PHB (per-hop be-
havior) correspondingto theassociatedtraffic class.Theability
to dispensewith additionalclassificationon both the inbound
and outboundpacketstreamsis very important. TeleMIP re-
quiresthe MA to decapsulateandre-encapsulateevery incom-
ing packet;any furthercomplexity inducedby theclassification
mechanismcould leadto delaysin the packetforwardingpro-
cessat the MA. For outboundpackets,the MA simply marks
the DS field in the packetheadersappropriately. For example,
an MA supportingGold usersmay mark packetsto indicatea
requestfor theExpeditedForwarding(EF) [14] PHB,while an
MA supportingbest-effort usersmay chooseonly the default
per-hopbehavior from theglobalInternet.

Identifying an individual MA with a single userclassalso
simplifiesconditioningfunctionalityatthesubnet-levelSAs.An
SA doesnot needto classifyeachoutboundpacketfrom a user
separately;it can simply mark outgoingpacketsbasedon the
destinationMA. For example,in ourexamplein figure4, pack-
etsdestinedfor MN2 aremarkedwith a higherpriority, while
packetsmarkedfor MN1 aremarkedwith a lowerpriority.

V. MA-ALLOCATION FOR USERS WITH MULTIPLE QOS
CLASSES

In a moreadvancedwirelessarchitecture,traffic from anin-
dividualusercouldconsistof packetsbelongingto differentser-

vice classes. Under this model, all VoIP packetsfrom MN1
couldbeassociatedwith traffic class

N
while all Web-basedtraf-

fic couldbemappedto traffic class
G
. We considertwo possible

approachesin thiscase.

A. Multiple GCOA

In first approach,an MN is assignedmultiple MAs, each
servingtraffic thatbelongsto a specificserviceclass.This ap-
proachallows us to ensurethat, as before,an individual MA
catersonly to a specificserviceclassandconsequentlyapplies
thesamepacketmarkingpolicy for all inbound(andalso,out-
bound)packets.Thus,at leastfrom the MAs perspective, this
architectureoffers the sameprovisioning andperformancead-
vantagesenumeratedearlier.

In this approach,whenanMN first registerswith a domain,
theMS allocatesit multipleMAs, onefor eachof requestedser-
vice classes. The MN is informed of multiple MAs through
the extensionsspecifiedin the IDMP ��
��������O����% 
+� �)�,�D��-/.P0
messageandmustperforman independentintra-domainloca-
tion updatewith eachMA separately. TheMN is thusidentified
by multiple GCOAs, eachcorrespondingto a differentservice
class. Whenever the MN changessubnets,the MN mustnow
perform multiple intra-domainlocation updates,one for each
associatedMA. The problemof QoSmanagementfor a single
MN is thuseffectively decomposedinto a setof Q independent
QoSmanagementproblems,one for eachof the Q MAs that
areassociatedwith an MN. Figure 5 shows an exampleMA-
allocationin this approach,where LMC G

and LMC �
manage

mobility for serviceclass
N
, while LMC I

managesmobility for
serviceclass

G
. MN 1 is associatedwith two MAs, LMC G

and
LMC I

, while MN 2 is alsoassociatedwith two MAs, LMC I
and

LMC �
.

MA 1 MA 2
MA 3

R R

SA 1 SA 2 SA 3 SA 4

BR BR

MN 1

MA: Mobility Agent

SA: Subnet Agent

BR: Border Router

R: Diffserv-Capable
 Interior Router

Mobile User

MN 2

Mobility Binding for 
Service Class 0

Mobility Binding for
Service Class 1

Figure5: Multiple GCOA-basedQoSArchitecture
Thisarchitecturalapproachrequiresupgradesatthefollowing

IDMP nodes:
� SA: In additionto providing anMN with multipleMA ad-

dresses,theSA will now needto storemultiple traffic pro-
files for a singleMN. For outboundtraffic (from theMN),
theSA mustfirst classifyeachpacketinto theappropriate
traffic classandcondition/mark it usingtheclass-specific
traffic/ servicedescriptor.

� MN: : In thismulti-MA architecture,anMN essentiallyhas
to managemultiple globalcare-ofaddresses;eachportion
of its traffic streamis associatedwith a potentiallydiffer-
ent MA. Clearly, theMN will now needto issuemultiple
intra-domainlocationupdateson every changein subnet,
with eachlocationupdatemanagingusermobility only for



a specifictraffic class.
This approachoffers MNs the significantbenefit of being

ableto chooseadditionalintra-domainmobility features,such
assuchasIDMP’s fasthandoff or pagingsupport[4], on a per-
classbasis. For example,an MN may chooseto activate fast
handoff supportonly for VoIP traffic (class0 handledby LMC G

in figure5 andnot for theWeb-browsingtraffic (class1 handle
by LMC I

). TheMN simply turnson the fast-handoff bit in its
locationupdaterequestto LMC G

andkeepsit off in its signaling
with LMC I

.
This architectureis useful only if the global mobility man-

agementschemecaneffectivelyhandlemultiplecare-ofaddress.
TeleMIPthusrequiresMobile IP to supportmultiplecare-ofad-
dresses,with separateaddressesbeingusedfor differenttraffic
classes.While Mobile IP alreadyallowsanMN to registermul-
tiple care-ofaddresswith its HA, we areextendingthe global
registrationmechanismto associateeachcare-ofaddresswith a
separatetraffic class.

In comparisonto the use of a single GCOA (discussed
shortly),this architectureprovidesgreaterflexibility in thepro-
visioning of network resources.However, this approachdoes
leadto a largersignalingload,especiallyoverthewirelessinter-
face,sincethe MN mustperform Q independentintra-domain
locationupdatesfor every changein subnet.

B. SingleGCOA

An alternative approachto supportingmultiple traffic classes
per useris to associatean MN with a single MA, as in con-
ventionalIDMP. For inboundtraffic, the MA must now clas-
sifying packetsinto differentserviceclassesandappropriately
markthembeforetunnelingthemto theMN. Similarly, for out-
boundpackets,theMA mustmarkpacketsfor differentservice
classesdifferentlyto associatethemwith differentPHBs. This
approachis functionallyvery similar to theclassicDif fservar-
chitecture,with theMA actingasa”logical edge”wherepacket
classificationandmarkingareperformed.SinceanMN is asso-
ciatedwith only a singleMA, it doesnot needto performmul-
tiple intra-domainlocationupdateson changingsubnets.This
approachthusclearly reducesthe mobility signalingload over
thewirelessinterfaceandis illustratedin figure6.
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Figure6: SingleGCOA-basedQoSArchitecture

Althoughattractive at first glance,this approachcanleadto
severalcomplexities,especiallyif a BB is absentin thedomain
andresourceprovisioningis doneby purelystaticmechanisms.

� Theneedfor additionalclassificationby theMA for every
incomingand outgoingpacketsignificantly increasesthe
processingcomplexity in the forwardingpath. In the cur-

rent TeleMIP architecture,wherethe MA lies in both the
dataandcontrolplane,suchcomplexity couldsignificantly
reducetheforwardingcapacityof anMA.

� Selective applicationof intra-domainmobility features,for
specific traffic classes,is harder. As an example, if an
MN activatesfast handoff support,the MA will forward
all packets(irrespective of theserviceclass)via theproac-
tive multicastingmechanism[4]. The MN, on the other
hand,may desirefast handoff supportonly for VoIP traf-
fic andnot for non-realtime Web traffic. A blanketfor-
wardingtechniquemaybeundesirablein suchacase,espe-
cially suchfasthandoff resultsin additionalchargesto the
user. To permit selective activation of suchmechanisms,
wewouldneedto specifyadditionalsignalingandprocess-
ing functionalityat theMA.

� Perhaps,most importantly, usinga singleMA to support
multipletraffic typesleadsto alossof flexibility in thesup-
port of multiple QoSbounds.Situationsmayarisein such
cellulardomainswhereasingleMA is unableto satisfythe
diverseQoSboundsof differentserviceclasses.To illus-
trate this case,considerfigure 6 as before. Assumethat
thenetworkis provisionedsuchthat LMC G

and LMC I
can

eachsupporta maximumof
G&N

Mbps of traffic for classN
and 20 Mbps of traffic for class

G
. Also, assumethat

MA1 is currentlyforwarding9 and18Mbpsof class0 and
1 traffic respectively; similarly, MA2 is forwarding8 and
19.5Mbpsof traffic for class0 and1. If a new user(MN1)
now requestsa servicerate of 1.5 Mbps for eachof the
serviceclasses,it shouldbe clear no individual MA can
satisfybothrequests.A multi-MA approach,on theother
hand,would associatedthe MN with two MA addresses,
with class0 traffic handledby LMC I

andclass1 traffic han-
dled by LMC G

. Constrainingall usertraffic onto a single
path(a singleMA) may be a significantlimitation, espe-
cially in thecellularenvironmentwherenodemobility can
leadto highunpredictabilityin thelink traffic loads.At the
very least,a singleMA-approachappearslikely to cause
morefrequentinvocationof theBB to provisionadditional
resourcesalonga specificpath. This dynamicprovision-
ing strategy can encounterunexpectedinstabilitiesif the
frequency of suchallocationrequestsis higherthanthepe-
riodicity with which theBB determinesthenetworkstate.

VI . CONCLUSION

Thispaperpresentedanarchitecturefor supportingQoSguar-
anteesin next generationIP-basedwireless networks. Our
approachintegratesTeleMIP’s two-level hierarchicalmobility
managementwith a BandwidthBroker-basedapproachfor dy-
namicresourceprovisioningandadmissioncontrol.Servicedif-
ferentiationis basedonahierarchicalDif fservarchitecture,with
dynamicbandwidthallocationusedto provision resourcesfor
mobileusersasthey move within a domain.Subnetagents,lo-
catedattheboundaryinterface,enforcespecifiedtraffic descrip-
tors for individual usersand mark packetsto provide service
differentiation.TheBandwidthBrokermaintainsa snapshotof
theallocatedresourceswithin thedomainandcandynamically
reconfigureroutersandedgenodesto alter thebandwidthallo-
catedto differentserviceclasses.We indicatedthe variousin-



terfaces/protocolsusedin our architecturefor communication
betweendifferentTeleMIPnodes.

We have specifiedextensionsto currentIDMP messagesthat
enablean MN to specify its QoSrequirementsandthat allow
an MA to transfernegotiatedparametersto new ingressnodes
(SAs),thusavoiding theneedfor repeatedQoSsignalingonev-
ery MN movement. We also investigatedthe useof dynamic
MA-assignmentalgorithmsto supportservicedifferentiationin
a scalablemanner. Whenusersaredistinguishedmerelyby dif-
ferentbandwidthguarantees,wediscussedtheadvantagesof an
allocationstrategy wherebyan individual MA catersto MNs
only belongingto a specificrate class. In scenarioswherea
singleuserhastraffic belongingto multiple traffic classes,we
exploredthepossibilityof eitherusingdifferentMAs to handle
differentclassesor usinga singleMA to handleall the traffic
classes.While thesingle-MA architectureresultsin lower sig-
naling loadover the wirelessinterface,themulti-MA architec-
turekeepsthefunctionalityof anMA simpleandhence,avoids
potentialbottlenecksin theforwardingpath.

Althoughthispaperpresentsseveralscalablearchitecturalal-
ternativesfor introducingQoSsupportin IDMP, wehave yet to
performseriousevaluationof eachof thesealternativesin pro-
totype testbeds.We arecurrentlyworking on completingour
Linux-basedimplementationof TeleMIPandIDMP andplanto
shortlyintegrateour implementationwith thatof theBandwidth
Broker. Also, while dynamicresourcereservation techniques
(a la Intserv)areunlikely to prove viable for cellular environ-
ments,it is necessaryto practicallyinvestigateanddemonstrate
thelimitationsof thisapproach.

VI I . ADDENDUM

The views and conclusionscontainedin this documentare
thoseof theauthorsandshouldnotbeinterpretedasrepresenting
the official policies,eitherexpressedor implied, of the Army
ResearchLaboratoryor theU.S.Government.
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