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Abstract—The paper describesa Differ entiated Services-based)oS ar-
chitecture for next-generationwir elessnetworks. The architecture is based
on the two-level TeleMIP hierarchical mobility managementschemeand
integrates Bandwidth Broker-basedadmissioncontrol and resource provi-
sioning for mobile nodes. The TeleMIP architecture is extendedto satisfy
the QoS requirements of a mobile node, while requiring it to specify its
traffic profile only whenit first movesinto a domain. The paper explores
alternative approachesfor dynamically assigningMobility Agentsto a mo-
bile nodeand evaluatestheir suitability for differ ent servicediffer entiation
models.

|. INTRODUCTION

In this paperwe outlinealternatve approachebeingconsid-
eredfor maintainingQuality-of-Servic QoS)guarantees the
TeleMIP (Telecommunications-Enhancédbbile 1P) mobility
managemenarchitecture. TeleMIP [1], [4] hasbeendesigned
asahierarchicalP-basednobility managemergchemeor 37¢
and4** generationlP-basedcellular networks. It usesMobile
IP [2] for global mobility managemenand the Intra-Domain
Mobility Protocol (IDMP) [5] to managemobility within the
domain. IDMP’s mobility infrastructurespecifiesthe use of
specialnodes,called Mobility Agents(MA), which provide a
mobilenode(MN) with a globally reachablestablepoint of at-
tachmentinside a domain. TeleMIP’s two-level hierarchyre-
duceghelateny of intra-domainupdateslowersthefrequeng
of globalsignalingtraffic, promotesefficientuseof the IPv4 ad-
dressspaceandsupportghe useof multiple mobility agentdor
redundang andloadbalancing.

With the emeging and anticipateddeploymentof higher
bandwidthpacket-basetechnologiessuchas GPRS[19] and
UMTS2000[18], cellular networkswill not only supportusers
with differentbandwidthguaranteebut alsotranspormultime-
dia traffic with diverseQoS constraints.End-to-endQoSguar
anteedor suchmobile userscanonly be ensuredvhenconsid-
erationof suchperformancéoundsareintegratedinto the mo-
bility managemenarchitecture.TeleMIP’s proposedapproach
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for supportingQoS guaranteess basedon a hierarchicalap-
plication of the DifferentiatedServiceq9] approachwith QoS
bounddecomposeihto separatglobalandintra-domaincom-
ponents.Sincenodemobility canleadto rapid changesn the
intra-domaintraffic paths,intra-domainQoS is assuredby a
dynamicresourceprovisioning architecture. The intra-domain
provisioningtechniquerelieson the useof a centralizedBand-
width Broker(BB) to dynamicallyprovision aggr@atecapacity
betweeranMA andthenodesatthewirelessboundary

The paperfirst presentghe Bandwidth Brokerbasedarchi-
tecturefor intra-domainadmissioncontrol and resourceprovi-
sioning.When&er amobilenode(MN) first entersadomain,it
is assignedneor moreMobility Agents(MA). The MN com-
municatests QoS requirementso the appropriateMA, which
then negotiateswith the BandwidthBrokerto performadmis-
sioncontroland,if necessaryesourceprovisioningwithin the
domain.We alsooutlinehow IDMP’s intra-domairregistration
messagekave beenextendedo includeadditionalQoS-specific
informationandspecifyadditionallDMP controlmessagebe-
tweenanMA andcandidateSubnetAgents(SA), locatedat the
wirelessboundaryof the cellulardomain.Suchmessageallow
the QoScharacteristicef an MN, suchasthe negotiatedtraffic
rateandthe specifiedconditionerparametersto be transferred
totheappropriatengressnodesastheMN moveswithin thedo-
main. TeleMIP’s QoS architecturedoesnot, therefore require
the MN to repeatQoSsignalingandnegotiationover the wire-
lessinterfaceduringintra-domairmovement.

A key featureof TeleMIP is the use of multiple mobility
agentswithin the domain,with an MN beingassignedan MA
via a dynamicload-balancinglgorithm. We subsequentlyn-
vestigatethe appropriatenessf alternative MA-assignmentp-
proachesfor different service differentiationscenarios. For
the lessadvanceddifferentiationmodel,whereusersaredistin-
guishedsimply by differenttraffic rates,we suggesan assign-
mentschemavherebyaspecificMA handlesonly usersbelong-
ing to a singlerate class. Suchan approactsimplifiesthe ad-
missioncontrol and provisioning functionality and alsoguards
againstpossiblebottlenecksat the MA in the forwardingpath.
For the moreadwanceddifferentiationmodel,whereindividual
MNs have traffic belongingto multiple traffic classespossibly



with diverseQoS guaranteesywe discusstwo MA-assignment
techniquesin oneapproachanMN is assignednultiple MAs,
eachmanagingmobility only for a specifictraffic class. While
suchan approachleadsto greatersignalingoverhead,it does
provide the benefitof differentialmobility managemerfor in-
dividual classesandavoids complicatingthe packetforwarding
procesattheMA. In thealternatve approachasingleMA han-
dlestraffic for all the serviceclassedelongingto an MN. We
shallseethat,while reducingthesignalingload,this schemem-
posesadditionalclassificatiorfunctionalityatMA andmaylead
to greaterdynamicityin theresourceprovisioningarchitecture.

1. SCALABLE QOSIN MOBILE ENVIRONMENTS AND
RELATED WORK

In this section,we presentan overview of the TeleMIP ar

chitecture,aswell asoutline the two conventionalapproaches

towardsservicedifferentiationand QoS provisioning in the In-
ternet.We alsobriefly describeanotheiinterestingapproactihat
hasbeenrecentlyproposedor managingQoSguarantees fu-
turewirelesslP networks.

A. BasicTeleMIP Architectue

TeleMIPwasintroducedn [1] asatwo-level hierarchicaimo-
bility managemerdrchitecturdor next-generatiorcellularnet-
works. Under TeleMIB, networksare partitionedinto mobility
domains with eachdomainconsistingof multiple subnets.A
mobilenode(MN) is identifiedwith two care-ofaddresseslhe
global care-ofaddres{GCQA) remainsunchangedslong as
theMN changesubnetsvithin adomain while thelocal care-of
addresgLOCA) identifiesthe MN’ s precisepoint of attachment
within thedomain,andaccordinglychangewith every change
in subnet.To supporthishierarchyIDMP specifiesanew func-
tional entity calledMobility Agent(MA), whichis similarto the
ForeignAgents(FA) in corventionalMobile IP [2], but resides
ata higherlevel in the networkhierarchy Globalupdatego the

elements.

Home Network
Correspondent Network

Internet

Foreign Network

Subnet

Figurel: AbstractTeleMIP FunctionalLayout

B. WirelineIP QoSArchitectuesandMobility

Architecturedor supportingQoS guaranteesn the Internet
can be broadly classifiedinto two groups,which differ in the
techniquefor resourceprovisioning andthe granularityof ser
vice differentiation.Both the approachediowever, suffer from
dravbackswhenusedto provisionresourcegor mobilehostsin
wirelesscellularernvironments.

The IntegratedServiceqIntserv)approacH11] usesthe Re-
sourceReseration Protocol (RSVP [13]) to explicitly signal
anddynamicallyallocateresourcesit eachintermediatenodein
thetraffic path. Althoughnot mandatedsolutionsusingRSVP
also assumea fine-graineddifferentiationmodel (where each
flow, or atleasteachuser)obtaingndividualizedserviceguaran-
teesandmaintainsseparateesenationstateatintermediatenet-
work elements.n the Intservmodel,every changein anMN’s

Home Agent (HA) indicateonly the GCQA andarenecessary pointof attachmentequiresthe generatiorof nev RSVPmes-

only whenthe MN changeslomainsjntra-domainocationup-
datescontainthe LCOA (possiblyassignedoy SubnetAgents
(SA) presentin every subnet)and are directedto the assigned
MA. Packetdrom anexternalcorrespondentode(CN) aretun-
neled(eitherdirectly or via the HA) to the MN's GCQA. The
MA interceptdhesepacketsandthentunnelsthemto the MN’s
currentsubnebf attachmenby usingtheLCOA. Additionalde-
tails of the TeleMIP architectureandits advantage®ver Mobile
IP for mobility managemerit next-generatiorcellularerviron-
mentsareprovidedin [1], [4], whichalsocompareTeleMIPwith
alternatveintra-domaimmobility managemerdpproachesuch
asCellularIP [7] andHAWAII [8].

As statedearlier TeleMIP essentialljeveragesviobile IP for
global(inter-domain)mobility managemergndIDMP for intra-
domainmobility managementIDMP is specificallydesigned
for intra-domainmobility with additionalfeatures[5] suchas
fasthandof andpaging.The TeleMIP architecturgroposeshe
useof distributed mobility agentsandthe assignmenbf MAs
via dynamicload balancingalgorithms. The basicTeleMIP ar
chitecturds only concernedvith hostconnectvity anddoesnot
attemptto integrate QoS considerationsn the mobility archi-
tecture.Figure2 shavsalogical layoutof TeleMIP’s functional

sagedo resere resource®n the new path. Eventhoughmod-
ifications[17] canrestrictsuchsignalingonly to the modified
segmentof thepath,thisapproachncurslateny in QoSreestab-
lishment,sincesignalingmustbe re-initiatedandresourcese-
sened (at leastlocally) at every changein an MN’s point of
attachment.Suchan approachalsorequiresthe MN to initiate
nev RSVPmessagefr every changdn subnetandcansignif-
icantly increasahe signalingload over thewirelessinterface.
The DifferentiatedServices(Diffserv) approach9], on the
other hand, usesa much coarserdifferentiationmodel where
packetsareclassifiednto arelatively smallnumberof classest
thenetworkedge.This approactdoesnotmaintainary resena-
tion statein intermediateslementandtypically involvesno dy-
namicsignaling.QoSguaranteeareprovidedimplicitly by off-
line reserationof resourcesndappropriatanarkingof packets
by traffic conditionersat the networkedge. To provide perfor
manceguaranteef suchervironmentsit is necessaryo con-
trol the pathof the offeredtraffic. Multi-ProtocolLabel Switch-
ing (MPLS) [15] is emeging asa standardapproacho estab-
lish virtual pathsfor traffic flows in suchanervironment. The
Diffservapproachto QoStypically involves pre-configuration
of resourcegfor aspecificclass)alonga pathandthe useof ad-



missioncontrol algorithmsat the edgeto limit the offeredload
alongthatpath. The rapid movementof an MN however leads
to changesn thetraffic pathandmakesit harderto devise ef-

fective admissiorcontrol stratgiesundera staticresourcecon-
figurationregime.

The BandwidthBroker (BB) architecturd3] hasbeenpro-
posedfor introducingdynamicadmissioncontrolandresource
provisioning in the Diffserv architecturewithout requiring ex-
plicit end-to-endsignaling. A BB maintainscentralizedinfor-
mation aboutthe bandwidthreserationsand currentresource
consumptiorfor eachtraffic class.Networkelementgjuerythe
BB to determineif a new admissionrequestcan be satisfied
withoutviolatingtheassociategerformancéoundstheBB ef-
fectively replaceghe end-to-engignalingmodelof RSVPwith
a perdomaindecompositiorapproach.integratinga BB-based
dynamicresourcallocationapproachnto themobility manage-
mentarchitectureansignificantlyimprove thescalabilityof the
QoSframework in cellulardomains.TeleMIP’s architecturdor
QoS supportis basedon the scalableDiffserv architectureand
usegheBandwidthBrokerapproacho dynamicallyallocatere-
sourcesor MNs within the cellulardomain.

C. RelatedWork

Relatively little work hasbeenpublishednarchitectureshat
integrate QoS and mobility managemenin future wirelessIP
networks.[12] proposesaninterestingQoSarchitecturebased
on the Diffservmodel,that splits the networkinto independent
domains.Thearchitecturaisesacentralized)oSGlobal Sener
(QGS)to manageesourcesandperformadmissioncontrol for
all MNs in a domain. The QGSalsointeractswith the ingress
nodes,called QoS Local Node (QLN), locatedat the ingress
edgeof the wirelessinterfaceto dynamically setup the con-
ditioning and marking functionsfor individual MNs. Unlike
our TeleMIP architecturethe approactdoesnot separaténtra-
domain QoS managementrom global QoS managemenand
doesnot considerthe use of multiple MAs to handlemultiple
serviceclasses.

I11. TELEMIP QOS ARCHITECTURE AND IDMP
ENHANCEMENTS

Basedon our studyof thelimitations of the IntservandDiff-
servmodels,we believe that Intserv-basedchemeswhich re-
guiredynamicsignalingof reserationsalongthe new path,are
likely to encountessignificantscalabilityandlateny problems
in IP-basedellulardomains.TeleMIP’s QoSframevork has,in
fact, possessea$efollowing two characteristics:

« An MN is requiredto specifyits QoS requirementonly
during the initial registrationin the domain. Traffic and
servicedescriptorsaaretransferredoy elementswithin the
wireline networkto the appropriateingressnodesduring
subsequernihtra-domairmovement.

« The Bandwidth Broker architectureis usedto centralize
the dynamic managemenof resourcedor different ser
vice classes Mobility agentsnteractwith the Bandwidth
Brokerto performadmissiorcontrolanddynamicresource
provisioningfor mobilenodes.

TeleMIP splitsthe end-to-endQoSmanagemerinto two dis-

tinct parts. TheglobalQoSframavork essentialljuseshe con-

ventional Diffserv/IMPLSframavork to manageresourcede-
tweenthe MA andthe global Internet,while the intra-domain
QoSframavork provides QoS supportwithin the domain(be-
tweenthe MN andthe MA). The MA essentiallysenesasa
stableglobal "proxy” for the MN; our architecturerequiresall
inbound(to the MN) andoutbound(from the MN) packetsto
beroutedvia the MA. By adoptinga two-level architectureywe
localizethethedynamiccomponenbf networkresourceprovi-
sioningto nodeswithin the mobility domain. Globalresources
(betweenthe MA andthe Internet)will typically be resered
on an aggregatebasis(trunk resenation), with the quantumof
requiredresourcedbeingbasedon the operators desiredtraffic
handlingcapacity Sincethe MAs are static nodes,the provi-
sioningof global QoSis expectedto be handledby the speci-
fication of conventionalServicelLevel AgreementgSLAS) and
staticresourceprovisioning. Intra-domainresourceprovision-
ing, on the otherhand,is more dynamic(on accountof node
mobility) and requiresenhancementto IDMP as well addi-
tional functional elementsin the TeleMIP architecture. The
intra-domainresourceallocationarchitectures the focusof the
restof this paper

A. FunctionalQoSArchitecture

The functionalarchitecturdor QoSsupportin TeleMIP (via
enhancement® the IDMP specifications)s shavn in figure 2.
We provide a brief descriptionof the QoS-relatedunctionality
of eachof theelements.

CORBA/COPS _--~ ~—

">\ CORBA/COPS

BB : Bandwidth Broker,
MS: Mobility Server,

Figure2: TeleMIP’s QoSSignalingArchitecture

MA: Mobility Agent
SA: Subnet Agent

« MN: Themobilenodeis responsibldor indicatingits QoS
requirementgpossiblyfor differentclassesyluringits ini-
tial registrationin the domain. Extensionsarespecifiedn
thelIDMP subnet-specifiandintra-domairlocationupdate
message® characterizéhe MN’s QoSrequirements.

« SA: The SubnetAgentsessentiallypehae asedgenodes
for thecellulardomain.For outboundraffic, the SA classi-
fiespacketdnto differentclassespolices/conditionsthem
to ensureconformanceo the negotiatedprofile andmarks
themappropriately Sinceinboundtraffic is typically po-
liced atthe MA (which actsasthelogical ingressedgefor
thecellulardomain) the SA simply forwardssuchtraffic to
the MN. The SAsareinformedaboutan MN’s traffic pro-
file by thecorrespondingA(s) usingIDMP controlmes-



sages.Whenan MN first movesinto a domain,the serv-
ing SAis alsoresponsibldor queryingthe Mobility Sener
(MS) to obtainthe identity of the appropriatdMN(s). The
relative resourceallocationfor differenttraffic classeson
an SA canalsomodifiedby directivesfrom the Bandwidth
Broker.

« MA: The MA delineateghe boundarybetweerthe global
andintra-domainQoS portions. For outboundtraffic, the
MA is responsibldor collectingthe aggregatetraffic and
conditioning it to ensureconformanceto the statically-
provisionedglobaltraffic contract.For inboundtraffic, the
MA actsasthe ingresspoint into the cellular domain. It
is thusresponsibleor conditioningusertraffic to ensure
conformanceo the negotiatedprofile andthenmarkingit
appropriatelybeforeforwardingto the LCOA. To perform
admissioncontrol with a nev MN, or to provision addi-
tional resourcegsexisting MNs move within thedomain,
theMA interactswith the BandwidthBroker. The MA will
typically contactthe BB to requestaggrejate bandwidth,
ratherthanissuingresenrationrequestgor individual MNs.

« BB: TheBandwidthBrokeris the centralentity for admis-
sion controland QoSprovisioningin the cellulardomain.
Eachdomaintypically hasoneBB, which maintainsnfor-
mationabouttheresourcesllocatedo differentclasse®n
differentpaths. Mobility agentstypically requesthe BB
for additionalbandwidth(and otherresourcespn specific
pathsto accommodatadditionaltraffic loads. The BB is-
suesrequestgo internaldomainnodes(including the SAs
andthe intermediaterouters)to dynamicallyalter the re-
sourcesallocatedo differentclassesThe BB canalsone-
gotiatewith BBsin otherexternaldomaindor provisioning
globalQoSbounds.

« MS: TheMobility Seneractsastheintelligentcontrolen-
tity thatallocatesmobility agent(sfo anew MN in thedo-
main. Whenan MN movesinto a domain,the servingSA
requestghe MS to assignone (or more,aswe shall later)
MA(s) to the MN. The MS is closelycoupledwith the BB
andmay oftenresidein the samenetworknode. The key
functionaldifferenceis that, unlike the BB, the MS is not
concernedvith the dynamicprovisioning of resourceshut
rather the dynamicallocationof MAs to bestexploit the
currentlyallocatedresources.

While theinteractionbetweerthe MAs andthe SAsarespec-
ified as extensionsto IDMP, we intend to useadditionalstan-
dard protocolsfor signalingbetweenotherentities. In particu-
lar, we are currentlyleveraginga CORBA-basedimplementa-
tion [16] for communicatiorbetweerthe MAs andthe BB. In
thefuture,we planto evaluatea COPS-basefil0] interfacefor
gueriesand responsedbetweenthe MA andthe BB. The BB
alsoneedsto communicatewith the SAs, aswell asotherin-
termediateouters,to dynamicallyalter the resenation stateat
suchnodes.In ourinitial prototype we arehopingto usesimple
remotecopy (rcp) to configurerouters.ln a moreadvancedm-
plementationwe intendto useCOPSasthe interfacebetween
the BB (Policy DecisionPoint)andthe SAs/routergPolicy En-
forcementPoints).Finally, anSA needdo interactwith the MS
to obtainthedynamicassignmenof MAs to anMN. In ourini-
tial implementationwe intendto extendthe CORBA-basedn-

terface(betweerthe MA-BB) to achieve this SA-MS signaling.

Figure3 shavstheexamplesignalingflow for QoSsupporin
the TeleMIP architectureWhenthe MN first movesinto a new
domain,it issuesa local IDMP registrationrequestspecifying
the relevant QoS parametersto the servingSA. The SA then
contactdhe MS (via the CORBA-basednterface)to determine
anMA thatcanhandlethe MN’s QoSrequirementsOncethe
MN obtainsthis MA addressit thenperformsanintra-domain
registrationwith thedesignated/A. If theMA needsadditional
intra-domainresourceso satisfythis requestjt cancontactthe
BB to requestadditionalresourcesthe BB may subsequently
useCOPSor someotherprotocolto dynamicallyre-configure
intermediatenetwork elements. The MA can also modify the
QoSrequestethytheMN in its RegistrationReplymessageThe
MA alsousesIDMP control messageso establishthe appro-
priate conditioningimarkingstatein oneor more SAs. (As we
shallseeshortly, the MA maymulticastthe MN’ straffic profile
to otherSAsaswell.)
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Figure3: ExampleSignalingFlow for QoSin TeleMIP

B. Pre-Configuationvs. On-DemandConfiguiation

When an MN moves from its initial point of attachment
within a domain,the new servingSA mustbe configuredwith
the MN-specifictraffic descriptorand conditionerparameters.
Additionally, theMA mayneedto requesthe BB to resere ad-
ditionalresourcesvertheneaw path. This approachs calledon-
demandconfigurationand clearly, delaysthe continuousavail-
ability of QoSguaranteeat thenew location.

For servicesrequiringlower lateny in the re-establishment
of QoSguaranteeghe MA canadoptthe pre-configuratiorap-
proach. In this scenariothe MA can preemptvely multicast
the MN’s traffic and QoS parameterdo the set of neighbor
ing (or candidate SAs. (In the mostextremecase,an operator
may chooseo broadcassuchinformationto all SAswithin the
domain.) The new serving SA doesnot then needto interact
with theMA to obtainQoS-relategharameterandwill thenau-
tonomouslysetup the traffic regulatory parameteras soonas
the MN performsa subnet-specificegistration,therebysignif-
icantly lowering the serviceinterruptiontime. We planto in-
vestigatebothapproachem our experimentakvaluationof this
architecture.



C. AdmissiorContmol Choices

As the traffic path of an MN changeswith every move,
the network mustensurethat adequatéandwidthis available
over the new pathto ensureconformanceo the specifiedQoS
bounds. The network operatorcan choosedifferentadmission
controlstratgiesfor eachserviceclassto tradeof thepossibility
of inadequateesourceavailability againsthigher network uti-
lization. For example,givenpre-configuredandwidthbetween
an MA andthe associatedubnetgSAs),the MA could adopt
aworst-casgolicy wherebythe MA admitsa new useronly if
every traffic pathhasadequateesourceso meetthe specified
performanceébounds,evenif ALL userscorvemge onthe same
subnet.Suchanapproachs extremelyconserative, sinceMNs
arelikely to bedistributedoverall thesubnetsn thedomain.On
theotherhand,anMA couldalsoadoptalternatve statisticalap-
proacheswherebythe MA usesmobility patterngo gaugethe
probability of servicedenialfor differentMNs. The MA could
thenadmitanew useraslongastheprobabilityof servicedegra-
dation (dueto multiple usersconveming on a bottleneckpath)
did not exceeda specifiedbound. While suchalgorithmsare
likely to be service-specificywe intend to investigatesuchal-
gorithmsfor a setof well-definedmobility patternsandtraffic
classes.

D. QosSfor Mobile Nodes

In the next two sectionswe shallstudythe utility of different
MA-assignmentechniquedor differentforms of servicedif-
ferentiation. It is thusimportantto clarify the varioustypical
interpretation®f theterm‘QoS’ in a cellularcontext.

In the simplest form, differentiation in IP-based cellu-
lar networks involves no QoS-relatedmetrics at all; users

are simply distinguishedy differentialbandwidthguarantees.

Emeging packet-basedavirelesstechnologiegsuchas GPRS/
CDMA2000)allow thecapacityof thewirelesdlink to bediffer-
entially allocatedto differentusers. In this approacho differ-
entiation,userssubscribeo differentcustomerprofiles, which
differ simplyin the allocatedraffic rate(traffic descriptor).The
contracdoesnotactuallyspecifydifferentialguaranteesnspe-
cific QoS-relatedmetrics, suchas packetloss anddelay All
packetsfrom a userare treateduniformly within the network;
servicedifferentiationsimply translatesnto the useof differen-
tial traffic ratesduring conditioningat the networkedge.In the
nearterm, operatorscan be expectedto be more interestedn
this form of rate-basedervicedifferentiation.

Undera moreadwancedQoS model,usersaredistinguished
not simply by the negotiatedtraffic rate,but alsoby the bounds
associateavith performance-relateahetrics,suchaspacketit-
ter or loss. An operatorcould be offering a variety of service
classesgachpossiblytunedfor aspecificapplication-profileand
eachpossessingndependenQoSbounds.The userprofile for
anindividual MN could thenhave multiple bandwidthguaran-
tees,oneeachfor eachseparateslassof traffic. Sucha model
requiresnodes(suchas SAs) at the network edgeto classify
packetdrom the sameuserinto differentclassesFurthermore,
we shallseethatthe supporiof multiple serviceguaranteefor a
singleusercancomplicatethe TeleMIP signalingandresource
allocationframework.

E. IDMP Messagd&xtensions

In this sub-sectionwe briefly discussthe QoS-relatedex-
tensionsto IDMP. We simply presenta logical descriptionof
eachmessaganddeferthedetailedmessagéormatsto a sepa-
ratedraft. We first discusshe extensionsto previously defined
IDMP messages.

o The Subnet Registration Request messagdasbeenex-
tendedo includeQoS-specifiextensionssuchasthepeak
rateanddesiredoacketdelay An MN typically sendssuch
extensionsonly whenit first movesinto the domain;such
informationis usedby the SA (and MS) to assignan ap-
propriateMA tothe MN.

o TheSubnet RequestReply messaghasbeenextendedo
allow anSA to specifymultiple MA addresset anMN.

« ExtensiongotheIntra — domain LocationU pdate mes-
sageallow anMN to specifytherequesteQoSparameters
to the candidateviA.

« Extensiondo the Intra — domain LocationReply mes-
sageallow an MA to specifytheassigned)oSparameters
to anMN. The MA needdo includesuchextensionsn its
reply asit may not be ableto satisfythe QoS parameters
only requestedby anMN.

Besidesxtendingthe existing IDMP messagesye have de-
finednew messagefor communicatiometweertheMA andthe
SAs. TheU serUpdate messagés sentby the MA to therele-
vantSAs. This messageontainsthe QoS parametersssigned
to anMN, aswell asthe MN’s permanentD andits GCQA. A
correspondind’ ser Acknowledge messagéasalso beende-
finedfor communicatiorfrom the SA to the MA.

IV. MA-ALLOCATION FOR USERS DIFFERENTIATED BY
BANDWIDTH

In this section,we specify a candidateMA-allocation algo-
rithm whenusersaredistinguishegimply basedntheir collec-
tiverateguaranteesAll traffic from auseris assumedo belong
to the sameserviceclass. As an example,considera network
wherethe subscribers offered3 differentprofile choicesGold,
Silver andBronzewith correspondindpandwidthguaranteesf
192 Kbps,64 Kbpsand16 Kbpsrespectrely.

In this bandwidth-basedifferentiationscenariothe TeleMIP
resourceprovisioningapproacthreseresanindividual mobility
agent(MA) for a specificsubscriberclass. MNs belongingto
differentsubscriberclassesare allocatedto differentMAs; of
course the architectureallows multiple MAs to beresponsible
for MNs belongingto the sametraffic class.Furthermoresince
all traffic from a particularMN belongsto the samesubscriber
class,eachMN is associatedavith a singleMA andis boundto
a single GCQA. The MS simply usesthe subscriberclassin-
formationof anMN asanindex to determinea candidateMA.
Suchanallocationstratgy is shaovn in figure4. MNs 1 and4,
which belongto serviceclassGold, areassignedV A 1 by the
MS, while MNs 2 and 3, which belongto serviceclassSilver,
areassignedv A 2.



MA: Mobility Agent
SA: Subnet Agent
BR: Border Router

R: Diffserv-Capable
Interior Router

"Silver"
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Figure4: Exampleof ‘OneClass- peMA’ Architecture

SuchanMA assignmenschemads attractive for severalrea-
sons. Sinceeachuserassociatedvith an MA hasa common
bandwidthrate, the MA can perform admissioncontrol for a
nev MN very easily Given a specificlevel of resered re-
sourcesthe MN cansimply determinethe maximumpermis-
sible numberof simultaneousisersandrejecta new requestf
the numberof currentlyregisteredMNs equalsor exceedsthis
threshold. If the MA needsadditionalresourcesn a specific
path (via a requestto the BB), it can determinethe requisite
capacityby directly consideringhe additionalnumberof sub-
scribergthatit wishesto provisionon this path.

This architecturealsoleadsto scalableresourceprovisioning
wheneachsubscriberclassnot only hasan explicit bandwidth
guaranteebut animplicit serviceguarante@aswell. For exam-
ple, an operatormay guaranteésold usersa maximumpacket
delay of 30 msecwithin the domain; Silver userscan have a
correspondindoundof 60 msec. SinceeachMA catersonly
to a singleuserclass,it doesnot performary additionalclas-
sificationfor eitherinboundor outboundpackets.For inbound
packetsthe MA simplytunnelsthe packetto the corresponding
LCOA andmarksthe outerheademwith the PHB (perhop be-
havior) correspondingo the associatedraffic class.Theability
to dispensewith additionalclassificationon both the inbound
and outboundpacketstreamsis very important. TeleMIP re-
quiresthe MA to decapsulat@andre-encapsulatevery incom-
ing packet;ary furthercompleity inducedby the classification
mechanisntould leadto delaysin the packetforwardingpro-
cessat the MA. For outboundpacketsthe MA simply marks
the DS field in the packetheadersppropriately For example,
an MA supportingGold usersmay mark packetsto indicatea
requestor the ExpeditedForwarding(EF) [14] PHB, while an
MA supportingbest-efort usersmay chooseonly the default
perhopbehaior from thegloballnternet.

Identifying an individual MA with a single userclassalso
simplifiesconditioningfunctionalityatthesubnet-leel SAs. An
SA doesnot needto classifyeachoutboundpacketfrom a user
separatelyjt cansimply mark outgoing packetsbasedon the
destinatiorMA. For example,in our examplein figure 4, pack-
etsdestinedfor MN2 are markedwith a higher priority, while
packetanarkedfor MN1 aremarkedwith alower priority.

V. MA-ALLOCATION FOR USERS WITH MULTIPLE QOS
CLASSES

In a moreadwancedwirelessarchitecturefraffic from anin-
dividualusercouldconsisiof packetdelongingo differentser

vice classes. Underthis model, all VolP packetsfrom MN1
couldbeassociatewvith traffic class) while all Web-basedraf-
fic couldbemappedo traffic classl. We considertwo possible
approachem this case.

A. Multiple GCQA

In first approach,an MN is assignedmultiple MAs, each
servingtraffic thatbelongsto a specificserviceclass. This ap-
proachallows us to ensurethat, as before,an individual MA
catersonly to a specificserviceclassand consequenthapplies
the samepacketmarkingpolicy for all inbound(andalso, out-
bound)packets.Thus, at leastfrom the MAs perspeciie, this
architectureoffers the sameprovisioning and performancead-
vantagegnumerateearliet

In this approachwhenan MN first registerswith a domain,
theMS allocatest multiple MAs, onefor eachof requesteder
vice classes. The MN is informed of multiple MAs through
the extensionsspecifiedin the IDMP Subnet RequestReply
messagend must performan independenintra-domainloca-
tion updatewith eachMA separatelyThe MN is thusidentified
by multiple GCQAs, eachcorrespondindo a differentservice
class. Wheneer the MN changessubnetsthe MN mustnow
perform multiple intra-domainlocation updates,one for each
associatedMA. The problemof QoSmanagemenfor a single
MN is thuseffectively decomposethto a setof N independent
QoS managemenproblems,one for eachof the N MAs that
are associatedvith an MN. Figure 5 shavs an example MA-
allocationin this approachwhere M A 1 and M A 3 manage
mobility for serviceclass0, while M A 2 managesnobility for
serviceclassl. MN 1 is associatedvith two MAs, M A 1 and
M A 2, while MN 2 is alsoassociatewvith two MAs, M A 2 and
MA3.

MA: Mobility Agent

SA: Subnet Agent

BR: Border Router

R: Diffserv-Capable
Interior Router

‘ Mobile User

oW e = Mobility Binding for
" Service Class 0

Mobility Binding for

= = Service Class 1

MN 1
Figure5: Multiple GCQOA-basedQoSArchitecture
Thisarchitecturabpproachequiresupgradesitthefollowing
IDMP nodes:

MN 2

« SA: In additionto providing an MN with multiple MA ad-
dressesthe SA will now needto storemultiple traffic pro-
filesfor a singleMN. For outboundraffic (from the MN),
the SA mustfirst classifyeachpacketinto the appropriate
traffic classandcondition/markit usingthe class-specific
traffic/ servicedescriptor

o MN:: In thismulti-MA architectureanMN essentiallyhas
to managemultiple global care-ofaddressesachportion
of its traffic streamis associatedvith a potentiallydiffer-
entMA. Clearly, the MN will nhow needto issuemultiple
intra-domainlocationupdateson every changein subnet,
with eachlocationupdatemanagingusermobility only for



aspecifictraffic class.

This approachoffers MNs the significantbenefitof being
ableto chooseadditionalintra-domainmobility featuressuch
assuchasIDMP’s fasthandof or pagingsupport[4], on a per
classbasis. For example,an MN may chooseto actvate fast
handof supportonly for VolIP traffic (classO handledoy M A 1
in figure 5 andnot for the Web-bravsingtraffic (class1 handle
by M A 2). The MN simply turnson the fast-handdfbit in its
locationupdaterequesto M A 1 andkeepst off in its signaling
with M A 2.

This architectureis useful only if the global mobility man-
agemenschemeaneffectively handlemultiple care-ofaddress.
TeleMIPthusrequiresMobile IP to supportmultiple care-ofad-
dresseswith separataddressebeingusedfor differenttraffic
classesWhile Mobile IP alreadyallowsanMN to registermul-
tiple care-ofaddresswith its HA, we are extendingthe global
registrationmechanismo associateachcare-ofaddressvith a
separatéraffic class.

In comparisonto the use of a single GCQA (discussed
shortly), this architecturgrovidesgreaterflexibility in the pro-
visioning of network resources.However, this approachdoes
leadto alargersignalingload,especiallyoverthewirelessinter-
face,sincethe MN mustperform N independenintra-domain
locationupdatedor every changen subnet.

B. SingleGCQA

An alternatve approactto supportingmultiple traffic classes
per useris to associatean MN with a single MA, asin con-
ventional IDMP. For inboundtraffic, the MA mustnow clas-
sifying packetsinto differentserviceclassesandappropriately
markthembeforetunnelingthemto the MN. Similarly, for out-
boundpacketsthe MA mustmark packetdor differentservice
classedlifferentlyto associatehemwith differentPHBs. This
approachs functionally very similar to the classicDiffservar
chitecturewith theMA actingasa”logical edge"wherepacket
classificatiorandmarkingareperformed.SinceanMN is asso-
ciatedwith only asingleMA, it doesnot needto performmul-
tiple intra-domainlocationupdateson changingsubnets.This
approachthusclearly reduceghe mobility signalingload over
thewirelessinterfaceandis illustratedin figure6.

MA: Mobility Agent

SA: Subnet Agent

BR: Border Router

3 R: Diffserv-Capable
Interior Router

s . Mobile User
:

s = Mobility Binding for
Service Class 0

Mobility Binding for

- - :
Service Class 1

MN 1

MN 3 2? MN 2

Figure6: SingleGCQA-basedQoSArchitecture

Although attractive at first glance,this approachcanleadto
several compleities, especiallyif a BB is absenin thedomain
andresourceprovisioningis doneby purelystaticmechanisms.

« Theneedfor additionalclassificatiorby the MA for every

incoming and outgoing packetsignificantly increaseghe
processingompleity in the forwardingpath. In the cur

rent TeleMIP architecturewherethe MA lies in both the
dataandcontrolplane suchcomplexity couldsignificantly
reducetheforwardingcapacityof an MA.

« Selectve applicationof intra-domainmobility featuresfor
specifictraffic classes,s harder As an example,if an
MN activatesfast handof support,the MA will forward
all packetgirrespectve of the serviceclass)via the proac-
tive multicastingmechanisn{4]. The MN, on the other
hand,may desirefast handof supportonly for VolP traf-
fic andnot for non-realtime Web traffic. A blanketfor-
wardingtechniquenaybeundesirablén suchacasegspe-
cially suchfasthandof resultsin additionalchagesto the
user To permit selectve activation of suchmechanisms,
wewouldneedto specifyadditionalsignalingandprocess-
ing functionalityatthe MA.

« Perhapsmostimportantly usinga single MA to support
multipletraffic typesleadsto alossof flexibility in thesup-
port of multiple QoSbounds.Situationsmayarisein such
cellulardomainavhereasingleMA is unableto satisfythe
diverseQoSboundsof differentserviceclasses.To illus-
trate this case,considerfigure 6 as before. Assumethat
thenetworkis provisionedsuchthatiM A 1 andM A 2 can
eachsupporta maximumof 10 Mbps of traffic for class
0 and 20 Mbps of traffic for classl. Also, assumethat
MAL is currentlyforwarding9 and18 Mbpsof classO and
1 traffic respectiely; similarly, MA2 is forwarding8 and
19.5Mbpsof traffic for classO and1. If anew user(MN1)
now requestsa servicerate of 1.5 Mbps for eachof the
serviceclassesjt shouldbe clear no individual MA can
satisfybothrequests A multi-MA approachpn the other
hand,would associatedhe MN with two MA addresses,
with clasd0 traffic handledby M A 2 andclassl traffic han-
dledby M A 1. Constrainingall usertraffic onto a single
path (a singleMA) may be a significantlimitation, espe-
cially in thecellularen/ironmentwherenodemobility can
leadto high unpredictabilityin thelink traffic loads.At the
very least,a single MA-approachappeardikely to cause
morefrequentinvocationof the BB to provision additional
resourceslonga specificpath. This dynamicprovision-
ing stratgy can encounterunexpectedinstabilitiesif the
frequeng of suchallocationrequestss higherthanthe pe-
riodicity with whichthe BB determineshe networkstate.

VI. CONCLUSION

Thispapemresentednarchitecturdor supportingQoSguar
anteesin next generationlP-basedwireless networks. Our
approachintegratesTeleMIP’s two-level hierarchicalmobility
managemenith a BandwidthBrokerbasedapproachfor dy-
namicresourcerovisioningandadmissiorcontrol. Servicedif-
ferentiation's basednabhierarchicaDiffservarchitecturewith
dynamicbandwidthallocationusedto provision resourcedor
mobile usersasthey move within a domain. Subnetagentsjo-
catedattheboundaryinterface enforcespecifiedraffic descrip-
tors for individual usersand mark packetsto provide service
differentiation.The BandwidthBrokermaintainsa snapshobf
the allocatedresourcesvithin the domainandcandynamically
reconfigureroutersandedgenodesto alter the bandwidthallo-
catedto differentserviceclasses.We indicatedthe variousin-



terfacesfprotocolsusedin our architectur€for communication
betweerdifferentTeleMIP nodes.

We have specifiedextensiongo currentiDMP messagethat
enablean MN to specifyits QoSrequirementsandthat allow
an MA to transferngyotiatedparameterso new ingressnodes
(SAs),thusavoiding theneedfor repeatedoSsignalingon ev-
ery MN movement. We alsoinvestigatedhe use of dynamic
MA-assignmenalgorithmsto supportservicedifferentiationin
ascalablananner Whenusersaredistinguishednerelyby dif-
ferentbandwidthguaranteesye discussedhe advantage®f an
allocationstratgy wherebyan individual MA catersto MNs
only belongingto a specificrate class. In scenariosvherea
single userhastraffic belongingto multiple traffic classeswe
exploredthe possibility of eitherusingdifferentMAs to handle
differentclassesor usinga single MA to handleall the traffic
classesWhile the single-MA architectureresultsin lower sig-
naling load over the wirelessinterface the multi-MA architec-
ture keepsthefunctionalityof anMA simpleandhence avoids
potentialbottlenecksn theforwardingpath.

Althoughthis papempresentseveral scalablearchitecturahl-
ternativesfor introducingQoSsupportin IDMP, we have yetto
performseriousevaluationof eachof thesealternatvesin pro-
totype testbeds.We are currently working on completingour
Linux-basedmplementatiorof TeleMIPandIDMP andplanto
shortlyintegrateourimplementatiorwith thatof theBandwidth
Broker. Also, while dynamicresourceresenation techniques
(ala Intserv)are unlikely to prove viable for cellular erviron-
ments,it is necessaryo practicallyinvestigateanddemonstrate
thelimitationsof thisapproach.

VIl. ADDENDUM

The views and conclusionscontainedin this documentare
thoseof theauthorsandshouldnotbeinterpretedasrepresenting
the official policies, either expressedor implied, of the Army
Researcthaboratoryor theU.S. Government.
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