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Abstract The advent of Voice over IP (VoIP) has offered
numerous advantages but, at the same time, it has introduced
security threats not previously encountered in networks with
a closed architecture like the Public Switch Telephone Net-
works (PSTN). One of these threats is that of signaling at-
tacks. This paper examines the signaling attacks in VoIP en-
vironments based on the Session Initiation Protocol (SIP),
focusing on the design of a robust lightweight protection
mechanism against them. The proposed scheme introduces
a new SIP header, namely the Integrity-Auth header, which
is utilized for protecting the SIP-based VoIP services from
signaling attacks while ensuring authenticity and integrity.

Keywords Session Initiation Protocol (SIP) · Signaling
attacks · Voice over IP (VoIP) · Security

1 Introduction

Public Switch Telephone Networks (PSTN) are closed net-
works mainly supporting voice services, exhibiting a high
availability, reliability and security level. However, PSTN
capabilities are rather limited as far as the provision of more
advanced, low cost, services, like audio conferences, per-
sonalized call transfers, instant messaging etc. On the other
hand, the advent of Internet Telephony, in the form of Voice
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over IP (VoIP) services, gives the opportunity to telephony
providers to offer such services. It is evident, however, that
in order to ensure their success, VoIP providers must achieve
a reliability, availability and security level at least compara-
ble to that offered by PSTN. PSTN due to its closed archi-
tecture exhibits an extremely low attack frequency [1]. For
instance, one of the most common attacks in PSTN is the
“call eavesdropping” which despite its simplistic nature, it
is rather difficult to realize since it requires access to the
physical medium.

On the other hand, VoIP utilizes open networks like In-
ternet. As a result the services offered are vulnerable to a
plethora of attacks and undoubtedly such open environments
must be considered as hostile by any critical real-time appli-
cation like VoIP. It is therefore clear that the deployment of
VoIP services raises security challenges that have not been
previously encountered in PSTN.

In addition, the utilization of open networks makes VoIP
services vulnerable not only to well known Internet attacks
like Distributed Denial of Services (DDoS) [2] but also to
more sophisticated attacks that try to exploit vulnerabili-
ties of the signaling protocol, like Session Initiation Proto-
col (SIP) [3], H.323 [4], MGCP [5] etc., or of the transport
protocol, like Real-Time Transport Protocol (RTP) [6]. At-
tacks of this type have been already presented in [7, 8], fo-
cusing on SIP vulnerabilities, as SIP seems to overwhelm
the other signaling protocols considering that it has been
adopted by various standardization organizations as the pro-
tocol for establishing multimedia sessions in both wire-
line and wireless world in the Next Generation Networks
(NGN) era. For instance, a malicious user may generate a
SIP signaling message for illegally terminating an estab-
lished connection or canceling a session in progress. Similar
attacks are also applicable to the other signaling protocols. It
should be also emphasized that the interconnection between



154 D. Geneiatakis, C. Lambrinoudakis

VoIP and PSTN constitutes PSTN also vulnerable to VoIP
threats. The protection of VoIP services is thus a critical is-
sue.

This paper presents the signaling attacks that can occur in
the SIP realm, trying to cause Denial of Service (DoS), and
proposes a lightweight protection mechanism against this
type of attacks. It is the authors’ belief that the combination
of the proposed mechanism with the existing SIP’s security
mechanisms, as described in RFC 3261 [3], will improve
security of SIP based VoIP services, making extremely diffi-
cult for an attacker to launch this type of attack. To the best
of our knowledge the published research work addressing
this problem is very limited [9] and [10]. The paper is struc-
tured as follows. Section 2 provides background information
concerning SIP functionality, while Sect. 3 highlights the
signaling flaws of a SIP-based service that can be exploited
by a malicious user, focusing on the BYE attack. Sections 4
and 5 describe and analyze the proposed protection mecha-
nism correspondingly, whereas Sect. 6 presents the related
work. Finally Sect. 7 concludes the paper.

2 Sip protocol overview

SIP is an application-layer signaling protocol for creating,
modifying, and terminating multimedia sessions among one
or more participants [3]. The structure of a SIP message is
similar to a HTTP message, and it can be either a request or
an acknowledgement to a corresponding request, consisting
of the header fields and optionally of a message body. The
overall structure of a typical SIP message is illustrated in
Fig. 1.

The main signaling “services” of the SIP protocol are
(a) the establishment, (b) the cancellation and (c) the termi-
nation of a multimedia or voice session among two or more
participants. The corresponding SIP messages are: INVITE,
CANCEL, and BYE. Consider the case where a User A

(caller) wishes to establish a multimedia connection with
User B (callee). The caller generates an INVITE message
and sends it to the corresponding proxy, which in turn for-
wards it to the callee. Assuming that the calee is available
the session is established. When either of the participants
wishes to terminate the session he must issue a BYE mes-
sage. The establishment-termination process is depicted in
Fig. 2.

3 Sip’s signaling attacks: the BYE example

The easy access to the communication channel is considered
as one of the most severe threats emerged in VoIP. The fact
that eavesdropping is the first step of almost every attack,
combined with the text-nature of SIP messages (Fig. 1),
makes SIP-based services extremely attractive to many at-
tacks.

Fig. 2 SIP establishment and termination procedure

Fig. 1 A typical INVITE
message
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For instance consider a case where an attacker captures
(by utilizing, for instance, ethereal [11]) the SIP traffic for
a specific session. Possible consequences of such an eaves-
dropping action could be: (a) disclosure of confidential in-
formation (e.g. identities of communicating parties) (b) ma-
licious use of session specific information aiming to cause
DoS. For instance an attacker may create a spoofed BYE
or CANCEL message, using the appropriate session para-
meters, in order to terminate, cancel or illegally modify a
session. These kinds of attacks are known as signaling at-
tacks [8].

As an example we will describe in more detail the BYE
attack. For an attacker to launch a BYE attack it is nec-
essary to “discover” the correct session-dialog parameters.
These parameters are included in the signaling messages ex-
changed prior to the establishment of the connection. Specif-
ically the required parameters are: callid, the tag in the
FROM header and the tag in the TO header (see Fig. 1). It
must be stressed that the tag in the TO header is included in
the OK message and thus the attacker must also capture the
corresponding OK message in order to acquire all the infor-
mation necessary for launching the attack. Nevertheless, in
some cases the BYE message is employed for terminating
(canceling) a non-completed session, without requiring an
OK messages; such a case is described in RFC 3261 [3].
Consequently an attacker can also launch a BYE attack
without the final OK message, but this depends on the SIP
User Agent implementation.

Having “discovered” the parameters, the attacker can
generate the spoofed BYE message for terminating/cancel-
ing the corresponding session. The attack sequence is de-
picted in Fig. 3. The user who receives the “spoofed” BYE
message cannot recognize that it has not been sent by the
other (legal) participant. Similar steps are adopted for the
CANCEL, RE-INVITE, UPDATE and REFER attacks [8].

Fig. 3 Illegal call termination

One could claim that the security mechanisms suggested
by RFC 3261 [3] could be employed for protecting SIP-
based services against this type of attacks. However, this is
not precisely the case, since there are several limitations [12,
13, 23] associated with these security mechanisms when ap-
plied to a SIP environment.

For instance, the utilization of the Transport Secure Layer
(TLS) [14] mainly offers hop-by-hop security (in general
TLS can be employed to secure communication among dif-
ferent SIP domains), since a potential attacker can obtain
the required information in the intermediaries systems, or at
the final hop, as only few SIP User Agents (UA) currently
implement TLS [24–26]. On top of that, SIP invokes, as a
default protocol, the User Datagram Protocol (UDP) and is
thus unable to utilize TLS in all cases.

Another limitation concerns the Secure MIME (S/MIME)
[15]; since a SIP proxy requires access to specific headers
for processing an incoming message it is evident that it can-
not offer protection against passive attacks like eavesdrop-
ping. Furthermore, S/MIME requires a PKI infrastructure,
while until now there is only one SIP client implementing
S/MIME [24].

Finally, SIP provides a stateless, challenge-based mech-
anism for message authentication that is based on HTTP
authentication [16], in which utilizes headers like Proxy-
Authenticate, Proxy-Authorization, WWW-Authenticate
and, Authorization to request authentication or to send the
computed credentials. However, the HTTP digest does not
provide (a) message integrity, (b) any protection against sig-
naling attacks and (c) also constitutes SIP messages vulner-
able to man-in-the-middle attacks (someone can “use” the
appropriate credentials for modifying the message in such
a way that a new request takes the place of the initial one).
Moreover there are methods specified in the RFC 3261 [3],
like CANCEL and ACK, which raise additional authenti-
cation requirements. The HTTP digest cannot fulfill such
requirements. A detailed analysis of the limitations of SIP’s
security mechanisms can be found in [12, 13, 23].

4 The proposed protection mechanism

As highlighted by the following RFC 3261 [3] statement:
“Protective measure above and beyond those provided by
Digest need to be taken to prevent active attackers from
modifying SIP request and responses”, a security mecha-
nism, complementary to the existing ones, which will pro-
vide protection against signaling attacks, is necessary.

4.1 The proposed scheme

In addition to the existing limitations of the SIP security
mechanisms (as briefly described in Sect. 3), someone wish-
ing to launch a signaling attack takes advantage of the fact
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that the authenticity and integrity of the SIP messages (like
CANCEL, BYE, INVITE etc.) is not ensured/protected.

The proposed scheme provides integrity and authenticity
security services without requiring any modification neither
in the core architecture of the User Agent, nor in the exist-
ing pre-shared trust between the user and the proxy of the
provider.

The only precondition of the proposal scheme is the in-
troduction of a new header, named Integrity-Auth header.
Even though one could argue that the introduction of such
a header is impractical, this is not the case. On the contrary
there are many cases [10, 27–30] where new headers have
been employed for improving either SIP’s functionality or
its security. On top of that RFC 3261 allows new header field
parameters and new parameter values to be defined. Conse-
quently, the proposed mechanism can be employed in real
environments without imposing any need for modifications
in the SIP core.

Figure 4 illustrates the grammar of this new header
(Integrity-Auth) that conforms to the SIP syntax as de-
scribed in RFC 3161 [3].

The Integrity-Auth header must be used in all SIP mes-
sages, either requests or responses. The credential value
will be computed through a slight variation of the Keyed–
Hashing for Message Authentication (HMAC) [21] func-
tion, as illustrated in Fig. 5. Specifically, the Integrity-Auth
value will be the hash value of the following two terms:
(a) the SIP message concatenated with a random number,
and (b) the hashvalue of the user’s password after being
xored with the random number. Consequently, the employ-
ment of this header provides message integrity and authen-
ticity simultaneously. Furthermore, the utilization of the ran-
dom number offers protection against replay attacks. A de-
tailed security analysis of the proposed scheme is provided
in Sect. 5.

As far as the computational processing is concerned, the
overhead introduced by the Integrity-Auth header is minimal
since the processing cost of the hash function is extremely
low [14]. Negligible is also the corresponding message over-
head, as the length of the Integrity-Auth value is not longer
than 128 or 160 bits, depending on the algorithm employed

Integrity-Auth = “lntegrity-Auth” HCOLON integrity-auth-value
integrity-auth-value = credentials-value;algorithm;nonce
algorithm-“algorithm” EQUAL alg-value
alg-value = “MD5|SHA1”
credentials-value = quoted-string

Fig. 4 Integrity-Auth header grammar

(SHA-1 or MD5). It should be also noticed that, as men-
tioned in the RFC 2104 [21], HMAC is independent from
the specific implementation of the underlying hash function,
and thus the proposed scheme could engage any secure hash
function.

4.2 Applying the proposed scheme: the case of a BYE
attack

In the case of a BYE attack, the attacker creates a spoofed
BYE message in order to terminate a specific session (see
Sect. 3). Such an attack is avoided if the User Agent em-
ploys the proposed security scheme. Specifically the legiti-
mate user who needs to terminate a session generates a BYE
message that includes the Integrity-Auth header. In accor-
dance to Fig. 5, the value of this header in the SIP BYE
message will be:

Integrity_Auth = Hash(SIP_BYE_MESSAGE:Random,

Hash(PWDuser Random))

Therefore the User Agent will send to the proxy the BYE
message including the corresponding Integrity-Auth header.
Upon receipt, the proxy retrieves from the appropriate data-
base the user’s password and then computes and validates
the final value of the Integrity-Auth header through the fol-
lowing formula:

Hash(SIP_BYE_MESSAGE:Random,

Hash(PWDuser Random))

If the value received matches the one that was locally com-
puted, the verification is successful and the proxy forwards
the BYE message to the other call participant after remov-
ing the initial Integrity-Auth header and inserting a new one.
The only difference of the Integrity-Auth header inserted by
the proxy is that this time the password of the other par-
ticipant is utilized for computing the corresponding header
value, as shown below:

Hash(SIP_BYE_MESSAGE:Random2,

Hash(PWDuserother Random2))

When the other call participant (in our example User 2) re-
ceives the message, checks its validity through a similar pro-
cedure with that described for the proxy. If the validation
procedure terminates successfully, User 2 generates the ap-
propriate response including in a similar way the Integrity-
Auth header, protecting it from unauthorized modification.
The aforementioned procedure is illustrated in Fig. 6.

Integrity_Auth = Hash(SIP_MESSAGE:Random,Hash(PWDuser Random))

Fig. 5 Integrity-Auth header formula
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Fig. 6 Flow of a BYE request utilizing the proposed scheme

The same mechanism can be also applied for protecting
session participants against other signaling attacks [8] like
CANCEL, REFER, RE-INVITE and UPDATE attacks.

5 Security analysis of the proposed scheme

As demonstrated in the previous sections the proposed
scheme can provide protection against any signaling attack.
Its pros and cons are presented through the following sce-
narios. In all cases it is assumed that the proposed scheme is
utilized.

Let’s assume that a malicious user decides to bypass the
proposed scheme and launch a signaling attack. The only
way to do that is to try to impersonate either a legitimate
user or a proxy. For instance, in the first case the malicious
user generates a spoofed BYE message (see Sect. 3) and
forwards it to the corresponding proxy. The proxy receives
the spoofed message and then attempts to verify the valid-
ity of the Integrity-Auth header. Considering that the mali-
cious user does not know the password of the legitimate user,
and thus the received Integrity-Auth value cannot match the
value calculated by the proxy, the verification will fail and
the proxy will reject the message. Even in the case where the
attacker is a “legitimate” internal user who utilizes his own
legal password in the spoofed message for computing the
Integrity-Auth value, the proxy will again reject the mes-
sage since the attacker’s password does not match that of
the legal user that the proxy will employ during the recal-
culation of the Integrity-Auth header. In the case where the
malicious user attempts to impersonate the proxy, both users
will be able to detect that the proxy is a malicious one. This
is due to the fact that the proxy does not know the valid
users’ passwords and thus cannot generate the correct val-
ues for the Integrity-Auth header. Moreover, there is no way
that the malicious user can launch a replay attack as in the
value of the Integrity-Auth header a random number is also
involved (see Fig. 5).

One might argue that a potential attack against the pro-
posed scheme is the brute force attack. Specifically, an at-
tacker could capture the exchanged Integrity-Auth header

For each candidate password PWDi do:
brute_force_value = Hash(SIP_MESSAGE:Random,

Hash(PWDi Random))
If(brute_force_value == captured_value)

then password = PWDi

Fig. 7 A brute force attack example

Table 1 Security services supported by SIP’s security mechanisms

HTTP digest SSL Proposed scheme

Integrity No Yes Yes

Authenticity Yes Yes Yes

Confidentiality No Yes No

Non-repudiation No No No

Mutual authentication No Yes Yes

Table 2 Protection services supported by SIP’s security mechanisms

HTTP digest SSL Proposed scheme

Replay attacks Yes Yes Yes

Signaling attacks No No Yes

Man in the middle No No Yes

Internals attacks Partial Partial Yes

External Yes Yes Yes

value, the random number and the SIP_MESSAGE corre-
spondingly, and then launch the brute force attack presented
in Fig. 7.

Nevertheless such an attack is practically feasible only
with passwords belonging to a cryptographically small
space [22]. Consequently, the limitation of the proposed
scheme lies in the use of a pre-shared secret, implying that
if this password gets compromised the security of the en-
tire system breaks down. On the other hand, the use of the
pre-shared key is not compulsory, since there are alternative
solutions that could be adopted, like the use of a session
key established during the initiation of the call as described
in [17], or during the registration phase.

Furthermore, one could claim that a functionality simi-
lar to the one of the proposed scheme could be achieved by
utilizing the HTTP digest. This is not true, since the HTTP
digest for every authenticated message requires three addi-
tional messages and it cannot be applied in cases like the
CANCEL signaling attack. In addition it is vulnerable to
man-in-the-middle attacks. Tables 1 and 2, summarize the
main features of the proposed scheme and compares them
with the respective features of SIP’s security mechanisms as
described in RFC 3261 [3].
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6 Related work

VoIP IDS/IPS systems are still in their very early stages and
thus there is only limited research work published [9, 10,
18–20] addressing solutions for the protection of VoIP in-
frastructures from related attacks [7, 8]. Specifically, [18]
describes an architecture that can effectively protect against
attacks like irresolvable DNS attacks, malformed messages
and single SIP flooding attacks. In [19] a similar architec-
ture to [18] is also presented. The main difference lies at
the introduction of SIP stateful analysis checks. An alterna-
tive solution for SIP stateful analysis is presented in [20].
None of the above-mentioned systems provides any protec-
tion against signaling attacks. To the best of our knowl-
edge the only published work dealing with signaling at-
tacks are [9, 10]. Particularly, SCIDIVE [9] can defend only
against the BYE attack. The SCIDIVE solution cannot be
compared to the proposed scheme, as it is based on the
cross protocol intrusion detection architecture. It assumes
that an attack is taking place if RTP messages follow a BYE
message. It is therefore feasible for the attacker to generate
spoofed RTP messages, after the legitimate user generates
the BYE message, triggering a false alarm. Furthermore, an
attacker, in order to ensure that a BYE attack will not be
detected, may first cause a DoS to one of the callers and
then send the BYE message to the other. Such cases cannot
be detected by the SCIDIVE architecture. In addition such
a scheme does not offer any protection against man-in-the
middle attacks.

The solution described in [10] focuses on protecting the
session’s responses. This solution is mainly effective in
cases of signaling attacks, in which a rogue SIP proxy (man
in the middle) generates a “spoofed” response to redirect
the session to an unauthorized user; however it cannot be
utilized to provide a complete protection against signaling
attacks like CANCEL, BYE etc. Particularly it provides pro-
tection for all messages generated by the calee. For instance,
consider the case in which User 1 establishes a connection
with User 2 (see Fig. 3). All messages (responses and re-
quests) generated by User 2 and sent to User 1 can be au-
thenticated by User 1. As a result, if an attacker tries to spoof
User 2 and launch a BYE attack, he will fail. However, if the
attacker sends a BYE, CANCEL etc, message to User 2, the
attack will be successful since User 2 cannot validate the
identity of User 1.

Tables 3 and 4 summarise the main features of all the
solutions that have been proposed for the protection of SIP
based services against signaling attacks.

7 Conclusion

VoIP systems gradually become more and more popular as
their user base increases fast and the associated services gain

Table 3 Security services supported by different solutions

SCIDIVE [10] Proposed scheme

Integrity No Partial Yes

Authenticity No Partial Yes

Confidentiality No Yes No

Non-repudiation No No No

Mutual authentication No No Yes

Table 4 Protection services supported by different solutions

SCIDIVE [10] Proposed scheme

Replay attacks No Yes Yes

Signaling attacks Only BYE Partial Complete

Man in the middle No Yes Yes

Internals attacks Partial Partial Yes

External Partial Partial Yes

in acceptance. In this context, SIP seems to overwhelm other
standards mainly due to the fact that it has been adopted
by various standardization organizations (e.g. IETF, ETSI,
3GPP) as the protocol for both wireline and wireless world
in the Next Generation Networks era. Meanwhile, various
kinds of attacks against those sensitive real-time systems
are reported, stemming mainly from VoIP open nature in-
herited by the Internet. It is beyond doubt that malicious
users will try to expose and finally exploit any vulnerabil-
ity in SIP systems as well as in any VoIP subsystem, aiming
to decrease the availability and trustworthiness of the entire
voice network. Although the reported VoIP attacks are only
a few, not including any signaling attacks, it is believed that
in the near future such phenomena will become more and
more frequent in real VoIP systems. Therefore the protec-
tion against this type of attacks is considered to be a crucial
issue.

The paper has presented a computational inexpensive se-
curity scheme that can be employed in SIP environments
to provide not only protection against signaling attacks but
also ensuring authenticity and integrity. A new SIP header,
named Integrity-Auth, has been introduced. It is the authors’
belief that the combination of the proposed mechanism with
the existing SIP security mechanisms, as described in RFC
3261 [3], will increase the robustness of VoIP services, mak-
ing extremely difficult for an attacker to launch a signaling
attack.
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