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Abstract: It is well known that no security mechanism can provide full protection against a potential attack. There is always a possibility 
that a security incident may happen, mainly as a result of a new or modified attack that the employed countermeasures cannot handle or 
identify. It is therefore useful to perform a deferred analysis of logged network data, in an attempt to identify abnormal behavior/traffic that 
flags some type of security incident that has not been detected by the security countermeasures.  Such an analysis of logged data for critical real 
time applications, like VoIP services, is certainly a valuable tool for enhancing the security level of the provided service. 

In this paper we introduce a practical tool that can be employed for the analysis of logged VoIP data and thus validate the effectiveness of 
the security mechanisms and the conformance with the corresponding security policy rules. For the analysis of the data we capitalize on our 
security model for VoIP services [25] that is based on First Order Logic concepts, while the Protégé API and the Semantic Web Rule Language 
(SWRL) are also exploited.  The proposed tool has been evaluated in terms of an experimental environment, while the results obtained confirm 
the validity of its operation and demonstrate its effectiveness.  
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I. INTRODUCTION 
Today the Internet is considered as the de-facto 

telecommunication network supporting delivery of 
sophisticated, but low cost, services and effective resource 
utilization [1]. Voice and telephony services are among the big 
variety of services offered through it. Internet-based voice 
services, known as Voice over IP (VoIP) or Internet 
Telephony, rely on an open public and distributed network 
architecture. This of course does not apply to Public Switch 
Telephone Network (PSTN) services, which rely on a closed, 
centralized network architecture. In this regard different 
protocols for session management (signaling protocols) and 
data transmission (multimedia protocols), that also take into 
account Internet specific characteristics, are required. 
Currently, organizations and companies deploy different 
protocols for session management, i.e. H.323 [2], Session 
Initiation Protocol (SIP) [3], Skinny Call Control Protocol 
(SCCP) [4] etc. The predominant protocol among them is SIP, 
as it has been adopted by various standardization 
organizations as the standard protocol for establishing 
multimedia sessions in both wireline and wireless world in the 
Next Generation Networks (NGN) era. On the other hand, for 
data transmission the Real Time Protocol (RTP) [5] is 
employed. 

Until today many security flaws for VoIP services have 
been reported in the literature. These flaws have been 
identified for both signaling and transport protocols [6][7]. 
This is not the case for PSTN services, where security flaws 
are seldom exploited due to its closed architecture. Several 
security mechanisms [8]-[16] have been proposed not only for 
protecting VoIP services against possible attacks but also for 
enhancing the overall security level. Yet, to ensure that a 
certain level of security is maintained, the system behavior 
must be controlled and restrained by specific security policies. 

One might consider a security policy as a set of rules that 
regulates the nature and the context of actions that can be 
performed within a system according to specific roles and 
rules. Nevertheless the main problem with this approach is 
that it is quite difficult to verify whether a system 
implementation conforms to its policy. Besides, the 
identification of security flaws in a network service is 
currently performed mainly by penetration or security testing. 
Generally, security testing is considered as an important 
activity that helps not only to evaluate the security level, but 
also to identify security vulnerabilities, flaws and attacks that 
could be possibly launched against a network service. At the 
very early stages of security testing, domain experts were 
responsible for employing manually appropriate tests based on 
well-known attack signatures and patterns [18]. Nevertheless, 
over the last years various tools like Nessus 
(http://www.nessus.org), Retina (http://www.eeye.com/) etc, 
have been developed in order to automate the security testing 
procedure. Furthermore, a lot of effort has been put into 
developing appropriate security tests [19][20], during the 
various development phases of an information system. Usually 
these tests are based on predefined system specifications in 
order to validate its conformance with them.  

 As far as VoIP security services validation and 
identification of security flaws is concerned, very little has 
been made [21]-[24]. Specifically a first research work 
focusing on the security evaluation of SIP parsers using black 
box testing methods is presented in [21]. In [22] the authors 
propose a tool named Fuzzy Packet, which provides a wide 
range of features to manipulate any kind of SIP messages over 
a network through injection or capturing packets. The tool is 
able to assess the security level of a specific SIP based VoIP 
service. Moreover [23] and [24] introduce two different 
frameworks that could be utilized to perform VoIP-specific 
penetration tests.  
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To the best of our knowledge until today there is no 
published research work focusing on the verification of the 
security policy of VoIP services or on the analysis of VoIP 
logged data in order to identify security flaws and problems. 
In this paper we elaborate on our security model for VoIP 
services [25] which is able to verify in a formal way the 
employed security policy. Specifically, we introduce and 
evaluate a practical tool that can accurately identify any 
misbehavior by analyzing the network traffic log files. The 
proposed tool builds on top of our model by exploiting the 
Protégé API, and Semantic Web Rule Language (SWRL). 
Note that our model utilizes First Order Logic (FOL) concepts 
targeting on SIP based VoIP services. However, with minor 
modifications it can be also utilized with alternative signaling 
protocols. 

The rest of the paper is structured as follows: Section II 
provides a brief description of SIP based VoIP services and an 
overview of the potential attacks against them. Section III 
presents and analyzes the proposed FOL model for security 
analysis in SIP based VoIP services. Section IV introduces a 
novel tool that capitalizes the proposed model for detecting 
deviations from the security policy adopted. The last section 
concludes the paper and gives pointers to future work. 

II. BACKGROUND 

A. SIP Based VoIP Architecture 
Beyond and above the utilization of existing Internet 

protocols, VoIP services require the development of specific 
protocols on the Internet application level for session 
management and media transmission. Regarding the former, 
SIP [3] is the predominant protocol designed for 
administrating multimedia sessions provided through the 
Internet. Particularly, SIP is an application layer signaling 
protocol for managing multimedia sessions among two or 
more participants over the Internet. Also SIP is a text-based 
protocol, which inherits its message structure from HTTP. 
Very briefly, a SIP message consists of the First Line, which 
designates whether a message is a request or a response. First 
Line is followed by other headers providing specific details 
that are required for message routing. Figure 1 depicts an 
example of a SIP INVITE message used to establish a 
multimedia session between a caller (gkar) and a callee 
(dgen). Generally, such messages are utilized for session 
administration. The exchanged messages between the two 
parties and the corresponding SIP proxy for establishing a 
session are illustrated in Figure 2. After successful session 
establishment the RTP or Secure RTP (SRTP) protocols [17] 
are utilized for media transmission. 

B. Security Flaws in SIP Based VoIP Services 
Security flaws and vulnerabilities in VoIP have been the 

subject of various research works [6],[7]. Most of them are 
specifically targeting on SIP, although, similar security flaws 
may arise in VoIP services employing alternative signaling 
protocols. Specifically and without loss of generality, security 
flaws in SIP based VoIP services could be classified into the 

following categories [6]:  
• Malformed Message Attacks: In this class of attacks a 

malicious user crafts messages that are not compliant 
with the corresponding signaling protocol grammar 
specifications and sends them toward the provided 
service in order to cause a Denial of Service (DoS) or 
gain unauthorized access. 

• Resource Consumption Attacks: In this category of 
attacks a malicious user sends a large number of well-
structured messages in order to overwhelm system’s 
resources causing a DoS.  

• Signaling Attacks: In this last class of attacks the attacker 
injects into the network one or more messages in order to 
illegally modify a specific session’s parameters causing 
that way either a DoS or gaining unauthorized access in 
the provided service. 

 
Figure 1. An Example SIP Request Message 

SIP ProxyCaller Calee

Invite

Invite

200 OK

200 OK

ACK

ACK

MEDIA (RTP)   
Figure 2. Session Establishment Procedure 

III. A SECURITY MODEL FOR VOIP SERVICES [25] 
In order to detect or / and prevent the aforementioned 

attacks, the VoIP community has proposed various security 
countermeasures [8]-[16]. However, as it is always the case, 
no security mechanism can provide 100% protection in terms 
of identifying or preventing an attack. There is always a 
possibility that a security incident may happen, mainly as a 
result of a new or modified attack that the employed 
countermeasures cannot handle / identify. As a result it is 
useful, if not necessary, to perform a deferred analysis of 
logged network data in an attempt to identify abnormal 
behavior/traffic that flags some type of security incident that 
has not been detected by the security countermeasures.  It is 
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important to stress that such an analysis can only be 
considered effective when done through automatic tools. 

As presented in the next section, for the analysis of the 
network logged data we capitalize our security model for VoIP 
services that has been published in [25].  The specific model is 
based on FOL concepts and on the simple idea that any type of 
attack, irrespectively of the application that it aims at, utilizes 
the corresponding protocol’s messages trying to cause a 
specific problem. 

For completeness purposes we provide a very brief 
description of the model’s main characteristics. It consists of 
two parts. The first part formalizes the SIP message structure. 
Specifically, the predicates SIP_Message (see Formula 1) and 
SIP_Header (see Formula 2) define specific rules based on 
SIP grammar specifications. These rules can be used to 
validate if a given SIP message conforms to specification. 
Formula 3 defines an additional rule for SIP message 
conformance i.e., any SIP message requires the existence of a 
first line and at least three SIP headers. Formula 4 designates 
that a first line should be a request or response, whereas, 
formula 5 shows that a request should not be a response and 
vice versa. Formula 6 represents the structure of a request, 
which consists of a specific SIP method (see formula 7) and 
the requested resource. Formulas 8 to 17 represent relations 
between specific “requirements”, like the authentication 
and/or timestamp headers included in a SIP message and the 
SIP message itself. For instance, Formula 8 specifies that 
every SIP message m1 must be authenticated using a 
mechanism a1. 
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The second part of the proposed model corresponds to the 
definition of SIP security flaws in FOL. As already mentioned 
in Section II security flaws in SIP could be one of the 
following types: (a) malformed, (b) signaling and (c) flooding. 

Formulas 18 to 24 represent in FOL these types of attacks, 
which are independent from each other. Particularly, regarding 
SIP malformed attacks, Formula 25 defines this type of attack 
as the complement of a SIP message. This means that if the 
predicate SIP_Message evaluates in a false value the formula 
25 will trigger an alarm for malformed message attack. 
Signaling attacks represented by Formulas 26 and 27 
designate that such incidents might take two forms: (a) the 
existence of two or more identical SIP messages within 
different time frames is considered as a signaling attack (see 
Formula 26), and (b) according to the policy that requires 
authentication, any not authenticated message is also 
considered as a signaling attack (see Formula 27). 

On the other hand, flooding attacks might take the form of 
single or multiple source attacks (see Formula 28). A flooding 
attack is characterized as single source if a target receives 
from another SIP node a number of messages that exceeds a 
given threshold (see Formula 29), or as multi source if the 
number of simultaneous single source attacks exceeds a 
specific threshold (see Formula 30). 
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Formulas 31 to 35 show the relationship among the predicates 
Signaling, Flood and Malformed with the general predicate 
SIP_Attack. The remaining Formulas 36 to 41 represent the 
relationship among the different resources that are utilised 
during an attack incident. For instance, Formula 37 indicates 
which SIP message ‘m’ has been utilized in the SIP attack 
incident ‘a’, while Formula 39 identifies the target ‘t’ of the 
corresponding attack. 

IV. INSPECTING VOIP DATA FOR ATTACK IDENTIFICATION 
In order to apply and test the proposed model in a real 

environment, we have embedded it into the ontology model 
already described in [28]. This decision was based on the fact 
that ontologies could be utilized for providing a common 
understanding of concepts within a specific domain. Also our 
FOL-driven ontology provides strict logic rules, thus avoiding 
inconsistencies and ambiguities. Figure 3 depicts the abstract 
ontology representation of the proposed model. The 
“Sip_message” part of the ontology is in accordance with 
Formulas 1 to 17, while the “Sip_attack” part corresponds to 
Formulas 18 to 41.  

The general procedure that was followed in order to 
inference about the validity of the VoIP logged data and the 
effectiveness of the employed security mechanism, is depicted 
in Figure 4. More specifically, the procedure consists of 4 
steps. During the fist step (0) raw-data from SIP transactions is 
collected or captured from the network. Employing the 
ontology descriptions these raw data are transformed to 
semantic ones during steps 1,2. The last step uses semantic 
data as input to infer about the validity of SIP messages, 
taking into account the corresponding security policy. 

 

 
Figure 3. The Abstract Ontology Representation of the 

Proposed Model 

The model has been ported into Web Ontology Language 
(OWL) [26] exploiting also the Protégé API 
(http://protege.stanford.edu/) and Semantic Web Rule 
Language (SWRL) [27]. This gives more expressiveness in the 

model and reasoning over the ontology, thus developing an 
accurate validation mechanism. For demonstration purposes 
SIP raw data have been transformed into the appropriate 
structure, as mandated by the model, in order to inference 
about the validity of demo messages according to a specific 
security policy. As a result any data not compliant with the 
FOL model could not be embedded as part of the model and is 
characterized automatically as malicious. At this point we 
assume that an administrator of an SIP realm has employed 
the following security policy: 
• Sec-Policy-Guide-1: SIP Messages longer than 140 bytes 

should not be processed (dropped). 
• Sec-Policy-Guide-2: A single user is not allowed to 

simultaneously send identical messages in the VoIP 
service.  

• Sec-Policy-Guide-3: A single user is not allowed to send 
the same message within a time frame of 10 seconds.  

Ethernet or Wireless connection

Ontology 
description

Log files

Sniffer
0

Raw-data

Join & 
Transform

1 & 2

Semantic
data

Inference

3

Security 
policy   

Figure 4. General Procedure to Inference about the 
Validity of SIP based VoIP Service Data 

In order to identify any inconsistencies or misbehaviors in 
the SIP logged data, according to the aforementioned security 
policy, we employed three SWRL queries as illustrated in 
Table 1. Specifically, Query-1 identifies all the SIP messages 
that are longer than 140 bytes. This is achieved by utilizing the 
information of Content-Length header of the transformed data 
which contains the overall SIP message length. Figure 5 
shows the results of inference of Query-1on the demo data i.e., 
four messages are found to violate the Sec-Policy-Guide-1. 

The remaining queries namely Query-2 and Query-3 are 
used to identify any inconsistencies according to Sec-Policy-
Guide-2 and Sec-Policy-Guide-3correspondingly. Query-2 
detects duplicate messages, which actually have been sent by 
the same user. This is done by correlating the “received” time 
of a SIP message and the data included in the “from” header 
of the demo message. Figure 6 depicts the inference results on 
the demo data, in which user bob has been identified for 
sending the same message at the same time. Similarly, Query-
3 searches for same messages that have been sent during a 
time frame of 10 seconds. Figure 7 shows the result of the 
execution of Query-3 in which user Alice has been identified 
as the sender of 3 messages during the time window of 10 
seconds. 
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Figure 5. Demonstration of Query 2 Inference 

 
Figure 6. Demonstration of Query 2 Inference 

 

 
Figure 7. Demonstration of Query 3 Inference

Query Number SWRL Query 
Query-1 SIP-message(?x) ^  has_Header(?x, ?o) ^  

Content-length(?o, ?k) ^ 
swrlb:greaterThan(?k, 140) → 
sqwrl:select (?x) 

Query-2 SIP-message(?x) ^ SIP-message(?y) ^ 
differentFrom(?x, ?y)  ^ has_Header(?x, 
?h1) ^ has_From(?h1, ?f1)  ^ from_SIP-
URI(?f1, ?uri1)  ^ Sip-uri-name(?uri1, 
?name1) ^has_Header(?y, ?h2) ^ 
has_From(?h2, ?f2)  ^ from_SIP-URI(?f2, 
?uri2)  ^ Sip-uri-name(?uri2, ?name2) ^ 
sented(?x, ?time1)  ^ 
sented(?y,?time2)^hasValidTime(?time1, 
?valid1) ^ hasValidTime(?time2, ?valid2)  
^ swrlb:matches(?valid1, ?valid2)  ^ 
swrlb:matches(?name1, ?name2)  → 
sqwrl:select(?x, ?valid1, ?name1, ?y, 
?valid2, ?name2) 

Query-3 SIP-message(?x)  ^ SIP-message(?y)  ^ 
differentFrom(?x, ?y)  ^ has_Header(?x, 
?h1) ^ has_From(?h1, ?f1)  ^ from_SIP-
URI(?f1, ?uri1)  ^ Sip-uri-name(?uri1, 
?name1)  ^ has_Header(?y, ?h2)  ^ 
has_From(?h2, ?f2)  ^ from_SIP-URI(?f2, 
?uri2)  ^ Sip-uri-name(?uri2, ?name2)  ^ 
sented(?x, ?time1)  ^ sented(?y, ?time2)  ^ 
hasValidTime(?time1, ?valid1)  ^ 
hasValidTime(?time2, ?valid2)  ^ 
swrlb:matches(?name1, ?name2)  ^ 
temporal:duration(10, ?valid1, ?valid2, 
temporal:Seconds)  → sqwrl:select(?x, 
?valid1, ?name1, ?y, ?valid2, ?name2) 

Table 1. Examples of Inference Queries in SWRL 

Summarizing, the presented practical tool is capable of 
analyzing the logged VoIP data effectively in order to 
identify security inconsistencies, by exploiting our security 
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model. Although the analysis of the logged data is 
performed off-line, the processing time, as depicted in 
Figures 5 to 7, is about 500 ms (searching in 100 records).  

V. CONCLUSIONS AND FUTURE WORK 
The analysis of the logged data for critical real time 

applications like VoIP could be considered as a valuable 
tool for enhancing and improving the security level of the 
provided service. Furthermore, malicious messages that 
may bypass the underlying security mechanisms can not be 
identified or recognized through some different method. In 
this work we introduce a novel system that is able to 
analyze logged data in order to validate the accuracy of the 
employed mechanisms and the conformance with the 
corresponding security policy. In our future work we would 
like to consider a more holistic view for our model, 
incorporating Internet architecture protocols like UDP and 
IP, as well as modeling the corresponding security flaws. 
This will give us the opportunity to develop a multilevel 
formal model for automatically validating security policies 
in the Internet architecture. 
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