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Abstract: We report the results of a large-scale empirical study of web traffic. Our study is based on over
500 GB of TCP/IP protocol-header traces collected in 1999 and 2000 (approximately one year apart)
from the high-speed link connecting a large university to its Internet service provider. We also use a set
of smaller traces from the NLANR repository taken at approximately the same times for comparison. The
principal results from this study are: (1) empirical data suitable for constructing traffic generating models
of contemporary web traffic, (2) new characterizations of TCP connection usage showing the effects of
HTTP protocol improvement, notably persistent connectierng, (about 50% of web objects are now
transferred on persistent connections), and (3) new characterizations of web usage and content structure
that reflect the influences of “banner ads,” server load balancing, and content distribution. A novel aspect
of this study is to demonstrate that a relatively light-weight methodology based on passive tracing of only
TCP/IP headers and off-line analysis tools can provide timely, high quality data about web traffic. We
hope this will encourage more researchers to undertake ongoing data collection programs and provide the
research community with data about the rapidly evolving characteristics of web traffic.
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1. Introduction and Background

By any measured quantity — bytes, packets, or flows — web traffic has become the single largest con-
sumer of Internet resources [9, 25, 33]. Prior to the explosive growth of the web, applications such as
FTP, mail (SMTP), and news (NNTP) dominated the Internet. For those applications, user-oriented per-
formance metricse(g, response times) were much less important than they are today for web-based ap-
plications. This has profound implications for how network infrastructure and protocols are designed and
their performance evaluated. Good characterizations of how web traffic “looks” in the network are essen-
tial for networking experiments (either simulations or live testing in laboratory networks) investigating
end-to-end performance issues in the web. Usually this involves constructing a model of web traffic and
using the model to introduce synthetically generated web traffic into the simulation or laboratory network.
For example, a critical element of networking research involving the effect of TCP’s end-to-end conges-
tion-control mechanism, or router-based mechanisms such as RED, on web traffic is the generation syn-
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thetic web traffic for experiments [4, 8, 21, 29]. Paxson and Floyd [32] have presented compelling argu-

ments for the importance of using application-dependent but network-independent traffic sources layered
over (real or simulated) TCP implementations in such experiments. Constructing a traffic generator for

TCP applications depends ultimately on the availability of high quality measurement data that represents
application characteristics. In this paper we address this requirement for web traffic. We present the re-
sults of a measurement study that collected over 500 GB of TCP/IP headers in 1999 and 2000 from a
high-speed link connecting a major university campus to its Internet service provider.

While the primary motivation for our measurements was to provide the modeling foundation for generat-
ing synthetic web traffic, a secondary motivation was to provide new results on the effects recent versions
of the HTTP protocols are having on the characteristics of web traffic in the Internet. For example, meas-
urements of TCP connection usage for early versions of the HTTP protocols pointed to clear inefficien-
cies in design, notably the creation of a different TCP connection for each web object reference [26]. Re-
cent revisions to the HTTP protocol, notably version 1.1 [28], have introduced the congeptsistent
connectionsandpipelining Persistent connections are provided to enable the reuse of a single TCP con-
nection for multiple object references at the same IP address (typically embedded components of a web
page). Pipelining allows the client to make a series of requests on a persistent connection without waiting
for a response between each request (the server must return responses in the same order as the requests
are sent). As browsers and servers have migrated to support the 1.1 version of HTTP, there has been very
little data collected from production networks to show how these protocol modifications have changed the
usage and behavior of TCP connections. Our results show that HTTP 1.1 is already producing very sig-
nificant effects. We also show that other rapidly evolving developments such as the presence of “banner
ads,” server load balancing, and content distribution networks are influencing several observable charac-
teristics of the web.

A final motivation is related to methodology. Our approach emphasizes simplicity and a passive non-
invasive method of measuring — we used widely available packet-capture tools to gather traces consist-
ing only of TCP/IP headers, each timestamped with its arrival time. Using only the information in the
TCP/IP headers and knowledge of the TCP and HTTP protocol behaviors, we created trace-processing
tools to analyze individual TCP connections and reconstruct properties of the higher-level protocol
(HTTP) from the TCP segment headers. We explicitly decided not to capture HTTP protocol headers
mostly because of privacy concerns about tracing users’ data falling beyond the TCP/IP headalso

to reduce the volume of data in traces covering extended periods of time. We show that the use of rela-
tively straightforward methodology can produce timely, high quality data and we hope to encourage more
researchers to undertake ongoing data collection programs. If this happens, it will help provide the re-
search community with more data about the rapidly evolving characteristics of web traffic.

From the analysis of our trace data, as well as data acquired by NLANR during the same periods, we
make a number of observations about the evolving nature of web traffic, the use of the web, the structure
of web pages, the organization of web servers that provide their content, and the use of packet tracing as a
method for understanding the dynamics of web traffic. Specifically:

1|p addresses are made anonymous in our traces to remove privacy concerns related to identifying individual users.



 From a methodology standpoint, we conclude that a substantial and detailed analysis of HTTP re-
guest/response exchanges is possible given only the TCP/IP headers of packets sent from servers to
clients. Given only a unidirectional trace, one can discern transport protocol phenomena including the
effects of higher-level protocols (e.g., the use of persistent HTTP connections), as well as application-
level phenomena (e.g., the number of embedded objects per web page and the number of servers de-
livering this content). Moreover, these data can be quickly and cheaply obtained. The most recent
traces were acquired with commodity PCs and publicly available packet capturing software. We have
also developed a rich set of tools for processing unidirectional packet traces that enabled us to present
much of the data in this paper less than a month after the raw traces were &cquired.

* We conclude that traces of web traffic must be quite long (on the order of hours) in order to fully
capture the tail of the distribution for measures such as the size of responses from servers to clients.
We have observed that a very small number of responses from servers are multiple hundreds of
megabytes (some close to a gigabyte) and that the TCP connections carrying these responses can be
active for upwards of an hour.

* From a protocol usage standpoint, we observe that web traffic has declined recently as a percentage of
the total number of TCP connections recorded. For web traffic, 15% of all the TCP connections car-
rying HTTP request/response exchanges are persistent in the sense that they actually carry more than
one request/response exchange. These persistent connections deliver 40-50% of all the web objects
requested and these objects account for approximately 40% of all the bytes transferred. Thus, al-
though the fraction of connections that are persistent is small, their use represents a 50% reduction in
the total number of TCP connections required to deliver web content (compared to a similar environ-
ment in which persistent connections are not used).

 From an analysis of HTTP responses, we see that 65% of all web pages are constructed entirely by
responses from a single server while 35% of the pages receive content from two or more servers.
Close to 70% of the consecutive top-level page references go to an IP address that is different from
the address used for the previous top-level page reference. We conjecture that this reflects the in-
creasing trend of large organizations to manage their web sites with a “server farm” for load balanc-

ing.
 We also see an increase in the number of embedded objects per web page and an increase in the fre-

guency of smaller objects. This is possibly due to the pervasive use of “banner adds” and icons to
decorate pages. Overall the number of bytes transferred to deliver embedded objects is increasing.

« Overall we see a slight increase in the frequency of small response objects but a marked increase in
the size of the largest objects transferred. We find that the top 15% of object sizes account for 80% of
the bytes sent by servers (objects greater than 1 MB in size account for 25% of the bytes).

* From an analysis of HTTP requests we see novel uses of web requests to implement applications such
as “web email.” These uses result in a shift in the distribution of request sizes because files are being
transferred to servers.g, email attachments) in the context of an HTTP request.

The remainder of this paper is organized as follows. Section 2 reviews the literature in previous meas-
urement studies of network traffic in general and web traffic in particular. We also review the methods
used to gather and process network traces. Section 3 gives an overview of our measurement methodology
and presents summary statistics for the traces comprising our study. Section 4 presents our methodology
for reconstructing and analyzing HTTP connections given only the information contained in TCP/IP
headers. Section 5 presents the analysis of user browsing metrics such as think time. Section 6 gives our
analysis of the usage of TCP connections by HTTP including the effects of persistent HTTP connections.
Section 7 analyzes HTTP request and response sizes and Section 8 analyzes the structure of web pages in

21t is our intent to distribute both our tools and the data we have acquired (and are continuing to acquire).
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terms of objects, including distributions of top-level and embedded objects, and the number of servers
contacted per page. Finally, Section 9 comments of the use of these data in the generation of web traffic
for network simulation and testing.

2. Related Work

Two important measurement efforts that focused on application-specific traffic models, but which pre-
ceded the growth of the web, were conducted by Daetzad, [7, 13, 14], and by Paxson and Floyd [30,

31]. More recently, measurements to characterize web usage have become a very active area for research.
Because caching and content delivery are widely considered vital to the long-term viability of the web,
most of the high quality data currently available is focused on providing inputs to cache or content deliv-
ery evaluationse.g, [15, 16, 17, 19, 22, 35, 36]. For these studies, the critical data are traces or logs of
URL references, typically collected at proxies or servers. There is much less data available that is focused
on how web browsing behaviors by users result in the creation of network traffic. For networking studies,
the critical data are related to characterizing the TCP connections between web browsers and servers in
terms of connection establishment rates and the sizes and timing of exchanges of request and response
data.

Web traffic generators in use today are usually based on data from the two pioneering measurement pro-
jects that focused on capturing web-browsing behaviors: the Mah [23], and Crevalla[3, 5, 11, 12]

studies. Traffic generators based on both of these sources have been built into the widedynasedrk
simulator [6] that has been used in a humber of studies related to web-like gaffi¢21, 29]. These

models have also been used to generate web-like traffic in laboratory networks [4, 8]. For both sets of
measurements, the populations of users were highly distinctive and the sizes of the traces gathered were
relatively small. Mah captured data reflecting a user population of graduate students in the Computer Sci-
ence Department at UC Berkeley. His results were based on analysis of approximately 1.7 million TCP
segments carrying HTTP protocols. The measurement programs by Crovella and colleagues reflected a
user population consisting primarily of undergraduate students in the Computer Science Department at
Boston University and in aggregate represented around 1 million references to web objects. In addition,
both sets of data are now relatively old (especially as measured in “Internet time”) The Mah data were
collected in 1995 and the Crovellat, al, data in 1995 and 1998. It is especially important to note that
these studies were conducted before significant deployment of HTTP version 1.1 protocol implementa-
tions. For comparison, our study involved traces consisting of over 800 million TCP segments generated
by a user population of approximately 35,000 and representing the transfer of some 55 million web ob-
jects. Moreover, we have developed a capability for nearly real-time analysis of our data and, because of
this, half of the results we report here are based on data less than one month old.

We are aware of at least five projects involving the analysis of large-scale packet-level traces containing
web traffic. None of these projects have reported on any analysis of the traces to extract information com-
plete enough to create traffic generating models or characterize user browsing behavior. Gribble and
Brewer [22] in late 1996 collected 45 consecutive days of continuous traces from the dial-in Home IP
service for the UC Berkeley campus. Their traces comprise 24 million references to web objects from
over 8,000 unique clients. By using an on-line analysis tool they examined the HTTP request and re-



sponse headers as well as TCP/IP header information. While the primary focus of their study was on fac-
tors that would be of use to web cache designers (locality, cache-control headers, etc.) they also reported
some data on request interarrival times and mean sizes for HTML, GIF, and JPEG object types.
Balakrishnan,et al. [2], collected packet traces at the official web site for the 1996 Olympic Summer
Games. Their traces consisted of over 1.5 billion packets from 720,000 unique client IP addresses. Their
emphasis was on improving the performance of TCP protocols and algorithms when used to carry web
traffic. Their analysis of the traces, therefore, was concerned with issues such as TCP loss recovery, ACK
compression, receiver bottlenecks, and congestion control for multiple parallel connections. Cleteland,

al. [10] used traces of 23 million TCP connections for web browsing captured between November 1998
and July 1999 on a link connecting a Bell Labs internal network to the Internet. These traces were used to
develop a statistical model for generating TCP connection start times from web clients using a notion of
connection-rate superposition but they did not model other TCP connection characteristics or web
browsing behavior.

Researchers at the University of Washington have been collecting continuous traces on the switches that
are transited by all the university’s Internet traffic. They use custom trace software to identify TCP con-
nections carrying web traffic, extract HTTP headers from TCP segments, and log information parsed from
the headers. These data were used in two studies of web proxy caching [35, 36] both of which were based
on seven days of traces in 1999 that included over 82 million references to web objects from about 23,000
clients. Feldman [18] summarizes the results of over three years of large-scale trace-gathering projects
using PacketScope monitors (with special on-line analysis software to process HTTP headers) at several
locations in the AT&T WorldNet IP network. She reviews the many challenges faced in reconstructing
TCP connections from individual segments and reconstructing HTTP protocol characteristics from TCP
connections and HTTP headers (many of which we encountered with our own analysis tools). She also
presents a survey of several projects in web cache design and content compression that successfully used
these traces [15, 19, 20, 27].

Our approach is to use off-the-shelf hardware and publicly available packet capture tools. Privacy consid-
erations limit us from capturing more than the TCP/IP header, however, as we show below, with careful
analysis, significant and substantial data on protocol usage and the nature, structure, and distribution of
web content can be gleaned from just the TCP/IP headers. One drawback to our approach is that all proc-
essing of the traces is done off-line. This means that the length of traces is fundamentally limited by the
amount of disk space available, the packet arrival rate, and the bytes traced per packet. As a practical
matter this limited individual traces of TCP/IP headers to about one hour (we expect to soon add enough
disk capacity to trace over eight hour intervals). More elaborate hardware/software instrumentation that
supports continuous capture and real-time analysis has been developed elsewhere [18, 22, 24, 35]. For our
intended uses of the data, however, we believe our simpler approach represents a viable alternative to in-
strumentation embedded directly in browser software or to specialized tracing hardware and software that
analyzes entire packet contents (including user data) and logs the results. Both of these approaches pre-
sent significant barriers to widespread use. Given the rapidly falling prices and increasing sizes of PC
hard disks €.g, under $4.00 per GB for 60 GB disks), it is quite feasible to use very large pools of stor-
age for intermediate processing of TCP/IP header traces.



3. The Trace Data

The data used in our study are from two sources. The two largest trace collections were obtained by
placing network monitors on the high-speed link connecting our university campus network to the Inter-
net via our Internet service provider (ISP). This campus is home to a large public research-| university.
All units of the university including administration, academic departments, research institutions, and a
medical complex (including a hospital that is the center of a regional health-care network) all use a single
ISP link for Internet connectivity. The user population is large (over 35,000) and diverse in their interests
and how they use the web — including, for example, student “surfing” (and music downloading), access
to research publications and data, business-to-consumer shopping, and business-to-business purchases by
the university. In addition to the thousands of on-campus computers (the large majority of which are Intel
architecture PCs running some variant of Microsoft Windows), several units of the university operate
dial-in modem pools (total of about 250 ports) that are used by some students, faculty, and staff for access
from home. In effect, the university is a local ISP for this population, forwarding all Internet traffic to its
upstream ISP. There are only a handful of small proxy servers on campus so almost all the web traffic is
generated directly by browser actions. It is important, however, to remember that all web traffic we ob-
served represents only requests that could not be satisfied from local browser caches.

We used network monitors to capture traces of TCP/IP headers from all packets entering and leaving the
campus networkThe traces were collected during six one-hour sampling periods each day (periodic sam-
pling was necessary because of storage and processing capacity limitations given the high volume of
packets traversing this link). The one hour sampling periods were 8:30-9:30AM, 11:00-12:00 noon, 1:30-
2:30PM, 4:00-5:00PM, 7:30-8:30PM, and 10:00-11:00PM. These periods were chosen somewhat arbi-
trarily to produce four traces during the normal business day and two during non-business hours when
traffic volumes were still reasonably high. One set of traces consists of all the TCP/IP headers collected
during these sampling intervals over a seven-day period, in late September 1999. This seven-day period
provided a set of six traces from each of the seven weekdays for a total of 42 one-hour traces. This set of
traces will be referred to in this paper as “university-99.” The second set of 42 traces also consists of
traces taken at the same hours over a seven-day period, in late September 2000 (referred to as “university-
00"). This allows us to compare results from traces gathered approximately one year apart.

When the “university-99” traces were gathered, our campus was connected to the ISP by an OC-3 (155
Mbps) full-duplex, ATM link. This link carried all network traffic between the campus and the “public”
Internet (traffic between the campus and Internet 2 sites was routed over a separate OC-3 link). We placed
the monitor on the OC-3 link to the “public” Internet. The specific monitor used was the OC3mon devel-
oped initially at MCI for vBNS [1] and now distributed by CAIDA (CoralReef) [37]. This monitor was
passively inserted in the link using a fiber splitter to divert some light from the optical signal. The signal
is input to the receive port of an ATM interface card hosted in an Intel-architecture PC equipped with
large, high-performance hard disks. Because the link was full-duplex (two fibers) the monitor required
two ATM interface cards, each receiving the signal for one of the directions of transmigsjonbound

or outbound with respect to the campus). The OC3mon software ran on FreeBSD (version 2.2.8) and pro-
duced traces of timestamped entries giving the contents of ATM cells carrying the TCP/IP headers. The
trace entries for each interface were filtered into separate traces for the inbound and outbound traffic. We



also converted the OC3mon trace into the format usadgnumpusing a locally-modified version of a
tool, mon2dumporiginally developed at MCI. As a result of this conversion, the resolution of the time-
stamps was reduced to one microsecond.

A year later when the “university-00” traces were taken, the ISP link had been replaced by an OC-12 (622
Mpbs) path based on Cisco-proprietary DPT technology instead of ATM. Thus we could not use the same
monitoring tool we used for the 1999 traces. Fortunately, all the traffic between the campus and the Inter-
net traversed a single full-duplex gigabit Ethernet link from the campus aggregation switch to the edge
router with the DPT interface. In this configuration, both “public” Internet and Internet 2 traffic are co-
mingled on the one Ethernet link (the only traffic on this link is traffic to and from the ISP edge router).
We placed a monitor on this gigabit Ethernet by passively inserting a fiber splitter to divert some light to
the receive port of a gigabit Ethernet network interface card (NIC) set in “promiscuous” mode. Because
the link is full-duplex (two fibers) the monitor required two NICs, and each received the signal for one of
the directions of transmissiomnd., inbound or outbound with respect to the campus). The NICs were
hosted in an Intel-architecture PC equipped with large, high-performance hard disks. The operating sys-
tem for this monitor was FreeBSD (version 3.2) and an instance tfptthempprogram was run on each

of the interfaces to collect a trace of TCP/IP packet headers. Buffer space of 3 MB was allocated to the
bpf devices used bicpdumpin order to buffer transient overloads in packet arrivals. f€pdumppro-

gram reports statistics on the number of packets dropped. We found that in many traces no packets were
dropped and that the maximum number of drops in any trace was less than 0.02% (average of 0.004%
drops over all tracey)

In this paper we use data only from the traces of packets flowing into the campus network from the ISP
(“inbound” packets). Summary statistics for the inbound packets in the two sets of university traces is
given in Table 1. The volume of Internet data increased significantly between 1999 and 2000. Some part
of this can be attributed to the fact that the 2000 data includes both “public” Internet and Internet 2 traffic.
However, most of it is simply growth of Internet usage by the university population. While the number of
HTTP bytes flowing into the campus doubled between 1999 and 2000, web traffic actually declined as a
percentage of all TCP traffic. This is attributed to the sudden popularity didpsterapplication for
downloading audio files [39].

As a “sanity check” of our data, two considerably smaller sets of traces from the repository of traces at
NLANR were used for comparison [38]. This allowed us to both debug our measurement methodology
and verify that other university campuses see similar patterns of web traffic. (in Section 7 we comment on
some of the limitations the NLANR traces for our analysis.) The NLANR traces were gathered using the
OC3mon/Coral software described above. We selected from the NLANR repository two sets of traces
collected at approximately the same time periods in 1999 and 2000 as our university traces. Within these
time periods, we selected traces from sites that appeared to have relatively high volumes of traffic during
the sampling times used by NLANR. The set of traces we refer to as “NLANR-99” is composed of eight
traces from each of two sites (Merit-U. of Michigan, and the San Diego Supercomputer Center “com-

3 The OC3mon does not explicitly report dropped packets but halts with an error if the trace overruns the disk. This did not occ
in any of our traces.



Table 1 Summary data for the University and NLANR traces.

University-99 University-00 NLANR-99 NLANR-00
TCP Packet 525,258,293 1,872,964,615 16,919,364 18,656,630
% TCP Packet 85.08% 90.77% 84.66% 90.13%
UDP Packet 89,759,578 180,482,57p 2,681,268 1,596,875
% UDP Packet 14.54% 8.75% 13.42% 7.71%
HTTP Packet 232,245,911 602,183,175 9,263,705 7,617,906
% HTTP Packet 37.62% 29.18% 46.35% 36.80%0
Total Packet 617,333,998 2,063,351,175 19,985,154 20,699,713
TCP Byte 211,610,632,288 721,866,693,794 8,374,506,562 9,744,043,417
% TCP Byte 86.15% 89.84% 93.08% 95.85%
UDP Byte 33,760,062,473 80,921,395,625 480,644,915 385,298,496
% UDP Byte 13.74% 10.07% 5.34% 3.79%
HTTP Byte 138,050,696,899 278,484,679,015 4,198,123,465 3,351,340,432
%HTTP Byte 56.20% 34.66% 46.66% 32.97%
Total Bytes 245,636,674,456 803,493,236,871 8,996,799,288 10,165,498,893

modity connection”) all taken on September 19, 1999. Our “NLANR-00" set also consists of eight traces

from the same sites. These traces were all taken on September 28, 2000. Summary statistics for the
NLANR traces are also given in Table 1.

4. Analysis of TCP Connections

Because we have only traces of TCP/IP headers, all the statistics we report here have been derived from
analysis of these headers knowing their formats and the dynamic behaviors of the TCP and HTTP proto-

cols. The primary information used from the TCP/IP headers was the IP source and destination addresses,
the protocol number (to identify TCP segments), the source and destination ports, the TCP flags (to detect
SYN, FIN, and Reset), the data sequence number, and the acknowledgement (ACK) number.

The OC3mon tool used to gather the university-99 and all the NLANR traces puts an arrival timestamp on
each trace entry using a clock local to the ATM interface card that receives the data. Because the trace
entries from each direction of data flow on the full-duplex OC-3 link are timestamped with a different
clock, it is difficult to create a merged bi-directional trace in the correct order. Even though the Coral
software attempts to initialize the clocks on both interface cards to the same value, there is usually a ran-
dom initial offset between the clocks and the clocks may drift at different rates. Our attempts to produce
merged bi-directional traces by sorting on timestamps resulted in a large number of TCP connections with
obviously incorrect ordering(g, SYN+ACK before SYN) Fortunately, it is not necessary to merge

(or even use) both directions of data flow in order to infer important elements of the internal dynamics
within a TCP connection and reconstruct parts of the HTTP protocol.

Consider a trace consisting only of TCP/IP packet headers captured on the ATM interface receiving IP
packets arriving on the inbound path of the OC-3 link (to the university from its ISP). We first filter this
trace to pull out only those IP packets where the protocol field in the IP header designates TCP and the

4 Later versions of the Coral software have improved the bounds on clock synchronization.



sourceport field in the TCP header contains the value 80 (the normal HTTP server port). This produces a
trace of TCP/IP packet headers that were sent from Web servers somewhere in the Internet to Web clients
(browsers) located at the university. This filtered trace is then sorted on three keys in the following order:
source |IP address and port, destination IP address and port, and timestamp. This produces a time ordered
trace of TCP segments within each TCP connection (actually within unigue TCP connection address 4-
tuples; port reuse occasionally produces multiple TCP connections using the same 4-tuple within a trace).
The university-00 traces taken wittpdumpare handled the same way.

The HTTP protocol is asymmetric — the client always initiates the connection (sends the TCP initial
SYN segment). The server normally continues the connection establishment protocol by responding with
a SYN+ACK segment. This SYN+ACK segment should appear in our trace and its timestamp is used for
the beginning time of a TCP connection. Similarly the connection is considered to end when a FIN or Re-
set segment from the server is found in the trace. For the HTTP protocol, we are interested in the ex-
changes of data between the browser and server that occur within the TCP connection. Specifically, we
want to identify the first and last bytes of browser requests and the first and last byte of server responses.
For those cases where the TCP connection is used for more than one request/response pair (when both the
browser and server support persistent connections), we need to identify the beginning and end of requests
and responses for multiple exchanges between the browser and server. Pipelining complicates the identi-
fication of request/response exchanges in persistent connections and is discussed further below. Fortu-
nately the TCP protocol allows us to infer this information from examination of only the TCP segments
flowing from the server to the browser.

Consider the common case where the first TCP segments that flow on an established TCP connection are
the HTTP-request protocol elements sent by the browser. As the TCP protocol stack on the server re-
ceives the segment(s) comprising the request, it will send TCP acknowledgment sequence numbers
(ACKSs) indicating the in-order byte sequence it has received. These may be sent in segments containing
only an ACK or in segments containing an ACK and HTTP-response protocol elements plus the re-
guested object. The ACK may be sent immediately, delayed by up to 200 milliseconds, or be sent on the
next outbound data segment on that connection. The important observations are that the ACK value will
advance by an amount equal to the size of the request protocol elements and that all of the request mes-
sage will be ACKedho later thanthe first segment carrying any data for the corresponding response. The
size of the response is indicated by the amount the data sequence number advances in segments from the
server. In the case of persistent connections with more than one request/response exchange, we will see an
alternating pattern of advancing ACK values followed by advancing data sequence numbers from the
server. Some examples from our traces should aid in understanding these observations. Shown in Figures
1 and 2 below are examples fraopdumpof the by-far most common cases, one that is not a persistent
TCP connection and one that is.

In Figure 1, the first segment from the server following the SYN+ACK segment acknowledges 334 bytes
of request and contains the first 1,460 bytes of the response. In the following segments, the data sequence
numbers advance to 4,818 (the size of the response) with no further changes in the ACK values. In Figure
2, the first segment from the server following the SYN+ACK segment acknowledges 304 bytes of re-
guest. In the next segment, the ACK number does not advance but the data sequence number does indi-
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924200314.823839 xxx.yyy.128.6.80 > aaa.bbb.38.4.1080: S 998480228:998480228(0) ack 3850385 win 8760 1460>
924200315.117611 xxx.yyy.128.6.80 > aaa.bbb.38.4.1080: P 1:1461(1460) ack 335 win 8760

924200315.812598 xxx.yyy.128.6.80 > aaa.bbb.38.4.1080: . 1461:2921(1460) ack 335 win 8760

924200315.812721 xxx.yyy.128.6.80 > aaa.bbb.38.4.1080: P 2921:4381(1460) ack 335 win 8760

924200316.360468 xxx.yyy.128.6.80 > aaa.bbb.38.4.1080: P 4381:4818(437) ack 335 win 8760

924200331.938448 xxx.yyy.128.6.80 > aaa.bbb.38.4.1080: F 4818:4818(0) ack 335 win 8760

Figure 1: tcpdumpT CP connection trace for a non-persistent HTTP connection with
one request/response exchange.

924200313.814433 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: S 1343529051:1343529051(0) ack 2062207851 win 32736
924200313.997334 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . ack 305 win 32736

924200314.099386 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: P 1:1461(1460) ack 305 win 32736
924200314.180664 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . 1461:2921(1460) ack 305 win 32736
924200314.611830 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . 2921:4381(1460) ack 305 win 32736
924200314.845951 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . 4381:5841(1460) ack 305 win 32736
924200314.953118 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . 5841:7301(1460) ack 305 win 32736
924200315.250695 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . 7301:8761(1460) ack 305 win 32736
924200315.718471 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: P 8761:9502(741) ack 305 win 32736
924200330.989115 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . ack 609 win 32736

924200331.291394 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: P 9502:10962(1460) ack 609 win 32736
924200331.811170 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . 10962:12422(1460) ack 609 win 32736
924200332.216693 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: . 12422:13882(1460) ack 609 win 32736
924200332.663373 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: P 13882:15161(1279) ack 609 win 32736
924200347.307346 uuu.vvv.46.83.80 > xxx.yyy.130.45.1038: F 15161:15161(0) ack 609 win 32736

Figure 2: tcpdumpT CP connection trace for a persistent HTTP connection with
two request/response exchanges.

cating that the initial request was 304 bytes in size. The data sequence numbers advance in all later seg-
ments until times24200330.989115 when we find an ACK-only segment that advances the ACK sequence
number and indicates the first response (which has a length of 9,502 bytes) has ended and a new request
has begun. In the next segment, the ACK number does not advance but the data sequence number does
indicating that the second request was also 304 bytes (609 — 305) in size. In the following segments, the
data sequence numbers advance with no further changes in the ACK values. The size of the second re-
sponse is 5,659 bytes (15,161 — 9,502).

Fundamental to all of this is the observation that a server should not be sending data in response to a re-
guest unless that data is accompanied or preceded by an advance in the ACK sequence covering receipt of
the request segments. Similarly, any new data segment sent by a server that follows or is accompanied by
an advance in the ACK sequence number is assumed to be a response to the request that caused the ACK
sequence to advance. Put another way, response segments (a sequence number advance) mark the end of a
request and ACK advances mark the end of a response. Of course other events such as FIN or Reset can
mark ends also. A request’s start time is the timestamp on the trace entry containing the first advance in
the ACK field following the connection establishment or a sequence of response segments. A response’s
start time is the timestamp on the trace entry containing the first advance in the sequence number field
following a sequence of request segments. A response’s ending time is the timestamp on the trace entry
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that last advanced the data sequence number before the response ended (a new request starts, a FIN is
sent,etc). Similarly, a request is considered to end at the timestamp on the last trace entry of the request.

All of this would be quite straightforward if it were not for all the ways real TCP connections deviate
from such well-behaved traceéfRetransmissions and segment reordering in the network disturb this use

of advancing (ACK or data) sequence numbers to mark requests and responses. In traces of TCP seg-
ments, the data sequence numbers may not be monotonically increasing. In some cases, such as re-
orderings or retransmissions of data-only segments in a response, this presents no problem since only the
highest sequence number seen is used. The length of a response in a persistent connection can be com-
puted as the difference between the (largest) sequence at the end of one response and the (largest) se-
guence at the end of the subsequent response.

Reordering of ACKs (especially in data-carrying segments) presents problems since boundaries between
requests and responses may be missed which can result in overstating or understating request and re-
sponse sizes. ACKs should be monotonically increasing so the length of a request in a persistent connec-
tion can be computed as the difference between the ACK value marking the end of one request and the
ACK value marking the end of the next request. Unfortunately, out-of-order segments can cause ACKs to
appear to “go backward.” For segments without data (ACK only), simply ignoring the “backward” ACK

is fine. For persistent connections, out-of-order ACKs in segments carrying response data can lead to in-
correct results. Each case of suspected ACK ordering that might lead to erroneous request or response
lengths was recorded for off-line investigation. In the university traces, we found about 4,900 instances of
connections with out-of-order segments ordered such that the analysis tool could not make an unambigu-
ous decision. We examined a random sample of several hundred of these cases and found that less than
half were analyzed incorrectly. Thus we believe that the very small percentage (less than 0.005 %) of in-
correct values included in the data has no appreciable effect on the results.

Pipelining introduces the possibility of errors in determining the lengths of requests and responses. As
long as the server TCP stack receives all the request segments generated in a pipeline before it sends the
first response segment, the entire pipeline of requests will be treated as one (larger) request. Similarly, as
long as the server sends all the response segments for a pipelined response before receiving segments for
a new client request, the entire pipeline of responses will be treated as one (larger) response. This inflates
the sizes of requests and responses and deflates the number of exchanges per persistent connection. If a
pipeline of requests did overlap with (one or more) responses or vice versa, the analysis tool may calcu-
late the sizes of individual requests and responses incorrectly. Our detailed examination of a substantial
number of traces from persistent connections found no obvious indications of overlapped pipelines, an
observation that correlates well with the findings in [34] that pipelining is not widely implemented.

A final complication arises from the fact that our traces cover specific intervals of time. This means that
at the beginnings and ends of the traces we find incomplete TCP connections (5-7% of the total connec-

5 We describe here only the “expected” exceptional behaviors related to loss, retransmissions, and reordering; the truly bizarre
sequences that our analysis tools unearthed are fortunately so rare that completely discarding those connections dbes not effec
the results.
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tions in the university tracBs We have excluded from our analysis any data that was made ambiguous
by missing the beginning or end of the TCP connection.

5. User and Web Content Characterizations

Our traces do not include any part of the user data carried in TCP segments. Because we do not have ac-
cess to any of the HTTP protocol headers, we must use heuristics to infer characteristics of user and
browser behavior from the analysis of TCP connections. The first step in this process is to aggregate TCP
connection traces by unique client IP addresses (the unique IP destination addresses found in our traces
filtered for source port 80). We then create a time-sorted summary of the TCP connection activity be-
tween each individual client and the server(s) that client used. We assume that in the vast majority of
cases a client IP address identifies a single human user running one or more browser instances on a per-
sonal computer or workstation. Although we know that there are times when multiple users concurrently
run browsers on a shared compute server (single client IP address), we believe this to be rare on our cam-
pus where there is basically one computer for each Internet user. The time-sorted summary of TCP con-
nections used by a client contains the connection start times, the server IP address for each connection,
the beginning time and size in bytes of each request in all connections, the beginning and ending times of
each response along with its size, and the ending time of the connection. We then use this time-ordered
information to infer certain characteristics of activity by the user or the browser software.

Using a heuristic approach similar to those developed originally by Mah [23] and Barford and Crovella
[3], we attempted to identify points in each client’s activity that is likely to mark a request for a new (or
refreshed) page. We use the term “page” as a convenient label for a web object referenced in a “top-level”
sensej.e., it is not referenced through interpreting references found internal to some other @lgject (
embedded references in HTML). We also use the term “object” synonymously with a response from a
web server. Server responses that are error repags 404 — Not found”) are counted as objects (or
pages) in this discussion. We assume that page references normally occur after some period of idle or
“think” time at the clientge.g, the time a user spends digesting the contents of one browser display and
selecting a link to (or entering) a new page reference. This same model of a page request following an idle
period also captures the behavior of periodically refreshed pages.

We define an idle period heuristically by examining the time-ordered set of TCP connections used by a
client. We identify periods in which the client either has no established TCP connections or where no es-
tablished connection has an active request/response exchange in progress. We consider a request/response
exchange to be active from time the request begins until the corresponding response ends. If any such pe-
riod persists for longer than a time threshold, it is classified as an idle period. We found empirically that a
threshold of 1 second works well for distinguishing idle periods (as did Mah and Barford and Crovella). It

is important to note that this approach works only on traces for which we can be reasonably certain that

all the TCP connections for a given browser appear in the traces. Since the NLANR traces have no infor-
mation about where clients are located relative to the monitoring point, we perform this analysis only on

6 We found about 20% of the connections in the NLANR traces to be incomplete because of the short (90 second) trace dura-
tions.
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Figure 3: Cumulative idle (“think™) time distribution.

the university traces where we know the clients are located on (or dialed into) the campus network and the

servers are located somewhere in the Internet. Figure 3 shows the distribution of idle periods greater than

one second observed in the university data. There are no appreciable differences between the 1999 and
2000 results; 60% of idle periods are between 1 and 10 seconds and approximately 90% of idle periods

are less than 10 minutes.

We consider the initial request/response exchange following an idle period to be for the “top-level” page
object (typically HTML) and all the subsequent request/response exchanges before the next idle period to
be for the “embedded” object references (if any) within the initial page object. The server IP address in-
volved in the request/response exchange for the top-level page object is considered tprineatiie

server for the page. All server IP addresses not equal to the primary IP address involved in subsequent
request/response exchanges for objects related to that page are considerazhtprimaryservers. Em-

bedded objects may come from either the primary server or from non-primary servers.

6. TCP connection usage

We have implemented a suite of tools for processipgumpformatted traces that produce statistical

data to characterize TCP connection behaviors as observed in the 1999 and 2000 traces from the univer-
sity and NLANR. We first present results concerning the usage of persistent and non-persistent connec-
tions. Our classification of a TCP connection used in HTTP as persistent reflects actual usage characteris-
tics, not whether the browser and server using the connection have used the HTTP protocol to establish a
persistent connection. Our definition is thuseffective persistencehat is, whether or not a TCP con-

nection is actually used for multiple request/response exchanges. A TCP connection is considered persis-
tent if it is actually used for two or more request/response exchanges. All TCP connections used for one
request/response exchange are considered non-persistent. This means that TCP connections in which the
browser and server have enabled a persistent connection but make only one request/response exchange
are considered non-persistent. Partial connections (normally at the beginning and end of traces as dis-
cussed above) and those terminated without any exchanges are not counted.

Table 2 gives summary information about how TCP connections are used in the web. While 15% or fewer
of all TCP connections are effectively persistent, they are now used for 40-50% of all object references
representing about 40% of all bytes transferred. This means that persistent connections now have a sig-



Table 2: Summary data for TCP connections used in the web.
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University-99 University-00 NLANR-99 NLANR-00
Users Browsing 140,552 244,025 36,245 27,598
Top-level Objects 3,722,038 6,586,547 N/A N/A
Embedded Objects 14,799,560 30,836,389 N/A N/A
% Embedded Objects 79.90% 82.40% N/A N/A
Non-Persistent Connections 9,620,971 17,672,258 261,185 187159
Persistent Connections 1,551,642 3,152,326 34,282 29,896
% Persistent Connections 13.89% 15.14% 11.60% 13.77%
Unclassified Connections 577,517 1,513,872 58,440 64,083
% Unclassified 4.91% 6.78% 16.51% 22.79%
Objects on Non-Persistent 9,620,971 17,672,258 261,185 187,159
Objects on Persistent 8,280,849 17,497,714 153,179 140,192
% Objects on Persistent 46.26% 49.75% 36.97% 42.839
Bytes on Non-Persistent 66,522,598,025 124,665,042,556 1,490,813,422 991,967,768
Bytes on Persistent 45,471,488,454 84,205,017,825 680,123,628 550,485,402
% Bytes on Persistent 40.60% 40.41% 31.33% 35.69%

nificant influence on the dynamics of TCP connections for the web. Put another way, the number of TCP
connections required for web traffic is now approximately 50% lower than it would have been with the
original HTTP protocol. Figures 4 and 5 show the distributions of the number of request/response ex-
changes for persistent connections. Over 60% of persistent connections are used for three or more re-
guest/response exchanges and 10% carry more than ten. As Figure 5 shows, some TCP connections carry
more than 100 request/response exchanges.

Figures 6 and 7 show the usage of TCP connections for all the elements of a web page (both top-level and
embedded objects). Figure 6 is the distribution of unique TCP connections used in requesting all the ob-
jects for a page. Around 55% of all pages are fetched using two or more unique TCP connections (which
may be any mix of persistent and non-persistent connections depending on the capabilities of the server
and browser at the endpoints of the connection). Around 50% of all pages required 2-10 unique TCP con-
nections. The number of uniqgue TCP connections used for a page is a result of complex factors including
the number of objects in the page, the number of servers holding the objects for the page, the number of
concurrent TCP connections the browser opens to each server, whether the client and server support per-
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sistent connections, and how aggressive they are about keeping persistent connections active over multi-
ple pages. Figure 7 shows that in some cases several hundred connections are used for a single page. Fig-
ure 8 gives the distribution of unique server IP addresses per page. While about 65% of all pages can be
obtained from a single server IP address, about 35% require connections to 2-10 different IP addresses
(and rarely as many as 100 IP addresses). We believe these results are a reflection of the ways page con-
tent is obtained dynamically from a number of sources including banner ads from agency sites and con-
tent that has been explicitly distributed to content seneegs Akamai).

7. Request and Response Data Sizes

We now consider the sizes of individual request and response elements of the HTTP protocol as identified
by our analysis tools. Figures 9, and 10 show the distribution of request sizes. Request sizes are defined in
our analysis as the number of bytes sent by the browser in a single request/response exchange as ex-
plained above. As expected, over 90% of the requests are between 100 and 1,000 bytes in size. The most
surprising feature of this distribution, however, is the tail (see Figure 10) which indicates the presence of
some very large requests, especially in the 2000 traces. Table 3 shows the sizes of the 10 largest requests
in each of the trace collections. Sizes of the very largest requests are significantly bigger in the 2000
traces. We have looked more closely at how these very large requests arise (which are larger than one
would expect from submitting forms with web browsers). An interesting example we found was the use
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Table 3: Sizes in bytes of the ten largest requests in each set of traces.

University-99 University-00 NLANR-99 NLANR-00
3,212,320 8,610,634 94,266 141,924
3,252,718 8,752,959 96,056 155,241
3,315,157 8,758,838 99,500 173,031
3,555,055 10,216,308 112,345 214,756
3,573,932 11,055,604 143,560 216,984
3,674,698 11,187,714 149,608 218,724
4,302,188 14,393,587 352,256 271,408
5,166,961 14,815,754 358,928 450,927
8,025,483 19,526,090 487,359 504,412
9,389,131 33,120,413 926,994 974,561

of web-enabled email, specifically users of Yahoo email, that send email messages with large attach-
ments. In one trace, a user sent email with an approximately 500K attachment producing a request of that
size but eliciting a response from the Yahoo server of only 2.2K bytes. We speculate that as browsers be-
come more widely used as interfaces for web-enabled applications such as email, large request elements
will become more significant.

The requests over 1,000 bytes in size already represent a non-trivial contribution to the total bytes trans-
mitted as requests. Figure 11 shows the cumulative percentage of total bytes in requests as a function of
request size. Figures 12 and 13 zoom in on request sizes between 100 and 1,000 bytes and above 1,000
bytes, respectively. These plots clearly show the growing contribution of large requests to the total vol-
ume of request bytes in the university and NLANR traeeg, (over 20% of the request bytes come from
requests larger than 1,000 bytes in the university-00 traces). There has been a noticeable change from
1999 to 2000 (5% of the bytes were in requests larger than 10,000 bytes compared to 3% in 1999).

Response sizes are defined in our analysis as the number of bytes sent by the server in a single re-
guest/response exchange as explained above. Figure 14 gives the overall distribution of response sizes
while Figures 15 and 16 zoom in on the distributions of sizes between 100 and 100,000 bytes and those
larger than 50,000 bytes, respectively. Overall we find that about 85% of the responses observed were

10,000 bytes or less. These distributions also indicate some potentially interesting shifts between 1999

and 2000 in the proportions of responses in the range of 200 bytes to 10,000 bytes. In both the university
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Table 4: Sizes in bytes of the ten largest responses in each set of traces.

University-99 University-00 NLANR-99 NLANR-00
50,719,045 206,245,341 4,550,940 4,533,040
54,018,012 336,847,821 4,600,268 4,637,561
55,836,918 451,132,232 4,878,659 4,703,281
67,856,932 476,597,590 4,926,040 4,726,020
71,942,389 478,029,615 5,511,166 4,924,580
84,533,622 485,477,754 5,613,872 5,005,312
85,885,308 496,845,215 6,388,668 5,053,449
95,492,044 559,874,428 6,435,388 9,087,873
99,618,720 828,097,371 7,723,409 10,229,998

135,294,044 940,341,530 8,463,773 10,611,470

and NLANR data, we see some shift to a greater proportion of smaller response objects. For example, in
the university-99 traces about 47% of responses were 1000 bytes or smaller while in the 2000 traces,
about 53% of the responses were 1000 bytes or less. Data from future years will be needed before deter-
mining if there is a definite shift in the relative proportions of object sizes in the 200-10,000 byte range.

For response sizes greater than 50,000 bytes, we found that the very largest objects increased significantly
in size. This probably reflects the increasing use of HTTP instead of FTP to distribute lar§@ ditds .4

shows the sizes of the 10 largest response elements in each of the trace collections. The sizes of the very
largest responses in the university traces are bigger in 2000 by a factor of 4-7 while there appears to be no
change for the NLANR traces. The sizes in the NLANR traces are smaller by almost two orders of mag-
nitude. We believe that much of this difference in the NLANR data is not due to real changes in the sizes
of responses but is an artifact of the tracing environment. This illustrates an important methodological
point — the ability to collect data on very large response objects is influenced by the trace interval and
link speeds. In the case of the NLANR traces, the nominal trace interval of 90 seconds is just too short to
capture large responses entirely. For the university traces, it is likely that tracing for one hour on a giga-
bit-speed link results in a greater chance of observing larger responses than tracing for one hour on an
OC-3 link. It will be interesting to see if the sizes of the very largest responses increase when we trace for
eight hours or more on gigabit-speed links.

We found significant differences in the distributions of response sizes for top-level and embedded objects.
Figure 17 shows the overall distributions of top-level and embedded object sizes from the university
traces while Figures 18 and 19 zoom in on portions of the response size range. We see clear indications
that top-level objects tend to be larger than embedded objects. For example, about 30% of top-level ob-
jects are larger than 10,000 bytes while only 10% of embedded objects are. About 50% of top-level ob-
jects are smaller than 2,000 bytes while 70% of embedded objects are smaller than 2,000 bytes. This ob-
servation is consistent with the number of complex web pages we all see that are composed with embed-
ded objects for icons or advertisements. Figure 18 shows indications of a year-to-year trend toward larger
proportions of smaller objects in the range of sizes between 100 and 10,000 bytes.

7 One specific example is CD images for software distribution (e.g., Linux releases)
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While we have found that 85% of all responses are 10,000 bytes or less, these responses account for only
about 20% of the bytes actually transferred from servers to clients, while responses larger than 100,000
bytes represent over 35% of the bytes transferred from servers. Figures 20, 21, and 22 give different
views of the cumulative percentage of total bytes in responses as a function of response size. Figure 20
gives the overall contribution of different response sizes to the total bytes returned by servers. The
NLANR traces are quite similar to the university traces except above 100,000 bytes where the truncated
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trace intervals limit the observation of large responses. There is a clear influence of the larger response
sizes in the 2000 university traces when compared to 1999. In Figure 21 we see evidence that larger ob-
jects account for a higher proportion of the total bytes transmitted on non-persistent connections. Figure
22 confirms our observation that top-level objects are larger than embedded objects and also indicates
embedded objects larger than 10,000 bytes may be increasing in size year-to-year. For example, only 10%
of the total bytes from top-level objects are from objects smaller than 10,000 bytes while about 30% of
the bytes from embedded objects are from those smaller than 10,000 bytes.

8. User Activity and Web Content Structure

We now report briefly on interesting results that provide some insight into how users access web objects
and how web content is distributed among servers. In interpreting these data it is important to keep in
mind that all the web traffic we observed represents only objects that could not be obtained from local
browser caches-igure 23 gives the distribution of top-level page requests per “user” observed in the
traces. A “user” is defined as a unique client IP address and the same IP address in different traces is
counted as a different user. We counted 140,522 users for the 1999 traces and 244,025 users in 2000. A
slight majority of users were observed to make more than 10 top-level page requests in the one hour trac-
ing intervals. There were some users, however, (about 5%) that made more than 100 page requests in one
hour. We also observed a slight trend between 1999 and 2000 for users to make fewer requests. Figure 24
gives the distribution of consecutive top-level page requests by a given user to the same server IP address.
About 68% of the consecutive top-level page references by the same user go to a different server IP ad-
dress than the immediately prior reference. We believe these results reflect the basic organization of web
servers for a web site into “server farms” for load balancing and content distribution.

Web page structure is reflected in Figure 25 that shows the distribution of objects (top-level plus embed-
ded) per page. While the proportion of quite simple pages is large (70% of pages are 3 or fewer objects),
there are significant numbers of pages with complex structure. It is again important to keep in mind that
many objects in pages that a user views often may be cacheable and not be included in these traces.
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9. Generating Synthetic Web Traffic for Network Simulations and Laboratory Experiments

Our goal here is to sketch a simple design for a Web traffic generator that uses the data presented here to
create realistic web traffic. This model is based solely on the characteristics observed about TCP connec-
tions and does not depend on characterizing features that are more directly related to application data or
usage such as pages and embedded objects. The traffic generating program based on our models simply
initiates TCP connections at the desired arrival rate based on the work by Cletedhridee [10] for the

details of generating TCP connection start times). For each TCP connection, a critical influence on its
behavior is the round-trip time (RTT) along the path(s) between the two end-points. We assume that the
association of the connection with a path between two endpoints depends on the particular simulated or
experimental environment and can be handled as an extension to the generator sketched here. Typical
ways of selecting the path are based either on the desired distribution of path RTTs or on the desired dis-
tribution of traffic loads over paths in the network.

When the TCP connection is started, a random choice between persistent and non-persistent connection
types is made using the data in Table 2. If the connection is to be non-persistent, a request size and a re-
sponse size for the single exchange are chosen by sampling from the distributions plotted in Figures 9 and
14, respectively. The appropriate number of bytes is transferred in each direction by whatever means is
used in the network (real or simulated) for injecting application data — typically by socket write calls.
The connection is then closed. If the connection is to be persistent, the behavior is slightly more compli-
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cated. A number of request/response exchanges is selected for the connection by sampling from the dis-
tribution plotted in Figure 4. To generate each request/response exchange, a request size and response size
are chosen by sampling from the distributions plotted in Figures 9 and 14, respédiiitedy. all the ex-

changes selected for this persistent connection are completed, the connection is closed.

Using the data reported here, we can also construct a traffic generating program using Mah’'s modeling
framework based on user document requests and document structure [23]. The necessary distributions in
addition to those discussed above are plotted in Figure 3 (Mah’'s “think time”), Figure 24 (Mah'’s “con-
secutive document retrievals”), and Figure 25 (Mah’s “document size"). Figures 3, 14, 24, 25 also repre-
sent distributions that are elements of the modeling framework used by Barford and Crovella [3, 4].

10. Summary and Conclusions

By any measure, web traffic is the single largest identifiable consumer of bandwidth on the Internet. A
contemporaneous characterization of web traffic is therefore important for driving network simulations
and live testing of network components such as congestion control mechanisms. While previous models
of web traffic have been presented in the literature, it is important to continually re-populate these models
with new data and update the models to account for the evolution of protocols and their use. We are advo-
cating the use of a lightweight measurement methodology for gathering these data based on capturing
TCP packet headers. The method balances the tradeoff between ensuring the privacy of users and gather-
ing sufficient data to capture the HTTP protocol dynamics. We have developed a sufficient set of tools for
processing multi-gigabyteepdumpfiles to create distributions of the major structural elements of an
HTTP connection. We have conducted two measurement studies of HTTP traffic arriving at the ingress
router on the campus of a major research university. We compare the characteristics of traces of HTTP
connections recorded during September and October in 1999 and 2000. We also compare our traces to set
of similar (but smaller) traces acquired by NLANR during the same periods as our traces.

From the analysis of our trace data, and the NLANR data, we draw a number of conclusions about the
evolving nature of web traffic, the use of the web, the structure of web pages and the organization of web
servers that provide their content, and the use of packet tracing as a method of understanding the dynam-
ics of web traffic.

From a methodology standpoint, we conclude that a substantial and detailed analysis of HTTP re-
guest/response exchanges is possible given only the TCP/IP headers of packets sent from servers to cli-
ents. Given only a unidirectional trace, one can discern transport protocol phenomena and the effects of
higher-level protocol usage such as the use of persistent HTTP connections, as well as application-level
phenomena such as the number of embedded objects per web page and the distribution of servers deliv-
ering this content. We believe that future traces of web traffic must be considerably longer (on the order
of hours) in order to fully capture the tail of the distribution for measures such as the size of responses
from servers to clients.

8 Browser induced delays between request/response exchanges on a persistent connection can also be modeled, if needed, using
distributions which have been derived from the traces but not presented here.
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From a protocol usage standpoint, we observed that 15% of all the TCP connections carrying HTTP re-
guest/response exchanges are persistent in the sense that they actually carry more than one re-
guest/response exchange. These persistent connections deliver 40-50% of all the web objects requested
and these objects account for approximately 40% of all the bytes transferred. Thus, although the fraction
of connections that are persistent is small, their use represents a 50% reduction in the total number of TCP
connections required to deliver web content (compared to a similar environment in which persistent con-
nections are not used).

From an analysis of HTTP responses we see that 65% of all web pages are constructed entirely by re-
sponses from a single server while 35% of the pages requested receive content from two or more servers.
Close to 70% of the consecutive top-level page references go to an IP address that is different from the
address used for the previous top-level page reference possibly representing the impact of large organiza-
tions managing their web sites with a “server farm” for load balancing. We also see an increase in the
number of embedded objects per web page but a decrease in frequently occurring sizes. This is possibly
due to the pervasive use of “banner adds” and icons to decorate pages. Overall the number of bytes trans-
ferred to deliver embedded objects is increasing.

Overall we see a slight decrease in the frequently occurring sizes of response objects but a marked in-
crease in the size of the largest objects transferred. The largest 15% of object sizes account for 80% of the
bytes transferred from servers. From an analysis of HTTP requests we see novel uses of web requests to
implement applications such as “web email” that result in a shift in the distribution of request sizes be-
cause files are being transferrezlg, email attachments) in the context of an HTTP request. This also
gives rise to HTTP request/response exchanges in which the request is orders of magnitude larger than the
corresponding response.

Researchers interested in repeating our study on their campus or enterprise network may find copies of
our tcpdumpprocessing and analysis toolshdtp://www.xxx.yyy.zz2/The empirical distributions re-

ported here are also available in a form suitable for generating random variates in traffic generators.
Sample traffic generating programs are also available at this site.
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