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Abstract—Efficient server selectionalgorithms reduceretrieval time for
objectsreplicatedon different servers and are an important componentof
Internet cachearchitectures. This paper empirically evaluatessix client-
side server selectionalgorithms. The study compares two statistical al-
gorithms, one using median bandwidth and the other median latency, a
dynamic probe algorithm, two hybrid algorithms, and random selection.
The server pool includesa topologically dispersedsetof United Statesstate
government web servers. Experiments were run on three clients in dif-
ferent cities and on different regional networks. The study examinesthe
effectsof time-of-day, client resources,and server proximity. Differences
in performance highlight the degreeof algorithm adaptability and the ef-
fect that network upgradescan have on statistical estimators. Dynamic
network probing performs aswell or better than the statistical bandwidth
algorithm and the two probe-bandwidth hybrid algorithms. The statistical
latency algorithm is clearly worse,but doesoutperform random selection.
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I . INTRODUCTION

Distributed systemsrely on replicatedobjectsand services
to improve performanceandreliability. For example,popular
World WideWebsitesareoftenreplicatedatmultiplelocations,
andsystemsarebeingdesignedto sharecachedobjectsacross
theInternet[1][2][3][4]. Whenobjectsarereplicatedor cached
on multiple servers,theclient would like to selecta server that
offers fast responsetime. However, fluctuationsin network
congestionandserver loadmake it difficult to predictresponse
times,especiallyduringbusy timesof day whennetwork load
is theheaviest. Thepurposeof this studyis to compareclient-
basedmethodsfor serverselectionontheInternetandtoexplore
factorsthatinfluencetheireffectiveness.

Server selectionalgorithmsandtheir correspondingperfor-
manceestimatesareapplicableto areasotherthanWebcaching
and replication. Multimedia content providers could offer
clients a choice of contentfidelity for different estimatesof
transferrates. As an illustration, a client-sidemonitor could
useperformanceestimatorsto negotiatea videofidelity suchas
imageresolutionin orderto maintainafixedframeratefor real-
timedisplay. In mobilenetworkingapplications,changesin re-
sponsetime for a client-serverconnectiondependuponcurrent
clientlocationaswell asserverloadandnetworkcrosstraffic. A
mobileclientcouldbenefitfrom adynamicmethodof selecting
serversasits locationchanges.

Selectioncriteria, or performanceestimators,fall into three
classes: static, statistical, and dynamic. Static estimators
arebaseduponhardwareresourcesandconfiguration,suchas
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numberof hops,connectionbandwidths,andserver hardware.
Theseestimatorstake into accountresourcecapacity, but not
availability or contention. Responsetime, however, depends
uponbothresourcecapacitiesandloads.

Statisticalestimatorsare computedfrom pastperformance
datasuchas latenciesand bandwidths,thereforethey reflect
typical levels of contentionfor a server andthe network con-
nection.Statisticalestimatorsarelessreliablewhenthedataex-
hibit high variability, asobservedfor Internettraffic andHTTP
server loads[5][6]. Whenvariability is high, more measure-
mentsarerequiredto determineareliableestimatorof expected
value. Evenwith a reliableestimator, thehigh variability pro-
duceslargeerrorsin performancepredictions.For theWeb,this
problemis compoundedby thefact that latenciesdependupon
time-of-day, andbandwidthdependsuponbothtime-of-dayand
file size[7]. Still, previouswork suggestsmedianlatenciesor
bandwidthsmightbeaviablemethodfor serverselection[8][9].
Our experimentsincludetwo statisticalalgorithms,onebased
uponmedianlatency andtheotheruponmedianbandwidth.

Dynamicor run-timeestimatorsusesmall probesto detect
currentnetwork and/orserver conditions. Probesprovide an
estimateof currentresourceavailability, but cannotincludeall
performancefactors.For example,aping probemeasuresnet-
work latency but doesnot measureserver delay or the effect
of droppedpacketson TCP/IPmechanisms.Anotherproblem
arisesif conditionsfluctuatemorerapidly thanthetime for the
documenttransfer. In this case,the conditionsmeasuredby a
dynamicprobewill not extendover thelifetime of thetransfer.
Finally, probescanaddrun-timeoverhead,bothin termsof traf-
fic andelapsedtime. Ourexperimentincludesadynamicprobe
algorithmthatreflectsnetworkandTCP/IPstackconditions,but
notHTTPserver load.

Algorithms for site selectionmay rely on a combinationof
estimators.Two algorithmsin thestudyarehybridsthatcom-
binea statisticalbandwidthestimatorwith a dynamicnetwork
probe. We anchorthe study with a sixth algorithmthat uses
randomselectionto pick theWebsite.

I I . RELATED WORK

Server selectionmethodsfall into four categories: router,
DNS,server-sideandclient-sidemethods(seeTableI). Thispa-
perfocuseson client-sidemethodsin which theclientsor their
proxiesselectthe servers. Client-sideselectionis appropriate
whenthegroupof serversis heterogeneousor widely dispersed
acrossthe network. Conversely, server-side selectionmeth-



TABLE I

CLASSIFI
�

CATION AND EXAMPLES OF SERVER SELECTION METHODS. RTT

IS NETWORK ROUND TRIP TIME, BW AND LATENCY ARE STATISTICAL

ESTIMATORS DERIVED FROM HISTORIC DATA

Category Selectionmetrics Example Ref.

Client-side geography, hops Push-caching [15]
RTT ICP, NLANR [2][16]
BW SPAND [17]
random,server load SmartClient [18]
prior responsetime empiricalstudy [19]
hops,RTT, BW simulationstudy [20][21]
hops,RTT, latency empiricalstudy [9]
RTT, BW, latency empiricalstudy thiswork

Server-side server load HTTPRedirect [8]
IP addressrewrite [14]

DNS round-robin RR-DNS [12][13]

Routers routermetric IPv6Anycast [10][11]

odsfocuson server clusters. Server clusterstypically contain
memberswith similar resourcesanda sharedlocal network. In
clusters,the primary concernis balancingrequestload across
servers: whenresourcesareequalandthe load is balanced,a
clientreceivessimilarresponsetimesfromall servers.Onepop-
ular approachfor loaddistribution usesDNS aliasing[12][13].
A site is assignedmultiple IP recordsin the local DNS table.
Uponreceivingatranslationrequest,theDNSBind programse-
lectsfrom amongtheserecordsin a roundrobin fashion(DNS-
RR). While simple,DNS-RRoffersonly crudeloadbalancing
andis oftencombinedwith aserver-sidemechanism.In server-
sidemechanisms,clientssendrequeststo adispatchingmodule
that trackscurrentload conditionsandassignsserversaccord-
ingly. The dispatchermay direct a client to the chosenserver
via an HTTP Redirect[8]. Alternatively, the dispatchermay
changeIP addresseson all incomingpacketsto routethemto
the appropriateservers [14]. This algorithmrequiresthe dis-
patcherkeeptrackof all the site’s TCP streams,earningit the
nameTCProuter.

The last category of server selectionmethodsrelieson net-
work routers. IPv6 allows an Anycastaddressto be assigned
to oneor morenetwork interfaces.Routerschooseamongthe
interfacesby decidingwhich is “nearest”,wherenearestis de-
finedby a routermetricsuchashopcount. Theproblemwith
Anycastlies in determininga routermetricthateffectively pre-
dicts userresponsetime: several studieshave shown that, in
general,hop countshows little correlationwith bandwidthor
responsetime[7][9][21]. Yoshikawa,etal.,arguethat“in many
casestheclient, ratherthantheserver, is theright placeto im-
plementtransparentaccessto network services”[18]. They pro-
posea generalimplementationframework for client-sideselec-
tion knownastheSmartClient. Thisis similarto work by Bhat-
tacharjee,etal. onapplication-layerAnycasting[22]. Bothsys-
temsareflexible enoughto incorporatedifferentselectionmet-
rics, asareseveraldistributedWebcachingdesigns[1][3][23].
Consequently, all are complementaryto this study and could
benefitfrom theresults.

The studiesmostsimilar to this paperareclient-sideselec-
tion studiesby CarterandCrovella[20][21], Seshan,etal. [17],
andSayal,etal. [9]. CarterandCrovellausetrace-drivensimu-
lation to compareHTTPtransfertimesfor selectionalgorithms
basedupongeographicaldistance,hopcount,ping probes,and
an availablebandwidthprobecalledcprobe. They find the
fastesttransfertimesareobtainedfor thedynamicping algo-
rithm andfor analgorithmthatcombinesping with cprobe
data.CarterandCrovella concludecprobe is unsuitableasa
dynamicprobebecauseof its high overhead,both in termsof
timeandnetwork traffic. However, cprobe providesinforma-
tion similar to bandwidthestimatorsderivedfrom historicdata,
soresultsin [20] augmentfindingsfor statisticalbandwidthal-
gorithms.In theSPAND project,Seshan,etal.,passivelycollect
bandwidthdatafor transfersfrom a server to all clientson the
local LAN [17]. They show observedbandwidthsarereason-
ably stable;that is, 90%of theobservedbandwidthsarewithin
a factorof 4 of thepredictedbandwidth.However, they do not
reporttotaltime,nordothey comparetheirstatisticalbandwidth
predictorto othermetrics. Sayal,et al., directly compareper-
formanceof differentselectionmetrics,but they useHTTP“re-
questlatency” asa cost function insteadof responsetime [9].
Consequently, their resultsindicateonly that past requestla-
tency is thebestpredictorof currentrequestlatency, anddonot
necessarilyextrapolateto total responsetime. Further, [20] and
[9] reportmetricsusingmeans,and[17] usesbandwidthmeans
andstandarddeviationsfor theselectioncriteria.

This paperexpandsupon the relatedstudiesby presenting
resultsfor differenttimes-of-dayandfor clientsondifferentre-
gional networks, and by examining the relative costsof con-
nectionestablishment,readlatency, and bandwidth. We also
describethedistributionsof connectiontimes,latencies,band-
widths, andtotal responsetime, andexplain why medianand
semi-interquartilerange(SIQR)aremoreappropriatestatistics
thanmeanandstandarddeviation for bothstatisticalestimators
andtheperformancemetric.

I I I . SERVER SELECTION ALGORITHMS

Fromtheclient’s perspective, userresponsetime is thesum
of DNS lookup,connectionestablishment,readlatency, andre-
mainingreadtime:�������	��

��������������������������� ���!�#"$����%&��'��)(*��(*�,+

(1)

where
���	��


is the DNS lookup time,
�&�-�.�!�������

is the time to
establisha TCP/IPconnection,

� ����� ���!�#"
is thetime from send-

ing the requestto receiving the first packet of the reply, and��%&��'��)(*��(*�,+
is the time to receive the remainingreply packets.

DNSlookupexercisestheDNShierarchyandis independentof
server load. It canbe avoidedif the client knows the server’s
IP addressthroughcachingor anindependentmetadatatransfer
mechanism[1][3]. For thesereasonswe ignoretheDNS term.
Connectiontime dependsuponnetwork latency andthewait in
theserver’sapplicationqueue.Readlatency includestheserver
delayincurredretrieving theobjectfrom disk,plusnetwork de-
laysdueto transmissionlatency of theobject’sfirst datapacket.



Theremainingreadtimedependsuponavailablebandwidthfor
the client-server connectionanduponserver load. Resultsin
SectionV show

��%&�/'0�1(2��(*�,+
dominatesresponsetime for mod-

eratefile sizes.However, all four componentsdependuponnet-
workconditionsand,asweobserved,cancausepathologicalbe-
havior whenpacketsaredroppedby congestednetwork routers.
UsingEq.1, thesix selectionalgorithmsin this experimentare
definedasfollows:

Random: Selecta server randomly.

Latency: (statistical) Selectthe server with lowest median
latency,

� ����� ���!�#"
, in prior transfers.

BW: (statistical) Selectthe server with fastestmedianband-
width in prior transfers,wherebandwidthis354 � 687�9#:,;���<��� �����#"=�
��%&��'��)(*��(*�,+?> (2)

Probe: (dynamic) Senddynamicprobesto all servers and
selectthe first to reply. Immediatelyrequestthe object from
thatserverwithoutwaiting for repliesfrom otherprobes.

ProbeBW: (hybrid) Consideronly @ serverswith the fastest
medianbandwidths.Senddynamicprobesto theseserversand
selectthe first to reply. Immediatelyrequestthe object from
thatserverwithoutwaiting for repliesfrom otherprobes.In our
experiments@ �BA

.

ProbeBW2: (hybrid) Senda dynamicprobeto all servers.
Upon receiving the first probereply, delay for half the reply
timeto seeif any otherserversrespondalmostasquickly. After
the delay, selectthe server with the fastestmedianbandwidth
amongthosewhohavereplied.

IV. METHODOLOGY

Thedynamicprobeusedin ourexperimentsis tcping, our
TCP/IPanalogyof thewell-known ping utility. SectionIV-F
describestcping in moredetail andexplains its advantages
over ICMP-basedprobessuchasping. SectionIV alsodis-
cussestheperformancemetricandfile sizenormalization,over-
headmeasurements,the client andserver sets,andcalibration
datafor thestatisticallatency andbandwidthestimators.

A. Performancemetricandfile sizenormalization

Client-sideselectionmethodsaredesignedfor asetof hetero-
geneous,topologically-dispersedservers,whoseresponsetimes
dependuponbothserver andnetwork effects. Evenfor homo-
geneousserversetswith well-balancedload,responsetimescan
differ significantlybecausenetwork routesbetweenthe client
andthe servershave differentbandwidthsandcongestionpat-
terns.Server loaddoesnot reflectroutedifferences,thereforeit
is notanappropriatemetricfor client-sidemethods,althoughit
canbe usedto compareserver-sideselectionmethods[8][14].
Conversely, high bandwidthconnectionsdo not guaranteefast
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Fig. 1. Effectof file sizeonHTTPbandwidth.Graphsshow HTTPGETsfrom
www.state.ca.us to UTSA atnight (top)andduringtheday(bottom).

responsetimesif the server hasa long queueor slow file sys-
tem.Theappropriatemetricfor client-sideselectionalgorithms
is userresponsetimebecauseit reflectsbothserverandnetwork
effects. Unfortunately, responsetimescannotbecompareddi-
rectly if objectsare of different sizes. Other researchersap-
proachthisproblemin severalways.Karaul,etal.,[19] measure
responsetimesbut restricttheirserversetto 10mirror siteswith
identicalobjects.In theSPAND project[17], theperformance
evaluationincludesdatafor many HTTP serversanddifferent
objectsizes,but usesbandwidthratherthan responsetime as
themetric. Sayal,et al., [9], alsouseanunrestrictedserver set,
but compareselectionalgorithmson the basisof latency and
disregardbandwidth. Ratherthan restrictingeither the server
setor themetric,our solutionis to normalizeresponsetime.

Let D be the measuredresponsetime for retrieving an ob-
ject of size E . Let FD be the computednormalizedtime to re-
trieve theobjectif it wereof size FE . To normalizetheresponse
time,wemeasureD andits componentsDHG�I.JKJMLONOP , DRQ,S�PTLOJKN�U , andDHV LOWXS�YZJMYZJK[ . We alsorecordthe total numberof bytes, E , and
numberof bytesin the first read, E Q�S�P*L�JKNOU . Assumingthe bit
ratefor remainingreadsis independentof file size,theresponse
timenormalizedto referencesize FE is:

FD]\^DHG<I/JKJMLONOP�_`DRQ,S�PTLOJKN�UX_`D V L�W-S�Y2JKY2J1[ a FEcb`E	Q�S�P*L�JKNOUEcb`E Q�S�P*L�JKNOUed (3)

How valid is the assumptionthat post-latency bandwidthis
independentof file size? In the absenceof traffic congestion,
thesliding window andslow startmechanismsof TCP/IPtend



to producehigherbandwidthsfor larger objects. Under con-
gestedconditions,the packet dropsand timer expirationsre-
duce this effect. To test the validity of this assumption,we
measureddownloadtimesfor variousfiles betweenindividual
client-server pairs. Fig. 1 plots bandwidthfor remainingread
packetsasafunctionof file size.Althoughthegraphsshow only
oneclient-serverpair, they arerepresentativeof othermeasured
pairs. During nightsandweekendswhen the network is qui-
escent,bandwidthtendsto increasewith file size(Fig. 1, top).
However, duringthedaywhenthenetwork is busy, bandwidth
appearsindependentof file size(Fig. 1, bottom).This indicates
normalizationis valid for busyperiods,but it mustberestricted
to small sizerangesfor quiescentperiods.Fortunately, we are
most interestedin high traffic periodswherethereis the most
needfor performanceimprovement.

B. Overhead

Dynamicandhybrid algorithmsincludenetwork communi-
cation, thereforethey are likely to have higheroverheadthan
statisticalalgorithmswhichrely solelyuponlocal tablelookup.
To insurefair comparisons,theoverheadis measuredandadded
to thenormalizedtime:F�&f �.� ��g � F�c�
��h�i �/j�kM���)l > (4)

C. Clientsandservers

The server selectionexperimentswere run concurrentlyon
clients at three Texas universities(seeTable II). Although
clientsarelocatedin thesamestate,they arein differentcities,
areconnectedto differentregionalnetworks,andusedifferent
primaryInternetbackbones.All have T1 or betterconnections
to theInternetandaccessedthesamesetof serversin theexper-
iment. To modela widespreadcachingor replicationsystem,
the server set needsto be distributed acrossthe country and
acrossInternetbackbones.Also, serversshouldbe stableand
reasonablywell-connected.To fulfill theseconditions,we con-
structedtheserversetfrom official World WideWebserversfor
stategovernmentsin theUnitedStates,www.state.**.us,
where** denotesthe statepostalabbreviation. We also in-
cludedtwo specialservers that arenearthe clients,both geo-
graphicallyandtopologically, andwhichhave fastroutesto the
clients.By dividing serversinto nationalandnearbysubgroups,
we can vary the probability of having the object at a nearby
server andobserve how differentselectionalgorithmsrespond.
Fig. 2 shows the locationsof the threeclientsand42 servers
usedin thestudy. A few stateswereomittedbecausethetestob-
jectmovedduringthecalibrationor experimentmeasurements,
or becausethe server did not respondto tcping probes(see
SectionIV-F).

D. Measurementsessions

A measurementsessionbegins by randomly picking ten
uniquecandidatesfrom the pool of 42 servers. The candidate
setmodelsa groupof replicatedmirror sitesor cacheservers
which have copiesof the desiredobject. As regional servers
might returnobjectsmorequickly thanmostnationalservers,
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Fig. 2. Locationof servers(S)andclients(C).

TABLE II

CLIENTS: TEXAS A& M (A& M), UNIVERSITY OF HOUSTON (UH), AND

UNIVERSITY OF TEXAS AT SAN ANTONIO (UTSA).

A&M UH UTSA

Regionalnetwork tx-bb.net verio.net the.net
Primarybackbone BBN Planet Verio Sprint
High perf. network vBNS vBNS none
Operatingsystem Solaris2.6 Solaris2.6 Solaris2.6

Linux 2.0.30

Calibrationperiod 12/98- 3/99 12/98- 2/99 12/98- 3/99
Calibrationmeas. 3309 3839 7178

Experimentperiod 3/99- 5/99 3/99- 5/99 3/99- 5/99
Experimentsessions 1630 1710 1720

Image Day 290 276 242
Image Night 914 852 907
HTML Day 110 159 86
HTML Night 316 423 485

Connectfailurerate
Day 0.009 0.008 0.008
Night 0.007 0.008 0.008

Readfailurerate
Day 0.003 0.003 0.025
Night 0.001 0.001 0.001

the probability of including oneor moreregional serverswas
fixed at 25% for all experimentsexcept thosewhich explic-
itly investigatedtheeffect of nearbyservers. This wasaccom-
plishedby using different selectionprobabilitiesfor regional
and nationalservers. Within a session,eachselectionalgo-
rithm choosesa server from thecandidateset,andtheprogram
immediatelydownloadsthe object from that server, recording
numberof bytes,algorithmoverhead,connectiontime, readla-
tency, andremainingreadtime. A sessionloopsover the six
selectionalgorithmsin randomorder, pausingthreeminutesbe-
tweenalgorithmmeasurementsto avoid creatingnetwork con-
gestion.Oneproblemwe constantlyencounteris thehighvari-
ability of repeatedmeasurements.In many caseswe observed
thatwhenmorethanonealgorithmwithin a sessionselectsthe
sameserver, themeasureddownloadtimesoftendiffer substan-
tially, with no obviouspattern.In orderto fairly comparealgo-
rithmsandeliminatethisnoise,theanalysisusesthefirstsession
downloadtime for aserver for all algorithmsin thesessionthat
selectthatserver.



Theexperimentconsistedof over1600measurementsessions
spanninga five weekperiod. TableII lists thenumberof mea-
surementsessionsfor eachclientundereachexperimentalcon-
dition, togetherwith failure ratesdue to connectionrefusals,
connectiontimeouts,and readtimeouts. If the download for
any algorithmwithin asessionfailed,theentiresessionwasex-
cludedfrom the analysis.This hadlittle effect, asconnection
andreadrequestsfailed infrequently. Connectionfailuresoc-
cur in 0.7%to 0.9%of themeasurements,andareindependent
of bothclient andtime-of-day. Readfailure ratesaretypically
evensmaller, rangingfrom 0.1%to 0.3%,exceptduringtheday
atUTSA wheretheratewas2.5%.

E. Determiningbandwidthandlatencypredictors

Statisticalselectionalgorithmsrequirehistoricdatato deter-
mineperformanceestimatorssuchaslatency or bandwidthme-
dians. In this experiment,we collectedcalibrationdataprior
to running the selectionexperiment,ratherthan continuously
updatingtheestimatorsduringtheexperiment.Thecalibration
dataconsistof severalthousandHTTP downloadsfor thesame
client-server pairsusedin the selectionexperiment. The dis-
tributionsof latency andbandwidthfor individual client-server
pairsarehighly skewed,with extremelylong, flat tails andex-
hibit largevariability. Becauseof theskew, we usethemedian
latenciesandbandwidths,ratherthanthe means,asstatistical
estimators[24]. Bothtime-of-dayandfile sizeeffectsareappar-
entin thecalibrationdata,and,asFig.1 shows,thesefactorsin-
teract.Thissuggeststhatdifferentstatisticalestimatorsbecom-
putedfor differenttimesof dayandfile sizecombinations.For
this experiment,we usedtwo time-of-daycategories,(Day and
Night), andtwo file sizecategories(ImageandHTML ). Com-
biningcategoriescreatesfour experimentalconditions:Image–
Day, Image–Night, HTML–Day , and HTML–Night . The
Day categorycontainsdatafor MondaythroughFriday, 9 amto
5 pm, andtheNight category containsall othertimes. HTML
files aresmall text files, normalizedto 6 KB. Imagefiles are
largerGIF andJPGfiles,normalizedto 50 KB. Thecalibration
andselectionexperimentusedoneHTML andone imagefile
from eachserver. Median latenciesand bandwidthsfor each
client-server pair undereachof the four conditionswerecom-
putedfrom thecalibrationdata.In theselectionexperiment,the
statisticalandhybrid algorithmschecktime-of-dayandobject
type,thenusetheappropriateestimatorfor currentconditions.

F. tcping

For dynamicalgorithmswe useour own probe,tcping,
which sendsa TCP SYN packet to an unusedport on the
server and listensfor a TCP RST reply. This involvesa sin-
gle roundtrip exchangeof TCP headerpackets. By contrast,
the standardping utility usesthe ICMP protocol to sendan
ECHO REQUEST datagramto the server’s echoport andlis-
tensfor theECHO RESPONSE[25]. BecauseICMPdatagrams
aresentover raw sockets,ping requiresroot privilegeto ex-
ecute.OnUNIX systems,thispermissionis grantedto usersby
settingthe accessmodeof the executablefile. Using TCP/IP

insteadof ICMP givestcping thefollowing advantages:
1. tcping is calledasa userfunction. Conversely, users

programscall ping by invoking a system() kernel call,
which forks a new executionshell and incurscontext switch-
ing overhead.
2. A userprogramcan sendconcurrenttcping probesto

multiple serversandmonitor their replies,allowing clients to
rundynamicselectionalgorithmswithoutroot accessor mod-
ificationof theserver.
3. tcping exercisesa portion of the TCP protocol stack,

thereforeit includesan elementof TCP/IPperformancein its
measurement.

For security reasons,some servers or their firewalls do
not sendECHO RESPONSEdatagrams,renderingping use-
less. Likewise, some may not send TCP RST replies for
unusedports, which renderstcping useless. Of the 50
www.state.**.us servers, five did not respondto ping
andfivedidnotrespondtotcping. Two casesoverlapped;that
is, two serversdid notrespondto eitherping ortcping. One
methodfor combiningsecurityfeatureswith dynamicprobing
would be to install a probeport on the server. A server probe
portcouldalsoreturninformationaboutcurrentloadon theap-
plication server, thusproviding a simple,low-costmethodfor
includingloadbalancingin client-sideselectionmethods.

V. RESULTS

For eachalgorithm, the responsetime distribution exhibits
largeskew, long, flat tails, andhigh variability. This is not sur-
prising,asthesearethesamecharacteristicsobservedin thecal-
ibrationdatafor repeatedmeasurementsof a singleobject,and
areconsistentwith resultsof otherresearchers[26]. As with la-
tency andbandwidthestimators,theskew andoutliersin these
distributions make medianthe preferredindex of central ten-
dency andsemi-interquartilerange(SIQR) thepreferredindex
of dispersion[24].1 Meanandstandarddeviation areinappro-
priatefor responsetimebecausethey arehighly sensitive to the
extremeoutliers found in responsetime distributions. Fig. 3
comparesperformanceof the selectionalgorithmsat the three

client sitesusingtotal responsetime F��f �.� ��g
. Thesebargraphs

show resultsfor the four file sizeand time-of-daycategories.
TableIII reportsmediansandSIQRstatisticsfor total response
time and for its componentterms. Becauseboth typical re-
sponsetime andits variability areimportantquality-of-service
issuesto theclient,it is importantto notewhichalgorithmshave
low medianandlow SIQRvalues.FromthebargraphsandTa-
ble III, weobservethefollowing:m Probingis better than statisticalalgorithmsat reducingre-
sponsetime:

Randomn Latencyn BW o ProbeBW2n ProbeBWo Probe
slowestprq fastestm All algorithmshave low overhead.s

SIQRis one-halfthedifferencebetweenthe75%and25%percentiles.
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Fig. 3. Medianresponsetime, FDutHI/P*S�v , for the server selectionalgorithmsat
A&M (top),UH (middle),andUTSA (bottom).

m Whenthe network is quiescent,thereis little differencebe-
tweenalgorithms.m Randomhasthehighestvariability and,in mostcases,Probe
hasthelowest.m Latencyperformsworsethanany algorithmexceptRandom.m Thehybrid algorithms,ProbeBWandProbeBW2, do not im-
proveuponthesimpleprobealgorithm.m Probeis markedlysuperiorto BWat A&M, but lesssoat the
othertwo clients.We explain this in SectionV-D.

A. Overhead,connection,latency, andreadtimes

TableIII reportsmediansof elapsedtime, in seconds,for al-
gorithmoverhead,connectionestablishment,andreadtimenor-
malizedto a 50KB referencesize.Thenormalizedreadtime is

TABLE III

RESPONSE TIMES (SEC) FOR FE = 50KB, M-F 9AM-5PM .

Algorithm
f,wux.y{z#|8y~}.� f,�R�O�1� y~�{� Ff,�uyO}/� Ff�� � �*}.�

med med SIQR med SIQR med SIQR

A&M
Random 0.00 0.2 0.2 5.2 7.6 5.6 8.3
Latency 0.00 0.1 0.1 3.5 4.4 4.4 5.3
BW 0.02 0.1 0.1 2.3 3.2 3.0 3.5
ProbeBW 0.08 0.1 0.0 1.1 2.0 1.3 2.0
ProbeBW2 0.06 0.1 0.0 1.4 2.1 3.7 2.2
Probe 0.08 0.1 0.0 0.9 1.2 1.1 1.4

UH
Random 0.00 0.1 0.1 9.6 10.3 10.1 10.7
Latency 0.00 0.1 0.0 5.9 5.2 6.3 5.3
BW 0.02 0.1 0.0 4.4 4.4 5.0 4.6
ProbeBW 0.07 0.1 0.0 2.3 5.6 3.5 5.8
ProbeBW2 0.05 0.1 0.0 3.7 5.4 4.6 5.8
Probe 0.06 0.1 0.0 2.9 5.9 3.8 5.9

UTSA
Random 0.00 0.7 0.8 28.4 25.9 30.3 26.7
Latency 0.00 0.2 0.3 12.6 13.8 14.2 15.5
BW 0.00 0.2 0.2 10.7 11.4 11.5 12.3
ProbeBW 0.20 0.2 0.1 12.5 12.4 13.5 13.4
ProbeBW2 0.17 0.2 0.1 12.7 12.4 13.8 13.0
Probe 0.19 0.2 0.0 10.7 10.6 11.2 11.2

themeasuredlatency plus thenormalizedremainingreadtime
asdefinedin Eq.3:FD V LOS8� \^DHQ�S8PTL�JKNOU?_`D V L�WXS�YZJMYZJK[ a FE�b`E Q,S�PTL�J1N�UE�b`E	Q,S�PTL�J1N�U d (5)

TableIV displaystherelative fractionsof total time, F� f �/� ��g
,

attributableto overhead,connection,latency, and normalized
remainingreadtime. Thesefractionswereobtainedby comput-
ing fractionsfor eachmeasurementandtakingmediansoverall
measurements.Thesmallestcontributioncomesfromoverhead.
Overheadfor statisticalalgorithmsis insignificantbecausethey
rely uponlocal tablelookup.Overheadfor dynamicandhybrid
algorithmsusingtcping areonly slightly higher, with medi-
ansrangingfrom20to70msatthetwo better-connectedclients,
andfrom 40to 200msattheotherclient. Interestingly, connect,
latency, andremainingreadtimestendto follow thesamealgo-
rithmperformanceorderastotaltime. TableIV showsthat,after
correctingfor overhead,their relative contributionsarenearly
constantacrossalgorithms.For example,selectingserversran-
domly tendsto resultin longerconnecttimesthanthosefor the
otherfiveselectionalgorithms.Randomalsoproducedthemost
pathologicallylong connecttimes, while Probe producedthe
fewest: 29 of the 5060measureddownloadsfor Randomhad
connecttimesof over ten seconds,ascomparedto 21 for La-
tency, 18 for BW, and6 for Probe. Thesamepatternshold for
latency andnormalizedreadtime.

Although the median fractions in Table IV are relatively
constant,all componentsexcept

� h�i �/j�kM���)l
contribute outliers

whoseabsolutevaluesfar exceedthe mediantotal response
time.2 For example,severalconnectiontimestook between70�

The numberandmagnitudeof outliersarelimited by timeoutvalues. Our
experimentsusea 5 secondtimeoutfor tcping, 90 secondsfor connect,and
10minutesfor read.



TABLE IV

FRACTION OF TOTAL RESPONSE TIME (MEDIANS).

Algorithm Fractionof total time FractionignoringOverhead� wHx/y~z#|�yO}/� � �R�O�1� y~�{� �/� }/�*y � �{� � �Hy~��}�� � � �M� � �R�~�K� yO� � �/� }��Ty � � � � �Hy{��}/� � � �K�
Image - Day

Random 0.00 0.03 0.04 0.90 0.03 0.04 0.90
Latency 0.00 0.03 0.04 0.90 0.03 0.04 0.90
BW 0.00 0.03 0.05 0.88 0.03 0.05 0.88
ProbeBW 0.03 0.03 0.06 0.81 0.03 0.07 0.86
ProbeBW2 0.06 0.03 0.06 0.78 0.04 0.07 0.86
Probe 0.03 0.03 0.07 0.80 0.03 0.07 0.86

Image - Night
Random 0.00 0.07 0.09 0.84 0.07 0.09 0.84
Latency 0.00 0.07 0.08 0.85 0.07 0.08 0.85
BW 0.00 0.07 0.10 0.82 0.07 0.10 0.82
ProbeBW 0.06 0.06 0.09 0.77 0.06 0.10 0.83
ProbeBW2 0.12 0.06 0.09 0.71 0.07 0.10 0.82
Probe 0.07 0.05 0.08 0.77 0.06 0.09 0.84

and90 seconds,ascomparedto mostmediantotal timesof un-
der 20 seconds. In general,we find distributions of connect
time, latency, andremainingreadtime exhibit the samelarge

skewsandlong, low, flat tails as F� f �.� ��g
. We attributetheskews

andlong tails to droppedpacketsandthe resultingTCP/IPre-
transmissionsandwindow adjustments.

B. Time-of-dayeffects

Differencesbetweenserverselectionalgorithmsarefarmore
pronouncedduring busy daytimehoursthan for quieternight
andweekendperiods. This reflectsboth the effect of network
load on the algorithms,and the periodicity of Internettraffic
load. Internettraffic andserver loadsincreasein themornings,
decreasein late afternoon,and are much lower on weekends
than during the week. To simplify the analysis,we separate
datainto only two time categories,Day andNight, choosing
boundaryhoursof 9 amand5 pm CST. Thecutoff hourswere

chosenby plottingmediansof F� f �.� ��g
vs. time-of-dayfor week-

day data,andobservingthehourswhere F��f �/� ��g
risesandfalls

sharply(seeFig. 4). In the remainderof this paper, we con-
centrateon resultsfor thelarger Image files duringDay hours,
wherewaits arelongerandperformanceimprovementis most
needed. The two hybrid algorithmsalways performedworse
than Probe and betterthan Latency. Theseare omitted from
Fig. 4 for thesake of clarity.

Hourly plotsof elapsedtime point out animportantfact: the
performancesof theselectionalgorithmmaintaintheir relative
orderasthe load changes.With minor exceptions,the curves
donotcross,implying thatasloadchangesclientsneednotuse
differentalgorithmsto achieveoptimalperformance.

C. Pathological delays

Onegoalof server selectionalgorithmsis to significantlyre-
ducethe numberof pathologicallylong wait times. As noted
in SectionV-A, connecttime, latency, andremainingreadtime
caneachbe responsiblefor pathologicallylong delays. Many
long delayscannotbepredictedby pastconnection,latency, or
bandwidthmeasurements,nor by tcping probessentimme-
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Fig. 4. Effect of time-of-dayon the selectionalgorithmsfor Image files at
A&M (top),UH (middle),andUTSA (bottom).
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Fig.5. Cumulativedistributionsof FDutHI/P*S�v for Imagefiles( FE�\����)��� ), M-F
9amto 5pm,at A&M (top),UH (middle),andUTSA (bottom).

diatelyprior to thedownload.In rarecases,theserver with the
lowesthistoric latency, highestpreviousbandwidth,andfastest
tcping probetimedout on a connectionrequest,or took tens
of minutesratherthansecondsto deliver thefile. To determine
whichalgorithmsbestreducepathologicalbehavior, weplot the
cumulative distribution function(CDF) of total responsetimes
for eachalgorithm(Fig. 5). Onceagainwefind thesameorder-
ing of algorithmperformance:ProbeandBWtypically produce
the fewestpathologicalcases,Randomproducesthemost,and
Latencyturnsin anintermediateperformance.TheCDFcurves
for hybridsProbeBWandProbeBW2arecloseto thatfor Probe
andareagainomittedfor clarity.

CDF curvesalsoallow us to compareperformancedistribu-
tionsat clientswith differentconnectionbandwidths.We com-
pareacrossclientsby drawingaverticalline to markthemedian
time for Random, then readingcumulative distribution values
for other algorithmsat that client. Alternatively, we can ex-
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Fig. 6. Bandwidtherrorsfor individual measurements.

pandor contractthe horizontalaxis accordingto the ratiosof
Randommedians.A&M’ smediantime for Randomis approxi-
matelyhalf thatof UH, andone-sixththatof UTSA. Whenwe
scalethetimeaxesby theseratios,theCDFcurveshavesimilar
shapes,indicatingthealgorithmshavesimilarperformancedis-
tributionsat differentclients.Thedistribution tails of thealgo-
rithmsarenotnoticeablylonger, lower, or flatteratmorepoorly
connectedclients,Consequently, if analgorithmproducesfew
pathologicaloutliersat oneclient, it will likely producesfew
pathologicaloutliersatall clients.

D. Effectof networkmodifications

The effectivenessof statisticalalgorithmssuchas Latency
andBW is limited by theaccuracy of their calibrationdata. If
thenetwork connectionbetweenaclientandserveris upgraded,
statisticalalgorithmswill underperformuntil their calibration
dataareupdated.This problemis illustratedin the resultsfor
A&M. Subsequentto calibration,a high speedconnectionwas
establishedbetweenA&M andthe University of TexasMedi-
cal Centerin Houston,a memberof the server set. A second,
lessdramaticimprovementwasmadeto a connectionbetween
A&M andanotherserverin theset.BecauseBWandLatencyre-
lied uponstalebandwidthandlatency data,they did notchoose
thesetwo serversasoftenasthey shouldhave,andconsequently
did not performaswell at A&M asthey did at the other two
clients.Theupgradedserversstandout whenbandwidtherrors
areplottedagainstthe calibrationbandwidth,as in Fig. 6. In
thisgraph,bandwidtherrorfor the � �{k measurementis givenby�����,���K(�� 3`4¡( p 354¢�#��gZ(T£~j���� (*�.� > Datapointsabovetheupper
diagonallinehaveameasuredbandwidthovertwicethecalibra-
tion bandwidth.At 38 KB/s, thereis a verticalsmearof points
well above this upperline, anda shorterseriesof pointsat 9
KB/s. Thesepointsflag the two upgradedconnections,whose
identitywaseasilydeterminedby referringto calibrationdata.

E. Importanceof nearbyservers

In this section, we investigatethe importanceof locating
cachesor otherservicesattopologicallynearbyserverswith rel-
atively fastnetwork connectionsto theclient. A topologically
nearbyconnectiondoesnot go throughan Internetbackbone
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or backboneexchangepoint. Theserver setincludestwo well-
connectedserverslocatedin the samestateasthe clients: the
Universityof TexasatAustinandtheUniversityof TexasMed-
ical Centerin Houston.All threeclientsconnectto thesenearby
serversthrougheitherregionalnetworksor vBNS.As explained
in SectionIV-D, eachsessionhasa25%probabilitythatits can-
didatesetincludesatleastonenearbyserver, or ¥ �§¦ >©¨!ª . How
might resultschangeif we hadchosena differentprobability?
To answerthis question,we examinedsessiondatato seeif a
sessionincludesat leastonenearbyserver and,if so, included
that sessionwith probability ¥ in the analysis. Fig. 7 shows
resultsfor ¥ �«¦

, 0.25,0.50,and1. ¥ �«¦
modelsthe case

whereno nearbyservershave a copy of thedesiredobject,and¥ �­¬
modelsthecasewhereat leastonenearbyserver hasa

copy. Theorderingfor mediantotal times®�¯ @�° ��± n�² ¯ 9#: @�³ 7 n 354µ´ ¥ �,� 6�:
holdsacrossprobabilities. For two clients,the ProbeandBW
curvesdropmoresteeply, while Latencyhasanalmostflat re-
sponse,indicatingProbeandBW aremoreefficient at finding
nearbyservers.At ¥ �¶¬

, themediantotal timesfor Probeand
BW fall to well undera secondat two clients,andunder3 sec-
ondsat thethird client. Comparedto randomselectionwith no
nearbyservers,thisexperimentobtainedanorder-of-magnitude
speedupby includingat leastonenearbyserverandusingProbe
or BW.

VI . CONCLUSIONS AND FUTURE WORKm Usedynamic probesinsteadof statistical estimatorsto se-
lect servers.

The principal conclusionof this studyis that client-sidese-
lection algorithmsshouldusesimplenetwork probesto select
servers, insteadof pastperformancedatasuchas latenciesor
bandwidths.ProbeclearlyoutperformsLatency, andperforms
aswell or betterthanBWunderall conditions.Dynamicprobes
are easyto implement,adaptautomaticallyto changesin the
network or server, andaddlittle traffic or delayoverhead.

Conversely, theseexperimentshighlight several disadvan-
tagesof statisticalalgorithms.Performanceof algorithmsthat
rely onstatisticalestimatorsis limited by theaccuracy andvari-
ability of the calibrationdata. Goodstatisticalestimatorsfor

Internetbandwidthsandlatenciesaredifficult andcumbersome
to obtainbecause1) clientsmustcollect datafor eachpoten-
tial server, 2) bandwidthandlatency dependupontime-of-day
andday-of-week,3) repeatedmeasurementsexhibit largeskew,
long tails,andhighvariability, and 4) estimatorsgostalewhen
network or server resourcesareupgraded.For truedistributed
cachingor in mobilenetworks, thecandidatesetmaybe large
anddynamic,makingit difficult to collectandmaintainstatis-
tical datafor eachpotentialserver. Time-of-daydependence
forcesclients to repeatcalibrationmeasurementsduring each
time category for eachserver. Bandwidth may also depend
uponfile size,necessitatingmoremeasurementcategories. If
measureddatawereconsistentandstable,this would not be a
problem.Unfortunately, theskew andvariability of latency and
bandwidthdistributionsrequireclientsto collectmany repeated
measurementsfor eachserverundereachcondition.Eventhen,
statisticalbandwidthandlatency algorithmsoftendo not select
a fastserver becausethesedistributionshave largespreads:the
moreserver distributionsoverlap,the poorerthe predictability
of theestimator. Becauselargevariability is aninherentfeature
of Internetlatenciesandbandwidths,it imposesa hardlimit on
theperformanceof statisticalalgorithms.Finally, statisticalal-
gorithmshave difficulty adaptingto bothoutagesandupgrades
in the server or network. We saw the consequencesin our re-
sults for A&M, wherestalecalibrationdatafor two upgraded
connectionsnoticeablydegradeperformance.Staledatacanbe
avoidedeitherby periodicrecalibrationor by continuouslycol-
lectingdatafrom actualdownloadsandcomputingmedianval-
uesover a sliding window. Both methodshave problems.Pe-
riodic recalibrationaddssubstantialnetwork traffic, while data
from actualdownloadsareslow to discover upgradesbecause
statisticalalgorithmstendto avoid serverswith poor pastper-
formance.m Include nearby servers in the candidateset.

All theselectionalgorithms,includingrandomselection,per-
formbetterwhenatopologicallynearbyserveris includedin the
candidateset.For HTTPdownloadsduringtheday, weachieve
speedupsof 8 to 35 by usingeitherProbeor BWandincluding
at leastonenearbyserver, ascomparedto randomlyselecting
a server from a candidateset that did not includeany nearby
servers.m Usetotal elapsedtime rather than latency or server load
to evaluateperformance.

In termsof performance,thegoalof distributedcachingand
replicationis to reduceuserresponsetime. Serverloadis notan
appropriatemetric for client-sideselectionalgorithmsbecause
it doesnot reflect differencesin network transmissiontimes.
Whenlatency is usedbothastheestimatorandasthemetric[9],
resultsprove only thatprior latency is a goodpredictorof cur-
rent latency. Theresultsof this studyshow prior latency is not
assuccessfulaseitherpriorbandwidthor networkprobesatpre-
dicting total responsetime.



m Pathologically long delayscan be reducedbut not elimi-
natedby

·
thesealgorithms.

None of the algorithmseliminatespathologicallylong de-
lays;however, all algorithmsreducethenumberof suchdelays
by 7% to 20% over randomselection. Pathologicalbehavior
is difficult to predictbecauseit appearsin eachcomponentof
total time: connect,latency and readdistributions all exhibit
the samelarge skew and long, flat tails that characterizetotal
time. Statisticalalgorithmsreducethe numberof long delays
becausesomeclient-server connectionsstatisticallyexperience
fewer long delays.Network probesreducepathologicalbehav-
ior becausethey discovercurrentcongestionproblems.Neither
methodis especiallysuccessful.We find connection,latency
andreadtimescanbe independentlyresponsiblefor patholog-
ical behavior; that is, a long delayfor onecomponentdoesnot
necessarilyimply a long delayfor any othercomponent.This
is anotherreasonto include all componentsin the evaluation
metric,eventhoughonetermmaydominatethemedianvalue.m Usebandwidth data to reducethe number of probes.

When the numberof potentialservers is large, we do not
wish to senddynamicprobesto every server. Thehybrid algo-
rithm ProbeBWfilters out serverswith historicallypoorband-
width, thensendsprobesto theremainingservers. Our results
show thishybridmethodperformsalmostaswell asprobingall
servers,and,unlikeBW, respondsrobustly to network upgrades
andpoorcalibrationdata.This robustbehavior makesit feasi-
ble to computecalibrationdatafrom a sliding window of prior
downloads.Consequently, ProbeBWoffersa viablemethodfor
reducingthe numberof dynamicprobesfor large numbersof
candidateservers.m Would a server load probeimpr oveperformance?

Statisticalalgorithmsreflectpastnetwork andserver loads,
but offer no information about current conditions. Network
probesreflectcurrentnetwork load,but provideno information
aboutcurrentserver load. If the server is overloadedwith re-
spectto its CPU or disk subsystem,the delay is unrelatedto
network congestion.Moreresearchis neededto determinehow
often suchsituationsoccurandwhetherthey canbe predicted
usinga dynamicserver load probe. Oneapproachto a server
loadprobewouldbeto installaninformationportontheserver.
TheHTTP server processwould periodicallypostcurrentload
information to the load port throughsharedmemoryor other
low-cost mechanism. Operatingindependentlyof the HTTP
process,theinformationportwouldreply to loadquerieswith a
smallUDPpacket. (Alternatively, Fei,et al., suggesttheserver
pushits load informationto client agents[27].) Implementing
suchaninformationportandloadprobesis easy. Thedifficultly
lies in testingwhetherserver load probesimprove server se-
lectionfor a representative setof Webservers,which currently
providenoloaddatato theirclients.Studiesseparatingnetwork
andservereffectsareanimportantareaof futureresearch.
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