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Abstact—Efficient sewver selectionalgorithms reduceretrieval time for
objectsreplicated on different sewvers and are an important componentof
Inter net cachearchitectures. This paper empirically evaluatessix client-
side sewver selectionalgorithms. The study compares two statistical al-
gorithms, one using median bandwidth and the other median latency, a
dynamic probe algorithm, two hybrid algorithms, and random selection.
The sewver pool includesa topologically dispersedsetof United Statesstate
government web sewvers. Experiments were run on three clients in dif-
ferent cities and on different regional networks. The study examinesthe
effectsof time-of-day, client resources,and sewver proximity. Differences
in performance highlight the degree of algorithm adaptability and the ef-
fect that network upgradescan have on statistical estimators. Dynamic
network probing performs aswell or better than the statistical bandwidth
algorithm and the two probe-bandvidth hybrid algorithms. The statistical
latency algorithm is clearly worse, but doesoutperform random selection.
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|. INTRODUCTION

Distributed systemsrely on replicatedobjectsand services
to improve performanceandreliability. For example,popular
World Wide Websitesareoftenreplicatedat multiple locations,
andsystemsare beingdesignedo sharecachedobjectsacross
thelnternet[1][2][3][4]. Whenobjectsarereplicatedor cached
on multiple seners,the clientwould like to selecta sener that
offers fast responsdime. However, fluctuationsin network
congestiorandsener load make it difficult to predictresponse
times, especiallyduring busy times of day whennetwork load
is the heaviest. The purposeof this studyis to compareclient-
basednethoddor senerselectioronthelnternetandto explore
factorsthatinfluencetheir effectiveness.

Sener selectionalgorithmsand their correspondingperfor
manceestimatesreapplicableo areatherthanWebcaching
and replication. Multimedia content providers could offer
clients a choice of contentfidelity for different estimatesof
transferrates. As an illustration, a client-sidemonitor could
useperformancestimatorgo negotiatea videofidelity suchas
imageresolutionin orderto maintaina fixedframeratefor real-
time display In mobile networking applicationschangesn re-
sponsdime for a client-sener connectiordependuponcurrent
clientlocationaswell assenerloadandnetwork crosgraffic. A
mobileclient couldbenefitfrom adynamicmethodof selecting
senersasits locationchanges.

Selectioncriteria, or performanceestimatorsfall into three
classes: static, statistical, and dynamic Static estimators
are baseduponhardware resourcesnd configuration,suchas
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numberof hops,connectiorbandwidthsandsener hardware.

Theseestimatorstake into accountresourcecapacity but not

availability or contention. Responsdime, however, depends
uponbothresourcecapacitiesandloads.

Statisticalestimatorsare computedfrom past performance
data such as latenciesand bandwidths,thereforethey reflect
typical levels of contentionfor a serer andthe network con-
nection.Statisticalestimatorsarelessreliablewhenthe dataex-
hibit high variability, asobsenredfor Internettraffic andHTTP
sener loads[5][6]. Whenvariability is high, more measure-
mentsarerequiredto determineareliableestimatorof expected
value. Evenwith a reliable estimatoy the high variability pro-
ducedargeerrorsin performanceredictions.For theWeb, this
problemis compoundedy the factthatlatenciesdependupon
time-of-day andbandwidthdependsiponbothtime-of-dayand
file size[7]. Still, previouswork suggestsnedianlatenciesor
bandwidthsnightbeaviablemethodfor senerselectior{8][9].
Our experimentsincludetwo statisticalalgorithms,one based
uponmedianlateny andthe otheruponmedianbandwidth.

Dynamicor run-time estimatorsuse small probesto detect
currentnetwork and/orsener conditions. Probesprovide an
estimateof currentresourceavailability, but cannotincludeall
performancdactors.For example,api ng probemeasuregset-
work latengy but doesnot measuresener delay or the effect
of droppedpacletson TCP/IPmechanismsAnotherproblem
arisedf conditionsfluctuatemorerapidly thanthetime for the
documentransfer In this case the conditionsmeasuredy a
dynamicprobewill not extendoverthelifetime of thetransfer
Finally, probescanaddrun-timeoverheadbothin termsof traf-
fic andelapsedime. Our experimentincludesa dynamicprobe
algorithmthatreflectsnetwork andTCP/IPstackconditions but
notHTTP senerload.

Algorithms for site selectionmay rely on a combinationof
estimators.Two algorithmsin the studyare hybridsthatcom-
bine a statisticalbandwidthestimatorwith a dynamicnetwork
probe. We anchorthe study with a sixth algorithmthat uses
randomselectiorto pick the Webssite.

Il. RELATED WORK

Sener selectionmethodsfall into four cateyories: router
DNS, sener-sideandclient-sidemethodgseeTablel). Thispa-
perfocuseson client-sidemethodsin which the clientsor their
proxiesselectthe seners. Client-sideselectionis appropriate
whenthegroupof senersis heterogeneousr widely dispersed
acrossthe network. Corversely senerside selectionmeth-



TABLE |
CLASSIFICATION AND EXAMPLES OF SERVER SELECTION METHODS. RTT
ISNETWORK ROUND TRIP TIME, BW AND LATENCY ARE STATISTICAL
ESTIMATORS DERIVED FROM HISTORIC DATA

Catgory Selectiommetrics Example Ref
Client-side || geographyhops Push-caching [15]
RTT ICP, NLANR [2][16]
BW SFAND [17]
randomsenerload | SmartClient [18]
prior responséime | empiricalstudy [19]
hops,RTT, BW simulationstudy [20][21]
hops,RTT, lateny empiricalstudy [9]
RTT, BW, lateny empiricalstudy thiswork
Senerside || senerload HTTP Redirect [8]
IP addressewrite | [14]
DNS round-robin RR-DNS [12][13]
Routers routermetric IPv6 Anycast [10][11]

odsfocuson sener clusters. Sener clusterstypically contain
memberswith similar resourcegnda sharedocal network. In
clusters,the primary concernis balancingrequestoad across
seners: whenresourcesare equalandthe load is balanceda
clientrecevessimilarrespons¢éimesfrom all seners.Onepop-
ular approacHor load distribution usesDNS aliasing[12][13].
A siteis assignednultiple IP recordsin the local DNS table.
Uponreceving atranslatiorrequestthe DNS Bind programse-
lectsfrom amongtheserecordsin aroundrobinfashion(DNS-
RR). While simple,DNS-RRoffersonly crudeload balancing
andis oftencombinedwith a senersidemechanismin sener
sidemechanisms;lientssendrequestso a dispatchingnodule
thattrackscurrentload conditionsand assignssenersaccord-
ingly. The dispatchemay directa client to the chosensener
via an HTTP Redirect[8]. Alternatively, the dispatchemay
changelP addressesn all incoming pacletsto routethemto
the appropriateseners[14]. This algorithm requiresthe dis-
patcherkeeptrack of all the site’s TCP streamsgarningit the
nameTCProuter

The last cateyory of sener selectionmethodsrelieson net-
work routers. IPv6 allows an Anycastaddresgo be assigned
to oneor more network interfaces. Routerschooseamongthe
interfacesby decidingwhich is “nearest”,wherenearesis de-
fined by a routermetric suchashop count. The problemwith
Anycastliesin determininga routermetricthateffectively pre-
dicts userresponsdime: several studieshave shavn that, in
general,hop countshaws little correlationwith bandwidthor
responséime[7][9][21]. Yoshikawva,etal., aguethat“in mary
casedheclient, ratherthanthe sener, is theright placeto im-
plementransparendiccesso network servicesT18]. They pro-
posea generaimplementatiorframenork for client-sideselec-
tion known asthe SmartClient. Thisis similarto work by Bhat-
tacharjeeetal. onapplication-layeAnycasting[22]. Both sys-
temsareflexible enoughto incorporatedifferentselectionmet-
rics, asareseveral distributedWeb cachingdesigng1][3][23].
Consequentlyall are complementaryto this study and could
benefitfrom theresults.

The studiesmostsimilar to this paperare client-sideselec-
tion studieshy CarterandCrovella[20][21], Seshanetal.[17],
andSayal.etal.[9]. CarterandCrovellausetrace-drvensimu-
lationto compareHTTP transfertimesfor selectionalgorithms
basedipongeographicadlistancehopcount,pi ng probesand
an available bandwidthprobecalledcpr obe. They find the
fastestransfertimesareobtainedfor the dynamicpi ng algo-
rithm andfor analgorithmthatcombinespi ng with cpr obe
data. CarterandCrovella concludec pr obe is unsuitableasa
dynamicprobebecausef its high overhead both in termsof
time andnetwork traffic. However, cpr obe providesinforma-
tion similar to bandwidthestimatorglerivedfrom historicdata,
soresultsin [20] augmenfindingsfor statisticalbandwidthal-
gorithms.In theSRAND project,Seshanetal., passiely collect
bandwidthdatafor transfersfrom a sener to all clientson the
local LAN [17]. They shav obsened bandwidthsare reason-
ably stable;thatis, 90% of the obsenedbandwidthsarewithin
afactorof 4 of the predictedbandwidth.However, they do not
reporttotaltime, nordothey compareheir statisticabandwidth
predictorto othermetrics. Sayal,et al., directly compareper
formanceof differentselectiormetrics,but they useHTTP “re-
questlateng” asa costfunction insteadof responsdime [9].
Consequentlytheir resultsindicate only that pastrequestia-
teng is thebestpredictorof currentrequestateng, anddo not
necessarilgxtrapolateo totalresponséime. Further [20] and
[9] reportmetricsusingmeansand[17] usesbandwidthmeans
andstandardieviationsfor the selectiorcriteria.

This paperexpandsupon the relatedstudiesby presenting
resultsfor differenttimes-of-dayandfor clientson differentre-
gional networks, and by examining the relative costsof con-
nectionestablishmentreadlateng, and bandwidth. We also
describethe distributionsof connectiortimes, latenciespand-
widths, andtotal responsdime, and explain why medianand
semi-interquartileange(SIQR) aremoreappropriatestatistics
thanmeanandstandardieviation for both statisticalestimators
andthe performancemetric.

I1l. SERVER SELECTION ALGORITHMS

Fromthe client’s perspecitie, userresponseime is the sum
of DNS lookup,connectiorestablishmenteadlateng, andre-
mainingreadtime:

1)

whereTp s is the DNS lookup time, Toonnect iS thetime to
establisha TCP/IPconnection T qtency is thetime from send-
ing the requestto receving the first paclet of the reply, and
TRemaining 1S thetime to receve the remainingreply paclets.
DNS lookupexerciseshe DNS hierarchyandis independenof
sener load. It canbe avoidedif the client knows the sener’s
IP addresshroughcachingor anindependeninetadatdransfer
mechanisnj1][3]. For thesereasonsve ignorethe DNS term.
Connectiortime dependsiponnetwork lateng/ andthewait in
thesener'sapplicationqueue Readateng includesthesener
delayincurredretrieving the objectfrom disk, plusnetwork de-
laysdueto transmissiomateng of theobjectsfirst datapaclet.

T = TDNS + TConnect + TLatency + TRemaining



Theremainingreadtime dependsiponavailablebandwidthfor

the client-sener connectionand upon sener load. Resultsin

SectionV shov Tremaining dominatesesponsegime for mod-
eratefile sizes.However, all four componentslependiponnet-
work conditionsand,aswe obsened,cancauseathologicabe-
havior whenpacletsaredroppedby congestedetwork routers.
Using Eqg. 1, the six selectionalgorithmsin this experimentare
definedasfollows:

Random: Selectasenerrandomly

Latency: (statistical) Selectthe sener with lowest median
latend/, T'rqtency, iN prior transfers.

BW: (statistical) Selectthe sener with fastesimedianband-
width in prior transfersywherebandwidthis

BW = bytes

. 2
TLatency + TRemaininy ( )
Probe (dynamic) Senddynamicprobesto all senersand
selectthe first to reply. Immediatelyrequestthe objectfrom
thatsenerwithoutwaiting for repliesfrom otherprobes.

ProbeBW: (hybrid) Consideronly n senerswith the fastest
medianbandwidths.Senddynamicprobesto thesesenersand
selectthe first to reply. Immediatelyrequestthe objectfrom

thatsenerwithoutwaiting for repliesfrom otherprobes.In our

experiments, = 3.

ProbeBW2 (hybrid) Senda dynamicprobeto all seners.
Upon receving the first probereply, delayfor half the reply
timeto seeif ary othersenersrespondalmostasquickly. After
the delay selectthe sener with the fastestmedianbandwidth
amongthosewho havereplied.

IV. METHODOLOGY

Thedynamicprobeusedin our experimentdst cpi ng, our
TCP/IPanalogyof the well-known pi ng utility. SectionlV-F
describeg cpi ng in more detail and explainsits adwvantages
over ICMP-basedorobessuchaspi ng. SectionlV alsodis-
cussesheperformancenetricandfile sizenormalizationpver-
headmeasurementdhe client and sener sets,and calibration
datafor thestatisticallatengy andbandwidthestimators.

A. Performancemetricandfile sizenormalization

Client-sideselectiormethodsaredesignedor asetof hetero-
geneoustopologically-disperseseners,whoseresponséimes
dependuponboth sener andnetwork effects. Evenfor homo-
geneousenersetswith well-balancedoad,responséimescan
differ significantly becausenetwork routesbetweenthe client
andthe senershave differentbandwidthsand congestiorpat-
terns.Senerloaddoesnotreflectroutedifferencesthereforeit
is notanappropriatenetricfor client-sidemethodsalthoughit
canbe usedto comparesener-side selectionmethodg8][14].
Corversely high bandwidthconnectionglo not guarantedast
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Fig. 1. Effectof file sizeon HTTP bandwidth.Graphsshav HTTP GETsfrom
www. st at e. ca. us to UTSA atnight (top) andduringthe day (bottom).

responsdimesif the sener hasa long queueor slow file sys-
tem. Theappropriatametricfor client-sideselectioralgorithms
is userresponséme becausé reflectsbothsenerandnetwork
effects. Unfortunately responsédimescannotbe comparedi-
rectly if objectsare of differentsizes. Otherresearchersp-
proachthis problemin severalways.Karaul,etal.,[19] measure
responséimesbut restricttheir sener setto 10 mirror siteswith
identicalobjects.In the SFAND project[17], the performance
evaluationincludesdatafor mary HTTP senersanddifferent
objectsizes,but usesbandwidthratherthan responsdime as
themetric. Sayal,etal., [9], alsouseanunrestrictedsener set,
but compareselectionalgorithmson the basisof lateng and
disregard bandwidth. Ratherthan restrictingeitherthe sener
setor themetric,our solutionis to normalizeresponsgime.

Let T be the measuredesponsegime for retrieving an ob-
jectof sizeN. Let T bethe computednormalizedtime to re-
trieve the objectif it wereof sizeN. To normalizetheresponse
time, we measura” andits componentSconnect, Tratency, aNd
Tremaining- WWE alsorecordthe total numberof bytes,~, and
numberof bytesin the first read, Nptenc,- ASsumingthe bit
ratefor remainingreadds independentf file size,theresponse
time normalizedo referencesizeN is:

-~ N —Nig
T = TConnect + TLatency + TRemaininy (Wlflency) (3)
- atency

How valid is the assumptiorthat post-lateng bandwidthis
independendf file size? In the absenceof traffic congestion,
the sliding window andslow startmechanismef TCP/IPtend



to producehigher bandwidthsfor larger objects. Under con-
gestedconditions,the paclet dropsand timer expirationsre-
ducethis effect. To testthe validity of this assumptionwe
measurediownloadtimesfor variousfiles betweenindividual
client-serer pairs. Fig. 1 plots bandwidthfor remainingread
pacletsasafunctionof file size.Althoughthegraphsshav only
oneclient-serer pair, they arerepresentatie of othermeasured
pairs. During nights and weelendswhenthe network is qui-
escentpandwidthtendsto increasewith file size(Fig. 1, top).
However, duringthe day whenthe network is busy, bandwidth
appearsndependentf file size(Fig. 1, bottom). Thisindicates
normalizationis valid for busyperiods but it mustberestricted
to smallsizerangedfor quiescenperiods. Fortunately we are
mostinterestedn high traffic periodswherethereis the most
needfor performancémprovement.

B. Overhead

Dynamicand hybrid algorithmsinclude network communi-
cation, thereforethey arelikely to have higheroverheadthan
statisticalalgorithmswhichrely solelyuponlocaltablelookup.
Toinsurefair comparisongheoverheads measureéndadded
to thenormalizedime:

Trotat = T + Toverhead-

(4)

C. Clientsandserves

The sener selectionexperimentswere run concurrentlyon
clients at three Texas universities (see Table 1I).  Although
clientsarelocatedin the samestate they arein differentcities,
areconnectedo differentregional networks, and usedifferent
primary InternetbackbonesAll have T1 or betterconnections
to thelnternetandaccessethesamesetof senersin theexper
iment. To modela widespreactachingor replicationsystem,
the sener set needsto be distributed acrossthe country and
acrossinternetbackbones Also, senersshouldbe stableand
reasonablyvell-connectedTo fulfill theseconditionswe con-
structedhesenersetfrom official World Wide Websenersfor
stategovernmentsn the United Statesyww. st at e. **. us,
where** denotesthe statepostalabbreiation. We alsoin-
cludedtwo specialsenersthat are nearthe clients, both geo-
graphicallyandtopologically andwhich have fastroutesto the
clients.By dividing senersinto nationalandnearbysubgroups,
we can vary the probability of having the objectat a nearby
sener andobsene how differentselectionalgorithmsrespond.
Fig. 2 shaws the locationsof the threeclientsand 42 seners
usedin thestudy A few statesvereomittedbecausé¢hetestob-
jectmovedduringthe calibrationor experimentmeasurements,
or becausehe sener did not respondto t cpi ng probes(see
SectionlV-F).

D. Measuementsessions

A measuremensessionbegins by randomly picking ten
uniguecandidategrom the pool of 42 seners. The candidate
setmodelsa groupof replicatedmirror sitesor cacheseners
which have copiesof the desiredobject. As regional seners
might return objectsmore quickly than mostnationalseners,

Fig. 2. Locationof seners(S)andclients(C).

TABLE I
CLIENTS: TEXASA&M (A&M), UNIVERSITY OF HOUSTON (UH), AND
UNIVERSITY OF TEXASAT SAN ANTONIO (UTSA).

A&M UH UTSA
Regionalnetwork tx-bhnet verio.net the.net
Primarybackbone BBN Planet Verio Sprint
High perf. network VvBNS VvBNS none
Operatingsystem Solaris2.6 Solaris2.6 Solaris2.6
Linux 2.0.30

Calibrationperiod 12/98- 3/99 12/98-2/99 12/98- 3/99
Calibrationmeas. 3309 3839 7178
Experimenperiod 3/99- 5/99 3/99- 5/99 3/99- 5/99
Experimensessions | 1630 1710 1720

Image Day 290 276 242

Image Night | 914 852 907

HTML Day 110 159 86

HTML Night | 316 423 485
Connecffailurerate

Day 0.009 0.008 0.008

Night 0.007 0.008 0.008
Readfailurerate

Day 0.003 0.003 0.025

Night 0.001 0.001 0.001

the probability of including one or moreregional senerswas
fixed at 25% for all experimentsexceptthosewhich explic-
itly investigatedhe effect of nearbyseners. This wasaccom-
plished by using different selectionprobabilitiesfor regional
and national seners. Within a session,eachselectionalgo-
rithm chooses sener from the candidateset,andthe program
immediatelydownloadsthe objectfrom that sener, recording
numberof bytes,algorithmoverheadconnectiortime, readla-
teng/, and remainingreadtime. A sessiorloops over the six
selectioralgorithmsin randomorder, pausinghreeminutesbe-
tweenalgorithmmeasurement® avoid creatingnetwork con-
gestion.Oneproblemwe constantlyencounteis the high vari-
ability of repeatedneasurementdn mary casesve obsened
thatwhenmorethanonealgorithmwithin a sessiorselectsghe
samesener, themeasuredlownloadtimesoftendiffer substan-
tially, with no obviouspattern.In orderto fairly comparealgo-
rithmsandeliminatethisnoise theanalysisuseghefirst session
downloadtime for asener for all algorithmsin the sessiorthat
selectthatsener.



Theexperimentconsisteaf over 1600measuremergessions
spanninga five weekperiod. Tablell lists the numberof mea-
suremensessiongor eachclientundereachexperimentakon-
dition, togetherwith failure ratesdue to connectionrefusals,
connectiontimeouts,and readtimeouts. If the download for
ary algorithmwithin a sessiorfailed,the entiresessiorwasex-
cludedfrom the analysis. This hadlittle effect, asconnection
andreadrequestdailed infrequently Connectionfailuresoc-
curin 0.7%to 0.9%of the measurementsndareindependent
of both clientandtime-of-day Readfailure ratesaretypically
evensmaller rangingfrom 0.1%to 0.3%,exceptduringtheday
atUTSA wheretheratewas2.5%.

E. Determiningbandwidthandlatencypredictors

Statisticalselectionalgorithmsrequirehistoric datato deter
mine performancestimatorsuchaslateng or bandwidthme-
dians. In this experiment,we collectedcalibrationdataprior
to running the selectionexperiment,ratherthan continuously
updatingthe estimatorduring the experiment. The calibration
dataconsistof severalthousandHTTP downloadsfor the same
client-serer pairs usedin the selectionexperiment. The dis-
tributionsof latengy andbandwidthfor individual client-sener
pairsarehighly skewed, with extremelylong, flat tails andex-
hibit large variability. Becausef the skew, we usethe median
latenciesand bandwidths ratherthanthe means,as statistical
estimator$24]. Bothtime-of-dayandfile sizeeffectsareappar
entin thecalibrationdata,and,asFig. 1 shavs, thesefactorsin-
teract. This suggestshatdifferentstatisticalestimatordecom-
putedfor differenttimesof dayandfile sizecombinationsFor
this experiment,we usedtwo time-of-daycateyories,(Day and
Night), andtwo file sizecateyories(ImageandHTML ). Com-
bining cateyoriescreategour experimentaktonditions:iImage—
Day, Image—Night, HTML-Day, and HTML-Night . The
Day cateyory containgdatafor MondaythroughFriday, 9 amto
5 pm, andthe Night cateyory containsall othertimes. HTML
files are small text files, normalizedto 6 KB. Imagefiles are
larger GIF andJPGfiles, normalizedto 50 KB. Thecalibration
and selectionexperimentusedone HTML and oneimagefile
from eachsener. Median latenciesand bandwidthsfor each
client-serer pair undereachof the four conditionswere com-
putedfrom the calibrationdata.In the selectionexperimentthe
statisticaland hybrid algorithmschecktime-of-dayand object
type,thenusetheappropriateestimatoifor currentconditions.

F. tcping

For dynamicalgorithmswe use our own probe,t cpi ng,
which sendsa TCP SYN paclet to an unusedport on the
sener and listensfor a TCP RST reply. This involvesa sin-
gle roundtrip exchangeof TCP headermaclets. By contrast,
the standardpi ng utility usesthe ICMP protocolto sendan
ECHOREQUEST datagranto the sener’s echoport andlis-
tensfor theECHO.RESPONSH25]. BecauséCMP datagrams
aresentoverraw soclets,pi ng requires oot privilegeto ex-
ecute.OnUNIX systemsthis permissioris grantedo usersby
settingthe accesamode of the executablefile. Using TCP/IP

insteadof ICMP givest cpi ng thefollowing advantages:

1. t cpi ng is calledasa userfunction. Corversely users
programscall pi ng by invoking a systen() kernel call,
which forks a new executionshell and incurs context switch-
ing overhead.

2. A userprogramcan sendconcurrentt cpi ng probesto
multiple seners and monitor their replies, allowing clientsto
rundynamicselectioralgorithmswithoutr oot acces®r mod-
ification of the sener.

3. t cpi ng exercisesa portion of the TCP protocol stack,
thereforeit includesan elementof TCP/IP performancen its
measurement.

For security reasons,some seners or their firewalls do
not sendECHO.RESPONSHlatagramstenderingpi ng use-
less. Likewise, some may not send TCP RST replies for
unusedports, which renderst cpi ng useless. Of the 50
www. st at e. **. us seners, five did not respondto pi ng
andfivedid notrespondot cpi ng. Two case®verlappedthat
is, two senersdid notrespondo eitherpi ng ort cpi ng. One
methodfor combiningsecurityfeatureswith dynamicprobing
would beto install a probeport on the sener. A sener probe
portcouldalsoreturninformationaboutcurrentioad on the ap-
plication sener, thusproviding a simple,low-costmethodfor
includingloadbalancingn client-sideselectionmethods.

V. RESULTS

For eachalgorithm, the responsdime distribution exhibits
large skew, long, flat tails, andhigh variability. Thisis notsur
prising,asthesearethesamecharacteristicebsenedin thecal-
ibrationdatafor repeatedneasurementsf a singleobject,and
areconsistentith resultsof otherresearcherg6]. As with la-
tengy andbandwidthestimatorsthe skew andoutliersin these
distributions make medianthe preferredindex of centralten-
deng andsemi-interquartilgange(SIQR) the preferredindex
of dispersion{24].> Meanandstandardieviation areinappro-
priatefor responséime becausehey arehighly sensitve to the
extremeoutliersfound in responsdime distributions. Fig. 3
comparegerformancef the selectionalgorithmsat the three
client sitesusingtotal responsdime JA“Total. Thesebargraphs
shaw resultsfor the four file size and time-of-daycateyories.
Tablelll reportsmediansandSIQR statisticsfor total response
time and for its componentterms. Becauseboth typical re-
sponsdime andits variability areimportantquality-of-service
issuegotheclient, it isimportantto notewhichalgorithmshave
low medianandlow SIQRvalues.FromthebargraphsandTa-
blelll, we obsene thefollowing:

« Probingis betterthan statisticalalgorithmsat reducingre-
sponsdime:

Randont> Latency> BW= ProbeBW2> ProbeBW~ Probe
slowest— fastest

« All algorithmshave low overhead.

LSIQRis one-halfthe differencebetweerthe 75%and25% percentiles.
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Fig. 3. Medianresponseime, Cl/:Total, for the sener selectionalgorithmsat
A&M (top), UH (middle),andUTSA (bottom).

« Whenthe network is quiescentthereis little differencebe-
tweenalgorithms.

« Randomhasthe highestvariability and,in mostcasesProbe
hasthelowest.

« Latencyperformsworsethanary algorithmexceptRandom

« Thehybrid algorithms,ProbeBWandProbeBW2do notim-
prove uponthesimpleprobealgorithm.

« Probeis markedly superiorto BWat A&M, but lesssoatthe
othertwo clients.We explainthisin SectionV-D.

A. Overheadconnection]atency andreadtimes

Tablelll reportsmediansof elapsedime,in secondsfor al-
gorithmoverheadconnectiorestablishmengndreadtime nor-
malizedto a 50 KB referencesize. Thenormalizedreadtimeis

TABLE 1lI
RESPONSE TIMES (SEC) FOR N = 50KB, M-F 9AM-5pPM.

Algorithm Toverhead | TConnect TRead Trotal
med med SIQR med SIQR med SIQR
A&M
Random 0.00 0.2 0.2 5.2 7.6 5.6 8.3
Latency 0.00 0.1 0.1 35 4.4 4.4 5.3
BW 0.02 0.1 0.1 2.3 3.2 3.0 35
ProbeBW 0.08 0.1 0.0 1.1 2.0 1.3 2.0
ProbeBW?2 0.06 0.1 0.0 14 2.1 3.7 2.2
Probe 0.08 0.1 0.0 0.9 1.2 1.1 14
UH
Random 0.00 0.1 0.1 9.6 103 | 101 10.7
Latency 0.00 0.1 0.0 5.9 5.2 6.3 5.3
BW 0.02 0.1 0.0 4.4 4.4 5.0 4.6
ProbeBW 0.07 0.1 0.0 2.3 5.6 35 5.8
ProbeBW2 0.05 0.1 0.0 3.7 5.4 4.6 5.8
Probe 0.06 0.1 0.0 2.9 5.9 3.8 5.9
UTSA
Random 0.00 0.7 08 | 284 259 | 30.3 26.7
Latency 0.00 0.2 03| 126 138 | 142 155
BW 0.00 0.2 0.2 | 10.7 114 | 115 123
ProbeBW 0.20 0.2 0.1 | 125 124 | 135 134
ProbeBW2 0.17 0.2 0.1 | 12.7 124 | 13.8 130
Probe 0.19 0.2 0.0 | 10.7 106 | 112 112

the measuredateng plusthe normalizedremainingreadtime
asdefinedin Eq. 3:
Tread = TLatency + TRemaining (#ﬁz::z) (5)

TablelV displaysthe relative fractionsof total time, fTotaz.
attributableto overhead,connection,lateng, and normalized
remainingreadtime. Thesdractionswereobtainedoy comput-
ing fractionsfor eachmeasuremerandtakingmediansoverall
measurement3.hesmallestontributioncomesrom overhead.
Overheador statisticalalgorithmsis insignificantbecause¢hey
rely uponlocal tablelookup. Overheador dynamicandhybrid
algorithmsusingt cpi ng areonly slightly higher with medi-
ansrangingfrom 20to 70 msatthetwo betterconnectedlients,
andfrom 40to 200msattheotherclient. Interestinglyconnect,
lateng/, andremainingreadtimestendto follow the samealgo-
rithm performancerderastotaltime. TablelV shovsthat,after
correctingfor overheadtheir relative contriktutionsare nearly
constantcrossalgorithms.For example,selectingsenersran-
domlytendsto resultin longerconnectimesthanthosefor the
otherfive selectioralgorithms.Randonalsoproducedhemost
pathologicallylong connecttimes, while Probe producedthe
fewest: 29 of the 5060 measuredlownloadsfor Randomhad
connecttimes of over ten secondsascomparedo 21 for La-
tency 18 for BW, and6 for Probe The samepatternshold for
lateny andnormalizedreadtime.

Although the medianfractionsin Table IV are relatively
constantall component®xcept Toyerneaa CONtritute outliers
whoseabsolutevaluesfar exceedthe mediantotal response
time? For example,several connectiortimestook between70

2The numberand magnitudeof outliersarelimited by timeoutvalues. Our
experimentsusea 5 secondimeoutfor t cpi ng, 90 secondgor connectand
10 minutesfor read.



TABLE IV
FRACTION OF TOTAL RESPONSE TIME (MEDIANS).

Algorithm Fractionof total time Fractionignoring Overhead
vaerhead fC‘o'nnect fLa.tency fRe'ma,i'n.ing fConnect fLate'n.cy fRe'mcn'ni'ng
Image - Day
Random 0.00 0.03 0.04 0.90 0.03 0.04 0.90
Latency 0.00 0.03 0.04 0.90 0.03 0.04 0.90
BW 0.00 0.03 0.05 0.88 0.03 0.05 0.88
ProbeBW 0.03 0.03 0.06 0.81 0.03 0.07 0.86
ProbeBW2 0.06 0.03 0.06 0.78 0.04 0.07 0.86
Probe 0.03 0.03 0.07 0.80 0.03 0.07 0.86
Image - Night
Random 0.00 0.07 0.09 0.84 0.07 0.09 0.84
Latency 0.00 0.07 0.08 0.85 0.07 0.08 0.85
BW 0.00 0.07 0.10 0.82 0.07 0.10 0.82
ProbeBW 0.06 0.06 0.09 0.77 0.06 0.10 0.83
ProbeBW2 0.12 0.06 0.09 0.71 0.07 0.10 0.82
Probe 0.07 0.05 0.08 0.77 0.06 0.09 0.84

and90 secondsascomparedo mostmediantotal timesof un-
der 20 seconds. In general,we find distributions of connect
time, lateng, and remainingreadtime exhibit the samelarge

skews andlong, low, flat tails aszoml. We attribute the skews
andlong tails to droppedpaclketsandthe resultingTCP/IPre-
transmissionandwindow adjustments.

B. Time-of-dayeffects

Differencedetweersener selectionalgorithmsarefar more
pronouncedduring busy daytime hoursthan for quieternight
andweelendperiods. This reflectsboth the effect of network
load on the algorithms,and the periodicity of Internettraffic
load. Internettraffic andsenerloadsincreasen the mornings,
decreasen late afternoon,and are much lower on weelends
than during the week. To simplify the analysis,we separate
datainto only two time categyories,Day and Night, choosing
boundaryhoursof 9 amand5 pm CST. The cutoff hourswere

choseny plotting mediansof fToml vs.time-of-dayfor week-

day data,andobservingthe hourswherefTotal risesandfalls
sharply(seeFig. 4). In the remainderof this paper we con-
centrateon resultsfor the largerimage files during Day hours,
wherewaits arelongerand performanceémprovementis most
needed. The two hybrid algorithmsalways performedworse
than Probe and betterthan Latency Theseare omitted from
Fig. 4 for thesale of clarity.

Hourly plots of elapsedime point out animportantfact: the
performance®f the selectionalgorithmmaintaintheir relative
orderasthe load changes.With minor exceptions,the curves
do notcross,implying thatasload changeglientsneednot use
differentalgorithmsto achieve optimalperformance.

C. Patholagical delays

Onegoalof sener selectionalgorithmsis to significantlyre-
ducethe numberof pathologicallylong wait times. As noted
in SectionV-A, connectime, lateng, andremainingreadtime
caneachberesponsibldor pathologicallylong delays. Many
long delayscannotbe predictedby pastconnectionjatengy, or
bandwidthmeasurementsior by t cpi ng probessentimme-
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Fig. 4. Effect of time-of-dayon the selectionalgorithmsfor Image files at
A&M (top), UH (middle),andUTSA (bottom).
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diately prior to thedownload. In rarecasesthe sener with the
lowesthistoriclateng, highestprevious bandwidth andfastest
t cpi ng probetimedouton a connectiorrequestpr took tens
of minutesratherthanseconddo deliver thefile. To determine
whichalgorithmsbestreducepathologicabehaior, we plotthe
cumulative distribution function (CDF) of total responsdimes
for eachalgorithm(Fig. 5). Onceagainwe find the sameorder
ing of algorithmperformanceProbeandBWtypically produce
the fewestpathologicalcasesRandomproduceghe most,and
Latencyturnsin anintermediatgperformanceThe CDF curves
for hybridsProbeBWandProbeBW2arecloseto thatfor Probe
andareagainomittedfor clarity.

CDF curwesalsoallow usto compareperformancedistribu-
tionsat clientswith differentconnectiorbandwidths We com-
pareacrosglientsby draving averticalline to markthemedian
time for Random then readingcumulatie distribution values
for otheralgorithmsat that client. Alternatively, we can ex-
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Fig. 6. Bandwidtherrorsfor individual measurements.

pandor contractthe horizontalaxis accordingto the ratios of
Randommedians A&M’ s mediantime for Randonis approxi-
matelyhalf thatof UH, andone-sixththatof UTSA. Whenwe
scalethetime axesby theseratios,the CDF curveshave similar
shapesindicatingthe algorithmshave similar performancaelis-
tributionsat differentclients. Thedistribution tails of the algo-
rithmsarenot noticeablylonger, lower, or flatteratmorepoorly
connectectlients, Consequentlyif analgorithmproducedew
pathologicaloutliers at oneclient, it will likely producesfew
pathologicabutliersatall clients.

D. Effectof networkmodifications

The effectivenessof statisticalalgorithmssuch as Latency
andBW s limited by the accurag of their calibrationdata. If
thenetwork connectiorbetweeraclientandseneris upgraded,
statisticalalgorithmswill underperformuntil their calibration
dataare updated. This problemis illustratedin the resultsfor
A&M. Subsequenb calibration,a high speedconnectionvas
establishedetweenA&M andthe University of Texas Medi-
cal Centerin Houston,a memberof the sener set. A second,
lessdramaticimprovementwasmadeto a connectiorbetween
A&M andanothesenerin theset.Becaus®WandLatencyre-
lied uponstalebandwidthandlateng data,they did notchoose
thesdwo senersasoftenasthey shouldhave,andconsequently
did not performaswell at A&M asthey did at the othertwo
clients. The upgradedsenersstandout whenbandwidtherrors
are plotted againstthe calibrationbandwidth,asin Fig. 6. In
this graph,bandwidtherrorfor theit® measuremeris givenby
Error; = BW; — BW_ aiibration- Datapointsabove the upper
diagonaline haveameasuretbandwidthovertwicethecalibra-
tion bandwidth.At 38 KB/s, thereis a verticalsmearof points
well above this upperline, and a shorterseriesof pointsat 9
KB/s. Thesepointsflag the two upgradedconnectionsywhose
identity waseasilydeterminedy referringto calibrationdata.

E. Importanceof nearbyserves

In this section, we investigatethe importanceof locating
cache®r otherservicesattopologicallynearbysenerswith rel-
atively fastnetwork connectiongo the client. A topologically
nearbyconnectiondoesnot go throughan Internetbackbone
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or backboneaxchangepoint. The sener setincludestwo well-

connectedsenerslocatedin the samestateasthe clients: the
Universityof Texasat Austin andthe Universityof TexasMed-

ical Centerin Houston.All threeclientsconnecto thesenearby
senersthrougheitherregionalnetworksor vBNS. As explained
in SectionlV-D, eachsessiohasa 25%probabilitythatits can-
didatesetincludesatleastonenearbysener, or P = 0.25. How

might resultschangeif we hadchosena differentprobability?
To answerthis questionwe examinedsessiordatato seeif a

sessionincludesat leastonenearbysener and, if so,included
that sessiorwith probability P in the analysis. Fig. 7 shavs

resultsfor P = 0, 0.25,0.50,and1. P = 0 modelsthe case
whereno nearbysenershave a copy of the desiredobject,and
P = 1 modelsthe casewhereat leastonenearbysener hasa

copy. Theorderingfor mediantotal times

Random > Latency > BW > Probe

holdsacrossprobabilities. For two clients,the Probe and BW

curvesdrop moresteeply while Latencyhasan almostflat re-

sponsejndicating Probe and BW are more efficient at finding

nearbyseners.At P = 1, themediantotal timesfor Probeand

BWfall to well undera secondat two clients,andunder3 sec-
ondsat thethird client. Comparedo randomselectionwith no

nearbyseners,this experimentobtainedanorderof-magnitude
speedujpy includingatleastonenearbysenerandusingProbe

or BW.

VI. CONCLUSIONS AND FUTURE WORK

« Usedynamic probesinsteadof statistical estimatorsto se-
lect servers.

The principal conclusionof this studyis that client-sidese-
lection algorithmsshouldusesimple network probesto select
seners, insteadof pastperformancedatasuchaslatenciesor
bandwidths.Probeclearly outperformd_atency andperforms
aswell or betterthanBWunderall conditions.Dynamicprobes
are easyto implement,adaptautomaticallyto changesn the
network or sener, andaddlittle traffic or delayoverhead.

Corversely theseexperimentshighlight several disadwan-
tagesof statisticalalgorithms. Performancef algorithmsthat
rely on statisticalestimatorss limited by theaccurag andvari-
ability of the calibrationdata. Good statisticalestimatorsfor

Internetbandwidthsandlatenciesaredifficult andcumbersome
to obtainbecausel) clientsmustcollect datafor eachpoten-
tial sener, 2) bandwidthandlatengy dependupontime-of-day
andday-of-week,3) repeatedneasuremenexhibit largeskew,
long tails, andhigh variability, and 4) estimatorgo stalewhen
network or sener resourcesare upgraded.For true distributed
cachingor in mobile networks, the candidatesetmay be large
anddynamic,makingit difficult to collectandmaintainstatis-
tical datafor eachpotentialsener. Time-of-daydependence
forcesclientsto repeatcalibrationmeasurementduring each
time category for eachsener. Bandwidth may also depend
uponfile size, necessitatingnore measurementategories. If
measuredlatawere consistentand stable,this would not be a
problem.Unfortunatelythe skew andvariability of latengy and
bandwidthdistributionsrequireclientsto collectmary repeated
measurement®r eachsenerundereachcondition.Eventhen,
statisticalbandwidthandlateng algorithmsoftendo not select
afastsenerbecausehesedistributionshave large spreadsthe
moresener distributionsoverlap,the poorerthe predictability
of theestimator Becausédargevariability is aninherentfeature
of Internetlatenciesandbandwidthsijt imposesa hardlimit on
the performancef statisticalalgorithms.Finally, statisticalal-
gorithmshave difficulty adaptingto both outagesandupgrades
in the sener or network. We sawv the consequenceis our re-
sultsfor A&M, wherestalecalibrationdatafor two upgraded
connectionsoticeablydegradeperformanceStaledatacanbe
avoidedeitherby periodicrecalibratioror by continuouslycol-
lectingdatafrom actualdownloadsandcomputingmedianval-
uesover a sliding window. Both methodshave problems. Pe-
riodic recalibrationaddssubstantiahetwork traffic, while data
from actualdownloadsare slow to discover upgradesecause
statisticalalgorithmstendto avoid senerswith poor pastper
formance.

« Include nearby sewersin the candidateset.

All theselectioralgorithmsjncludingrandomselectionper
form betterwhenatopologicallynearbyseneris includedin the
candidateset. For HTTP downloadsduringthe day, we achieve
speedupsf 8 to 35 by usingeitherProbeor BWandincluding
at leastone nearbysener, ascomparedo randomlyselecting
a sener from a candidatesetthat did not include ary nearby
seners.

« Usetotal elapsedtime rather than latency or sewer load
to evaluate performance.

In termsof performancethe goal of distributedcachingand
replicationis to reduceuserresponséime. Senerloadis notan
appropriatemetricfor client-sideselectionalgorithmsbecause
it doesnot reflect differencesin network transmissiortimes.
Whenlateng is usedbothastheestimatoandasthemetric[9],
resultsprove only thatprior lateng is a goodpredictorof cur
rentlateng. Theresultsof this studyshaow prior lateng is not
assuccessfuhseitherprior bandwidthor network probesatpre-
dicting total responsédime.



« Pathologically long delayscan be reducedbut not elimi-
nated by thesealgorithms.

None of the algorithmseliminatespathologicallylong de-
lays; however, all algorithmsreducethe numberof suchdelays
by 7% to 20% over randomselection. Pathologicalbehaior
is difficult to predictbecauset appearsn eachcomponenof
total time: connect,lateny and readdistributions all exhibit
the samelarge skew andlong, flat tails that characterizeotal
time. Statisticalalgorithmsreducethe numberof long delays
becausesomeclient-sener connectionstatisticallyexperience
fewer long delays.Network probesreducepathologicabeha-
ior becausehey discover currentcongestiorproblems.Neither
methodis especiallysuccessful.We find connection Jateny
andreadtimescanbeindependentlyesponsibldor patholog-
ical behaior; thatis, along delayfor onecomponentoesnot
necessarilymply along delayfor any othercomponent.This
is anotherreasonto include all componentsn the evaluation
metric,eventhoughonetermmaydominatethe medianvalue.

« Usebandwidth data to reducethe number of probes.

When the numberof potentialsenersis large, we do not
wish to senddynamicprobesto every sener. The hybrid algo-
rithm ProbeBWfilters out senerswith historically poor band-
width, thensendsprobesto the remainingseners. Our results
shaw this hybrid methodperformsalmostaswell asprobingall
seners,and,unlike BW, respondsobustly to network upgrades
andpoor calibrationdata. This robustbehaior makesit feasi-
ble to computecalibrationdatafrom a sliding window of prior
downloads.ConsequentlyProbeBWoffersa viable methodfor
reducingthe numberof dynamicprobesfor large numbersof
candidateseners.

« Would a sewver load probeimpr ove performance?
Statisticalalgorithmsreflect pastnetwork and sener loads,
but offer no information about current conditions. Network
probesreflectcurrentnetwork load, but provide no information
aboutcurrentsener load. If the sener is overloadedwith re-
spectto its CPU or disk subsystemthe delayis unrelatedto
network congestionMoreresearchs neededo determinenow
often suchsituationsoccurandwhetherthey canbe predicted
usinga dynamicsener load probe. Oneapproacho a sener
loadprobewould beto installaninformationportonthe sener.
The HTTP sener processvould periodicallypostcurrentload
informationto the load port throughsharedmemoryor other
low-cost mechanism. Operatingindependentlyof the HTTP
processtheinformationportwouldreply to loadquerieswith a
smallUDP paclet. (Alternatively, Fei, etal., suggesthe sener
pushits load informationto client agentg27].) Implementing
suchaninformationportandloadprobess easy Thedifficultly
lies in testingwhethersener load probesimprove sener se-
lectionfor a representatie setof Web seners,which currently
provide noloaddatato their clients. Studiesseparatingnetwork
andsener effectsareanimportantareaof futureresearch.
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