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Dennard Scaling isdead
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..but multicores can only take us so far
due to Amdahl's law:
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and even if p == 1, multicore scaling will stop
due to growing power density:

growing portions of chips will have to remain
powered off (a.k.a. "dark silicon")




Post-Dennard Scaling Era
Energy efficiency is the key metric

ENERGY EFFICIENCY VS. GENERALITY TRADE-OFfF

Accelerators

Give up generality for
greater efficiency

ASICS

GPUS

SPECIALIZATION

MOLTI-CORES ofi0
embrace dark silicon: add
CPus A many accelerators; not all
\ 10x 100x 1000X will be on at the same time

ENERGY EFFICIENCY
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Example: Bitcoin accelerators

Taylor, "The Evolution of Bitcoin Hardware", IEEE Computer 2017

Who can afford non-generality?

Accelerators are expensive to develop and
deploy, particularly ASICs

Investment can only be amortized for

high-demand application domains
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Taylor, "The Evolution of Bitcoin Hardware", IEEE Computer 2017




Today's systems are increasingly

Heterogeneous

.+ DDR Logic -

Heterogeneous systems
integrate general-purpose
cores with accelerators

With further transistor scaling,
increasing portions of the chip
will be devoted to accelerators

Example: Apple A12 7nm SoC ("Iphone X/XS")

1.



Heterogeneous Systems'

Challenges

Accelerator design

O High-level synthesis tools enable
productive design space exploration

tency (ms)

1.08F L)

1.041

Accelerator Integration

Q Unused acceleratorsincur a large opportunity cost

System-level evaluation

Q Simulators for heterogeneous systems are limited by a
lack of fast, scalable emulators

1.



Heterogeneous systems'

Emulation Requirements

Accelerator modeling
From RTL and/or high-level synthesis descriptions

Full-system
Accelerators might affect the hardware-software
interface, e.g. virtual memory or 1/0 Architecture

Portable, cross-ISA
Accelerators might require ISA innovations

Performance
Leverage multi-core hosts while maintaining correctness 1.9



Thesis

"Fast, scalable machine emulation is feasible and useful for
evaluating the design and integration of heterogeneous systems"



Contributions Thesis

"Fast, scalable machine emulation is\feasibleland useful for

evaluating the design and integration of heterogeneous systems"

<L Cross-ISA Emulation

Pico e Design of a scalable, full-system, cross-ISA emulator
[CGO'17] < Handling of guest-host ISA differences in atomic instructions

Qelt e Fast, correct cross-ISA FP emulation leveraging the host FPU
[VEE'19] ° Fast, cross-ISA instrumentation layer
e Scalable emulation also during heavy code generation
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Contributions Thesis

"Fast, scalable machine emulation is\feasibleland|\useful for
evaluating the design and integration of heterogeneous systems"

| |
!

Pico e Design of a scalable, full-system, cross-ISA emulator
[CGO'17] < Handling of guest-host ISA differences in atomic instructions

Qelt e Fast, correct cross-ISA FP emulation leveraging the host FPU
[VEE'19] ° Fast, cross-ISA instrumentation layer
e Scalable emulation also during heavy code generation

Accelerator Integration CB

e Quantitative comparison of accelerator couplings [DAC'15]

e Technique to lower the opportunity cost of accelerator ROCA
integration by reusing acc. memories to extend the LLC  [CAL'14,1CS'16] 1.10




Pico: Cross-ISA Machine
Emulation

goal: efficient, correct, multicore-on-multicore
cross-ISA emulation

Cota, Bonzini, Bennée, Carloni. "Cross-ISA Machine Emulation for Multicores", CGO, 2017



1-Minute Emulation Tutorial

Main task:
Fetch -> Decode -> Execute
How? Two options:

2.



uint8 t
uint8 t

while (tr

opcode =

ip++;

switch

1-Minute Emulation Tutorial

Main task:
Fetch -> Decode -> Execute
How? Two options:

1. Interpretation

*ip;

opcode;

ue)

*ip;

(opcode) {

ase PZT _ADD 32:

break;

ase PZT_SUB_32:

break;
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1-Minute Emulation Tutorial

Main task:
Fetch -> Decode -> Execute
How? Two options:

1. Interpretation 2. Dynamic Binary Translation (DBT)

uint8 t *ip;

uint8 t opcode;

while (true)
opcode = *ip;

ip++;

switch (opcode) {

case PZT ADD 32:

break;

case PZT_SUB_32:

break;

"DBT dispatch loop"

Guest Program Counter

No Translate
basic block
l Yes
Execute Store translation
translation in cache

@ Faster than interpretation

& More complex
e.g., external "helpers" are needed to
deal with complex emulation 2.



Pico makes QEMU* a scalable emulator

Open source: https://www.gemu.org

Widely used in both industry and academia

Supports many ISAs through DBT via TCG, its Intermediate Representation (IR):

Alpha - Alpha PowerPC PowerPC
guest code frontend backend host code
~a v
MIPS MIPS TCG TCG %86 x86
—> —> —> .. —> —»>
guest code frontend O ps @) ptimizer backend host code
aarch64 > aarch64 SPARC SPARC
guest code frontend backend host code

[*] Bellard. "QEMU, a fast and portable dynamic translator", ATC, 2005
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Pico makes QEMU* a scalable emulator

Open source: https://www.gemu.org

Widely used in both industry and academia

Supports many ISAs through DBT via TCG, its Intermediate Representation (IR):

Alpha Alpha PowerPC |_ PowerPC

guest code ™| frontend backend host code
~a v

MIPS mips || TCG || TCG [ ["xe6 ] x86

guest code frontend O ps @) pti mizer backend host code
o DV
aarch64 > aarch64 SPARC SPARC

guest code frontend backend host code

Our contributions are not QEMU-specific

They are applicable to dynamic binary translators at large

[*] Bellard. "QEMU, a fast and portable dynamic translator", ATC, 2005
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Challenges in scalable cross-ISA emulation

(1) Scalability of the DBT engine

(2) ISA disparities between guest & host:
(2.1) Memory consistency mismatches

(2.2) Atomic instruction semantics
l.e. compare-and-swap vs. load locked-store conditional

2.



Challenges in scalable cross-ISA emulation

(1) Scalability of the DBT engine

(2) ISA disparities between guest & host:
(2.1) Memory consistency mismatches

(2.2) Atomic instruction semantics
l.e. compare-and-swap vs. load locked-store conditional

Related Work:

e PQEMU [A] and COREMU [B] do not address (2)
e ArMOR [C] solves (2.1)

[A] J. H. Ding et al. PQEMU: A parallel system emulator based on QEMU. ICPADS, 2011
[B] Z. Wang et al. COREMU: A scalable and portable parallel full-system emulator. PPoPP, 2011
[C] D. Lustig et al. ArMOR: defending against memory consistency model mismatches in heterogeneous architectures. ISCA, 2015
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Challenges in scalable cross-ISA emulation

(1) Scalability of the DBT engine

(2) ISA disparities between guest & host:
(2.1) Memory consistency mismatches

(2.2) Atomic instruction semantics
i.e. compare-and-swap vs. load locked-store conditional

Related Work:

e PQEMU [A] and COREMU [B] do not address (2)
e ArMOR [C] solves (2.1)

Pico's contributions: (1) &(2.2)

[A] J. H. Ding et al. PQEMU: A parallel system emulator based on QEMU. ICPADS, 2011
[B] Z. Wang et al. COREMU: A scalable and portable parallel full-system emulator. PPoPP, 2011
[C] D. Lustig et al. ArMOR: defending against memory consistency model mismatches in heterogeneous architectures. ISCA, 2015
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Pico's Architecture

cpuo| [cpui - — Devices - '
g Timer| Disk ... |Serial
Guest \\ """" / """" j
Host v A/ v \x p/
vCPUO| |vCPU1 vCPUn 1/0
thread| |thread| ‘:* [thread thread

Shared data

1
?ﬁ:l#
—! —!
AN L VAN
o 0o oo
Memory Map  RAM Buffer

Translation
Block Cache

e One host thread per guest CPU
= |nstead of emulating guest CPUs one at a time
e Key data structure: translation block cache
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vCPUO
thread

vCPU1
thread

vCPU2
thread

vCPUn
thread

Translation Block (TB) Cache

translated block

translated block

translated block

e Buffers TBs to amortize translation cost
e Shared by all vCPUs to minimize code
duplication

m see [*] for a private vs. shared cache

comparison

[*] Bruening, Kiriansky, Garnett, Banerji. "Thread-shared software code caches", CGO, 2006
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vCPUO
thread

vCPU1
thread

vCPU2

thread

[*] Bruen

Translation Block (TB) Cache

translated block

translated block

thread ;
translated block
vCPUn

e Buffers TBs to amortize translation cost
e Shared by all vCPUs to minimize code
duplication
m see [*] for a private vs. shared cache

comparison

To scale for most workloads, we need
concurrent code execution

ing, Kiriansky, Garnett, Banerji. "Thread-shared software code caches", CGO, 2006
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QEMU's Translatlon Block Cache

TB jmp cache TB Hash Table

\E‘E'——»
vCPU ;

yes
Translation Block Cache
8= |
translated block

translated block

“%%ﬂﬁﬁgﬂﬁﬂyﬁﬂﬁwiﬁéﬂﬁég

-S/ 559 T 5

——— P |PC, phys-PC, flags|next




QEMU's Translatlon Block Cache

TB jmp cache TB Hash Table
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vCPU :
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Translation Block Cache
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Problems in QEMU's TB hash table



QEMU's Translatlon Block Cache

TB jmp cache TB Hash Table

\E‘E'——»
vCPU :

yes
Translation Block Cache
8= |
translated block

translated block
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Problems in QEMU's TB hash table
* Long hash chains: slow lookups

= Fixed number of buckets
= hash=h(phys_addr) leads to uneven chain lengths



QEMU's Translatlon Block Cache

TB jmp cache TB Hash Table

\E‘E'——»
vCPU :

yes
Translation Block Cache
8= |
translated block

translated block

“%%ﬂﬁﬁgﬂﬁﬂyﬁﬂﬁwiﬁéﬂﬁég

-S/ 559 T 5

——— P |PC, phys-PC, flags|next

Problems in QEMU's TB hash table
* Long hash chains: slow lookups

= Fixed number of buckets
= hash=h(phys_addr) leads to uneven chain lengths
e No support for concurrent lookups



Pico's Translation Block Cache

PCl_ TB jmp cache . QHT
[ — s e —
yes ——————
Translation Block Cache ——
k 4. ———
translated block |« S
T 5 ;-
2 - lock|seq|D Dog### next
translated block &
T 5 ——— P |PC, phys-PC, flags

e hash=h(phys_addr, phys_PC, cpu_flags). uniform chain distribution
m e.g. longest chain down from 550 to 40 TBs when booting ARM Linux
® QHT: A reSizable, Scalable haSh table 200K keys, 0 % updates 200K keys, 100 % updates

H A @160- .........
= scales for both reads & writes %33819[] £ 1ol 7[]
< 250 < 100
* Keeps QEMU's global lock for code translation £ " 2wl
= Translation is rare, but more on this later! £ L= . . -] E AL .l B
1 8 16 24 32 40 48 56 64 1 8 16 24 32 40 48 56 64 o

Threads Threads



Peouser = Ntiie 4 Parallel Performance
(x86-0n-x86)

e Speedup normalized over native's single-

threaded perf
e Dashed: Ideal scaling
e QEMU-user not shown: does not scale at all

100¢
10F

Speedup
[y

0.1} _ ]
swaptions ;
0.01
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Threads



Pico-user Native —¢—

100

0.01E

100

. 10f

EN:
- ;
9 0.1E . =
g swaptions E
001I 1 1 1 1
1 1632 48 64

Threads

[*] Southern, Renau. "Deconstructing PARSEC scalability", WDDD, 2015

0.1

streamcluster

Parallel Performance
(x86-0n-x86)

Speedup normalized over native's single-
threaded perf

Dashed: Ideal scaling

QEMU-user not shown: does not scale at all
Pico scales better than Native

*

= PARSEC known not to scale to many cores
= DBT slowdown delays scalability collapse
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e+t 4 | Parallel Performance
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[*] Southern, Renau. "Deconstructing PARSEC scalability", WDDD, 2015



e+t 4 | Parallel Performance
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Atomic Operations

Two families:

Compare-and-Swap (CAS) Load Locked-Store Conditional (LL/SC)

bool CAS(type *ptr, type old, type new) {
if (*ptr != old) {
return false;
do {

}

val = load exclusive(addr);
val += 1;
} while (store exclusive(addr, val);

ptr = new;
return true;

64: cmpxch Alpha: 1dl _1/stl c
x86/1A-64: P g POWER: lwarx/stwcx
ARM: ldrex/strex

aarch64: ldaxr/strlxr

MIPS: 11/sc

RISC-V: lr/sc

.10



Atomic Operations

Two families:

Compare-and-Swap (CAS) Load Locked-Store Conditional (LL/SC)

bool CAS(type *ptr, type old, type new) {
if (*ptr != old) {
return false;
do {

}

val = load exclusive(addr);
val += 1;
} while (store exclusive(addr, val);

ptr = new;
return true;

64: cmpxch Alpha: 1dl _1/stl c
x86/1A-64: P g POWER: lwarx/stwcx
ARM: ldrex/strex

aarch64: ldaxr/strlxr

MIPS: 11/sc

RISC-V: lr/sc

Challenge: How to correctly emulate atomics in a parallel
environment, without hurting scalability?
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CAS on CAS host: Trivial

CAS on LL/SC: Trivial

LL/SC on LL/SC: Not trivial

Only a few simple instructions are allowed between LL and SC
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Challenge: How to correctly emulate atomics in a parallel
environment, without hurting scalability?

CAS on CAS host: Trivial

CAS on LL/SC: Trivial

LL/SC on LL/SC: Not trivial

Only a few simple instructions are allowed between LL and SC

LL/SC on CAS: Not trivial

Solving this solves LL/SC on LL/SC, because LL/SC is stronger than CAS
However, there's the ABA problem

.1



time

ABA Problem

Init: *addr = A;

cpu0

cpul

do{
val = load_exclusive(addr); /* reads A */

} while (store_exclusive(addr, newval);

atomic_set(addr, B);
atomic_set(addr, A);

SC fails, regardless of the contents of *addr

.12



time

time

ABA Problem

Init: *addr = A;

cpu0

cpul

do{
val = load_exclusive(addr); /* reads A */

} while (store_exclusive(addr, newval);

atomic_set(addr, B);
atomic_set(addr, A);

SC fails, regardless of the contents of *addr

cpul

cpul

do{
val = atomic_read(addr); /* reads A */

} while (CAS(addr, val, newval);

atomic_set(addr, B);
atomic_set(addr, A);

CAS succeeds where SC failed!

.12



Pico's Emulation of Atomics

3 proposed options that scale:

1. Pico-CAS: pretend ABA isn't an issue

e Scalable & fast, yet incorrect due to ABA!

= However, portable code relies on CAS only, not on LL/SC
(e.g. Linux kernel, gcc atomics)

2. Pico-ST: "store tracking"

e Correct, scalable & portable
e Perf penalty due to instrumenting regular stores

3. Pico-HTM: Leverages hardware transactional
memory (HTM) extensions
e Correct & scalable
e No need to instrument regular stores
= But requires HTM support on the host

.13



Atomic emulation perf

Pico-user atomic_add, multi-threaded, aarch64-on-POWER

Throughput

1 element I 8 elements 200 1024 elements
_' PICO CAS =8 Ways/core §35 I =8 ways/cort | “w1so L =8 ways/cogel
Pico-HTM - 30t
L Bl I
| 520 T
I | _b% 15 | .
S I L |
1 1 n |.1.|....|....|..|. If 0 I I 1 = SRS S T S S S I P P EPI e [ S
1 2 4 8 16 32 649 16 32 6496 1 2 4 8 16 32 649
Threads Threads Threads

Trade-off: correctness vs. scalability vs. portability

e All Pico options scale as contention is reduced
= QEMU cannot scale: it stops all other CPUs on every atomic

Pico-CAS is the fastest, yet is not correct

Pico-HTM performs well, but requires hardware support

Pico-ST scales, but it is slowed down by store instrumentation

HTM noise: probably due to optimized same-core SMT transactions 2.14



Qelt: Cross-ISA Machine
Instrumentation

goal: fast, scalable instrumentation of a machine
emulator

Cota, Carloni. "Cross-ISA Machine Instrumentation using Fast and Scalable Dynamic Binary Translation", VEE, 2019



Recall our motivation: .
Fast, cross-ISA, full-system instrumentation

How fast?

e Goal: match Pin's speed when using it for simulation

= Note that Pin is same-ISA, user-only

3
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Recall our motivation: .
Fast, cross-ISA, full-system instrumentation

How fast?

e Goal: match Pin's speed when using it for simulation

= Note that Pin is same-ISA, user-only

How to get there? Need to:

e |[ncrease emulation speed

= Picois slower than Pin, particularly for full-system and FP
workloads

= Pico does not scale for workloads that translate a lot of code in
parallel, e.g. parallel compilation

e Support cross-ISA instrumentation of the guest

3

.2



Qelt's contributions

Emulation Speed

1. Correct cross-ISA FP emulation using the host FPU
2. Integration of two state-of-the-art optimizations:
e indirect branch handling
e dynamic sizing of the software TLB
3. Make the DBT engine scale under heavy code translation

e Not just during execution, like Pico

Instrumentation

4, Fast, ISA-agnostic instrumentation layer for QEMU

3

.3



1. Cross-ISA FP Emulation

e Rounding, NaN propagation, exceptions, etc. have to be emulated correctly
e Reading the host FPU flags is very expensive

m soft-float is faster, which is why QEMU uses it

O Host FPU flags check on every FP instruction
- soft-float
Qelt

23 ] baseline (incorrect): always
N2 08F — : y
Tg s 06 JZE j@ E JE j@ — uses the host FPU and never
0.4 [ —
= O B _ reads excp. flags
g 82 ﬁygﬁjﬁyﬁ ,ﬁﬁ,ﬁm
NZ \6 \6 \e N W W W N N\ W\ G\
5\(\%60 0D 6‘%60 & Do 0B o %&)b (Do

é@’ 66 R\ \)‘o (0 AN N\P‘ N 6\“ 05 o{‘ o «\Q

e Qelt uses the host FPU for a subset of FP operations, without ever
reading the host FPU flags

= Fortunately, this subset is very common
m defers to soft-float otherwise 3
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1. Cross-ISA FP Emulation

float64 float64 mul(float64 a, float64 b, fp status *st)

{ float64 input flush2(&a, &b, st); Common Case:

if (likely(float64 is zero or normal(a) &&
float64 is zero or normal(b) && l
st->exception flags & FP_INEXACT && e A .Barenormalorzero
st->round_mode == FP_ROUND NEAREST EVEN)) { )
if (floatb4 is zero(a) || Iloatb4 is zero(b)) {

bool neg = float64 is neg(a) "~ float64_is neg(b); - InexaCt already Set

return float64 set sign(float64 zero, negq);

else { e Default rounding
double ha float64 to double(a);

double hb float64 to double(b);
double hr ha * hb;
if (unlikely(isinf(hr))) {
st->float exception flags |= float flag overflow;

} else if (unlikely(fabs(hr) <= DBL MIN)) { How common?
goto soft fp; ¢

}
return double to floaté64(hr);

99.18%

return soft float64 mul(a, b, st);
}

of FP instructions in SPECfp06
..and similarly for 32/64b +, -, x , = ==



2. Other Optimizations

derived from state-of-the-art DBT engines

A. Indirect branch handling

e Weimplement Hong et al.'s [A] technique to speed up indirect branches

= We add a new TCG operation so that all ISA targets can benefit

[A] Hong, Hsu, Chou, Hsu, Liu, Wu. "Optimizing Control Transfer and Memory Virtualization in Full System Emulators", ACM TACO, 2015

[B] Tong, Koju, Kawahito, Moshovos. "Optimizing memory translation emulation in full system emulators", ACM TACO, 2015

3.
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e Weimplement Hong et al.'s [A] technique to speed up indirect branches

= We add a new TCG operation so that all ISA targets can benefit

B. TLB Emulation (full-system)

e Virtual memory is emulated with a software TLB

= Guest memory accesses first check a TLB array on the host
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2. Other Optimizations

derived from state-of-the-art DBT engines

A. Indirect branch handling

e Weimplement Hong et al.'s [A] technique to speed up indirect branches

= We add a new TCG operation so that all ISA targets can benefit

B. TLB Emulation (full-system)

e Virtual memory is emulated with a software TLB
= Guest memory accesses first check a TLB array on the host
e Tongetal. [B] present TLB resizing based on TLB use rate at flush time
= We improve on it by incorporating history to shrink less aggressively

o Rationale: if a memory-hungry process was just scheduled out, it is likely that it will
be scheduled in in the near future

[A] Hong, Hsu, Chou, Hsu, Liu, Wu. "Optimizing Control Transfer and Memory Virtualization in Full System Emulators", ACM TACO, 2015

[B] Tong, Koju, Kawahito, Moshovos. "Optimizing memory translation emulation in full system emulators", ACM TACO, 2015

3.
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Ind. branch + FP improv.

user-mode x86_64-on-x86_64. Baseline: Pico (i.e. QEMU v3.1.0)

=3 +indirect branch handlin%qoptimization
3 +floating point using the host FPU
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Q. 21
< 15F
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g
9 o5t
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Speed
peedup 3

S = N W b

3.
Z

TLB resizing

full-system x86_64-on-x86_64. Baseline: Pico (i.e. QEMU v3.1.0)

O +indirect branch opt. + fast FP
2 +d{nam|c TLB resizing (Tong et al.)
TLB resizing with history

bf)

sk N SPECint06 _
5 —
2 —
5 —
1} _
SO mI :
0 N ) K e <
(\C ,L\Q '%Cc‘ 6\0 \0((\ ((\e( 6(\% ,0)((\ D‘(Q &QQ 5&3‘ e@(\
.Qe(\\oe D(Q\\.o D(Q,") ')9 bf-’ % 636\(\(0 C) \ %_0 b‘bb(x\’),(),\\ . ((\ o b(,\fb.'b :b,\'b'(\ /%eo((‘
b‘b ’ B berb' \$
F o= SPECfp06 I
S —
3 —
S —
i HE H-E |_'§ |—I-§ :
IF Ii @ TR ﬁ@ @ '
1 _
S —
’ Vf\ \ N
\e° \\ ((\Q <P O 'b\ \et &« \)\\ \‘0 QJ( AN
W '5 AR SGWRN é o <<0 Q %\ \<\\<‘ e
g m\b%’b “q’ 6%‘0@0‘ S W‘ W BRI 6”‘066 Qg 40

e +TLB history: takes
into account recent
usage of the TLB to
shrink less
aggressively,
improving
performance

3
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3. Parallel code translation

with a shared translation block (TB) cache

vCPUO
thread

vCPU1

thread e

vCPUn
thread

Monolithic TB cache (Pico)

@ Parallel TB execution (green blocks)

@ Serialized TB generation (red blocks) with
a global lock

3.9



3. Parallel code translation

with a shared translation block (TB) cache

Monolithic TB cache (Pico)

thread thread thread

@ Parallel TB execution (green blocks)

@ Serialized TB generation (red blocks) with
a global lock

VCPUO | | VCPU1 [ | VCPUN Partitioned TB cache (Qelt)

FATTCE TS @ Parallel TB execution
@ Parallel TB generation (one region per vCPU)

e vCPUs generate code at different rates
= Appropriate region sizing ensures low code cache waste 3.9



Parallel code translation

Guest VM performing parallel compilation of Linux kernel modules, x86_64-on-x86_64

e Pico does not scale for this
workload due to contention on
the lock serializing code
generation

e +parallel generation removes the
scalability bottleneck

= Scalability is similar (or better)
to KVM's

= 2 sockets

=

— HE

8

16 24
Guest vCPUs

Speedup

.
.
]
.

+TLB history
+parallel gen. ——
+ind. branch -

6
4
2

SN A~ OO

Pico

K\:\%

= 2s.
] ] ]

1

8 16 24 32
Guest vCPUs




4. Cross-ISA Instrumentation

Guest Code
stq t9,-30384
br 0x12004d890
Z
translate()
y s
TCGIR
tcg_gen_code() Host COde
movi_i64 tmp3,$0xfffffffffff8950 >
add_i64 tmp2,t12,tmp3 mov 0xd8(%r14),%rbp
gemu_st_i64 t9,tmp2,leq,1 add $0xffffffffffff8950,%rbp

QEMU/Pico cannot instrument the guest

e Would like plugin code to receive callbacks on instruction-grained events

= e.g. memory accesses performed by a particular instruction in a translated
block (TB), as in Pin 3.1



4. Cross-ISA Instrumentation

Instrumentation with Qelt

e Qelt first adds "empty" instrumentation
in TCG, QEMU's IR

Guest Code

stq t9,-30384
br 0x12004d890

|
transiate()

IR with empty
instrumentation

movi_i64 tmp3,$0xffffffffffff8950
add_i64 tmp2,t12,tmp3
gemu_st_i64 t9,tmp2,leq,1
movi_i32 tmp1,$0x23

movi_i64 tmp4,$0x0

1d_i32 tmp0,env,$Oxffffffffffffffd8
mov_i64 tmp3,tmp2

call empty_mem_cb, \
$0x10,$0,tmp0,tmp1,tmp3,tmp4
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4. Cross-ISA Instrumentation

Guest Code

Instrumentation with Qelt

br 0x12004d890

|
transiate()

e Qelt first adds "empty" instrumentation
in TCG, QEMU's IR trumentany

instrumentation
movi_i64 tm p3,$0xffffffffffff8950

[ ) Pl b b TB add_i64 tmp2,t12,tmp3
ugins subscribe to eventsin a

movi_i32 tmp1,$0x23

movi_i64 tmp4,$0x0

1d_i32 tmp0,env,$Oxffffffffffffffd8

= They can use a decoder; Qelt only e
sees opaque insns/accesses

$0x10,$0,tmp0,tmp1,tmp3,tmp4

I
plugin_dispatch()

| plugin 0 |

| plugin n |
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4. Cross-ISA Instrumentation

Instrumentation with Qelt

e Qelt first adds "empty" instrumentation
in TCG, QEMU's IR
e Plugins subscribe to eventsina TB

= They can use a decoder; Qelt only
sees opaque insns/accesses

e Qelt then substitutes "empty"
instrumentation with the actual calls to
plugin callbacks (or removes it if not
needed)

Guest Code

stq t9,-30384
br 0x12004d890

|
transiate()

IR with empty
instrumentation

movi_i64 tmp3,$0xfffffffffff8950
add_i64 tmp2,t12,tmp3
gemu_st_i64 t9,tmp2,leq,1
movi_i32 tmp1,$0x23

movi_i64 tmp4,$0x0

1d_i32 tmp0,env,$Oxffffffffffffffd8
mov_i64 tmp3,tmp2

call empty_mem_cb, \
$0x10,$0,tmp0,tmp1,tmp3,tmp4

I
plugin_di?patch()

| plugin 0 |

| plugin n |

plugin_
inject()

Instrumented
IR

movi_i64 tmp3,$0xffffffffff8950
add_i64 tmp2,t12,tmp3
gemu_st_i64 t9,tmp2,leq,1
movi_i32 tmp1,$0x23

movi_i64 tmp4,$0x0

1d_i32 tmp0,env,$Oxfffffffffffffd8
mov_i64 tmp3,tmp2

call plugin_mem_cb, \
$0x10,$0,tmp0,tmp1,tmp3,tmp4

tcg_gejrcode()

Host Code

mov 0xd8(%r14),%rbp

add $0xffffffffffff8950,%rbp
mov 0xb8(%r14),%rbx

mov %rbx,0x0(%rbp)

mov -0x28(%r14),%ebx
mov %ebx,%edi

mov $0x23,%esi

callq *0x35(%rip)
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4. Cross-ISA Instrumentation

Instrumentation with Qelt

e Qelt first adds "empty" instrumentation
in TCG, QEMU's IR
e Plugins subscribe to eventsina TB

= They can use a decoder; Qelt only
sees opaque insns/accesses

e Qelt then substitutes "empty"
instrumentation with the actual calls to
plugin callbacks (or removes it if not
needed)

e Other features: inlining, helper instr., accelerator support (DMA, interrupts, I/0)... s

Guest Code

stq t9,-30384
br 0x12004d890

|
transiate()

IR with empty
instrumentation

movi_i64 tmp3,$0xfffffffffff8950
add_i64 tmp2,t12,tmp3
gemu_st_i64 t9,tmp2,leq,1
movi_i32 tmp1,$0x23

movi_i64 tmp4,$0x0

1d_i32 tmp0,env,$Oxffffffffffffffd8
mov_i64 tmp3,tmp2

call empty_mem_cb, \
$0x10,$0,tmp0,tmp1,tmp3,tmp4

I
plugin_di?patch()

| plugin 0 |

| plugin n |

plugin_
inject()

Instrumented
IR

movi_i64 tmp3,$0xffffffffff8950
add_i64 tmp2,t12,tmp3
gemu_st_i64 t9,tmp2,leq,1
movi_i32 tmp1,$0x23

movi_i64 tmp4,$0x0

1d_i32 tmp0,env,$Oxfffffffffffffd8
mov_i64 tmp3,tmp2

call plugin_mem_cb, \
$0x10,$0,tmp0,tmp1,tmp3,tmp4

tcg_gejrcode()

Host Code

mov 0xd8(%r14),%rbp

add $0xffffffffffff8950,%rbp
mov 0xb8(%r14),%rbx

mov %rbx,0x0(%rbp)

mov -0x28(%r14),%ebx
mov %ebx,%edi

mov $0x23,%esi

callq *0x35(%rip)
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Slowdown Slowdown

Slowdown

Qelt faster than the state-of-the-art, even for heavy instrumentation (cachesim)

Full-system instrumentation

x86_64-on-x86_64 (lower is better). Baseline: KVM

PANDA —— QVMII Qelt == Qelt-inline ==
SPECfp06 SPECint06
200 o o 70 o 2
180 no instrumentation no instrumentation
60 [~
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140 c 50 =
100 s
_g 30 -
20
10
0
300 160
n memcount | memcount
250 _ 140
P 120 |~
L -4 <
200 g 100 [~ i
150 |~ 1T 80
g 60 [~
100 |~ 15
2 a0f
50 [ 1 20k
0 0
400 - 300 - — —
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350 250 -
300 | g -
9 S |
250 |~ a -3 200
‘ o v
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User-mode instrumentation

x86_64-0on-x86_64 (lower is better). Baseline: native

DynamoRIO == Pin Qelt —3
no instrumentation 9 no instrumentation —
s ] the gap with
2 l
o 5 — .
: . Pin/DRIO for no
> 3 m .
1 . instr., although for
FP the gap is still
significant
&
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User-mode instrumentation

x86_64-0on-x86_64 (lower is better). Baseline: native

DynamoRIO == Pin Qelt —3
SPECfp06 SPECint06

35 10 . .

30 no instrumentation ] g — no instrumentation —
S5 4 S 7F =
=200 13 ¢F -
z 151 TR = ]
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140 120
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Qelt has narrowed
the gap with
Pin/DRIO for no
instr., although for
FP the gap is still
significant

DRIO is not
designed for non-
inline instr.



User-mode instrumentation

x86_64-0on-x86_64 (lower is better). Baseline: native
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Contributions Thesis

"Fast, scalable machine emulation is\feasibleland|\useful for
evaluating the design and integration of heterogeneous systems"

| |
!

Pico e Design of a scalable, full-system, cross-ISA emulator
[CGO'17] < Handling of guest-host ISA differences in atomic instructions

Qelt e Fast, correct cross-ISA FP emulation leveraging the host FPU
[VEE'19] ° Fast, cross-ISA instrumentation layer
e Scalable emulation also during heavy code generation

Accelerator Integration CB

e Quantitative comparison of accelerator couplings [DAC'15]

e Technique to lower the opportunity cost of accelerator ROCA
integration by reusing acc. memories to extend the LLC  [CAL'14, 1CS'16]




Accelerator Integration

e Quantitative comparison of accelerator couplings [DAC'15]

e Technique to lower the opportunity cost of accelerator ROCA
integration by reusing acc. memories to extend the LLC  [CAL'14, 1CS'16]



Accelerator Coupling in
Heterogeneous Architectures

goal: to draw observations about
performance, efficiency and programmability
of accelerators with different couplings

Cota, Mantovani, Di Guglielmo, Carloni. "An Analysis of Accelerator Coupling in Heterogeneous Architectures", DAC, 2015



Tightly-Coupled Accelerators Loosely-Coupled Accelerators

TCA LCA, two flavors: DRAM-DMA, LLC-DMA
VS.
R F CPU Accelerator Logic PLM
D$ CMD_REG
STATUS REG| Accelerator =~ DMA LLC

L I/D$ NQIOZ[EEE'EEG Interface controller
Accelerator Logic —

CPU On-Chip-Interconnect

v’Good design reuse: no CPU-specific knowledge
X High set-up costs: driver invocation and DMA

v Freedom to tailor private memories (PLMs), e.g.
providing different banks, ports, and bit widths

X PLMs require large area expenses

v Nil invocation overhead (via ISA extensions)
¢’ No internal storage: direct access to L1 cache
X Limited portability: design heavily tied to CPU

e Applications: Seven high-throughput kernels from the PERFECT Benchmark Suite[*]
= Used High-Level Synthesis for productivity (') hitp://hpc.pnl. gov/PERFEGT/



Cargo: Heterogeneous System Simulation
CPU & memory

Accelerators

Input C Code

=

Add special High-Level
instructions Synthesis Tool
TCA simulation g RTL Output

Write OS
driver,
add driver

invocations

Y LCA simulation

e Full-system running Linux

e Detailed event-driven L1 and L2 cache models + DRAMSim2 for DRAM

e LCAs: Unmodified SystemC/RTL/Chisel/C/C++ accelerators are simulated in
parallel with the CPU simulation, synchronizing every n cycles (e.g. 100)

Cores

Execute
Latency

2 cores, 1386 ISA, 3-stage pipeline, 2 GHz
1 cycle except IMUL=4, IDIV=15,
FPADD=5, FPMUL=5, FPDIV=25 [5]

L1 caches

L2 cache

32KB I, 64KB D, 4 ways, 242 I/O ports,
1-cycle latency, LRU replacement
4MB, 16 ways, 16 banks, 4 MSHRs, 141
I/O ports, 11-cycle latency, LRU

DRAM

1 Controller, 3.5GB, Micron DDR3
400MHz

Operating
System

Linux v2.6.34

5
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Results
Perf. & Efficiency

|

25 LLC-DMALCA - - c 25 -
DRAM-DMA LCA <7 .0

20 TCA O = B 20 ]
=] =

g5 “ Bi5H 5

%10 — — Eﬁlo = .
(5]

51 ] S 5 -

0 | | 0 | |

0 10 20 30 40 50 60 10 20 30 40 50 60
Workload Workload

e LCAs best positioned to deliver high throughput
given inputs of non-trivial size

m Efficiency gap between LCAs due to difference
in off-chip accesses
m | CAs can saturate DRAM bandwidth, e.g. sort:

35

LLC-DMA LCA 4+ 4

DRAM-DMA LCA <~
TCA O 7]

1037 —

[T | | | | 0]
0 20 40 60 80 100 120 140
Input Parameter N
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Results

Perf. & Efficiency Why LCAS > TCAS:

BLLHTBIIG & 185 ] Tailored, many-ported PLMs are
= 1 3sl ] key to performance
A 10 - 810 | .
5t 4 &) - e |1s cannot provide this
0 | | ] .
R Ve N KRN parallelism (at most 2 ports!)
e LCAs best positioned to deliver high throughput |
given inputs of non-trivial size o PLM
.« o . P read i’ Bank
m Efficiency gap between LCAs due to difference i //_\?\\
in off-chip accesses Computation 1 [Bankt | [ Bank |
m | CAs can saturate DRAM bandwidth, e.g. sort: S S 7 S
T Computation n - Bank3 Bank4
. . SN Conr
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ROCA: Reducing the
Opportunity Cost of
Accelerator Integration

goal: to expose on-chip accelerator PLMs to the
LLC, thereby extracting utility from accelerators
when otherwise unused

Cota, Mantovani, Petracca, Casu, Carloni. "Accelerator Memory Reuse in the Dark Silicon Era", Computer Architecture Letters (CAL), 2014
Cota, Mantovani, Carloni. "Exploiting Private Local Memories to Reduce the Opportunity Cost of Accelerator Integration", Intl. Conf. on Supercomputing (ICS), 2C16



Accelerators' Opportunity Cost

An accelerator is only of utilityif it applies to the
system's workload

]
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Accelerators' Opportunity Cost

An accelerator is only of utilityif it applies to the
system's workload
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If it doesn't, more generally-applicable alternatives

are more productive




Accelerators' Opportunity Cost

An accelerator is only of utilityif it applies to the
system's workload
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Accelerators' Opportunity Cost

An accelerator is only of utilityif it applies to the
system's workload
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Observation #1: Accelerators are mostly memory

¢¢ An average of 69% of accelerator area is consumed by memory
Lyons, Hempstead, Wei, Brooks. "The Accelerator Store', TACO, 2012
Accelerator examples: AES, JPEG encoder, FFT, USB, CAN, TFT controller, UMTS decoder..

#2: Average accelerator memory utilization is low

Not all accelerators on a chip are likely to run at the same time

#3: Acc. PLMs provide a de facto NUCA substrate

]
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C EVE G Cigd
LIJ‘ le [ 000 Llj‘ le
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Observation #1: Accelerators are mostly memory

¢¢ An average of 69% of accelerator area is consumed by memory
Lyons, Hempstead, Wei, Brooks. "The Accelerator Store', TACO, 2012
Accelerator examples: AES, JPEG encoder, FFT, USB, CAN, TFT controller, UMTS decoder..

#2: Average accelerator memory utilization is low

Not all accelerators on a chip are likely to run at the same time

#3: Acc. PLMs provide a de facto NUCA substrate

ROCA's Toextend the LLC with acc. — .... -
PLMs when otherwise not ] (g e
Goal: in use : I emones_l. —
Q No changes to coherence protocol ggcj;j E:,. EFC;)E;} A | t fg f

& Minimal modifications to accelerators

6
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Parallel Simulation with Cargo

acc || acc || acc

Baseline system 128K | 192K | (128K
L2 L2 L2 acc || 12
256K || °°" ||256K| | °°"® ||256K 192K| 256K | °°"®
+24 ROCA [ acc Core‘
accelerators [192K
L2 L2
256K|| C0Te core | loeek  ——
L2 L2 L2
256K || °°" ||256K| | °°" ||256K

acc f‘E
o2k 192K [128K
core g‘@
core glégcl(

core core core || core

core ‘ core ‘

core

o —
= 015 [CH
o e Y
IIIIII!IIIIII!IIE;;}

Q
o
=
@

core‘ core core core‘ core || core

core

N
185
P

256K

ce || aec || ace || acc || a
128K || 192K ||192K || 192K

Configurations:

e 2M S-NUCA baseline

e 8MB S-NUCA (not pictured)

e same-area 6M ROCA, assuming accelerators are
66% memory (below the typical 69%)

Workloads:

e Multi-programmed SPEC06 runs, not
amenable to acceleration

cores 16 cores, i386 ISA, in-order IPC=1
except on memory accesses, 1GHz

L1 caches Split I/D 32KB, 4-way set-associative,
1-cycle latency, LRU

L2 caches 8-cycle latency, LRU
S-NUCA: 16ways, 8 banks
ROCA: 12 ways

Coherence MESI protocol, 64-byte blocks,
standalone directory cache

DRAM 1 controller, 200-cycle latency, 3.5GB
physical

NoC 5x5 or 7x7 mesh, 128b flits, 2-cycle
router traversal, 1-cycle links, XY
router

oS Linux v2.6.34
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LLC MPKI reduction (%)

Performance improvement (%)

<4
o
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o
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o
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o
T
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15F
10F

5}

0 p

Results

/ Assuming no accelerator activity,
e . e BMROCA can realize 70%/68% of the
’ | s performance/energy efficiency benefits of a
Worke . same-area 8M S-NUCA
13 J: = while retaining accelerators' potential
£ - orders-of-magnitude gains
(:/+ +___,,,.--+'.«'_ é Z : s +____+...+---+---44»«_

Sensitivity studies sweeping accelerator activity over

= space (which accelerators are reclaimed)
= time (how frequently they are reclaimed)

Key result: Accelerators with idle windows >10ms are prime candidates for ROCA
= perf/eff. within 10/20% of that with 0% activity

6
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Conclusions



Contributions

e [CGO'17,VEE'19] Fast, scalable, cross-ISA machine emulation and
instrumentation

= Performance for simulator-like instrumentation is competitive with state-
of-the-art same-ISA emulators such as Pin

Accelerator Integration

e [DAC'15] Quantitative comparison of accelerator couplings

e [CAL'14,I1CS'16] ROCA: Lower the opportunity cost of accelerator integration by
reusing acc. memories to extend the LLC

ca, Casu, Carloni. "Accelerator Memory Reuse in the Dark Silicon Era", Computer Architecture Letters (CAL), 2014
Archi

[ ] Cota, Manto , P te

[DAC'15] Cota, Manto o iel Carlo "An Analy f Accelerator Coupling in Heterogeneous Ar tectures", DAC, 2015

[ICS'16] Cota, Manto ; © io ploiting Private 1 mories to Reduce the Opportunity Cost of Accelerator Integration”, Intl. Conf. on Supercomputing (ICS), 2016

[CGO'17] Cota, Bonzi Be Carl "Cro ISA Mach Emulation for Multicores"™, CGO, 2017 7 3 2
[VEE'19] Cota, Carl Ve ISA Mach In umentat g Fast and Scalable Dynamic Binary Translation", VEE, 2019



Pico + Qeltin QEMU

e |nstrumentation layer: under review by the QEMU community

e Everything else: merged upstream QEMU v2.7 (Sept'16)<+QEMU v4.0 (April'19)
= Code contributions well-received (and improved!) by the QEMU community
= 302 commits to date

7.



Pico + Qeltin QEMU

e |nstrumentation layer: under review by the QEMU community
e Everything else: merged upstream QEMU v2.7 (Sept'16)<+QEMU v4.0 (April'19)

= Code contributions well-received (and improved!) by the QEMU community

= 302 commits to date

Future Impact

e We hope other researchers and educators will adopt QEMU to drive
simulators of heterogeneous systems

e Cargoisagoodexample

= QOrders of magnitude faster than existing tools such as gem5-aladdin
(~200 KIPS vs. ~10s of MIPS)

= Has been used for both research and teaching at Columbia
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Hash table Fast, concurrent lookups

Requirements Low update rate: max 6% booting Linux
T -
Candidate #2-CEHT3
#3: Our proposal: QHT

o Lock-free lookups, but no restrictions on the mem allocator
m Per-bucket sequential locks; retries very unlikely

450 200K keys, 0 % updates 200K keys, 1 % updates 200K keys, 100 % updates
400 - - - -
~
§ 350 9 t/ . _ i
= 300 8} . L i
250 7L . i
2 200 - 1 i
= - -
1507 QHT i |
2100t CLHT —o— -

— 501 ck_.hs —@— - - i
0 | | | | | | | | 0 | | | | | | | | 0
1 8 16 24 32 40 48 56 64 1 8 16 24 32 40 48 56 64 1 8 16 24 32 40 48 56 64
Threads Threads Threads

[1] http://concurrencykit.org
[12] D. Bruening, V. Kiriansky, T. Garnett, and S. Banerji. Thread-shared software code caches. CGO, pages 28-38, 2006
[13] T. David, R. Guerraoui, and V. Trigonakis. Asynchronized concurrency: The secret to scaling concurrent search data structures. ASPLOS, p. 631-644, 2015
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QEMU emulation modes
User-mode (QEMU-user)

e DBT of user-space code only
e System calls are run natively on the host machine
e QEMU executes all translated code under a global lock

= Forces serialization to safely emulate multi-threaded code

8
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QEMU emulation modes
User-mode (QEMU-user)

e DBT of user-space code only
e System calls are run natively on the host machine
e QEMU executes all translated code under a global lock

= Forces serialization to safely emulate multi-threaded code

System-mode (QEMU-system)

e Emulates an entire machine
= |ncluding guest OS and system devices
e QEMU uses a single thread to emulate guest CPUs using DBT

= No need for a global lock since no races are possible

8
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e Pico-user is 20-90% faster than QEMU-user due to lockless TB

lookups
e Pico-system's perfis virtually identical to QEMU-system's
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Pico-ST: Store Tracking

e Each address accessed atomically gets an entry of CPU set + lock
= | L/SC emulation code operates on the CPU set atomically
e Keep entriesin a HT indexed by address of atomic access

8
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Pico-ST: Store Tracking

e Each address accessed atomically gets an entry of CPU set + lock
= | L/SC emulation code operates on the CPU set atomically

e Keep entriesin a HT indexed by address of atomic access
e Problem: regular stores must abort conflicting LL/SC pairs!
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Pico-ST: Store Tracking

Each address accessed atomically gets an entry of CPU set + lock
= | L/SC emulation code operates on the CPU set atomically

Keep entries in a HT indexed by address of atomic access
Problem: regular stores must abort conflicting LL/SC pairs!
Solution: instrument stores to check whether the address has ever been

accessed atomically
= |fso (rare), take the appropriate lock and clear the CPU set

Optimization: Atomics << regular stores: filter HT accesses with a sparse
bitmap

@ QHT @ if entry exists, acquire
lock + clear all ongoing
LL/SC pairs registered
hit in the entry’s CPU set
—>

——— - spinlock t lock

% set t cpu_set 8.5




Pico-HTM: Leveraging HTM

e HTM available on recent POWER, s390 and x86_64 machines
e Wrap the emulation of code between LL/SC in a transaction

= Conflicting regular stores dealt with thanks to the strong
atomicity property™: "A regular store forces all conflicting transactions to abort."

Guest aarch64 code x86_64 Translation Blocks
str x3, [x19, #16 B
str 53, {x29, ﬁ15]2] | —» xbeging 0x40062b
1
o 2, ] — | movq (%4eax) thrbp
cmp x2, x1
b.ne #-+0xc
stlxr w0, x19, [x4] L ) movq %rbp, (%erax)
cbnz w0, #-0x10 xend

[*] Blundell, Lewis, Martin. "Subtleties of transactional memory atomicity semantics", Computer Architecture Letters, 2006

8.
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Pico-HTM: Leveraging HTM

e HTM available on recent POWER, s390 and x86_64 machines
e Wrap the emulation of code between LL/SC in a transaction

= Conflicting regular stores dealt with thanks to the strong
atomicity property™: "A regular store forces all conflicting transactions to abort."

Guest aarch64 code x86_64 Translation Blocks
str x3, [x19, #16 B
str 53, {x29, ﬁ15]2] | —» xbeging 0x40062b
1
o 2, ] — | movq (%4eax) thrbp
cmp x2, x1
b.ne #-+0xc
stlxr w0, x19, [x4] L ) movq %rbp, (%erax)
cbnz w0, #-0x10 xend

e Fallback: Emulate the LL/SC sequence with all other CPUs stopped

[*] Blundell, Lewis, Martin. "Subtleties of transactional memory atomicity semantics", Computer Architecture Letters, 2006
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Pico-HTM: Leveraging HTM

e HTM available on recent POWER, s390 and x86_64 machines
e Wrap the emulation of code between LL/SC in a transaction

= Conflicting regular stores dealt with thanks to the strong
atomicity property™: "A regular store forces all conflicting transactions to abort."

Guest aarch64 code x86_64 Translation Blocks
str x3, [x19, #16 B
str 53, {x29, ﬁ15]2] | —» xbeging 0x40062b
1
o 2, ] — | movq (%4eax) thrbp
cmp x2, x1
b.ne #-+0xc
stlxr w0, x19, [x4] L ) movq %rbp, (%erax)
cbnz w0, #-0x10 xend

e Fallback: Emulate the LL/SC sequence with all other CPUs stopped
e Fun fact: no emulated SC ever reports failure!

[*] Blundell, Lewis, Martin. "Subtleties of transactional memory atomicity semantics", Computer Architecture Letters, 2006



SPEC CINT2006

05700000004,
AT

2x
5x |-
1

5x |
0x

X
— o

N3O 49n0 dnpaadg

Atomic emulation perf
Pico-user, single thread, aarch64-on-x86

is correct)

no overhead (but only HTM

- SPEC CFP2006

Virtually all overhead comes from

\\\\\\\\\\\\\\\\\\ \\\\\

e Pico-CAS & HTM

e Pico-ST

tores

ing s

trumenti

INS
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Atomic emulation perf

Pico-user atomic_add, multi-threaded, aarch64-on-POWER

struct count {
u64 val;
} aligned(64);

struct count *counts;

while (!test stop) {
int index = rand() % n_elements;
atomic increment (&counts[index].val);

atomic_addmicrobenchmark

e All threads perform atomic incrementsin a loop
e No false sharing: each count resides in a separate cache line
e Contention set by the n_elements parameter

= j.e.if n_elements =1, all threads contend for the same line
e Scheduler policy: evenly scatter threads across cores

8
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Linux boot

single thread

QEMU (ineffec’lcive haslhing—|—|\I/IRU)
xxhash+MRU
xxhash gno MRUE ——

—
o1
I

—
I
I

xxhash+ck_hs (resizable) —¢— -
xxhash+QHT (resizable

—
w
I

|

—t
—t
I

Bootup+shutdown (s)
Mo
I

10 i

9 |

|

| | | |
14 15 16 17 18 19 20 21
Initial log2 number of buckets

e QHT & ck_hs resize to always achieve the best perf
= but ck_hs does not scale w/ ~6% update rates

8.
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[24] D. Lustig et al. ArMOR: defending against memory consistency model mismatches in heterogeneous architectures. ISCA, pages 388-400, 2015



Read-Copy-Update (RCU)

Reader Reader Reader

Reader

Reader Reader

Reader

-— Forbidden!

Grace Period

Credit: Paul McKenney

RCU is a way of waiting for things to finish,

without tracking every one of them



Read-Copy-Update (RCU)

Reader

RCU is a way of waiting for things to finish,

Reader Reader Reader
Reader
Reader
Grace period
Reader extends as
| needed.
Reader e

Grace Period

without tracking every one of them

Credit: Paul McKenney
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Sequence Locks

void *ght lookup slowpath(struct ght bucket *b, ght lookup func t func,
const void *userp, uint32 t hash)

{

unsigned int version;
void *ret;

do {

version = seqlock read begin(&b->sequence);

ret = ght do lookup(b, func, userp, hash);
} while (seqlock read retry(&b->sequence, version));
return ret;

Reader: Sequence number must be even, and must remain unaltered. Otherwise, retry

seqg=0 seqg=3 seg=3 seq=4
Reader I Retry I Retry ‘ Retry
seq-=1 seq=2 seq=3 =4 seq=4

Writer -

.12



CLHT malloc requirement

val t val = atomic read(&bucket->val[i]);
smp_rmb();

if (atomic read(&bucket->key [1]) == key && atomic read(&bucket->val[i]) == val) {

}

é¢ the memory allocator of the values must guarantee that the same
address cannot appear twice during the lifespan of an operation.

[13] T. David, R. Guerraoui, and V. Trigonakis. Asynchronized concurrency: The secret to scaling concurrent search data structures. ASPLOS, pages

631-644, 2015
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Multi-copy Atomicity

iriw litmus test

cpu0 cpul cpu2 cpu3
x=1 y=1 rl=x r3=y
r2=y r4=x

e Forbidden outcome:rl=r3=1,r2=r4=0
e The outcome is forbidden on x86
e |tis observable on POWER unless the loads are separated by

a sync instruction

[10] H.-J. Boehm and S. V. Adve. Foundations of the C++ concurrency memory model. ACM
SIGPLAN Notices, volume 43, pages 68-78, 2008.



Speedup

Evaluation

user-mode x86_64-on-x86_64. Baseline: Pico (i.e. QEMU v3.1.0)
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Speedup
S =2 N W A~

FP per-op contribution

user-mode x86-on-x86
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Qelt Instrumentation

* Fine-grained event subscription when guest code is translated
= e.g. subscription to memory reads in Pin vs Qelt:

VOID Instruction(INS ins)
{

if (INS_IsMemoryRead(ins))

INS InsertCall(ins, IPOINT BEFORE, (AFUNPTR)MemCB,

..)
}

VOID Trace(TRACE trace, VOID *v)
{

for (BBL bbl = TRACE BblHead(trace)

for (INS ins = BBL InsHead(bbl); INS Valid(ins); ins = INS Next(ins))
Instruction(ins);

static void vcpu tb trans(gemu plugin id t id, unsigned int cpu index, struct gemu plugin tb *tb)
{

size t = gemu_plugin tb n insns(tb)
size t 1

for (i 0

struct gemu plugin insn *insn = gemu plugin tb get insn(tb, i)

gemu_plugin register vcpu mem cb(insn, vcpu mem, QEMU PLUGIN CB NO REGS, QEMU PLUGIN_ MEM R)




Instrumentation overhead

user-mode, x86_64-on-x86_64
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Slowdown Slowdown Slowdown

Slowdown

DynamoRIO === Qelt ——
Pin /=3 Qelt-fs /=3
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SoftMMU overhead

lower is better

= before 3 after (+tlb)
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SoftMMU using shadow page tables

after:
only 2 insns thanks to

Before:
softMMU requires

many insns

Target source code
Idr sp, [pc, #4] ; @ pc = 0x1000c

Generated host code
0 : mov $0x1000c,%ebp
get target address
: mov %ebp,%edi

: lea 0x3(%rbp),%esi

1

2

3 : shr $0x5,%edi
4 : and $0xfffffc00,%esi
5:and $0x1fe0,%edi

compute Virtual TLB entry address
6 : lea 0x2c90(%rl14,%rdi,1),%rdi

. _and hash

7 : cmp (%rdi),%esi
check entry

8 : mov %ebp,%esi

9: jne 0x7fd9437491f0 No
present?

10: add 0x10(%rdi),%rsi
11: mov (%rsi),%ebp Return

shadow page tables

Qemu
memory

Target Memory

Generated code

Load %reg, #addr 0@“

Fig. 1. QEMU target memory accesses translation

Target source code

Idr sp, [pc, #4] ; @ pc = 0x1000c

Generated host code

mov %ri,%rj

mov (%rk),%rl

Virtual memory

Shadow
Memory

-

Physical
memory

A

/-06 1 to 1 mapping

Load %reg, #addr

Load %reg,#addr

Fig. 2. Memory Layout

Fill shadow
page table

Fig. 3. QEMU target memory access with our solution

Advantages:

High performance (almost 0
overhead for MMU emulation)
Minimal modifications to
QEMU compared to other
options in the literature

Disadvantages:

Requires dune*, which means
QEMU must be statically
compiled

Cannot work when target
address space => host address
space

Faravelon, Gruber, Pétrot. "Optimizing memory access performance using hardware assisted virtualization in retargetable dynamic binary translation. Euromicro Conference on Digital System Design (DSD), 2017. 8 21

[*] Belay, Bittau, Mashtizadeh, Terei, Mazieres, Kozyrakis. "Dune: Safe user-level access to privileged cpu features." OSDI, 2012



Speedup

x86-on-ppc64, make -j N inside a VM

45

35

NBench score

aarch64-on-aarch64, Nbench FP

gemu-aarch64 NBench score; higher is better
Host: Applied Micro X-Gene, Aarch64 A57 @ 2.4 GHz
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cross-1SA examples (2)

SPECint06 (test set), x86_64-linux-user. Host: APM 64-bit ARMv8 (Atlas/A57) @ 2.4 GHz

SPECInt06 (train set), aarch64-linux-user. Host: Intel i7-4790K @ 4.00GHz 1.45x
1 T T ind.branches,x86-on-iarch64
ind. branches, aarch64-on-x86 23 £ st
EMX. A %125)(- i . =
T lr 11 Ao inlin.
1 : - SN o | ’—:—‘ - - , — &2 g & god(‘\"k \\169‘(2& “(O((\e( \)ﬁ\.\x\)‘(\ «© M\e&iﬁ é\‘o@\d\ 2 \a\\d’“\% \\«\e@‘\
Ind. branches, RISC-V on x86, user-mode Ind. branches, RISC-V on x86, full-system
bench before afterl after2 after3 final speedup bench before afterl after2 after3 final speedup
aes 1.12s 1.12s 1.10s 1.00s 1.12 aes  2.68s 2.54s 2.60s 2.34s 1.1452991
bigint 0.78s 0.78s 0.78s 0.78s 1 bigint 1.61s 1.56s 1.55s 1.64s 0.98170732
dhrystone 0.96s 0.97s 0.49s 0.49s 1.9591837 dhrystone 1.78s 1.67s 1.25s 1.24s 1.4354839
miniz  1.94s 1.94s 1.88s 1.86s 1.0430108 miniz  3.53s 3.35s 3.28s 3.35s 1.0537313
norx 0.51s 0.51s 0.49s 0.48s 1.0625 norx 1.13s 1.09s 1.07s 1.06s 1.0660377
primes 0.85s 0.85s 0.84s 0.84s 1.0119048 primes 15.37s 15.41s 15.20s 15.37s 1
gsort 4.87s 4.88s 1.86s 1.86s 2.6182796 gsort 7.20s 6.71s 3.85s 3.96s 1.8181818

sha512 0.76s 0.77s 0.64s 0.64s 1.1875 sha512 1.07s 1.04s 0.90s 0.90s 1.1888889 e a8



AES
128-bit block

FFT
256-bit key

64-bit complex number

Sl —

Sort FFT-2D
32-bit float number ]
64-bit
I complex
1024 number
—N—
— 2 N—™

32-bit pixel

training
set

Applications

Debayer

]

16-bit pixel

—N———

Lucas Kanade

32-bit pixel

—

—_—

FOOTPRINT ACCELERATOR SCRATCHPAD
APPLICATION N  SIZE (bytes) AREA (um?) AREA (um?) SIZE (bytes)
AES 5 - 1000 80 - 16K 192,792 —* 192
FFT 8- 12 2K - 32K 337,770 299,605 (88%) 40K
FFT-2D 4-10 2K - 8M 146,199 98,273 (67%) 16K
Sort 8-128 32K - 524K 302,672 210,636 (69%) 25K
Debayer 16 - 1024 512 - 2M 207,206 196,522 (94%) 32K
Lucas Kanade 32 - 512 8K - 2M 588,001 538,775 (91%) 41K
Change Detection 32 -512 71K - 18M 189,826 134,954 (71%) 16K

e Seven high-throughput applications from the
PERFECT Benchmark Suite[*]
e Used High-Level Synthesis for productivity

[*] http://hpc.pnl.gov/PERFECT/
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High-Level Operation

core0 || corel (4 )mE0
O a(ﬁ:csUE
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L2 hos"ql) acoT ‘L2 host:
[bankO b ’hmﬁ [ ank1 ]
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COCE 100 /|
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e R | e
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High-Level Operation

1. coreQ's L1 misses on a read from 0xf00, mapped
to the L2's logical bankl

A
core0 coref @U mD%E
f acc3:
TLTETLXE SRI= ERTE Lﬂg
oo ] B0
L2 hos@ acoT ‘L2 host:
[ bankO b ’hmﬁ [ ank1 ]
Diﬁim 6@‘@@[}
= 3)=(2)
COCE 100 = /]
OOCE core2 ﬁ%ﬁj
- TaccO_ acgz
e R | e
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High-Level Operation

1. coreQ's L1 misses on a read from 0xf00, mapped
to the L2's logical bankl

2. L2 bankl's tag array tracks block 0xf00 at acc2;
sends request to acc2

core0

I
il Y
dﬂbd&%

\
DOooOooNd

- bankO0';
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EE[E: SN

[r o hao! I il
[L2 hOS%‘Q 4aCC1

EaE
accO__
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core2

G0 1
ckigkg
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High-Level Operation

1. coreQ's L1 misses on a read from 0xf00, mapped
to the L2's logical bankl

2. L2 bankl's tag array tracks block 0xf00 at acc2;
sends request to acc2

3. acc2 returns the block to bank1l

core0

I
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High-Level Operation

1. coreQ's L1 misses on a read from 0xf00, mapped
to the L2's logical bankl

2. L2 bankl's tag array tracks block 0xf00 at acc2;
sends request to acc2

3. acc2 returns the block to bank1l

4. bank1l sends the block to core0

A e

core0 corel (4 yjmd
I (4) acc3:
(I RN I S (I R | T L=
cL1i5 LLxdj ch1igeL19, I
\ =
Ooooch! ] [EOiE0D
‘L2 hosr@j‘acﬁ* ‘L2 host:
- bank0™ ’hDH yoanki -
OoCEI00 OATEIND
%%EE]DD 5 %;a@
B: core j
TaccO_ Laccz
| Py L
ol e e
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High-Level Operation

1. coreQ's L1 misses on a read from 0xf00, mapped
to the L2's logical bankl

2. L2 bankl's tag array tracks block 0xf00 at acc2;
sends request to acc2

3. acc2 returns the block to bank1l

4. bank1l sends the block to core0

A [
core0 || corei @UD@%E
I —\\acc3:
(I (I 0 | B:==
cL15 LLxdj cL1i5EL1ds B
\ =
Oogooy | [BOfE00
‘L2 hosr@j‘acﬁ* ‘L2 host:
-banko’ hDH yhank1 |
OoCEI00 OATEIND
%%EE]DD 5 %ﬁa@
B: core j
- acc0_ Lacgz
PN P
i AT T mimin

€ Additional latency for hits to blocks stored in accelerators
@ Return via the host bank guarantees the host bank is the only

coherence synchronization point

e No changes to coherence protocol needed

8.
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ROCA Host Bank

(way 0)

data array | data array

(way 1)

| tag |ind

Way Enable Register

way0 way1 way2 way3

Controller

data

L‘ ’J local hit A A remote hit
ex|

tag array
(4 ways)

%0%1#@“

hit3

4-way example: 2 local, 2 remote ways

e Enlarged tag array for accelerator
blocks

= Ensures modifications to
accelerators are simple

8
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ROCA Host Bank

data array | data array
(way 0) (way 1)

| tag |ind

Way Enable Register

way0 way1 way2 way3

Controller

data

L‘ ’J local hit A A remote hit
ex|

tag array
(4 ways)

hit2

hit3

4-way example: 2 local, 2 remote ways

e Enlarged tag array for accelerator
blocks

= Ensures modifications to
accelerators are simple

e | everages Selective Cache Ways
[*] to adapt to accelerators'
intermittent availability

= Dirty blocks are flushed to
DRAM upon accelerator
reclamation

[*] David H. Albonesi, "Selective Cache Ways: On-Demand Cache Resource Allocation", ISCA'99
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Logical Bank Way Allocation

E[S[E[EEE 00
oo =0 [jDDE
oo hOSt 10 CCOj

Bfbankid
OLS mell
EEEREE ?ﬂﬁ
o000

0oo
T acct accf
= =T

ROCA logical bank

e Increasing associativity helps minimize waste due to uneven memory sizing across

accelerators (Ex. 2 & 3)

Example 1: 640KB total
\ 256K | [ 128K | [ 128K | [[128K]

1.a: 5 ways, 211 sets

1.b: 10 ways, 210 sets
T T T | e

Example 3: 672KB total
\ 384K | [ 96K | [ 128K ] [64K]

3.a: 10 ways, 210 sets, 32K waste

T EC T 6

3.b: 20 ways, 29 sets
CEETTTTTTTT A (LT e

Example 2: 768KB total
\ 256K |[ 192K ][ 192K | [[128K]

2.a: 5 ways, 2! sets, 128K waste

2.b: 12 ways, 210 sets
Tl 7 T T ]

Example 4: 768KB total
\ 288K |[ 192K |[ 192K | [[96K]

4.a: 8 ways, 1536 sets
L T JC T )
4.b: 16 ways, 768 sets
T LT T JCT T 11

e Power-of-two number of sets not required (Ex. 4), but

= complicates set assighment logic [*]
= requires full-length tags: modulo is not bit selection anymore

[*] André Seznec, "Bank-interleaved cache or memory indexing does not require Euclidean division", IWDDD'15
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NoC

I

Coalescing PLMs

- ——

IN_BUF IN_BUF
ping pong
Y \ 4
BO B1 B31
&
B32 B33 B63
16
B0 B15
|og2i(32)
B63
A 4 \4
OUT_BUF OUT_BUF
ping pong

* PLM manager exports same-size dual-ported SRAM banks as multi-ported
memories using MUXes
e ROCA requires an

Parallel
Accelerator Bubble Sort Merge Sort
Controller logic logic
43 48 48 o
XiZ xTinZ xiZ
3 R I A4 7 x
i% _ — Lo
=¥ «l
2kx32b 2kx32b
IN_.BUF bubble-regs | | merge-head | | merge-regs | |OUT_BUF
8kB 16kB 4kB 4kB 8kB

,e.g.128b

8.
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Coalescing PLMs

ok
addr >_
data 1280 »>< 1280 X 1280 280 D)—

T

64 : 2k - 32- :

HHH o ' Y Y o
bubble-regs IN+OUT BUF’'s  merge-head+merge-regs
256 blocks 256 blocks 128 blocks

e SRAMs are accessed in parallel to match the NoC flit bandwidth

= Bank offsets can be computed cheaply with a LUT + simple logic
= Discarding small banks and SRAM bits a useful option 8.29



ROCA: Area Overhead

e Host bank's enlarged tag array
= 5-10% of the area of the data it tags (2b+tag per block)

e Tag storage for standalone directory if it wasn't there already

= |nclusive LLC would require prohibitive numbers of recalls
= Typical overhead: 2.5% of LLC area when LLC = 8x priv

e Additional logic: way selection, PLM coalescing logic
= Negligible compared to tag-related storage

8.30



No acc active No acc active, gmean/regress

24 acc 1% act. (T=10ms 24 acc 1%, gmean/regress
24 acc 4% act. (T=2.5ms) —e— 24 acc 4%, gmean/regress o
24 acc 10% act. (T=1ms) —v— 24 acc 10%, gmean/regress v
24 acc 100% act. —aA— 24 acc 100%, gmean/regress A
40 350
°
& 30f . 300
~ o
5 5ol J| £ 250}
© 3
g L 200 v
B 1o} 8 [obwe v
E 3 150 7 . Vv
a 0 ~x S
> 3 100 %jooooov
) % L %
— -10| -1 \ v
3 50;.; o o
-20 0 ) ) ) ) )
0 5 10 15 20 25 30 35 40 45 0 5 10 15 20 25 30
Workload MPKI
15 20
X
= < 15}
E &
=
o
E S
g £
£ a
L m
)
a

-5 -10
0 5 10 15 20 25 30 35 40 45 0 5 10 15 20 25 30 35 40 45

Workload Workload

e Sensitivity studies sweeping
accelerator activity over

= space (which accelerators are
reclaimed)

= time (how frequently they are
reclaimed)

o Key result: Accelerators with idle
windows >10ms are prime
candidates for ROCA

m perf/eff. within 10/20% of that
with 0% activity

8.

31



