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Introduc)on�
•  Typical	  tes5ng	  and	  op5miza5on	  in	  cellular	  data	  network	  

•  LiKle	  focus	  has	  been	  put	  on	  their	  cross-‐layer	  interac)ons	  
	  Many	  mobile	  applica5ons	  are	  not	  cellular-‐friendly.	  

•  The	  key	  coupling	  factor:	  the	  RRC	  State	  Machine	  
–  Applica5on	  traffic	  paKerns	  trigger	  state	  transi5ons	  
–  State	  transi5ons	  control	  radio	  resource	  u5liza5on,	  end-‐user	  

experience	  and	  device	  energy	  consump5on	  (baKery	  life)	  

RRC	  
State	  	  

Machine�? �
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The	  RRC	  State	  Machine	  for	  UMTS	  
Network�

•  State	  promo5ons	  have	  promo)on	  delay	  
•  State	  demo5ons	  incur	  tail	  )mes	  

Tail	  Time	  

Tail	  Time	  

Delay:	  1.5s	  
Delay:	  2s	   Channel � Radio	  

Power �

IDLE � Not	  
allocated �

Almost	  	  
zero �

CELL_FACH � Shared,	  
Low	  Speed �

Low�

CELL_DCH � Dedicated,	  
High	  Speed �

High �
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Example:	  RRC	  State	  Machine	  
for	  a	  Large	  Commercial	  3G	  Network �

Promo	  Delay:	  2	  Sec�

DCH	  Tail:	  5	  sec�

FACH	  Tail:	  12	  sec�

DCH:	   	  High	  Power	  State	  (high	  throughput	  and	  power	  consump5on)	  
FACH:	   	  Low	  Power	  State	  (low	  throughput	  and	  power	  consump5on)	  
IDLE:	   	  No	  radio	  resource	  allocated	  

Tail	  Time:	  wai)ng	  	  
inac)vity	  )mers	  to	  expire�
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Why	  State	  Promo)on	  Slow? �
•  Tens	  of	  control	  messages	  are	  exchanged	  during	  a	  state	  
promo5on.	  

RRC	  connec5on	  setup:	  ~	  1sec	   Radio	  Bearer	  Setup:	  ~	  1	  sec	  + �
Figure	  source:	  HSDPA/HSUPA	  for	  UMTS:	  High	  Speed	  Radio	  Access	  for	  Mobile	  Communica5ons.	  John	  Wiley	  and	  Sons,	  Inc.,	  2006. �
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Example	  of	  the	  State	  Machine	  Impact:	  
Inefficient	  Resource	  U)liza)on	  

FACH	  and	  DCH�

Wasted	  Radio	  Energy� 34%�

Wasted	  Channel	  Occupa5on	  Time� 33%�

A	  significant	  amount	  of	  channel	  occupa5on	  5me	  and	  
baKery	  life	  is	  wasted	  by	  scaTered	  bursts.	  

State	  transi5ons	  impact	  end	  user	  
experience	  and	  generate	  

signaling	  load.	  

Analysis	  powered	  by	  the	  ARO	  tool	  	  
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Example	  of	  the	  State	  Machine	  Impact:	  
DNS	  )meout	  in	  UMTS	  networks	  

Start	  from	  CELL_DCH	  STATE	  (1	  request	  /	  response)	  –	  Keep	  in	  DCH	  
	  
	  
Start	  from	  CELL_FACH	  STATE	  (1	  request	  /	  response)	  –	  Keep	  in	  FACH	  
	  
	  
Start	  from	  IDLE	  STATE	  (2~3	  requests	  /	  responses)	  –	  IDLE	  à	  DCH �

Star5ng	  from	  IDLE	  triggers	  at	  least	  one	  DNS	  5meout	  (default	  is	  1	  sec	  in	  WinXP) �

2	  second	  promo5on	  delay	  because	  of	  the	  
wireless	  state	  machine	  (see	  previous	  
slide),	  but	  DNS	  5meout	  is	  1	  second!	  

=>	  Triple	  the	  volume	  of	  DNS	  requests…	  
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State	  Machine	  Inference�
•  State	  Promo5on	  Inference	  

– Determine	  one	  of	  the	  two	  promo5on	  procedures	  
–  P1:	  IDLEàFACHàDCH; 	  P2:IDLEàDCH	  

•  State	  demo5on	  and	  inac5vity	  5mer	  inference	  
–  See	  paper	  for	  details	  

A	  packet	  of	  min	  bytes	  never	  triggers	  FACHàDCH	  promo5on	  (we	  use	  28B) �
A	  packet	  of	  max	  bytes	  always	  triggers	  FACHàDCH	  promo5on	  (we	  use	  1KB) �

P1:	  IDLEàFACH,	  P2:IDLEàDCH �
P1:	  FACHàDCH,	  P2:Keep	  on	  DCH �

Normal	  RTT	  <	  300ms	  
RTT	  w/	  Promo	  >	  1500ms �
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RRC	  State	  Machines	  of	  Two	  Commercial	  UMTS	  Carriers�

Carrier	  1� Carrier	  2�

Timer � Carrier	  1 � Carrier	  2 �

DCHàFACH	  (α	  5mer) � 5	  sec � 6	  sec �

FACHàIDLE	  (β	  5mer) � 12	  sec � 4	  sec �

What	  are	  the	  op)mal	  inac)vity	  )mer	  values? �

Promo5on	  
Inference	  
Reports	  P2	  
IDLEàDCH	  

Promo5on	  
Inference	  
Reports	  P1	  

IDLEàFACHàDCH	  
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State	  Machine	  Inference�

•  Valida5on	  using	  a	  power	  meter�

Carrier	  1�

Promo	  Delay:	  2	  Sec�

DCH	  Tail:	  5	  sec�

FACH	  Tail:	  12	  sec�

RRC	  State � Avg	  Radio	  Power �

IDLE � 0�

FACH� 460	  mW�

DCH � 800	  mW�

FACHàDCH � 700	  mW�

IDLEàDCH � 550	  mW�
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ARO:	  Mobile	  Applica)on	  Resource	  Op)mizer	  

•  Mo)va)ons:	  
–  Are	  developers	  aware	  of	  the	  RRC	  state	  machine	  and	  its	  
implica5ons	  on	  radio	  resource	  /	  energy?	  NO.	  

–  Do	  they	  need	  a	  tool	  for	  automa5cally	  profiling	  their	  prototype	  
applica5ons?	  YES.	  

–  If	  we	  provide	  that	  visibility,	  would	  developers	  op5mize	  their	  
applica5ons	  and	  reduce	  the	  network	  impact?	  Hopefully	  YES.	  

•  ARO:	  Mobile	  Applica)on	  Resource	  Op)mizer	  
–  Provide	  visibility	  of	  radio	  resource	  and	  energy	  u5liza5on.	  
–  Benchmark	  efficiencies	  of	  cellular	  radio	  resource	  and	  baKery	  
life	  for	  a	  specific	  applica5on	  
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ARO	  System	  Architecture �
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ARO	  System	  Architecture �
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The	  Data	  Collector	  

•  Collects	  three	  pieces	  of	  informa5on	  
–  The	  packet	  trace	  
–  User	  input	  (e.g.,	  touching	  the	  screen)	  
–  Packet-‐process	  correspondence	  

•  The	  RRC	  state	  transi5on	  is	  triggered	  by	  the	  aggregated	  
traffic	  of	  all	  concurrent	  applica5ons	  

•  But	  we	  are	  only	  interested	  in	  our	  target	  applica5on.	  
•  Less	  than	  15%	  run5me	  overhead	  when	  the	  
throughput	  is	  as	  high	  as	  600kbps	  

Cellular	  Networks	  and	  Mobile	  Compu5ng	  
(COMS	  6998-‐8)	   16	  2/27/12	   Courtesy:	  Feng	  Qian	  et	  al.	  



ARO	  System	  Architecture �
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RRC	  Analyzer:	  State	  Inference �

Example:	  Web	  Browsing	  Traffic	  	  on	  HTC	  TyTn	  II	  Smartphone	  

•  RRC	  state	  inference	  
–  Taking	  the	  packet	  trace	  as	  input,	  simulate	  the	  RRC	  state	  
machine	  to	  infer	  the	  RRC	  states	  

•  Itera5ve	  packet	  driven	  simula5on:	  given	  RRC	  state	  known	  for	  pkti,	  
infer	  state	  for	  pkti+1	  based	  on	  inter-‐arrival	  5me,	  packet	  size	  and	  
UL/DL	  

–  Evaluated	  by	  measuring	  the	  device	  power�
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RRC	  Analyzer:	  Applying	  the	  Energy	  Model�

•  Apply	  the	  energy	  model	  
–  Associate	  each	  state	  with	  a	  constant	  power	  value	  	  
–  Based	  on	  our	  measurement	  using	  a	  power-‐meter	  
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RRC	  Analyzer:	  Applying	  the	  Energy	  Model	  
(Cont’d) �

•  3G	  radio	  interface	  power	  consump5on	  
–  	  at	  DCH,	  the	  radio	  power	  (800	  mW)	  contributes	  1/3	  to	  1/2	  
of	  total	  device	  power	  (1600	  mW	  to	  2400	  mW) �

IDLE�

FACH�

DCH�
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ARO	  System	  Architecture �

Cellular	  Networks	  and	  Mobile	  Compu5ng	  
(COMS	  6998-‐8)	   21	  2/27/12	   Courtesy:	  Feng	  Qian	  et	  al.	  



TCP	  /	  HTTP	  Analysis�

•  TCP	  Analysis	  
–  Infer	  transport-‐layer	  proper5es	  for	  each	  TCP	  packet	  

•  SYN,	  FIN,	  or	  RESET?	  
•  Related	  to	  loss?	  (e.g.,	  duplicated	  ACK	  /	  recovery	  ACK)	  
•  …	  

•  HTTP	  Analysis:	  
–  HTTP	  is	  the	  dominant	  app-‐layer	  protocol	  for	  mobile	  apps.	  
– Model	  HTTP	  behaviors	  
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ARO	  System	  Architecture �
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Burst	  Analysis�

•  A	  burst	  consists	  of	  consecu5ve	  packets	  transferred	  	  
in	  a	  batch	  (i.e.,	  their	  IAT	  is	  less	  than	  a	  threshold)	  

•  We	  are	  interested	  in	  short	  bursts	  that	  incur	  energy	  /	  
radio	  resource	  inefficiencies	  

•  ARO	  finds	  the	  triggering	  factor	  of	  each	  short	  burst	  
•  Triggered	  by	  user	  interac5on?	  
•  By	  server	  /	  network	  delay?	  
•  By	  applica5on	  delay?	  
•  By	  TCP	  protocol?	  	  
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Burst	  Analysis	  Algorithm	  
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Compute	  Resource	  	  
Consump)on	  of	  a	  Burst	  

•  Upperbound	  of	  resource	  u5liza5on	  
–  The	  resource	  impact	  of	  a	  burst	  Bi	  is	  from	  the	  beginning	  of	  
Bi	  to	  the	  beginning	  of	  the	  next	  burst	  Bi+1	  

– May	  overes)mate	  resource	  consump5on,	  as	  one	  burst	  
may	  already	  be	  covered	  by	  the	  tail	  of	  the	  previous	  burst	  

Resource	  Impact	  of	  Burst	  Y	  

Resource	  Impact	  of	  Burst	  X	  
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Compute	  Resource	  	  
Consump)on	  of	  a	  Burst	  

•  Lowerbound	  of	  resource	  u5liza5on	  
–  Compute	  the	  total	  resource	  u5liza5on	  of	  the	  original	  trace	  
–  Remove	  the	  interested	  burst,	  then	  compute	  the	  resource	  
u5liza5on	  again	  

–  Take	  the	  delta	  

The	  original	  trace	  
Resource	  U)liza)on	  is	  E1	  

Remove	  X	  and	  Y	  
Resource	  u)liza)on	  is	  E2	  

The	  resource	  impact	  of	  X	  and	  Y	  is	  E1-‐E2	  
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ARO	  System	  Architecture �
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Profiling	  Applica)ons	  

•  From	  RRC	  Analysis	  
– We	  know	  the	  radio	  resource	  state	  and	  
the	  radio	  power	  at	  any	  given	  5me	  

•  From	  Burst	  analysis	  
– We	  know	  the	  triggering	  factor	  of	  each	  burst	  
– We	  know	  the	  transport-‐layer	  	  
and	  applica)on-‐layer	  behavior	  of	  each	  burst	  

•  By	  “profiling	  applica)ons”,	  we	  mean	  
–  Compute	  resource	  consump5on	  of	  each	  burst	  
–  Therefore	  iden5fy	  the	  root	  cause	  of	  resource	  inefficiency.	  
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Metrics	  for	  Quan)fying	  Resource	  
U)liza)on	  Efficiency	  

•  Handset	  radio	  energy	  consump5on	  
•  DCH	  occupa5on	  5me	  

–  Quan5fies	  radio	  resource	  u)liza)on	  
•  Total	  state	  promo5on	  5me	  (IDLEàDCH,	  
FACHàDCH)	  
–  Quan5fies	  signaling	  overhead	  

•  Details	  of	  compu5ng	  the	  three	  metrics	  (upperbound	  
and	  lowerbound)	  in	  the	  paper	  
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Implementa)on	  

•  Data	  collector	  built	  on	  Android:	  modified	  tcpdump	  
with	  two	  new	  features	  (1K	  lines	  of	  code)	  	  
–  logging	  user	  inputs:	  reads	  /dev/input/event*	  	  

•  captures	  all	  user	  input	  events	  such	  as	  touching	  the	  screen,	  
pressing	  buKons	  

–  finding	  packet-‐to-‐applica5on	  associa5on	  
•  /proc/PID/fd	  containing	  mappings	  from	  process	  ID	  (PID)	  to	  inode	  
of	  each	  TCP/UDP	  socket	  

•  /proc/net/tcp(udp)	  maintaining	  socket	  to	  inode	  mappings,	  
•  /proc/PID/cmdline	  that	  has	  the	  process	  name	  of	  each	  PID	  

•  The	  analyzers	  were	  implemented	  in	  C++	  on	  Windows	  7	  
(7.5K	  lines	  of	  code)	  
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Case	  Studies �

•  Fully	  implemented	  for	  Android	  plazorm	  (7K	  LoC)	  
•  Study	  17	  popular	  Android	  applica5ons	  

–  All	  in	  the	  “TOP	  Free”	  Sec5on	  of	  Android	  Market	  
–  Each	  has	  250,000+	  downloads	  as	  of	  Dec	  2010	  

•  ARO	  pinpoints	  resource	  inefficiency	  for	  many	  popular	  
applica5ons.	  For	  example,	  
–  Pandora	  Streaming	  
High	  radio	  energy	  overhead	  (50%)	  of	  periodic	  measurements	  

–  Fox	  News	  
High	  radio	  energy	  overhead	  (15%)	  due	  to	  users’	  scrolling	  

–  Google	  Search	  
High	  radio	  energy	  overhead	  (78%)	  due	  to	  real-‐5me	  query	  
sugges5ons	  
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Case	  Study:	  Pandora	  Music �

Problem:	  High	  resource	  overhead	  of	  periodic	  audience	  measurements	  (every	  1	  min)	  
Recommenda)on:	  Delay	  transfers	  and	  batch	  them	  with	  delay-‐sensi5ve	  transfers	  
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Case	  Study:	  Fox	  News	  

Problem:	  ScaKered	  bursts	  due	  to	  scrolling	  
Recommenda)on:	  Group	  transfers	  of	  small	  thumbnail	  images	  in	  one	  burst	  

34	  
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Case	  Study:	  BBC	  News �

ScaTered	  bursts	  of	  delayed	  
FIN/RST	  Packets�

Problem:	  ScaKered	  bursts	  of	  delayed	  FIN/RST	  packets	  
Recommenda)on:	  Close	  a	  connec5on	  immediately	  if	  possible,	  or	  within	  tail	  5me	  
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Search	  three	  key	  words.	  
ARO	  computes	  energy	  consump5on	  for	  three	  phases	  
I:	  Input	  phase	  	  S:	  Search	  phase	  	  T:	  Tail	  Phase�

UL	  Packets�
DL	  Packets�
Bursts �

RRC	  States�

Usr	  Input�

Problem:	  High	  resource	  overhead	  of	  query	  sugges5ons	  and	  instant	  search	  
Recommenda)on:	  Balance	  between	  func5onality	  and	  resource	  when	  baKery	  is	  low	  

Case	  Study:	  Google	  Search �
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Case	  Study:	  Audio	  Streaming	  

Problem:	  Low	  DCH	  u5liza5on	  due	  to	  constant-‐bitrate	  streaming	  
Recommenda)on:	  Buffer	  data	  and	  periodically	  stream	  data	  in	  one	  burst	  
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Case	  Study:	  Mobile	  Adver)sements	  

Problem:	  Aggressive	  ad	  refresh	  rate	  making	  the	  handset	  persistently	  occupy	  
FACH	  or	  DCH	  
Recommenda)on:	  Decrease	  the	  refresh	  rate,	  piggyback	  or	  batch	  ad	  updates	  
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Outline	  

•  Introduc5on	  
•  RRC	  State	  Inference	  
•  Radio	  Resource	  Usage	  Profiling	  &	  Op5miza5on	  
•  Network	  RRC	  Parameters	  Op5miza5on	  	  
•  Conclusion	  
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What-‐if	  Analysis	  for	  Inac)vity	  Timers�

•  Inac5vity	  5mers	  are	  the	  most	  crucial	  parameters	  
affec5ng	  
–  UE	  energy	  consump5on	  
–  State	  promo5on	  overhead	  
–  Radio	  resource	  u5liza5on	  (i.e.,	  DCH	  occupa5on	  5me)	  

•  What	  is	  the	  impact	  of	  changing	  inac5vity	  5mers	  
–  Perform	  what-‐if	  analysis	  by	  replaying	  traces	  to	  the	  
simulator	  with	  different	  inac5vity	  5mer	  values. �
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What-‐if	  Analysis	  for	  Inac)vity	  Timers	  (Cont’d)�

•  The	  α	  (DCHàFACH)	  5mer	  imposes	  much	  higher	  impact	  on	  the	  	  
three	  metrics	  than	  the	  β(FACHàIDLE)	  5mer	  does.	  

•  Very	  small	  α	  5mer	  values	  (<	  2	  sec)	  cause	  significant	  increase	  of	  state	  	  
promo5on	  overhead.	  

•  It	  is	  difficult	  to	  well	  balance	  the	  tradeoff.	  The	  fundamental	  reason	  	  
is	  	  that	  )mers	  are	  globally	  and	  sta)cally	  set	  to	  constant	  values.�

Fix	  the	  α	  (DCHàFACH)	  5mer	  	  
Change	  the	  β(FACHàIDLE)	  5mer�

Fix	  the	  β(FACHàIDLE)	  5mer	  	  
Change	  the	  α	  (DCHàFACH)	  5mer�

Rela)ve	  Change	  of… �

ΔE� Radio	  Energy�

Δ S� Promo5on	  Delay�

Δ D � DCH	  Occupa5on	  Time�
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Fast	  Dormancy�
•  A	  new	  feature	  added	  in	  3GPP	  Release	  7	  
•  When	  finishing	  transferring	  the	  data,	  a	  handset	  sends	  a	  

special	  RRC	  message	  to	  RAN	  
•  The	  RAN	  immediately	  releases	  the	  RRC	  connec5on	  and	  lets	  

the	  handset	  go	  to	  IDLE	  
•  Fast	  Dormancy	  drama5cally	  	  

reduces	  the	  tail	  5me,	  saving	  	  
radio	  resources	  and	  baKery	  life	  

•  Fast	  Dormancy	  has	  been	  supported	  	  
in	  some	  devices	  (e.g.,	  Google	  Nexus	  	  
One)	  in	  applica)on-‐agnos)c	  manner	  

-‐-‐-‐-‐-‐	  Without	  FD	  
-‐-‐-‐-‐-‐	  With	  FD	  (Illustra5on) �
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Use	  Fast	  Dormancy	  to	  Enhance	  Chunk	  
Mode �

Examle:	  YouTube	  
•  YouTube	  video	  streaming	  

–  Collect	  a	  10-‐min	  YouTube	  trace	  using	  
Android	  G2	  of	  Carrier	  2.	  

–  Traffic	  paKern	  
First	  10	  sec:	  maximal	  bw	  is	  u5lized	  
Next	  30	  sec:	  constant	  bitrate	  of	  
400kbps	  
Remaining:	  transmit	  intermiKently	  
with	  
the	  inter-‐burst	  5me	  between	  3~5	  s.	  

–  Under-‐u)liza)on	  of	  
network	  bandwidth	  causes	  its	  
long	  DCH	  occupa5on	  5me.	  

•  Energy/radio	  resource	  efficiency	  is	  
much	  worse	  than	  Pandora	  
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Use	  Fast	  Dormancy	  to	  Enhance	  Chunk	  
Mode	  (Cont’d)�

•  Proposed	  traffic	  paKern:	  Chunk	  Mode	  
– The	  video	  content	  is	  split	  into	  n	  chunks	  C1,	  …,	  Cn	  
– Each	  transmiKed	  at	  the	  highest	  bit	  rate.	  
– n	  should	  not	  be	  too	  small	  as	  users	  o}en	  do	  not	  
watch	  the	  en5re	  video	   Para � Meaning �

M � Maximal	  BW�

L � Content	  size�

TSS� Slow	  start	  dura5on �

LSS�
�

Bytes	  transferred	  in	  
slow	  start �

How	  to	  eliminate	  the	  Tail	  for	  each	  chunk?	  
Using	  Fast	  Dormancy�
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Use	  Fast	  Dormancy	  to	  Enhance	  Chunk	  
Mode	  (Cont’d)�

•  Invoke	  fast	  dormancy	  at	  the	  end	  of	  each	  
chunk	  
– To	  immediately	  release	  radio	  resources	  (assuming	  
no	  concurrent	  network	  ac5vity	  exists)	  

–  In	  general,	  however,	  aggressively	  invoking	  fast	  
dormancy	  may	  increase	  the	  state	  promo5on	  
overhead �

Rela)ve	  Change	  of… �

ΔE� Radio	  Energy�

Δ D � DCH	  Occupa5on	  Time�

Chunk	  Mode:	  Save	  80%	  of	  DCH	  occupa)on	  )me	  and	  radio	  energy	  for	  
YouTube	  

Fast	  Dormancy:	  Keep	  ΔD	  and	  ΔE	  almost	  constant	  regardless	  of	  #	  of	  chunks.	  
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Conclusion �

•  ARO	  helps	  developers	  design	  cellular-‐friendly	  smartphone	  
applica5ons	  by	  providing	  visibility	  of	  radio	  resource	  and	  energy	  
u5liza5on.	  	  

•  Cellular	  friendly	  techniques	  (hKp://developer.aK.com/home/
develop/referencesandtutorials/networkapibestprac5ces/
Top_Radio_Resource_Issues_in_Mobile_Applica5on_Development.
pdf)	  
–  Group	  mul5ple	  simultaneous	  connec5ons	  from	  the	  same	  server	  
–  Batching	  and	  piggybacking	  
–  Close	  unnecessary	  TCP	  connec5ons	  early	  
–  Offloading	  to	  WiFi	  when	  possible	  (ms	  setup	  rather	  than	  2sec)	  
–  Caching	  and	  avoid	  duplicate	  content	  
–  Prefetching	  intelligently	  
–  Access	  peripherals	  judicially	  

•  Try	  out	  the	  ARO	  tool	  at:	  
–  hKp://developer.aK.com/developer/forward.jsp?passedItemId=9700312	  
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Ques5ons?	  
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