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Abstract
Internettelephony, alsoknown asvoice-over-IP, replacesandcomplementstheexistingcircuit-

switchedpublic telephonenetwork with a packet-basedinfrastructure.While theemphasisfor IP
telephony is currentlyon the transmissionof voice, addingvideo andcollaborationfunctionality
requiresno fundamentalchanges.

Sincethecircuit-switchedtelephonesystemfunctionsasacomplex webof interrelatedtechnolo-
giesthathave evolvedover morethana century, replacingit requiresmorethanjust replacingthe
transmissiontechnology. Corecomponentsincludespeechcodingthat is resilientto packet losses,
real-timetransmissionprotocols,call signalingandnumbertranslation.Call signalingcanemploy
bothcentralizedcontrolarchitecturesaswell aspeer-to-peerarchitectures,oftenin combination.

Internettelephony canreplacetraditionaltelephony in bothenterprise,asIP PBXs,andcarrier
deployments.It offerstheopportunityfor reducedcapitalandoperationalcosts,aswell assimpli�ed
introductionof new services,createdusingtoolssimilar to thosethathaveemergedfor creatingweb
services.

1.1 Intr oduction

TheInternationalEngineeringConsortium(IEC) describesInternetTelephony asfollows:
Internet telephony refers to communicationsservices– voice, facsimile, and/or

voice-messagingapplications– that are transportedvia the Internet,rather than the
publicswitchedtelephonenetwork (PSTN). Thebasicstepsinvolvedin originatingan
Internettelephonecall areconversionof theanalogvoicesignalto digital formatand
compression/translationof thesignal into Internetprotocol(IP) packetsfor transmis-
sionover theInternet;theprocessis reversedat thereceiving end.

More technically, Internettelephony is the real-timedelivery of of voice and possiblyother
multimediadatatypesbetweentwo or moreparties,acrossnetworksusingthe Internetprotocols,
andtheexchangeof informationrequiredto controlthis delivery.
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ThetermsInternettelephony, IP telephony andvoice-over-IP (VoIP)areoftenusedinterchange-
ably. SomepeopleconsiderIP telephony a supersetof Internettelephony, asit refersto all tele-
phony servicesover IP, ratherthanjust thosecarriedacrossthetheInternet.Similarly, IP telephony
is sometimestakento bea moregenerictermthanVoIP, asit de-emphasizesthevoicecomponent.
While someconsidertelephony to berestrictedto voiceservices,commonusagetodayincludesall
servicesthathave beenusingthetelephonenetwork in therecentpast,suchasmodems,TTY, fac-
simile, applicationsharing,whiteboardsandtext messaging.This usageis particularlyappropriate
for IP telephony, sinceoneof thestrengthsof Internettelephony is theability to bemedia-neutral,
that is, almostall of the infrastructuredoesnot needto changeif a conversationincludesvideo,
sharedapplicationsor text chat.

Voiceservicescanalsobecarriedoverotherpacketnetworks,without a mediatingIP layer, for
example,voice-over-DSL(VoDSL)[PloumenanddeClercq,2000]for consumerandbusinessDSL
subscribers,and voice-over-ATM (VoATM) for carryingvoice over ATM [Wright, 1996,2002],
typically asa replacementfor inter-switch trunks. Many considertheseastransitiontechnologies
until VoIP reachesmaturity. They are usually designedfor single-carrierdeploymentsand aim
to provide basicvoice transportservices,ratherthancompetingon offering multimediaor other
advancedcapabilities.For brevity, we will not discusstheseothervoice-over-packet technologies
(VoP)furtherin this chapter.

A relatedtechnology, multimediastreaming,sharesthepoint-to-pointor multipoint deliveryof
multimediainformationwith IP telephony. However, unlike IP telephony, thesourceis generallya
server, not a humanbeingand,moreimportantly, thereis no bidirectionalreal-timemediainterac-
tion betweentheparties.Rather, data�o ws in onedirection,from mediaserver to clients.Like IP
telephony, streamingmediarequiressynchronousdatadeliverywheretheshort-termaveragedeliv-
ery rateis equalto thenative mediarate,but streamingmediacanoftenby bufferedfor signi�cant
amountsof time,up to severalseconds,without interferingwith theservice.StreamingandIP tele-
phony sharea numberof protocolsandcodecsthatwill bediscussedin this chapter, suchasRTP
andG.711.Mediastreamingcanbeusedto deliver theequivalentof voicemail services.However,
it is beyondthescopeof this chapter.

In thediscussionbelow, we will occasionallyusethetermlegacytelephonyto distinguishplain
old telephoneservice(POTS) providedby today's time-division multiplexing (TDM) andanalog
circuits from packet-baseddelivery of telephone-relatedservices,the Next-GenerationNetwork
(NGN). Apologiesareextendedto theequipmentandnetworksthusdeprec(i)ated.Thetermpublic
switchedtelephonenetwork (PSTN) is commonlytaken as a synonym for “the phonesystem,”
althoughpedantssometimesprefer the post-monopolyterm GSTN (GeneralSwitchedTelephone
Network).

IP telephony is oneof the coremotivationsfor deploying quality-of-serviceinto the Internet,
sincepacket voicerequiresone-way network latencieswell below 100msandmodestpacket drop
ratesof nomorethanabout10%to yield usableservicequality [JiangandSchulzrinne,2003;Jiang
etal.,2003].Mostattemptsat improving network-relatedQoShavefocusedonthevery limited use
of packet prioritization in accessrouters.SinceQoShasbeenwidely coveredandis not VoIP spe-
ci�c, thischapterwill notgointogreaterdetail.Similarly, authentication,authorizationandaccount-
ing (AAA) arecoretelephony services,but notspeci�c toVoIP.

1.2 Moti vation

Thetransitionfrom circuit-switchedthepacketswitchedtelephoneservicesis motivatedby cost
savings, functionality and integration, with differentemphasison eachdependingon wherethe
technologyis beingused.

2 M. P. Singh,ed.



Schulzrinne InternetTelephony

1.2.1 Ef�ciency

Traditionaltelephoneswitchesarenot verycosteffectiveastraf�c routers;each64kb/scircuit in a
traditionallocal of�ce switchcostsroughlybetween$150and$500,primarily becauseof the line
interfacecosts. Large-scalePBXs have similar per-port costs. A commodityEthernetswitch, on
the otherhand,costsonly between$5 and$25 per 100 Mb/s port, so that switchingpacketshas
becomesigni�cantly cheaperthanswitchingnarrowbandcircuits, even if onediscountsthemuch
largercapacityof thepacketswitchandonly considersper-portcosts[WeissandHwang,1998].

Freelong-distancephonecallswerethetraditionalmotivationfor consumerIP telephony, even
if they wereonly freeincrementally, giventhatthemodemor DSL connectionhadalreadybeenpaid
for. In theearly1990s,US long-distancecarriershadto payabout7c/minuteto thelocal exchange
carriers,anexpensethatgatewayedIP telephony systemscouldbypass.This allowedInternettele-
phony carriersto offer long-distancecalls terminatingat PSTNphonesat signi�cant savings. This
chargehasnow beenreducedto lessthan1c/minute,decreasingtheincentive[McKnight, 2000].

In many developingcountries,carrierscompetingwith themonopolyincumbenthave foundIP
telephony awayto offer voiceservicewithoutstringingwiresto eachphone,usingDSL or satellite
uplinks. Also, leasedlines wereoften cheaper, on a per-bit basis,thanpaying internationaltoll
charges,openinganotheropportunityfor arbitrage[Vinall, 1998].

In the long run, the costdifferential in featuressuchascaller ID, three-way calling andcall
waitingmaywell bemoreconvincingthanlowerper-minutecharges.

For enterprises,the currentcostof a traditionalcircuit-switchedPBX anda VoIP systemare
roughly similar, at about$500a seat,due to the larger costof IP phones.However, enterprises
with branchof�ces canre-usetheir VPN or leasedlines for intra-company voicecommunications
andcanavoid having to leasesmall numbersof phonecircuits at eachbranchof�ce. It is well-
known thata singlelargetrunk for a largeuserpopulationis moreef�cient thandividing theuser
populationamongsmallertrunks,dueto the higherstatisticalmultiplexing gain. Enterprisescan
realizeoperationalsavings sincemoves,addsandchangesfor IP phonesaremuchsimpler, only
requiringthatthephonebepluggedin at its new location.

As describedin Section1.2.3, having a single wiring plant ratherthan maintainingseparate
wiring andpatchpanelsfor Ethernetandtwisted-pairphonewiring is attractive for new construc-
tion.

For certaincases,thehighervoicecompressionandsilencesuppressionfound in IP telephony
(seeSection1.5.1) may signi�cantly reducebandwidthcosts. Thereis no inherentreasonthat
VoIP hasbettercompression,but endsystemintelligencemakesit easierandmoreaffordableto
routinelycompressall voicecallsend-to-end.As noted,silencesuppressionis notwell supportedin
circuit switchednetworksoutsidehigh-costpoint-to-pointlinks. (Indeed,in general,packetization
overheadcaneatupmuchof this advantage.)

1.2.2 Functionality

In the long run, increasedfunctionality is likely to bea primemotivator for transitiongto IP tele-
phony, even thoughcurrentdeployment largely limit themselves to replicatingtraditional PSTN
featuresandfunctionality. PSTNfunctionality, beyondmobility, haseffectively stagnatedsincethe
mid-1980introductionof CLASSfeatures[MoultonandMoulton,1996]suchascallerID. Attempts
at integratingmultimedia,for example,have never succeededbeyond a few corporateteleconfer-
encingcenters.

Additional functionality is likely to arisefrom servicestailoredto userneedsandverticalmar-
kets(Section1.7.5),createdby or closeto their users,integrationwith presenceandotherInternet
services,suchasweb andemail. SinceInternettelephony completesthe evolution from in-band
signalingfoundin analogtelephony to completeseparationof signalingandmedia�o ws,services
canbeofferedequallywell by businessesandspecializednon-facility-basedcompaniesasthey can
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by Internetserviceprovidersor telephonecarriers.
Sincetelephonenumbersandotheridenti�ers arenot boundto a physicaltelephonejack, it is

fairly easyto setupvirtual companies,whereemployeehomephonesaretemporarilymadepartof
theenterprisecall center, for example.1

It is mucheasierto secureVoIP servicesvia signalingandmediaencryption,althoughlegal
constraintsmaynevermake this featurelegally available.

1.2.3 Integration

Integrationhasbeena leitmotif for packet-basedcommunicationsfrom thebeginning,with integra-
tion occurringat the physicallayer (same�ber , differentwavelengths),link layer (SONET),and,
mostrecently, atthenetwork layer(everything-over-IP).Besidestheobvioussavingsin transmission
facilitiesandtheability to allocatecapacitymore�e xibly, managingasinglenetworkpromisesto be
signi�cantly simplerandreduceoperationalexpenditures.

1.3 Standardization

Whileproprietaryprotocolsarestill commonlyfoundin theapplicationsfor consumerVoIPservices
andindeeddominatetodayfor enterpriseIP telephony services(CiscoCall Managerprotocol),there
is a generaltendency towardsstandardizingmostcomponentsneededto implementVoIPservices.

Note that standardizationdoesnot imply that thereis only oneway to approacha particular
problem.Indeed,in IP telephony, therearemultiplecompetingstandardsin areassuchassignaling,
while in othersdifferentarchitecturalapproachesareadvocatedby differentcommunities.Unlike
telephony standards,which exhibitedsigni�cant technicaldifferencesacrossdifferentcountries,IP
telephony standardsso far divergemostly for reasonsof emphasison differentstrengthsof partic-
ular approaches,suchas integrationwith legacy phonesystemsvs. new servicesor maturity vs.
�e xibility .

A numberof organizationswritestandardsandrecommendationsfor telephoneservice,telecom-
municationsandtheInternet.Standardsorganizationsusedto bedividedinto of�cial andindustry
standardsorganizations,wheretheformerwereestablishedby internationaltreatyor law, while the
latterwerevoluntaryorganizationsfoundedby companiesor individuals.Examplesof suchtreaty-
basedorganizationsincludetheInternationalTelecommunicationsUnion(ITU, www.itu.int), thatin
1993replacedtheformerInternationalTelephoneandTelegraphConsultativeCommittee(CCITT).
The CCITT's origins are over 100 yearsold. National organizationsinclude the AmericanNa-
tionalStandardsInstitute(www.ansi.org) for theUnitedStatesandtheEuropeanTelecommunica-
tionsStandardsInstitute(ETSI) for Europe.Sincetelecommunicationsis becominglessregional,
standardspromulgatedby thesetraditionally regional organizationsare �nding useoutsidethose
regions.

In the areaof IP telephony, 3GPP,the 3rd GenerationPartnershipProject,hasbeendriving
thestandardizationfor third generationwirelessnetworksusing“basedon evolvedGSM corenet-
worksandtheradioaccesstechnologiesthatthey support.” It consistsof anumberof organizational
partners,includingETSI. A similar organization,3GPP2,dealswith radioaccesstechnologiesde-
rived from the North AmericanCDMA (ANSI/TIA/EIA-41) system;it inheritsmosthigher-layer
technologies,suchasthoserelevantfor IP telephony, from 3GPP.

Whentelecommunicationswerelargelyagovernmentmonopoly, theITU wasroughlythe“par-
liamentof monopolytelecommunicationscarriers,” with a roughone-country, one-voterule. Now,

1Suchan arrangementrequiresthat the residentalbroadbandaccessprovider offers suf�ciently predictablequality-of-
service(QoS),eitherby appropriateprovisioning or explicit QoScontrols. It remainsto be seenwhetherInternetservice
providers will offer suchguaranteedQoSunbundledfrom IP telephony services. Initial deploymentsof consumerVoIP
servicesindicatethatQoSis suf�cient in many caseswithoutadditionalQoSmechanisms.

4 M. P. Singh,ed.
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membershipappearsin theITU to beopento just aboutany manufactureror researchorganization
willing to pay its dues.Thus,todaythereis no substantialpracticaldifferencebetweenthesedif-
ferentmajorstandardizationorganizations.Standardsarenot laws or governmentregulationsand
obtaintheir forceif customersrequirethatvendorsdeliverproductsbasedonstandards.

The InternetEngineeringTask Force (IETF) is “is a large openinternationalcommunityof
network designers,operators,vendors,andresearchers”2 that speci�es standardsfor the Internet
Protocol,its applications,suchasSMTP, IMAP andHTTP, andrelatedinfrastructureservices,such
asDNS,DHCPandroutingprotocols.Many of thecurrentIP telephony protocolsdescribedin this
chapterweredevelopedwithin theIETF.

In a roughsense,onecandistinguishprimaryfrom secondarystandardizationfunctions.In the
primary function, an organizationdevelopscore technologyandprotocolsfor new functionality,
while theemphasisin secondarystandardizationis onadaptingtechnologydevelopedelsewhereto
new usesor describingit morefully for particularscenarios.As an example,3GPPhasadopted
andadaptedSIP andRTP, developedwithin the IETF, for the Internetmultimediasubsystemin
3G networks. 3GPPalso developsradio accesstechnology, which is then in turn usedby other
organizations.

In addition,someorganizations,suchastheInternationalMultimediaTelecommunicationsCon-
sortium(IMTC) andSIPForum,provideinteroperabilitytesting,deploymentscenarios,protocolin-
terworkingdescriptionsandeducationalservices.

1.4 Ar chitecture

IP telephony, unlikeotherInternetapplications,is still dominatedby concernsaboutinterwork-
ing with older technology, here,thePSTN.Thus,we cande�ne threeclasses[Clark, 1997] of IP
telephony operation(Fig. 1.1), dependingon the numberof IP andtraditionaltelephoneendsys-
tems.

In the�rst architecture,sometimescalledtrunk replacement, bothcallerandcalleeusecircuit-
switchedtelephoneservices.The caller dials into a gateway, which thenconnectsvia either the
public Internetor a privateIP-basednetwork or somecombinationto a gatewaycloseto thecallee.
This modelrequiresno changesin theendsystemsanddialing behavior andis oftenused,without
theparticipantsbeingawareof it, to offer cheapinternationalprepaidcallingcardcalls.However, it
canalsobeusedto connecttwo PBXswithin acorporationwith branchof�ces. Many PBX vendors
now offer IP trunk interfacesthatsimply replacea T-1 trunkby apacket-switchedconnection.

Anotherhybrid architecture,sometimescalledhop-onor hop-off dependingon the direction,
placescalls from a PSTNphoneto an IP-basedphoneor vice versa. In both cases,the phoneis
addressedby a regulartelephonenumber, althoughthephonemaynotnecessarilybelocatedin the
geographicareatypically associatedwith thatareacode. A numberof companieshave startedto
offer IP phonesfor residentialandsmall-businesssubscribersthat follow this pattern. A closely
relatedarchitectureis calledanIP PBX , wherephoneswithin theenterpriseconnectto a gateway
thatprovidesPSTNdial tone.

If the IP PBX is sharedamongseveral organizationsandoperatedby a serviceprovider, it is
referredto as IP Centrex or hostedIP PBX, as the economicmodel is somewhat similar to the
centrex serviceofferedby traditional local exchangecarriers. Like classicalcentrex, IP centrex
servicedecreasesthe initial capital investmentfor the enterpriseandmakessystemmaintenance
the responsibilityof the serviceprovider. Unlike PSTNcentrex, whereeachphonehasits own
accesscircuit, IP centrex only needsafractionof thecorporateInternetconnectivity to theprovider
and is generallymore cost-ef�cient. If the enterpriseusesstandards-compliantIP phones,it is

2IETF website
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relativelystraightforwardto migratebetweenIPcentrex andIPPBX architectures,withoutchanging
thewiring plantor theendsystems.

This architectureis alsofound in somecablesystems,wherephoneserviceis providedby the
cableTV operator(known asa multi-systemoperator(MSO)) [Miller et al., 2001;Wocjik, 2000].
Note, however, that not all currentcable-TV-phonearrangementsusepacket voice; someearly
experimentssimplyprovidea circuit switchedchannelovercoaxand�ber.

10 0

IP

Trunk replacement

Hop-on  (hybrid) architecture

End-to-end IP telephony
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IP
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Internet

Figure1.1: Internettelephony architectures

The third architecturedispenseswith gatewaysandusesdirect IP-basedcommunicationsend-
to-endbetweencaller andcallee. This arrangementdominatedearly PC-basedIP telephony, but
only workswell if all participantsarepermanentlyconnectedto theInternet.

Themostlikely medium-termarchitectureis acombinationof thehybridandend-to-endmodel,
wherecalls to other IP phonestravel direct, while othersusegatewaysand the PSTN. If third-
generationmobilenetworkssucceed,thenumberof IP-reachabledevicesmayquickly exceedthose
usingthe traditionallegacy interface. If devicesareidenti�ed by telephonenumbers,thereneeds
to beawayfor thecallerto determineif atelephonenumberis reachabledirectly. TheENUM direc-
torymechanismdescribedin Section1.7.4offersonesuchmapping.

1.5 Overview of Components

At the lower protocol layers,Internetcomponentsare easily divided into a small numberof
devicesand functionsthat rarely causeconfusion. For example,hosts,routersandDNS servers
haveclearlyde�ned functionalityandareusuallyplacedin separatehardware.Usually, serversare
distinguishedby the protocolsthey speak:a web server primarily dealswith HTTP, for example.
Thingsarenot nearlyassimplefor IP telephony, whereanevolving understanding,the interaction

6 M. P. Singh,ed.
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with thelegacy telephony world andmarketinghavecreatedanabundanceof namesthatsometimes
re�ect functionandsometimescommonbundlingsinto a singlepieceof hardware.

In particular, the term “softswitch” is often usedto describea set of functionsthat roughly
replicatethecontrolfunctionalityof atraditionaltelephoneswitch.However, thistermissuf�ciently
vaguethatit shouldbeavoidedin technicaldiscussions.

The InternationalPacket CommunicationsConsortium[InternationalPacket Communications
Consortium]hasattemptedto de�ne thesefunctionalentitiesandcommonphysicalembodiments.

1.5.1 CommonHardwareand Software Components

Themostcommonhardwarecomponentin IP telephony areIP phones,accessgatewaysandinte-
gratedaccessdevices(IADs) .

IP phonesareendsystemsandendpointsfor bothcall setup(signaling)andmedia,usuallyau-
dio. Therearebothhardwarephonesthatoperatestand-alone,andsoftphones, softwareapplications
thatrunoncommonoperatingsystemplatformsonpersonalcomputers.Hardwarephonestypically
consistof a digital signalprocessorwith analog-to-digital(A/D) anddigital-to-analog(D/A) con-
version,general-purposeCPUandnetwork interface.TheCPUoftenrunsanembeddedoperating
systemandusuallysupportsstandardnetwork protocolssuchasDNS for nameresolution,DHCP
for network autocon�guration,NTP for time synchronization,tftp andHTTP for applicationcon-
�guration. ModernIP phonesoffer thesamerangeof functionalityasanaloganddigital business
telephones,includingspeakerphones,caller ID displaysandprogrammablekeys. SomeIP phones
have limited displayprogrammabilityor haveabuilt-in Javaenvironmentfor servicecreation.

Figure1.2: Someexamplesof IP phones

Accessgatewaysconnectthepacket andcircuit-switchedworld, both in thecontrolandmedia
planes.They packetizebit streamsor analogsignalscomingfrom the PSTNinto IP packetsand
deliver themto their IP destination.In theoppositedirection,they convertsequencesof IP packets
containingsegmentsof audiointo a streamof voice bits and“dial” theappropriatenumberin the
legacy phonesystem.Small (residentialor branch-of�ce) gatewaysmay supportonly oneor two
analoglines,while carrier-classgatewaysmayhaveacapacityof aT1 (24phonecircuits)or evena
T3 (720circuits). Large-scalegatewaysmaybedividedinto a mediacomponentthatencodesand
decodesvoiceandacontrolcomponent,oftena general-purposecomputer, thathandlessignaling.

An integratedaccessdevice(IAD) typically featuresapacketnetwork interface,suchasanEth-
ernetport,andoneor moreanalogphone(so-calledFXS, i.e.,station)interfaces.They allow com-
mercialandresidentialusersto re-usetheir largeexisting investmentin analoganddigital phones,
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answeringmachinesandfax machinesonanIP-basedphonenetwork. SometimestheIAD is com-
binedin thesameenclosurewith a DSL or cablemodemandthen,to ensureconfusion,labeleda
residentialgateway(RG).

In additionto thesespecializedhardwarecomponents,thereareanumberof softwarefunctions
thatcanbecombinedinto servers.In somecases,all suchfunctionsresidein oneservercomponent
(or a tightly coupledgroup of server processes),while in other casesthey can be servers each
runningon its own hardwareplatform.Theprincipalcomponentsare:

Signalingconversion: Signalingconversionservers transformand translatecall setuprequests.
They may translatenamesandaddresses,or translatebetweendifferentsignalingprotocols.
Lateron,wewill encounterthemasgatekeepersin H.323networks,proxyserversin Session
Initiation Protocol(SIP)(Section1.7.3)networks,andprotocoltranslatorsin hybridnetworks
[Liu andMouchtaris,2000;SinghandSchulzrinne,2000].

Application server: An applicationserverimplementsservicelogic for variouscommonor custom
features,typically throughanAPI suchasJAIN, SIPservlets,CPLor proprietaryversions,as
discussedin Section1.7.5.Often,they providecomponentsof theoperationalsupportsystem
(OSS),suchas accounting,billing or provisioning. Examplesinclude voice mail servers,
conferenceservers,andcallingcardservices.

Media server: A mediaserver manipulatesmediastreams,e.g., by recording,playback,codec
translationor text-to-speechconversion. It maybe treatedlike anendsystem,i.e., it termi-
natesbothmediaandsignalingsessions.

1.6 Media Encoding

1.6.1 Audio

In both legacy andpacket telephony, the mostcommonway of representingvoice signalsis asa
logarithmicallycompanded3 byte stream,with a rateof 8,000samplesof 8 bits eachper second.
This telephone-qualityaudiocodecis known asG.711[InternationalTelecommunicationUnion,
1998b],with two regional variationsknown as � -law or A-law audio,can reproducethe typical
telephonefrequency rangeof about300to 3,400Hz. Typically, 20 to 50msworthof audiosamples
aretransmittedin oneaudiopacket. G.711is theonly sample-basedcodecin wideuse.

As notedearlier, oneof thebene�tsof IP telephony is theability to compresstelephone-quality
voicebelow thecustomaryrateof 64 kb/sfoundin TDM networks. All of commonlyusedcodecs
operateat a samplingrate of 8,000Hz andencodeaudio into framesof between10 and30 ms
duration.Eachaudioframeconsistsof a speechparameters,ratherthanaudiosamples.Only a few
audiocodecsarecommonlyusedin IP telephony, in particularG.723.1[InternationalTelecommu-
nicationUnion,1996c]operatingat5.3or 6.3kb/sandmodestspeechquality, G.729[International
TelecommunicationUnion,1996a]at 8 kb/s,andtheGSM full-rate (FR) codecat 13kb/s.

More recently, two new royalty-freelow-bitratecodecshave beenpublished:iLBC [Andersen
et al., 2003]operatingat 13.33or 15.2kb/s,with a speechquality equivalentto G.729,but higher
losstolerance,andSpeex [Herleinetal.,2003],operatingatavariablebit raterangingbetween2.15
and24.6kb/s.

All codecscanoperatein conjunctionwith silencesuppression,alsoknown asvoiceactivity
detection(VAD) . VAD measuresspeechvolume to detectwhen a speaker is pausingbetween

3Smalleraudioloudnessvaluesreceive relatively morebits of resolutionthanlargerones.
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sentencesor letting theotherpartytalk. Mostmoderncodecsincorporatesilencedetection,while it
is a separatespeechprocessingfunction in codecslike G.711. Silencesuppressioncanreducethe
bit rateby 50-60%,dependingonwhethershortsilencesbetweenwordsandsentencesareremoved
or not [JiangandSchulzrinne,2000a].Thesavingscanbemuchlarger in multipartyconferences;
there,silencesuppressionis requiredalsotoavoid thatthesummedbackgroundnoiseof thelisteners
doesnot interferewith audioperception.

During pauses,no packetsaretransmitted,but well-designedreceiverswill play comfortnoise
[Gierlich andKettler, 2001] that avoids the impressionto the listenerthat the line is dead. The
senderoccasionallyupdates[Zopf, 2002] the loudnessandspectralcharacteristics,so that thereis
nounnaturaltransitionwhenthespeakerbreakshersilence.

Silencesuppressionnotonly reducestheaveragebit rate,but alsosimpli�es playoutdelayadap-
tation,which is usedby thereceiver to compensatefor thevariablequeueingdelaysincurredin the
network.

DTMF (“touchtone”)andothervoicebanddatasignalssuchasfaxtonesposespecialchallenges
to high-compressioncodecsandmay not be renderedsuf�ciently well to be recognizableby the
receiver. Also, it is ratherwastefulto have an IP phonegeneratea waveform for DTMF signals,
just to have thegatewayspendDSPcyclesrecognizingit asa digit. Thus,many modernIP phones
generatetonesasaspecialencoding[SchulzrinneandPetrack,2000].

While thebit rateandspeechqualityaregenerallythemostimportant�gures of merit for speech
codecs,codeccomplexity, resilienceto packet lossandalgorithmicdelayareotherimportantcon-
siderations.Thealgorithmicdelayis thedelayimposedby thecompressionoperation,asthecom-
pressionoperationneedsto haveaccessto acertainamountof audiodata(blocksize)andmayneed
to look aheadto estimateparameters.

Music codecssuchas MPEG 2 Layer 3 , commonlyknown as MP3, or MPEG-2AAC can
alsocompressvoice,but sincethey areoptimizedfor generalaudiosignalsratherthanspeech,they
typically producemuchlower audioquality for thesamebit rate.Thetypical MP3 encodingrates,
for example,rangefrom 32kb/sfor “betterthanAM radio” quality to 96and128kb/sfor “nearCD
quality.” (Conversely, many low bit-ratespeechcodecssoundpoorwith musicsincetheir acoustic
modelis tunedtowardsproducingspeechsounds,notmusic.)

Generally, the algorithmicdelayof thesecodecsis too long for interactive conversations,for
example,about260ms for AAC at 32kb/s. However, the new AAC MPEG-4 low delay codec
reducesalgorithmicdelaysto 20ms.

In the future, it is likely that “better-than-phone-quality”codecswill becomemoreprevalent,
as more calls are placedbetweenIP telephonesrather than from or into the PSTN. So-called
conference-qualityor widebandcodecstypically have an analogfrequency rangeof 7kHz anda
samplingrateof 16kHz, with a quality somewhat betterthanstatic-freeAM radio. Examplesof
suchcodecsincludeG.722.1[InternationalTelecommunicationUnion,1999a;Luthi, 2001]at24or
32kb/s,Speex [Herlein etal., 2003]at 4 to 44.2kb/s,AMR WB [Sjoberg etal., 2002;International
TelecommunicationUnion,2002;3GPP,a,b]at6.6-23.85kb/s.

Thequality of audioencodingwith packet losscanbeimprovedby usingforwarderrorcorrec-
tion (FEC) andpacket lossconcealment(PLC) [Jianget al., 2003;JiangandSchulzrinne,2002b;
Rosenberg andSchulzrinne,1999;JiangandSchulzrinne,2002c,a,2000b;Schusteret al., 1999;
Bolot et al., 1995; ToutireddyandPadhye,1995; Carle and Biersack,1997; Stock and Adanez,
1996;BoutremansandBoudec,2001;Jeffayet al., 1994].

1.6.2 Video

For video streams,the mostcommonlyusedcodecsareH.261[InternationalTelecommunication
Union, 1993b] , which is being replacedby more moderncodecssuchas H.263 [International
TelecommunicationUnion, 1998c], H.263+andH.264. Like MPEG-1andMPEG-2,H.261and
H.263make useof interframecorrelationandmotion predictionto reducethevideobit rate. The
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mostrecentstandardizedvideocodecis H.264,alsoknown asMPEG-4AVC or MPEG-4Part 10.
LikeMPEG-2,H.264/AVC isbasedonblocktransformsandmotioncompensatedpredictivecoding.
H.264featuresimprovedcodingtechniques,includingmultiple referenceframesandseveralblock
sizesfor motion compensation,intra-frameprediction,a new 4x4 integer transform,a 1/4 pixel
precisionmotion compensation,an in-the-loopde-blocking�lter , and improved entropy coding,
roughlyhalvingthebitratecomparedto earlierstandardsfor thesame�delity .

Sometimes,motion JPEGis usedfor high-qualityvideo, which consistssimply of sendinga
sequenceof JPEGimages.Comparedto motion-compensatedcodecs,its quality is lower, but it also
requiresmuchlessencodingeffort andismoretolerantof packetloss.

1.7 CoreProtocols

Internettelephony relieson � ve typesof application-speci�cprotocolsto offer services:media
transport(Section1.7.1),device control (Section1.7.2),call setupandsignaling(Section1.7.3),
addressmapping(Section1.7.4)andcall routing(Section1.7.5).Theseprotocolsarenot foundin
all Internettelephony implementations.

1.7.1 Media Transport

As describedin Section1.5.1,audio is transmittedin framesrepresentingbetween10 and50ms
of speechcontent.Video,similarly, is dividedinto frames,at a rateof between5 and30 framesa
second.However, theseframescannotsimply beplacedinto UDP or TCPpackets,asthereceiver
wouldnotbeableto tell whatkind of encodingis beingused,whattimeperiodtheframerepresents
andwhetherapacket is thebeginningof a talkspurt.

TheReal-Time TransportProtocol(RTP [Schulzrinneet al., 1996]) offers this commonfunc-
tionality. It addsa 12-byteheaderbetweenthe UDP packet headerand the mediacontent4 The
packet headerlabelsthe mediaencodingso that a single streamcan alternatebetweendifferent
codecs[Schulzrinne,1996],e.g.,for DTMF [SchulzrinneandPetrack,2000]or differentnetwork
conditions.It hasa timestampincreasingat thesamplingratethatmakesit easyfor thereceiver to
correctlyplacepacketsin a playoutbuffer, evenif somepacketsarelost or packetsareskippeddue
to silencesuppression.A sequencenumberprovidesanindicationof packet loss. A securepro�le
of RTP [Baugheret al., 2003]canprovide con�dentiality, messageauthentication,andreplaypro-
tection. Finally, a synchronizationsourceidenti�er (SSRC)providesa unique32-bit identi�er for
multiple streamsthatsharethesamenetwork identity.

Justlike IP hasacompanioncontrolprotocol,ICMP [Postel,1981],RTPusesRTCPfor control
anddiagnostics.RTCP is usuallysenton an adjacentUDP port numberto the main RTP stream
andis pacedto consumenomorethanasetfractionof themainmediastream,typically 5%. RTCP
hasthreemainfunctions:(1) it identi�es thesourceby a globallyuniqueuser@host-styleidenti�er
and addslabelssuchas the speaker's name; (2) it reportson sendercharacteristicssuchas the
numberof bytesandpackets transmittedin an interval; (3) receiversreporton the quality of the
streamreceived,indicatingpacket lossandjitter. More extensive audio-speci�cmetricshave been
proposedrecently[Friedmanet al., 2003].

While RTP streamsareusuallyexchangedunmodi�ed betweenendsystem,it is occasionally
usefulto introduceprocessingelementsinto thesestreams.RTP mixers take severalRTP streams
andcombinethem,e.g.,by summingtheir audiocontentin a conferencebridge. RTP translators
take individual packetsandmanipulatethecontent,e.g.,by convertingonecodecto another. For
mixers,theRTPpacketheaderis augmentedby alist of contributingsourcesthatidentify thespeak-
ersthatweremixedinto thepacket.

4TCPis rarelyusedsinceits retransmission-basedlossrecovery mechanismmaynot recover packetsin the100msor so
requiredandcongestioncontrolmayintroducelong pausesinto themediastream.

10 M. P. Singh,ed.
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1.7.2 DeviceControl

In Section1.2.3, we notedthat somelarge-scalegateways are divided into two parts,a media-
processingpart that translatesbetweencircuit-switchedand packet-switchedaudio and a media
gateway controller (MGC) or call agent(CA) that directs its actions. The MGC is typically a
general-purposecomputerand terminatesandoriginatessignaling,suchas the SessionInitiation
Protocol(SIP)(seeSection1.7.3.2),but doesnotprocessmedia.

In anenterprisePBX or cablemodemcontext (there,callednetwork-basedcall signaling[Ca-
bleLabs,2003]),somehaveproposedthata centralcontrolagentprovideslow-level instructionsto
userendsystems,suchasIADs andIP phones,andreceivesbackeventssuchasnumbersdialedor
on/off hookstatus.

Therearecurrentlytwo majorprotocolsthatallow suchdevicecontrol,namelytheolderMGCP
[Arangoet al., 1999]andthesuccessorMegaco/H.248[Groveset al., 2003] . Currently, MGCPis
probablythemorewidely usedprotocol.MGCPis text-based,while Megaco/H.248hasa text and
binaryformat,with thelatterapparentlyrarelyimplementeddueto its awkwarddesign.

Fig. 1.3 givesa �a vor of theMGCPprotocoloperation,drawn from [CableLabs,2003]. First,
theCA sendsa Noti�cationRequest(RQNT) to theclient, i.e., theuser's phone.TheN parameter
identi�es the call agent,the X parameteridenti�es the request,the R parameterenumeratesthe
events,wherehd standsfor off-hook. The 200 responseby the client indicatesthat requestwas
received.Whentheuserpicksup thephone,a Notify (NTFY) messageis sentto theCA, including
theO parameterthatdescribestheeventthatwasobserved.TheCA theninstructsthedeviceswith
acombinedCreateConnection (CRCX)andNoti�cationRequestcommandto createaconnection,
labeledwith a call ID C, provide dial tone(dl in theS parameter)andcollect digits accordingto
digit mapD. Thedigitmapspellsout thecombinationsof digits andtime-outs(T) thatindicatethat
thecompletenumberhasbeendialed. The client respondswith a 200 messageindicatingreceipt
of the CRCX requestand includesa sessiondescriptionso that the CA knows whereit should
direct dialtoneto. The sessiondescriptionusestheSessionDescriptionProtocol(SDP)[Handley
andJacobson,1998]; we omittedsomeof thedetailsfor brevity. Thec line indicatesthenetwork
address,the m line the mediatype, port, the RTP pro�le (here,the standardaudio/videopro�le)
andtheRTP payloadidenti�er (0, which standsfor G.711audio).To allow latermodi�cations,the
connectiongetsits own label(I). Theremainderof thecall setupproceedsapace,with anoti�cation
whenthedigits have beencollected.TheCA thentells thecalling client to stopcollectingdigits.
It alsocreatesa connectionon thecalleesideandinstructsthatclient to ring. Additional messages
areexchangedwhenthecalleepicks up andwheneithersidehangsup. For this typical scenario,
thecallergeneratesandreceivesa total of 20 messages,while thecalleesideseesanadditional15
messages.

As theexampleillustrated,MGCPandMegaco/H.248instructthedevice in detailedoperations
andbehavior andthedevice simply follows theseinstructions.Thedeviceexportslow-level events
suchashook switch actionsanddigits pressed,ratherthan,say, calls. This makesit easyto de-
ploy new serviceswithout upgradeson theclient side,but alsokeepsall serviceintelligencein the
network, i.e., theCA. Sincethereis a centralCA, device controlsystemsarelimited to singlead-
ministrativedomains.Betweendomains,CAs usea peer-to-peersignalingprotocol,suchasSIPor
H.323,describedbelow, to setup thecall.

1.7.3 Call Setupand Control: Signaling

Oneof thecorefunctionsof Internettelephony thatdistinguishesit from, say, streamingmediais
thenotionof call setup.Call setupallowsa callerto notify thecalleeof a pendingcall, to negotiate
call parameterssuchasmediatypesandcodecsthat both sidescanunderstand,to modify these
parameterin mid-call andto terminatethecall.

In addition,animportantfunctionof call signalingis “rendezvous,” theability to locateanend
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RQNT 1201 aaln/1@ec-1.whatever.net MGCP1.0 NCS 1.0
N: ca@ca1.whatever.net:5678
X: 0123456789AB
R: hd
-------------------------------
200 1201 OK
-------------------------------
NTFY 2001 aaln/1@ec-1.whatever.net MGCP1.0 NCS 1.0
N: ca@ca1.whatever.net:5678
X: 0123456789AB
O: hd

-------------------------------
CRCX 1202 aaln/1@ec-1.whatever.net MGCP1.0 NCS 1.0
C: A3C47F21456789F0
L: p:10, a:PCMU
M: recvonly
N: ca@ca1.whatever.net:5678
X: 0123456789AC
R: hu, [0-9#*T](D)
D: (0T | 00T | [2-9]xxxxxx | 1[2-9]xxxxxxxxx | 011xx.T)
S: dl

--------------------------------
200 1202 OK
I: FDE234C8

c=IN P4 128.96.41.1
m=audio 3456 RTP/AVP 0

Figure1.3: Samplecall �o w [CableLabs,2003]

12 M. P. Singh,ed.
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systemby somethingotherthanjustanIP address.Particularlywith dynamicallyassignednetwork
addresses,it would beratherinconvenientif callershadto know andprovide theIP addressor host
nameof thedestination.Thus,thetwo mostprevalentcall signalingprotocolsbothoffer a binding
(or registration)mechanismwhereclientsregistertheir currentnetwork addresswith a server for a
domain.Thecallerthencontactstheserverandobtainsthecurrentwhereaboutsof theclient.

Theprotocolsproviding thesefunctionsarereferredto assignalingprotocols;sometimes,they
arealsofurtherdescribedaspeer-to-peersignalingprotocolssincebothsidesin thesignalingtrans-
actionshaveequivalentfunctionality. Thisdistinguishesthemfrom thedevicecontrolprotocolslike
MGCPandMegaco/H.248,wheretheclient reactsto commandsandsupplieseventnoti�cations.

Two signaling protocolsare in commoncommercialuse at this time, namely H.323 (Sec-
tion 1.7.3.1andSIP (Section1.7.3.2). Their philosophiesdiffer, althoughthe evolution of H.323
hasbroughtit closerto SIP.

1.7.3.1 H.323

The�rst widely usedstandardizedsignalingprotocolwasprovidedby theITU in 1996,astheH.323
family of protocols.H.323hasits originsin extendingISDN multimediaconferencing,in Recom-
mendationH.320[InternationalTelecommunicationUnion, 1999b], to LANs andinheritsaspects
of ISDN circuit-switchedsignaling.Also, H.323hasevolvedconsiderably, throughfour versions,
sinceits originaldesign.This makesit somewhatdif�cult to describeits operationde�niti vely in a
modestamountof space.In addition,many commonimplementations,suchasMicrosoftNetMeet-
ing, only supportearlierversions,typically version2, of theprotocol.Mostof thetrunkinggateway
deploymentsareusingH.323versions2, 3 and4, while version2 still predominatesin the LAN
market. Version5 waspublishedin July 2003. (Laterversionsaresupposedto supportall earlier
versionsandfall backto theless-functionalversionif necessary.)

H.323is an umbrellaterm for a wholesuiteof protocolspeci�cations. The basicarchitecture
is describedin H.323 [InternationalTelecommunicationUnion, 2003], registrationandcall setup
signaling(“ringing the phone”)is describedin H.225.0[InternationalTelecommunicationUnion,
1996d],andmedianegotiationandsessionsetupin H.245[InternationalTelecommunicationUnion,
1998a].TheISDN signalingmessagesthatarecarriedin H.225.0aredescribedin Q.931[Interna-
tional TelecommunicationUnion, 1993a]. The two sub-protocolsfor call andmediasetup,Q.931
andH.245, usedifferentencodings.Q.931is a simplebinary protocolwith mostly �x ed-length
�elds, while H.245,H.225.0call setupandH.450serviceinvocationsareencodedasASN.1andare
carriedasuser-to-user(UU) informationelementsin Q.931messages.

H.225.0,H.245,H.450andotherpartsof H.323usethepacket ASN.1 encodingrules(PER).
[InternationalTelecommunicationUnion,1997a].Generally, H.323applicationsdevelopersrely on
librariesor ASN.1codegenerators.

Theprotocolslistedsofararesuf�cient for basiccall functionalityandarethosemostcommonly
implementedin endpoints.Classicaltelephony servicessuchascall forwarding,call completionor
caller identi�cation aredescribedin theH.450.xseriesof recommendations.Securitymechanisms
arediscussedin H.235.Functionalityfor applicationsharingandsharedwhiteboards,with its own
call setupmechanism,is describedin theT.120seriesof recommendations[InternationalTelecom-
municationUnion,1996b].

H.323 usessimilar componentlabelsaswe have seenearlier, namelyterminals(that is, end
systems)andgateways. It alsointroducesgatekeepers, which routesignalingmessagesbetween
domainsand register users,provide authorizationandauthenticationof terminalsandgateways,
managebandwidth,andprovideaccounting,billing andcharging functions.Finally, from its origin
in multimediaconferencing,H.323describesmultipointcontrolunits(MCUs),thepacketequivalent
to a conferencebridge.

Eachgatekeeperis responsiblefor onezone, which canconsistof any numberof terminals,
gatewaysandMCUs.
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Fig.1.4showsatypicalfast-connectcall setupbetweentwo terminalswithin thesamezone.The
gatekeepertranslatestheH.323identi�er, suchasa username,to thecurrentterminalnetwork ad-
dress,which is thencontacteddirectly. (Inter-gatekeepercommunicationsis speci�edin H.323v3).
Fig. 1.5 shows theoriginal non-fast-connectcall setup,wheretheH.245messagesareexchanged
separately, ratherthanbeingbundledinto theH.225.0messages.

Calling gatekeeper called
endpoint endpoint

ARQ

ACF

Setup

Alerting

Connect

translates
called endpoint
identifier

Figure1.4: ExampleH.323call �o w, fast-connect

1.7.3.2 SessionInitiation Protocol (SIP)

TheSessionInitiation Protocol(SIP) is a protocolframework originally designedfor establishing,
modifyingandterminatingmultimediasessionssuchasVoIPcalls.Beyondthesessionsetupfunc-
tionality, it alsoprovideseventnoti�cation for telephony servicessuchassupervisedcall transfer
andmessagewaiting indicationandmoremodernservicessuchaspresence.

SIP doesnot describethe audio and mediacomponentsof a session;instead,it relies on a
separatesessiondescriptioncarriedin thebodyof INVITE andACK messages.Currently, only the
SessionDescriptionProtocol(SDP)[Handley andJacobson,1998]is beingused,but anXML-based
replacement[Kutscheret al., 2003] is beingdiscussed.The examplein Fig. 1.6 [Johnston,2003]
showsa simpleaudiosessionoriginatedby useralice to bereceivedby IP address192.0.2.101and
port 49172usingRTP andpayloadtype0 (� -law audio).

Besidescarrying sessiondescriptions,the core function of SIP is to locatethe called party,
mappinga usernamesuchassip:alice@atlanta.example.com to thenetwork addressesusedby
devicesownedby Alice. Userscanre-usetheir email addressasa SIP URI or choosea different
one. As for emailaddresses,userscanhave any numberof SIPURIs with differentprovidersthat
all reachthesamedevice.

UserdevicessuchasIP phonesandconferencingsoftwarerun SIPuseragents; unlike for most
protocols,suchuseragentsusuallycanactasbothclientsandservers,i.e., they bothoriginateand
terminateSIPrequests.

14 M. P. Singh,ed.
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Calling gatekeeper called
endpoint endpoint

ARQ

ACF

Setup

Alerting

translates
called endpoint
identifier

TCS

TCS Ack

MSD

Connect

MSD Ack

OLC

OLC Ack

(Master/Slave Determination)

(Terminal Capability Set)

(Open Logical Channel)

Figure1.5: ExampleH.323call �o w, without fast-connect

v=0
o=alice 2890844526 2890844526 IN IP4 client.atlanta.example.com
s=-
c=IN IP4 192.0.2.101
t=0 0
m=audio 49172 RTP/AVP 0
a=rtpmap:0 PCMU/8000

Figure1.6: Examplesessiondescription
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Insteadof SIP URIs, userscan be identi�ed also by telephonenumbers,expressedas “tel”
URIs [SchulzrinneandVaha-Sipila,2003] suchastel:+1-212-555-1234 . Calls with these
numbersaretheneitherroutedto an Internettelephony gateway or translatedbackinto SIPURIs
via theENUM mechanismdescribedin Section1.7.4.

A userprovidesa �x ed contactpoint, a so-calledSIP proxy , that mapsincomingrequeststo
network devicesregisteredby theuser. Thecallerdoesnotneedto know thecurrentIP addressesof
thesedevices.Thisdecouplingbetweenthegloballyuniqueuser-level identi�er anddevicenetwork
addressessupportspersonalmobility, theability of a singleuserto usemultiple devices,anddeals
with thepracticalissuethatmany devicesacquiretheir IP addresstemporarilyvia DHCP. Theproxy
typically alsoperformscall routingfunctions,for example,directingunansweredcallsto voicemail
or an auto-attendant.The SIP proxy plays a role somewhat similar to an SMTP Mail Transfer
Agent (MTA) [rfc, 2001],but naturallydoesnot storemessages.Proxiesarenot requiredfor SIP;
useragentscancontacteachotherdirectly.

A requestcantraverseany numberof proxies,but typically at leasttwo, namelyoneoutbound
proxyin thecaller'sdomainandtheproxyin thecallee'sdomain.For reliability andloadbalancing,
a domaincanuseany numberof proxies.A client identi�es a proxy by looking up theDNS SRV
[Gulbrandsenet al., 2000]recordenumeratingprimaryandfall-backproxiesfor thedomainin the
SIPURI.

Sessionsetupmessagesandmediagenerallytraverseindependentpaths,that is, they only join
at the originatingandterminatingclient. Media then�o ws directly on the shortestnetwork path
betweenthetwo terminals.In particular, SIPproxiesdo not processmediapackets. This makesit
possibleto routecall setuprequeststhroughany numberof proxieswithout worrying aboutaudio
latency or network ef�ciency. This path-decoupledsignalingcompletestheevolution of telephony
signalingfrom in-bandaudiosignalingto out-of-band,disassociatedchannelsignalingintroduced
by SignalingSystemNo.7 (SS7) . Since telephony signalingneedsto con�gure switch paths,
it generallymeetsup with the mediastreamin telephoneswitches;thereis no suchneedin IP
telephony.

Justlike a singlephoneline canring multiple phoneswithin thesamehousehold,a singleSIP
addresscancontactany numberof SIPdeviceswith onecall, albeitpotentiallydistributedacrossthe
network. Thiscapabilityis calledforkingandis performedby proxies.Theseforking proxiesgather
responsesfrom theentitiesregisteredundertheSIPURI andreturnthebestresponse,typically the
�rst oneto pick up. This featuremakesit easyto developdistributedvoicemailservicesandsimple
automaticcall distribution (ACD) systems.

Fig. 1.7 shows a simpleSIP messageand its components.SIP is a textual protocol, similar
to SMTP [rfc, 2001] andHTTP [Fielding et al., 1999]. A SIP requestconsistsof a requestline
containingtherequestmethodandtheSIPURI identifying thedestination,followedby a number
of header�elds thathelpproxiesanduseragentsto routeandidentify themessagecontent.

Therearea largenumberof SIPrequestmethods,summarizedin Table1.1.
SIP messagescanbe requestsor responses,which only differ syntacticallyin their �rst lines.

Almost all SIPrequestsgeneratea �nal responseindicatingwhethertherequestsucceededor why
it failed, with somerequestsproducinga numberof responsesthat updatethe requestoron the
progressof therequestvia provisionalresponses.

Unlikeotherapplication-layerprotocols,SIPis designedto runoverbothreliableandunreliable
transportprotocols.Currently, UDPis themostcommontransportmechanism,but TCPandSCTP,
as well as securetransportusingTLS [Dierks and Allen, 1999] are also supported.To achieve
reliability, a requestis retransmitteduntil it is acknowledgedby aprovisionalor �nal response.The
INVITE transaction,usedto setup sessions,behavesa bit differentlysinceconsiderabletime may
elapsebetweenthecall arrival andthe time that thecalledpartypicks up thephone.An INVITE
transactionis shown in Fig. 1.8.

Oncea requesthasreachedthe right destination,the two partiesnegotiatethe mediastreams
usingan offer-answermodel,wherethecaller typically offersa capabilityandthecalleemakesa

16 M. P. Singh,ed.
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ACK [Rosenberg et al., 2002b] acknowledges�nal INVITE response
BYE [Rosenberg et al., 2002b] terminatessession
CANCEL [Rosenberg et al., 2002b] cancelsINVITE
INFO [Donovan,2000] mid-sessioninformationtransfer
INVITE [Rosenberg et al., 2002b] establishessession
NOTIFY [Roach,2002] eventnoti�cation
OPTIONS [Rosenberg et al., 2002b] determinecapabilities
PRACK [Rosenberg andSchulzrinne,2002] acknowledgeprovisionalresponse
REGISTER [Rosenberg et al., 2002b] registername-addressmapping
SUBSCRIBE [Roach,2002] subscribeto event
UPDATE [Rosenberg, 2002] updatesessiondescription
MESSAGE [rfc, 2002] user-to-usermessaging
REFER [Sparks,2003] transfercall

Table1.1: SIPrequestmethods
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od
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responserequest

message

t=0 0
m= media type  port  RTP/AVP

host
c=IN IP4 media destination address

V=0

method URL SIP/2.0

From:

payload types

To:

CSeq: seq# method
localid@host
user <sip:to_user@destination>
user <sip:from_user@source>

Header: parameter ;par1=value ;par2="value"
media type of body
length of bodyContent-Length: 

Content-Type: 

Via: SIP/2.0/ protocol host:port

SIP/2.0 status reason

IN IP4origin_user timestamp timestamp 

Call-ID:

;par3="value folded into next line"

o=

blank line

Figure1.7: ExampleSIPINVITE message
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INVITE sip:bob@b.macrosoft.com

Contact: sip:carol@c.macrosoft.com

SIP/2.0 180 Ringing

Contact: sip:carol@macrosoft.com
SIP/2.0 302 Moved temporarily

ACK sip:bob@b.macrosoft.com

INVITE sip:carol@c.macrosoft.com

To: <sip:bob@macrosoft.com>;tag=17

b.macrosoft.com

macrosoft.com

Call-Id: 1234@a.wonderland.com
Cseq: 1 INVITE

ACK sip:carol@c.macrosoft.com SIP/2.0

BYE sip:alice@a.wonderland.com SIP/2.0

SIP/2.0 180 Ringing

SIP/2.0 200 OK

a.wonderland.com

m=audio 4500 RTP/AVP 0

From: sip:alice@wonderland.com
SIP/2.0 200 OK

Contact: sip:alice@a.wonderland.com

c=IN IP4 208.211.10.148

SIP/2.0 100 Trying

c.macrosoft.com

sip.macrosoft.com
SRV: _sip._udp.macrosoft.com

proxy

To: sip:bob@macrosoft.com

To: <sip:bob@macrosoft.com>;tag=42

INVITE sip:bob@macrosoft.com SIP/2.0
To: sip:bob@macrosoft.com
From: sip:alice@wonderland.com

m=audio 3456 RTP/AVP 0

To: <sip:bob@macrosoft.com>;tag=42

To: sip:bob@macrosoft.com

c=IN IP4 128.59.19.38

Call-Id: 1234@a.wonderland.com
Cseq: 1 INVITE

SIP/2.0 200 OK

2

3

4

6

11

12

13

9

10

5

7

8

1

Cseq: 2 BYE

Figure1.8: ExampleSIPcall �o w

counter-proposal.Sessionscanbechangedin themiddleof asession,e.g.,to addor removeamedia
stream.

SIPcanbeextendedby addingnew methods,messagebodytypesor header�elds. Generally,
receiversandproxiesarefreeto ignoreheader�elds thatthey donotunderstand,but arequestorcan
requirethat thereceiverunderstanda particularfeatureby includinga Require header�eld. If the
receiverdoesnot implementthatfeature,it mustrejecttherequest.

SIPuseragentscaninitiate sessionsbetweentwo otherentities,actingasthird-partycall con-
trollersor back-to-backuseragents(B2BUAs) [Rosenberg et al., 2003b].

While thebasicprotocolmechanismsarestable,componentsof theSIP infrastructurearecur-
rently still underactivedevelopmentwithin theIETF and,for third-generationmobilenetworks,in
3GPP. Suchfeaturesincludesupportfor legacy telephonefeaturessuchasoverlapdialingaswell as
advancedcall routing featuressuchascallerpreferences[Rosenberg et al., 2003a;Rosenberg and
Kyzivat,2003].

1.7.4 TelephoneNumber Mapping

In the long run, VoIP destinationsmay well be identi�ed by textual SIP URIs, probablyderived
automaticallyfrom a person's email address.However, familiarity, deployed infrastructureand
endsystemuserinterfacelimitations dictatetheneedto supporttelephonenumbers[International
TelecommunicationUnion,1997b]for theforeseeablefuture.To facilitatethetransitionto anall-IP
infrastructure,it is helpful if telephonenumberscanbemappedto SIPandotherURIs. Thisavoids,
for example,thata VoIP terminalneedsto go througha gateway to reacha terminalidenti�ed by a
telephonenumber, eventhoughthatterminalalsohasVoIPcapability.

18 M. P. Singh,ed.
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TheENUM service[Faltstrom,2000;FaltstromandMealling,2003]offersastandardizedmap-
ping servicefrom global telephonenumbersto oneor moreURIs. It usestheDynamicDelegation
DiscoverySystem(DDDS)system[Mealling,2002]andarelativelynew DNSrecordtype,NAPTR.
NAPTR recordsallow for mappingof thenamevia a regularexpression,asshown in Fig. 1.9 for
thetelephonenumber+46-89761234.Sincethemostsigni�cant digit for telephonenumbersis on
theleft, while themostsigni�cant componentof DNS namesis on theright, thetelephonenumber
is reversedandconvertedinto theDNS name“4.3.2.1.6.7.9.8.6.4.e164.arpa” in this example.

$ORIGIN 4.3.2.1.6.7.9.8.6.4.e164.arpa.
IN NAPTR 10 100 "u" "E2U+sip" "!ˆ.*$!sip:info@example.com!" .
IN NAPTR 10 101 "u" "E2U+h323" "!ˆ.*$!h323:info@example.com!" .
IN NAPTR 10 102 "u" "E2U+msg:mailto" "!ˆ.*$!mailto:info@example.com!" .

Figure1.9: ENUM example[FaltstromandMealling,2003]

1.7.5 Call Routing

Any IP telephony gatewaycanreachjustaboutany telephonenumberandany VoIPdevicecanreach
any gateway. Sincesaving on internationaltransitis amajormotivationfor deploying IP telephony,
gatewaysarelikely to beinstalledall over theworld, with gatewaysin eachcountryhandlingcalls
for thatcountryor maybea region. Suchgatewaysmaybeoperatedby onelargecorporationor a
setof independentoperatorsthat exchangebilling informationvia a clearinghouse[Hoffmanand
Yergeau,2000].

Eachoperatordivides their gatewaysinto oneor moreInternetTelephony administrative do-
mains(ITADs) , representedby a LocationServer (LS). Thelocationserverslearnaboutthestatus
of gateways in their domainthrougha local protocol, suchas TGREP[Bangaloreet al., 2003]
or SLP [Zhao andSchulzrinne,2002]. Throughthe Telephony Routingover IP protocol (TRIP)
[Rosenberg et al., 2002a], locationserverspeerwith eachotherandexchangeinformationabout
otherITADs andtheir gateways.

Today, for H.323-basedsystems,RAS (H.225.0)LRQ messagesandH.501arewidely usedfor
gateway selection.This allows gatekeepersto selectfrom a numberof known destinationdevices
quickly, without routingcalls throughinterior signalingnodes,asrequiredby theTRIP approach.

1.8 Brief History

The�rst attemptto treatspeechassegmentsratherthanastreamof sampleswasprobablyTime-
AssignedSpeechInterpolation(TASI). TASI usessilencegapsto multiplex more audio streams
than the nominal circuit capacityof a TDM system,by re-assigningtime slots to active speech
channels.It hasbeenusedin transoceaniccablessincethe1960s[Eastonet al., 1982;Fraseret al.,
1962;MiedemaandSchachtman,1962;WeinsteinandHofstetter,1979;Campanella,1978;Rieser
et al., 1981]. While TASI is not packet switching,many of theanalysistechniquesto estimatethe
statisticalmultiplexing gainsapplyto packetvoiceaswell.

Attemptsto transmitvoice acrossIP-basedpacket networks dateback to the earliestdaysof
ARPAnet, with the �rst publicationin 1973,only two yearsafter the �rst email. [Magill, 1973;
Cohen,1976a,b,1977b,1978; Anonymous,1983]. In August 1974, real-timepacket voice was
demonstratedbetweenUSC/ISIandMIT Lincoln Laboratories,usingCVSD (ContinuousVariable
SlopeDeltaModulation)andNetwork VoiceProtocol(NVP) [Cohen,1977a]. In 1976,livepacket
voice conferencingwasdemonstratedbetweenUSC/ISI,MIT Lincon Laboratories,Chicago,and

PracticalHandbookof InternetComputing 19



InternetTelephony Schulzrinne

SRI,usinglinearpredictiveaudiocoding(LPC) andtheNetwork VoiceControlProtocol(NVCP).
Theseinitial experiments,run on 56 kb/s links, demonstratedthefeasibility of voicetransmission,
but requireddedicatedsignalprocessinghardwareandthusdid not lend themselvesto large-scale
deployments.Developmentappearsto havebeenlargelydormantsincethoseearlyexperiments.

In 1989,theSunSPARCstation1 introduceda small form-factorUnix workstationwith a low-
latency audiointerface.Thisalsohappenedto betheworkstationof choicefor DARTnet,anexper-
imentalT-1 packet network fundedby DARPA (DefenseAdvancedResearchProjectsAgency). In
theearly1990s,a numberof audiotoolssuchasvt, vat [Jacobson,1994;JacobsonandMcCanne,
1992] and nevot [Schulzrinne,1992], were developedthat explored many of the core issuesof
packet transmission,suchasplayoutdelaycompensation[Montgomery, 1983;Ramjeeet al., 1994;
Rosenberg et al., 2000;Moon et al., 1998],packet encapsulation,QoSandaudiointerfaces,were
explored. However, outsideof themulticastbackboneoverlaynetwork (Mbone)[Eriksson,1993;
Chuangetal.,1993]thatreachedprimarily researchinstitutionsandwasusedfor transmittingIETF
meetings[CasnerandDeering,1992] andNASA spacelaunches,the generalpublic was largely
unawareof thesetools.More popularwasCu-SeeMe,developedin 1992/1993[Cogger, 1992].

TheITU standardizedthe�rst audioprotocolfor generalpacketnetworksin 1990[International
TelecommunicationUnion, 1990] , but this wasusedonly for nicheapplications,astherewasno
signalingprotocolto setupcalls.

In about1996,VocalTecCommunicationsLtd. commercializedthe�rst PC-basedpacket voice
applications,primarily usedinitially to placefreelongdistancecallsbetweenPCs.Sincethen,stan-
dardizationof signalingprotocolslikeRTPandH.323in 1996[Thom,1996],havestartedthetransi-
tion fromexperimentalresearchto productionservices.

1.9 Service Creation

Beyondbasiccall setupandteardown, thelegacy telephonehasdevelopedanumberof services
or features, includingsuchcommononesascall forwardingonbusyor three-waycallingandmore
specializedonessuchasdistributedcall centerfunctionalities.Almost all suchserviceswerede-
signedto bedevelopedon PSTNor PBX switchesanddeployedasa generalservice,with modest
userparameterization.

Both SIP and H.323 can supportmost SS7features[Lennox et al., 1999] throughprotocol
machinery, althoughthe philosophyandfunctionality differsbetweenprotocols[Glasmannet al.,
2001]. Unlike legacy telephones,bothendsystemsandnetwork serverscanprovide services[Wu
and Schulzrinne,2003,2000], often in combination. End systemservicesscalebetterand can
providea morecustomizeduserinterface,but maybelessreliableandharderto upgrade.

However, basicservicesare only a small part of the serviceuniverse. One of the promises
of IP telephony is theability for usersor programmersworking closelywith small usergroupsto
createnew servicesor customizeexistingones.Similar to how dynamic,data-drivenwebpagesare
created,anumberof approacheshaveemergedfor creatingIP telephony services.JavaAPIssuchas
JAIN andSIPservletsaremeantfor programmersandexposealmostall signalingfunctionality to
theservicecreator. They are,however, ill-suited for casualservicecreationandrequiresigni�cant
programmingexpertise.

Justlikecommongatewayinterface(cgi) servicesonwebservers,SIP-cgi[Lennoxetal.,2001]
allowsprogrammersto createuser-orientedscriptsin languagessuchasPerlandPython.A higher-
level representationof call routingservicesis exposedthroughtheCall ProcessingLanguage(CPL)
[LennoxandSchulzrinne,2000a;Lennoxet al., 2003].

With distributedfeatures,theproblemof featureinteraction[Cameronet al., 1994]arises. IP
telephony removessomeof the commoncausesof featureinteractionsuchasambiguity in user
input, but addsothers[Lennox and Schulzrinne,2000b] that are just beginning to be explored.
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1.10 Conclusion

IP telephony promisesthe �rst major fundamentalre-architectingof conversationalvoice ser-
vicessincethetransitionto digital transmissionin the1970s.Like theweb,it doesnot consistof a
singlebreakthroughtechnology, but thecombinationof piecesthatarenow becomingsuf�ciently
powerful to build large-scaleoperationalsystems,not just laboratoryexperiments.

Recentannouncementsindicatethatmajor telecommunicationscarrierswill be replacingtheir
class-5telephoneswitchesby IP technologyin the next � ve yearsor so. Thus,even thoughthe
majority of residentialandcommercialtelephoneswill likely remainanalogfor decades,thecore
of thenetwork will transitionto a packet infrastructurein theforeseeablefuture. Initially, just like
for the transitionto digital transmissiontechnology, thesechangeswill largely be invisible to end
users.

For enterprises,therearenow suf�ciently maturecommercialsystemsavailablefrom all major
PBX vendors,aswell asa numberof start-ups,thatoffer equivalentfunctionality to existing sys-
tems.Specialtydeployments,suchasin largecall centers,hotelsor bankingenvironments,remain
somewhatmoredif�cult, asendsystems(at appropriatepricepoints)andoperationsandmanage-
mentsystemsarestill lacking. While standardsareavailableandreachingmaturity, many vendors
arestill transitioningfrom their own proprietarysignalingandtransmissionprotocolsto IETF or
ITU standards.Con�gurationandmanagementof very large,multi-vendordeploymentsposesse-
verechallengesat this point, sothatmostinstallationsstill tendto befrom a singlevendor, despite
thepromiseof openandinteroperablearchitecturesofferedby IP telephony.

In somecases,hybriddeploymentsmakethemosttechnicalandeconomicsensein anenterprise,
whereolder buildings and traditional userscontinueto be connectedto analogor digital PBXs,
while new buildingsor telecommutingworkerstransitionto IP telephony andbene�t from reduced
infrastructurecostsandtheability to easilyextendthelocal dialingplanto off-sitepremises.

Widespreadresidentialusehingeson theavailability of broadbandconnectionsto thehome.In
addition,thelargedeployedinfrastructureof inexpensivewiredandcordlessphones,answeringand
fax machines,currentlyhave no plausiblereplacement,exceptby limited-functionalityintegrated
accessdevices(IADs). Network addresstranslators(NATs)andlimited upstreambandwidthfurther
complicatewidespreadroll-outs,so that it appearslikely that Internettelephony in the homewill
bepopularmostlywith earlyadopters,typically heavy usersof long-distanceandinternationalcalls
thatarecomfortablewith new technology.

Deploymentof IP telephony systemsin enterprisesis only feasibleif the local areanetwork is
suf�ciently robustandreliableto offer acceptablevoicequality. In somecircumstances,Ethernet-
poweredendsystemsareneededif phoneserviceneedsto continueto work even during power
outages.in mostenvironments,a limited numberof analogemergency phoneswill besuf�cient to
addresstheseneeds.

Internettelephony challengesthewholeregulatoryapproachthathasimposednumerousrules
andregulationson voiceservice,but left dataservicesandtheInternetlargely unregulated.Emer-
gency calling, cross-subsidizationof local calls by long-distancecalls and interconnectarrange-
mentsall remainto beaddressed.For example,in theUnitedStates,billions of dollarsin universal
servicefund (USF)feesareatstake,asthetraditionalnotionof a telephony company becomesout-
datedandmaybecomeasquaintasanemailcompany wouldbetoday. In thelongrun,thismaylead
to asplit betweennetwork connectivity providersandserviceproviders,with someusersrelyingon
third partiesfor email,webandphoneservices,while othersoperatetheir own in-houseservices.

Thetransitionfrom circuit-switchedto packet-switchedtelephony will take placeslowly in the
wireline portionof the infrastructure,but oncethird-generationmobilenetworks take off, thema-
jority of voicecallscouldquickly becomepacket-based.
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This transitionoffersanopportunityto addressmany of thelimitationsof traditionaltelephone
systems,empoweringendusersto customizetheirown servicesjust likewebserviceshaveenabled
myriadsof new servicesfarbeyondthoseimaginedby theearlywebtechnologists.Thus,insteadof
waiting for asingleInternettelephony “killer application”,thewebmodelof many small,but vital,
applicationsappearsmoreproductive.Thisevolutioncanonly takeshapeif technologygoesbeyond
re-creatingcircuit-switchedtransmissionoverpackets.

1.11 Glossary

The following glossarylists commonabbreviationsfound in IP telephony. It is partially ex-
tractedfrom InternationalPacketCommunicationsConsortium.

3G Third Generation(wireless)
3GPP 3GPartnershipProject(UMTS)
3GPP2 3GPartnershipProject2 (UMTS)
AAA Authentication,AuthorizationandAccounting(IETF)
AG AccessGateway
AIN AdvancedIntelligentNetwork
AS ApplicationServer
BICC BearerIndependentCall Control(ITU Q.1901)
CPL Call ProcessingLanguage
CSCF Call StateControlFunction(3GPP)
DTMF DualTone/MultipleFrequency
ENUM E.164Numbering(IETF RFC2916)
GK Gatekeeper
GPRS GeneralPacket RadioService
GSM GlobalSystemfor Mobility
IAD IntegratedAccessDevice
IETF InternetEngineeringTaskForce
IN IntelligentNetwork
INAP IntelligentNetwork ApplicationProtocol
ISDN IntegratedServicesDigital Network
ISUP IntegratedServicesDigital Network UserPart (SS7)
ITU InternationalTelecommunicationsUnion
IUA ISDN UserAdaptation
IVR Interactive VoiceResponse
JAIN Java ApplicationInterfaceNetwork
LDAP LightweightDirectoryAccessProtocol(IETF)
M3UA MTP3 UserAdaptation(IETF SIGTRAN)
MEGACO MEdiaGAteway COntrol(IETF RFC3015or ITU H.248)
MG MediaGateway
MGC MediaGatewayController
MGC-F MediaGatewayControllerFunction(IPCC)
MGCP MediaGatewayControlProtocol(IETF, ITU-T J.162)
MPLS Multi-ProtocolLabelSwitching
MS MediaServer
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MSC Mobile ServicesSwitchingCenter(GSM,3GPP)
MSO Multi-SystemOperator
MTA MultimediaTerminalAdaptor(PacketCable)
NCS Network Call/ControlSignaling(PacketCableMGCP)
NGN Next GenerationNetwork
OSS OperationalSupportSystem
PBX PrivateBrancheXchange
POTS PlainOld TelephoneService
PSE PersonalServiceEnvironment(3GPP)
PSTN PublicSwitchedTelephoneNetwork
QoS Qualityof Service
RAN RadioAccessNetwork
RFC RequestFor Comment(IETF)
RG ResidentialGateway
RSVP ResourceReSerVationProtocol(IETF)
RTCP RealTime TransportControlProtocol(IETF)
RTP RealTime TransportProtocol(IETF RFC1889)
SCP ServiceControlPoint
SCTP StreamControlTransmissionProtocol
SDP SessionDescriptionProtocol(IETF RFC2327)
SG SignalingGateway
SIGTRAN SIGnalingTRANsport(IETF)
SIP SessionInitiation Protocol(IETF)
SIP-T SIPFor Telephony (IETF)
SS7 SignalingSystem7 (ITU)
TDM Time DivisionMultiplexing
TRIP Telephony Routingover IP (IETF RFC2871)
UMTS UniversalMobile TelecommunicationsSystem
VAD VoiceActivity Detection
VLR Visitor LocationRegister(GSM,3GPP)
VoDSL Voiceover DSL
VoIP Voiceover IP
VoP Voiceover Packet
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