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Abstract

Internettelepholy, alsoknown asvoice-over-IP, replacesandcomplementshe existing circuit-
switchedpublic telephonenetwork with a packet-basednfrastructure.While the emphasidor IP
telepholy is currently on the transmissiorof voice, addingvideo and collaborationfunctionality
requiresno fundamentathanges.

Sincethecircuit-switchedelephonesystenfunctionsasacomplecwebof interrelatedechnolo-
giesthathave evolved over morethana century replacingit requiresmorethanjust replacingthe
transmissiortechnology Corecomponenténcludespeecttodingthatis resilientto pacletlosses,
real-timetransmissiorprotocols,call signalingandnumbertranslation.Call signalingcanemploy
bothcentralizeccontrolarchitecturesswell aspeerto-peerarchitecturesoftenin combination.

Internettelepholy canreplacetraditionaltelephoty in both enterpriseasIP PBXs,andcarrier
deployments.It offerstheopportunityfor reducedtapitalandoperationatosts aswell assimpli ed
introductionof new servicesgcreatedisingtoolssimilarto thosethathave emepgedfor creatingweb
services.

1.1 Intr oduction

The InternationaEngineeringConsortium(IEC) describednternetTelepholy asfollows:
Internettelephoty refersto communicationsservices— voice, facsimile, and/or
voice-messagin@pplications— that are transportedvia the Internet, ratherthan the
public switchedtelephonenetwork (PSTN). The basicstepsnvolvedin originatingan
Internettelephonecall are conversionof the analogvoice signalto digital formatand
compression/translatioof the signalinto Internetprotocol (IP) pacletsfor transmis-
sionoverthelnternet;the processs reversedatthereceving end.

More technically Internettelephory is the real-timedelivery of of voice and possiblyother
multimediadatatypesbetweentwo or more parties,acrossnetworks usingthe Internetprotocols,
andthe exchangeof informationrequiredto controlthis delivery.
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Thetermsinternettelephory, IP telephoty andvoice-over-IP (VolP) areoftenusedinterchange-
ably. SomepeopleconsiderlP telepholy a supersebdf Internettelephoty, asit refersto all tele-
phory serviceover IP, ratherthanjust thosecarriedacrosghethe Internet.Similarly, IP telephoty
is sometimegakento bea moregenerictermthanVolP, asit de-emphasizethe voice component.
While someconsidertelepholy to berestrictedo voice servicescommonusageodayincludesall
serviceghathave beenusingthetelephonenetwork in therecentpast,suchasmodemsTTY, fac-
simile, applicationsharing whiteboardsandtext messagingThis usageis particularlyappropriate
for IP telepholy, sinceoneof the strengthof Internettelephoty is the ability to be media-neutal,
thatis, almostall of the infrastructuredoesnot needto changeif a corversationincludesvideo,
sharedapplicationsor text chat.

Voiceservicesanalsobe carriedover otherpaclket networks, without a mediatinglP layer, for
example,voice-over-DSL (VoDSL) [PloumenanddeClercq,2000]for consumeandbusinesDSL
subscribersand voice-over-ATM (VOATM) for carrying voice over ATM [Wright, 1996, 2002],
typically asa replacementor inter-switch trunks. Many considertheseastransitiontechnologies
until VoIP reachesmaturity They are usually designedfor single-carrierdeploymentsand aim
to provide basicvoice transportservices,ratherthan competingon offering multimediaor other
adwancedcapabilities. For brevity, we will not discusstheseothervoice-over-packettechnologies
(VoP)furtherin this chapter

A relatedtechnology multimediastreaming shareghe point-to-pointor multipoint delivery of
multimediainformationwith IP telepholy. However, unlike IP telepholy, the sourceis generallya
sener, nota humanbeingand,moreimportantly thereis no bidirectionalreal-timemediainterac-
tion betweerthe parties.Rather data o wsin onedirection,from mediasenerto clients. Like IP
telepholy, streamingmediarequiressynchronouslatadelivery wherethe short-termaveragedeliv-
ery rateis equalto the native mediarate,but streamingnediacanoften by bufferedfor signi cant
amountf time, up to severalsecondswithout interferingwith the service.StreamingandIP tele-
phory sharea numberof protocolsandcodecshatwill be discussedn this chaptey suchasRTP
andG.711.Mediastreamingcanbe usedto deliverthe equivalentof voice mail services However,
it is beyondthe scopeof this chapter

In thediscussiorbelow, we will occasionallyusethetermlegacytelephonyto distinguishplain
old telephoneservice(POTS) provided by today's time-division multiplexing (TDM) andanalog
circuits from paclket-baseddelivery of telephone-relatedervices,the Next-GenerationNetwork
(NGN). Apologiesareextendedo the equipmentindnetworksthusdeprec(i)atedThetermpublic
switchedtelephonenetwork (PSTN)is commonlytaken as a synorym for “the phonesystent,
althoughpedantssometimegreferthe post-monopolyterm GSTN (GeneralSwitchedTelephone
Network).

IP telepholy is oneof the core motivationsfor deplogying quality-of-serviceinto the Internet,
sincepaclet voice requiresone-way network latencieswvell belov 100msandmodestpacket drop
ratesof no morethanabout10%to yield usableservicequality [JiangandSchulzrinne2003;Jiang
etal., 2003]. Most attemptsatimproving network-relatedQoShave focusedon thevery limited use
of paclet prioritizationin accessouters.SinceQoShasbeenwidely coveredandis not VoIP spe-
ci ¢, thischaptemill notgointo greatedetail. Similarly, authenticationauthorizatiorandaccount-
ing (AAA) arecoretelepholy serviceshutnotspeci ¢ t0 VOIP. p--—-—-—

1.2 Motivation
Thetransitionfrom circuit-switchedhe paclet switchedtelephoneservicess motivatedby cost
savings, functionality and integration, with differentemphasison eachdependingon wherethe

technologyis beingused.
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1.2.1 Efciency

Traditionaltelephoneswitchesarenot very costeffective astraf ¢ routers;each64 kb/scircuitin a
traditionallocal of ce switch costsroughly betweer150and$500, primarily becausef theline
interfacecosts. Large-scalé®?BXs have similar perport costs. A commodityEthernetswitch, on
the otherhand,costsonly between$5 and $25 per 100 Mb/s port, so that switching pacletshas
becomesigni cantly cheapethanswitching narrovbandcircuits, evenif onediscountsthe much
largercapacityof the paclet switchandonly considergperport costs[WeissandHwang,1998].

Freelong-distancgphonecalls werethe traditionalmotivationfor consumetP telephoty, even
if they wereonly freeincrementallygiventhatthemodemor DSL connectiorhadalreadybeenpaid
for. In theearly 1990s,US long-distancesarriershadto payabout7c/minuteto thelocal exchange
carriers,anexpensethat gatavayedIP telephoty systemsouldbypass.This allowed Internettele-
phory carriersto offer long-distancecallsterminatingat PSTN phonesat signi cant savings. This
chagehasnow beenreducedo lessthan1c/minute decreasingheincentve [McKnight, 2000].

In mary developingcountries carrierscompetingwith the monopolyincumbenthave found IP
telepholy awayto offer voice servicewithout stringingwiresto eachphone usingDSL or satellite
uplinks. Also, leasedlines were often cheaperon a perbit basis,than payinginternationaltoll
chages,openinganotheropportunityfor arbitrage[Vinall, 1998].

In the long run, the costdifferentialin featuressuchas caller ID, three-way calling and call
waiting maywell be morecorvincing thanlower perminutechages.

For enterprisesthe currentcostof a traditional circuit-switchedPBX and a VoIP systemare
roughly similar, at about$500 a seat,dueto the larger costof IP phones. However, enterprises
with branchof ces canre-usetheir VPN or leasedinesfor intra-compag voice communications
and can avoid having to leasesmall numbersof phonecircuits at eachbranchof ce. It is well-
known thata singlelarge trunk for a large userpopulationis moreef cient thandividing the user
populationamongsmallertrunks, dueto the higher statisticalmultiplexing gain. Enterprisesan
realizeoperationalsavings sincemoves,addsand changedor IP phonesare much simpler only
requiringthatthe phonebe pluggedin atits new location.

As describedn Sectionl1.2.3, having a single wiring plant ratherthan maintainingseparate
wiring andpatchpanelsfor Ethernetandtwisted-pairphonewiring is attractve for new construc-
tion.

For certaincasesthe highervoice compressiorandsilencesuppressiofioundin IP telephory
(seeSection1.5.1) may signi cantly reducebandwidthcosts. Thereis no inherentreasonthat
VolIP hasbettercompressionbut end systemintelligencemakesit easierand more affordableto
routinelycompressll voicecallsend-to-endAs noted,silencesuppressiois notwell supportedn
circuit switchednetworks outsidehigh-costpoint-to-pointlinks. (Indeed,in general pacletization
overheactaneatup muchof this advantage.)

1.2.2 Functionality

In the long run, increasedunctionality is likely to be a prime motivator for transitiongto IP tele-
phory, even thoughcurrentdeploymentlargely limit themselesto replicatingtraditional PSTN
featuresandfunctionality. PSTNfunctionality, beyondmobility, haseffectively stagnatedincethe
mid-1980introductionof CLASSfeaturegMoulton andMoulton,1996]suchascallerID. Attempts
at integratingmultimedia,for example,have never succeededbeyond a few corporateteleconfer
encingcenters.

Additional functionalityis likely to arisefrom servicedailoredto userneedsandvertical mar
kets(Sectionl.7.5),createdby or closeto their users,ntegrationwith presencendotherinternet
services,suchasweb andemail. Sincelnternettelephory completesthe evolution from in-band
signalingfoundin analogtelephory to completeseparatiorof signalingandmedia o ws, services
canbe offeredequallywell by businesseandspecializechon-facility-baseccompaniesisthey can
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by Internetserviceprovidersor telephonecarriers.

Sincetelephonenumbersandotheridenti ers arenot boundto a physicaltelephongack, it is
fairly easyto setup virtual companieswhereemployeehomephonesaretemporarilymadepart of
theenterprisecall center for example?!

It is mucheasierto secureVolP servicesvia signalingand mediaencryption,althoughlegal
constraintsnay never make this featurelegally available.

1.2.3 Integration

Integrationhasheena leitmotif for packet-basedommunicationgrom the beginning,with integra-
tion occurringat the physicallayer (same ber, differentwavelengths)Jink layer (SONET),and,
mostrecently atthenetwork layer(everything-oser-IP).Besidegheobvioussavingsin transmission
facilitiesandtheability to allocatecapacitymore e xibly, managingasinglenetwork promisego be
signi cantly simplerandreduceoperationaéxpenditures. p - —_

1.3 Standardization

While proprietaryprotocolsarestill commonlyfoundin theapplicationgor consumeNolP services
andindeeddominateodayfor enterprisdP telephoty servicegCiscoCall Managerprotocol),there
is ageneratendenyg towardsstandardizingnostcomponentsieededo implementVolP services.

Note that standardizatiomloesnot imply that thereis only oneway to approacha particular
problem.Indeed n IP telepholy, therearemultiple competingstandard#n areassuchassignaling,
while in othersdifferentarchitecturalpproachesreadwcatedby differentcommunities.Unlike
telepholy standardsywhich exhibitedsigni cant technicaldifferencesacrosdifferentcountries )P
telepholy standardso far diverge mostly for reasonof emphasion differentstrengthsof partic-
ular approachessuchasintegrationwith legag/ phonesystemsys. new servicesor maturity vs.
e xibility .

A numberof organizationsvrite standardandrecommendationfer telephoneservice telecom-
municationsandthe Internet. Standard®rganizationsisedto be dividedinto of cial andindustry
standard®rganizationsyherethe formerwereestablishedby internationatreatyor law, while the
latterwerevoluntaryorganizationgoundedby companie®r individuals. Examplesof suchtreaty-
basedrganizationsncludethelnternationallelecommunicationgnion (ITU, www.itu.int), thatin
1993replacedheformerinternationalTelephoneandTelegraphConsultatve Committeg(CCITT).
The CCITT's origins are over 100 yearsold. National organizationgnclude the AmericanNa-
tional Standarddnstitute (www.ansi.org) for the United Statesandthe EuropearTelecommunica-
tions Standardsnstitute (ETSI) for Europe. Sincetelecommunications becominglessregional,
standardgpromulgatedby thesetraditionally regional organizationsare nding useoutsidethose
regions.

In the areaof IP telephoty, 3GPP,the 3rd GenerationPartnershipProject, hasbeendriving
the standardizatioffor third generatiorwirelessnetworks using“basedon evolved GSM corenet-
worksandtheradioaccessechnologieshatthey support. It consistof anumberof organizational
partnersjncluding ETSI. A similar organization 3GPP2 dealswith radioaccesgechnologiesie-
rived from the North AmericanCDMA (ANSI/TIA/EIA-41) system;it inheritsmosthigherlayer
technologiessuchasthoserelevantfor IP telephoty, from 3GPP

Whentelecommunicationgerelargely agovernmenimonopoly thel TU wasroughlythe“par-
liamentof monopolytelecommunicationsarriers; with aroughone-countryone-\oterule. Now,

1suchan arrangementequiresthat the residentabroadbandaccessprovider offers sufciently predictablequality-of-
service(QoS), eitherby appropriateprovisioning or explicit QoS controls. It remainsto be seenwhetherinternetservice
providerswill offer suchguaranteedoS unbundledfrom IP telepholy services. Initial deploymentsof consumeiolP
servicedndicatethat QoSis sufcient in mary casesvithoutadditionalQoSmechanisms.

4 M. P Singh,ed.
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membershi@ppearsn the ITU to be opento just aboutany manufctureror researctorganization
willing to payits dues. Thus,todaythereis no substantiapracticaldifferencebetweenthesedif-
ferentmajor standardizatiomrganizations.Standardsre not laws or governmentregulationsand
obtaintheirforceif customersequirethatvendorsdeliver productshasedn standards.

The InternetEngineeringTask Force (IETF) is “is a large openinternationalcommunity of
network designerspperatorsyendors,andresearcherg’that speci es standardgdor the Internet
Protocol,its applicationssuchasSMTR IMAP andHTTP, andrelatedinfrastructureservicessuch
asDNS, DHCPandroutingprotocols.Many of the currentIP telephoty protocolsdescribedn this
chaptemweredevelopedwithin the IETF.

In aroughsensepnecandistinguishprimary from secondangstandardizatiofunctions.In the
primary function, an organizationdevelopscore technologyand protocolsfor new functionality;
while theemphasisn secondargtandardizatios on adaptingtechnologydevelopedelsevhereto
new usesor describingit morefully for particularscenarios.As an example,3GPPhasadopted
and adaptedSIP and RTP, developedwithin the IETF, for the Internetmultimediasubsystemnin
3G networks. 3GPPalso developsradio accesgechnology which is thenin turn usedby other
organizations.

In addition,someorganizationssuchasthelnternationaMultimediaTelecommunication€on-
sortium(IMTC) andSIPForum,provideinteroperabilitytesting,deploymentscenariosprotocolin-
terworkingdescriptionsindeducationaservices. p - ———

1.4 Architecture

IP telepholy, unlike otherinternetapplicationsjs still dominatedoy concernsaboutinterwork-
ing with oldertechnology here,the PSTN.Thus,we cande ne threeclassegClark, 1997]of IP
telepholy operation(Fig. 1.1), dependingon the numberof IP andtraditionaltelephoneend sys-
tems.

In the rst architecturesometimesalledtrunk replacement both callerandcalleeusecircuit-
switchedtelephoneservices. The caller dials into a gatevay, which then connectsvia eitherthe
public Internetor a privatel|P-basechetwork or somecombinationto a gatevay closeto the callee.
This modelrequiresno changesn the endsystemsanddialing behaior andis often usedwithout
theparticipantdeingawareof it, to offer cheapnternationaprepaidcalling cardcalls. However, it
canalsobeusedto connectwo PBXswithin acorporationwith branchof ces. Many PBX vendors
now offer IP trunkinterfaceshatsimply replacea T-1 trunk by a paclet-switchecconnection.

Anotherhybrid architecture sometimescalled hop-onor hop-of dependingon the direction,
placescalls from a PSTN phoneto an IP-basedohoneor vice versa. In both casesthe phoneis
addressedly aregulartelephonenumber althoughthe phonemaynot necessarilype locatedin the
geographiareatypically associatedavith thatareacode. A numberof companiehave startedto
offer IP phonesfor residentialand small-husinesssubscriberghat follow this pattern. A closely
relatedarchitecturas calledan|P PBX, wherephoneswithin the enterpriseconnectto a gatavay
thatprovidesPSTNdial tone.

If the IP PBX is sharedamongsereral organizationsand operatecby a serviceprovider, it is
referredto asIP Centex or hostedIP PBX asthe economicmodelis someavhat similar to the
centrex serviceoffered by traditional local exchangecarriers. Like classicalcentre, IP centre
servicedecreaseghe initial capitalinvestmentor the enterpriseand makes systemmaintenance
the responsibilityof the serviceprovider. Unlike PSTN centre, whereeachphonehasits own
accesgircuit, IP centrex only needsafractionof thecorporatdnternetconnectvity to the provider
andis generallymore cost-efcient. If the enterpriseusesstandards-compliarif phonesiit is

2|[ETF website
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relatively straightforwardto migratebetweenP centrexandlP PBX architecturesyithoutchanging
thewiring plantor theendsystems.

This architecturds alsofoundin somecablesystemswherephoneserviceis provided by the
cableTV operator(known asa multi-systemoperatorfMSO)) [Miller etal., 2001;Wocijik, 2000].
Note, however, that not all currentcable-T\fphonearrangementsise paclet voice; someearly
experimentssimply provide a circuit switchedchannebver coaxand ber.

Trunk replacement

Hop-on (hybrid) architecture

Internet

End-to-end IP telephony

Figurel.1: Internettelephoty architectures

The third architecturedispensesvith gatavaysandusesdirect IP-baseccommunicationgnd-
to-endbetweencaller and callee. This arrangementominatedearly PC-basedP telephoty, but
only workswell if all participantsaarepermanentlyconnectedo theInternet.

Themostlikely medium-termarchitecturas a combinatiorof thehybrid andend-to-endnodel,
wherecalls to other IP phonestravel direct, while othersuse gatavaysand the PSTN. If third-
generatiormobile networks succeedthe numberof IP-reachablelevicesmay quickly exceedthose
usingthe traditionallegacgy interface. If devicesareidenti ed by telephonenumbersthereneeds
to beawayfor thecallerto determindf atelephonanumbeiis reachablairectly. TheENUM direc-
tory mechanisndescribedn Sectionl.7.4offersonesuchmapping. m—- — —_—S——————

1.5 Overview of Components

At the lower protocollayers, Internetcomponentsare easily divided into a small numberof
devicesandfunctionsthat rarely causeconfusion. For example,hosts,routersand DNS seners
have clearlyde ned functionalityandareusuallyplacedin separatédardware.Usually, senersare
distinguishedoy the protocolsthey speak:a web sener primarily dealswith HTTP, for example.
Thingsarenot nearlyassimplefor IP telephoty, wherean evolving understandingthe interaction

6 M. P Singh,ed.
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with thelegagy telephoty world andmarketinghave createcanabundancesf nameghatsometimes
re ect functionandsometimegommonbundlingsinto a singlepieceof hardware.

In particular the term “softswitch” is often usedto describea setof functionsthat roughly
replicatethecontrolfunctionalityof atraditionaltelephonewitch. However, thistermis suf ciently
vaguethatit shouldbe avoidedin technicaldiscussions.

The InternationalPacket CommunicationsConsortium[InternationalPacket Communications
Consortium]hasattemptedo de ne thesefunctionalentitiesandcommonphysicalembodiments.

1.5.1 CommonHardware and Software Components

The mostcommonhardwarecomponenin IP telepholy arelP phonesaccesgatavaysandinte-
gratedaccesglevices(IADs) .

IP phonesareendsystemsandendpointgor both call setup(signaling)andmedia,usuallyau-
dio. Therearebothhardwarephoneghatoperatestand-aloneandsoftphones softwareapplications
thatrun on commonoperatingsystenplatformson personatomputersHardwarephonegypically
consistof a digital signalprocessoxvith analog-to-digitalA/D) anddigital-to-analog(D/A) con-
version,general-purpos€PU andnetwork interface. The CPU oftenrunsan embeddeaperating
systemandusually supportsstandarchetwork protocolssuchasDNS for nameresolution,DHCP
for network autocon guration NTP for time synchronizationtftp andHTTP for applicationcon-

guration. ModernIP phonesoffer the samerangeof functionality asanaloganddigital business
telephonesincluding spealerphonescaller ID displaysandprogrammabléeys. SomelP phones
have limited displayprogrammabilityor have a built-in Java environmentfor servicecreation.

Figure1.2: Someexamplesof IP phones

Accessgatavaysconnectthe paclket andcircuit-switchedworld, bothin the controlandmedia
planes. They pacletize bit streamsor analogsignalscomingfrom the PSTNinto IP pacletsand
deliverthemto their IP destination.In the oppositedirection,they corvertsequencesf IP paclets
containingsegmentsof audiointo a streamof voice bits and“dial” the appropriatenumberin the
legag/ phonesystem. Small (residentialor branch-ofce) gatevaysmay supportonly oneor two
analoglines,while carrierclassgatavaysmayhave a capacityof a T1 (24 phonecircuits)or evena
T3 (720circuits). Large-scalegatavaysmay be divided into a mediacomponenthatencodesand
decodewoiceanda controlcomponentpftena general-purposeomputeythathandlessignaling.

An integratedaccesslevice (IAD) typically featuresa pacletnetwork interface, suchasanEth-
ernetport, andoneor moreanalogphone(so-called=XS, i.e., station)interfaces.They allow com-
mercialandresidentialusersto re-usetheir large existing investmentn analoganddigital phones,
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answeringnachinesandfax machinen aniP-basegphonenetwork. SometimeshelAD is com-
binedin the sameenclosurewith a DSL or cablemodemandthen,to ensureconfusion,labeleda
residentiagatevay (RG).

In additionto thesespecializechardwarecomponentstherearea numberof softwarefunctions
thatcanbe combinednto seners.In somecasesall suchfunctionsresidein onesener component
(or a tightly coupledgroup of sener processes)while in other casesthey canbe senerseach
runningon its own hardwareplatform. The principalcomponentsire:

Signaling corversion: Signaling corversionseners transformand translatecall setuprequests.
They may translatenamesandaddresseqr translatebetweendifferentsignalingprotocols.
Lateron,wewill encountethemasgateleepersn H.323networks,proxy senersin Session
Initiation Protocol(SIP)(Sectionl.7.3)networks,andprotocoltranslatorsn hybrid networks
[Liu andMouchtaris,2000;Singhand Schulzrinne 2000].

Application sewer: An applicationsenerimplementservicelogic for variouscommonor custom
featurestypically throughanAPI suchasJAIN, SIPservletsCPL or proprietaryersionsas
discussedh Sectionl.7.5.0ften,they provide componentsf the operationabupportsystem
(OSS),suchas accounting,billing or provisioning. Examplesinclude voice mail seners,
conferenceseners,andcalling cardservices.

Media server: A mediasener manipulatesmediastreamse.g., by recording,playback,codec
translationor text-to-speectcorversion. It may be treatedlike anendsystem,i.e., it termi-
natesbothmediaandsignalingsessions.

1.6 Media Encoding

1.6.1 Audio

In both legag/ and paclet telepholy, the mostcommonway of representing/oice signalsis asa
logarithmically compandegi byte stream,with a rate of 8,000samplesof 8 bits eachper second.
This telephone-qualityaudio codecis known as G.711[InternationalTelecommunicatiornion,
1998b], with two regional variationsknown as -law or A-law audio, canreproducethe typical
telephondrequeng rangeof about300to 3,400Hz. Typically, 20 to 50msworth of audiosamples
aretransmittedn oneaudiopaclet. G.711is theonly sample-basedodecin wide use.

As notedearlier, oneof thebene tsof IP telephoty is the ability to compresgelephone-quality
voice below the customaryrate of 64 kb/sfoundin TDM networks. All of commonlyusedcodecs
operateat a samplingrate of 8,000Hz and encodeaudiointo framesof betweenl0 and 30 ms
duration.Eachaudioframeconsistf a speectparametergiatherthanaudiosamples Only a few
audiocodecsarecommonlyusedin IP telepholy, in particularG.723.1[InternationalTelecommu-
nicationUnion, 1996c]operatingat 5.3 or 6.3kb/sandmodestspeechquality, G.729[International
Telecommunicatiotynion, 1996ajat 8 kb/s,andthe GSM full-rate (FR) codecat 13 kb/s.

More recently two new royalty-freelow-bitrate codecshave beenpublished:iLBC [Andersen
etal., 2003] operatingat 13.330r 15.2kb/s, with a speechyuality equivalentto G.729,but higher
losstoleranceandSpea [Herleinetal., 2003],0peratingata variablebit raterangingbetweer?2.15
and24.6kb/s.

All codecscan operatein conjunctionwith silencesuppressionalsoknown asvoice activity
detection(VAD) . VAD measurespeechvolumeto detectwhen a spealer is pausingbetween

3Smalleraudioloudnessraluesreceve relatively morebits of resolutionthanlargerones.
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sentencesr letting the otherpartytalk. Mostmoderncodecsncorporatesilencedetectionwhile it
is a separatespeechprocessindunctionin codecdike G.711. Silencesuppressiortanreducethe
bit rateby 50-60%,dependingn whethershortsilencesdbetweernwordsandsentenceareremoved
or not [JiangandSchulzrinne2000a]. The savings canbe muchlargerin multiparty conferences;
there silencesuppressiors requiredalsoto avoid thatthesummedackgroundoiseof thelisteners
doesnotinterferewith audioperception.

During pausesno pacletsaretransmitted but well-designedeceverswill play comfortnoise
[Gierlich and Kettler, 2001] that avoids the impressionto the listenerthat the line is dead. The
sendemccasionallyupdate§Zopf, 2002]the loudnessandspectralcharacteristicsso thatthereis
no unnaturakransitionwhenthe spealer breakshersilence.

Silencesuppressionotonly reducesheaveragebit rate,but alsosimpli es playoutdelayadap-
tation,whichis usedby thereceverto compensatéor the variablequeueingdelaysincurredin the
network.

DTMF (“touchtone”)andothervoicebandiatasignalssuchasfaxtonesposespecialchallenges
to high-compressiorodecsand may not be renderedsufciently well to be recognizableby the
recever. Also, it is ratherwastefulto have an IP phonegeneratea waveform for DTMF signals,
justto have the gatevay spendDSPcyclesrecognizingt asa digit. Thus,mary modernlP phones
generatgonesasa specialencodingSchulzrinneandPetrack 2000].

While thebit rateandspeechyuality aregenerallythemostimportant gures of meritfor speech
codecscodeccompleity, resilienceto packetlossandalgorithmicdelayare otherimportantcon-
siderationsThe algorithmicdelayis the delayimposedby the compressiomperationasthe com-
pressioroperatiomeeddo have accesso a certainamountof audiodata(block size)andmayneed
to look aheado estimateparameters.

Music codecssuchas MPEG 2 Layer 3 , commonlyknown as MP3, or MPEG-2 AAC can
alsocompressoice, but sincethey areoptimizedfor generakudiosignalsratherthanspeechthey
typically producemuchlower audioquality for the samebit rate. Thetypical MP3 encodingrates,
for example rangefrom 32 kb/sfor “betterthanAM radio” quality to 96 and128kb/sfor “nearCD
quality” (Corversely mary low bit-ratespeectcodecssoundpoorwith musicsincetheir acoustic
modelis tunedtowardsproducingspeectsoundsnotmusic.)

Generally the algorithmicdelay of thesecodecsis too long for interactive corversationsfor
example,about260ms for AAC at 32kb/s. However, the new AAC MPEG-4low delay codec
reduceslgorithmicdelaysto 20ms.

In the future, it is likely that “betterthan-phone-qualitytodecswill becomemore prevalent,
as more calls are placedbetweenlP telephonegatherthan from or into the PSTN. So-called
conference-qualitypr widebandcodecstypically have an analogfrequeny rangeof 7kHz anda
samplingrate of 16kHz, with a quality somevhat betterthanstatic-freeAM radio. Examplesof
suchcodecsncludeG.722.1[InternationalTelecommunicatiotynion, 1999a;Luthi, 2001]at 24 or
32kb/s,Spea [Herleinetal., 2003]at 4 to 44.2kb/s,AMR WB [Sjobeg etal., 2002;International
Telecommunicatiotynion, 2002;3GPP a,b]at6.6-23.85b/s.

Thequality of audioencodingwith pacletlosscanbeimprovedby usingforwarderrorcorrec-
tion (FEC) andpaclet lossconcealmen{PLC) [Jianget al., 2003;Jiangand Schulzrinne 2002b;
Rosenbeay and Schulzrinne,1999; Jiangand Schulzrinne 2002c¢,a,2000b; Schusteret al., 1999;
Bolot et al., 1995; Toutireddy and Padhye,1995; Carle and Biersack,1997; Stock and Adanez,
1996;BoutremanandBoudec,2001;Jefayetal., 1994].

1.6.2 Video

For video streamsthe mostcommonlyusedcodecsare H.261 [InternationalTelecommunication
Union, 1993b], which is being replacedby more moderncodecssuchas H.263 [International
TelecommunicatiotJnion, 1998c], H.263+andH.264. Like MPEG-1andMPEG-2,H.261and
H.263 make useof interframecorrelationand motion predictionto reducethe videobit rate. The
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mostrecentstandardizedideo codecis H.264,alsoknown asMPEG-4AVC or MPEG-4Part 10.
LikeMPEG-2,H.264/A/C is basednblocktransformsandmotioncompensatepredictive coding.
H.264featureamprovedcodingtechniquesincluding multiple referencdramesandsereralblock
sizesfor motion compensationintra-frameprediction,a new 4x4 integer transform,a 1/4 pixel
precisionmotion compensationan in-the-loopde-blocking Iter, and improved entrofy coding,
roughlyhalvingthebitratecomparedo earlierstandard$or the same delity .

Sometimesmotion JPEGis usedfor high-quality video, which consistssimply of sendinga
sequencef JPEGimages.Comparedo motion-compensatetbdecsits qualityis lower, but it also
requireamuchlessencodingeffort andis moretolerantof pacletloss. S  — ———

1.7 CoreProtocols

Internettelepholy relieson ve typesof application-speci cprotocolsto offer services:media
transport(Section1.7.1), device control (Section1.7.2), call setupandsignaling(Sectionl1.7.3),
addressnapping(Sectionl.7.4)andcall routing (Sectionl.7.5). Theseprotocolsarenot foundin
all Internettelephoty implementations.

1.7.1 Media Transport

As describedn Section1.5.1,audiois transmittedin framesrepresentindpetween10 and 50ms
of speectrontent.Video, similarly, is dividedinto frames,at a rate of betweerb and30 framesa
second.However, theseframescannotsimply be placedinto UDP or TCP paclets,astherecever
would notbeableto tell whatkind of encodings beingused whattime periodtheframerepresents
andwhetherapacletis the beginning of atalkspurt.

The Real-Time TransportProtocol(RTP [Schulzrinneet al., 1996]) offersthis commonfunc-
tionality. It addsa 12-byteheaderbetweenthe UDP paclet headerand the mediacontent The
paclet headenabelsthe mediaencodingso that a single streamcan alternatebetweendifferent
codecqgSchulzrinne,1996],e.g.,for DTMF [Schulzrinneand Petrack,2000] or differentnetwork
conditions.It hasatimestampncreasingat the samplingratethatmakesit easyfor thereceierto
correctlyplacepacletsin a playoutbuffer, evenif somepacletsarelost or paclketsareskippeddue
to silencesuppressionA sequenceumberprovidesanindicationof pacletloss. A securepro le
of RTP [Baugheretal., 2003] canprovide con dentiality, messageauthenticationandreplaypro-
tection. Finally, a synchronizatiorsourceidenti er (SSRC)providesa unique32-bitidenti er for
multiple streamghatsharethe samenetwork identity.

Justlik e IP hasa companiorcontrol protocol ICMP [Postel, 1981], RTP usesRTCPfor control
anddiagnostics.RTCP is usually senton an adjacentUDP port numberto the main RTP stream
andis pacedo consumeno morethana setfraction of the mainmediastreamtypically 5%. RTCP
hasthreemainfunctions:(1) it identi es thesourceby a globally uniqueuser@host-stylaenti er
and addslabelssuchas the spealer's name; (2) it reportson sendercharacteristicsuchasthe
numberof bytesand pacletstransmittedin an interval; (3) recevversreporton the quality of the
streamreceved, indicatingpaclet lossandjitter. More extensve audio-speci cmetricshave been
proposedecently[Friedmanetal., 2003].

While RTP streamsare usually exchangedunmodi ed betweenend system,it is occasionally
usefulto introduceprocessingelementdnto thesestreams.RTP mixels take several RTP streams
andcombinethem, e.g.,by summingtheir audiocontentin a conferencebridge. RTP translatos
take individual pacletsand manipulatethe content,e.g.,by corvertingone codecto another For
mixers,the RTP pacletheadeis augmentedby alist of contributing sourceghatidentify the speak-
ersthatweremixedinto the paclet.

4TCPis rarelyusedsinceits retransmission-basddssreca/ery mechanismmay notrecover pacletsin the 100msor so
requiredandcongestiorcontrolmayintroducelong pausesnto the mediastream.

10 M. P Singh,ed.
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1.7.2 Device Control

In Section1.2.3, we notedthat somelarge-scalegatavays are divided into two parts, a media-
processingpart that translatesbetweencircuit-switchedand paclet-switchedaudio and a media
gatevay controller (MGC) or call agent(CA) that directsits actions. The MGC is typically a
general-purposeomputerand terminatesand originatessignaling, suchas the Sessionnitiation
Protocol(SIP) (seeSectionl.7.3.2) but doesnot processmedia.

In anenterprisePBX or cablemodemcontext (there,called network-basedall signaling[Ca-
bleLabs,2003]),somehave proposedhata centralcontrolagentprovideslow-level instructionsto
userendsystemssuchaslADs andIP phonesandrecevesbackeventssuchasnumbersialedor
on/off hookstatus.

Therearecurrentlytwo majorprotocolsthatallow suchdevice control,namelythe olderMGCP
[Arangoetal., 1999]andthe successoMegaco/H.24§Groveset al., 2003]. Currently MGCPis
probablythe morewidely usedprotocol. MGCPis text-basedwhile Megaco/H.24&asatext and
binaryformat, with thelatterapparentlyrarelyimplementediueto its avkwarddesign.

Fig. 1.3 givesa avor of the MGCP protocoloperationdravn from [CableLabs2003]. First,
the CA sendsa Noti cationRequest{RQNT) to theclient, i.e., the users phone.The N parameter
identi es the call agent,the X parameteiidenti es the requestthe R parameteenumerateshe
events,wherehd standsfor off-hook. The 200 responséby the client indicatesthat requestwas
receved. Whenthe userpicksup the phonea Notify (NTFY) messagés sentto the CA, including
the O parametethatdescribeshe eventthatwasobsened. The CA theninstructsthe deviceswith
acombinedCreateConnection (CRCX)andNoti cationRequestommando createa connection,
labeledwith a call ID C, provide dial tone(dl in the S parameterandcollect digits accordingto
digit mapD. Thedigitmapspellsoutthe combinationsf digits andtime-outs(T) thatindicatethat
the completenumberhasbeendialed. The client respondawith a 200 messagéndicatingreceipt
of the CRCX requestandincludesa sessiondescriptionso that the CA knows whereit should
directdialtoneto. The sessiordescriptionusesthe SessiorDescriptionProtocol(SDP)[Handley
andJacobson1998]; we omittedsomeof the detailsfor brevity. Thec line indicatesthe network
addressthe m line the mediatype, port, the RTP pro le (here,the standardaudio/videopro le)
andthe RTP payloadidenti er (0, which standgor G.711audio).To allow latermodi cations,the
connectiorgetsits own label(l). Theremaindeof thecall setupproceedspacewith anoti cation
whenthe digits have beencollected. The CA thentells the calling client to stop collectingdigits.
It alsocreatesa connectioron the calleesideandinstructsthatclient to ring. Additional messages
areexchangedvhenthe calleepicks up andwheneitherside hangsup. For this typical scenario,
the callergeneratesndrecevesatotal of 20 messagesyhile the calleesideseesanadditionall5
messages.

As the exampleillustrated, MGCP andMegaco/H.248nstructthe device in detailedoperations
andbehaior andthe device simply follows theseinstructions.The device exportslow-level events
suchashook switch actionsand digits pressedratherthan, say calls. This makesit easyto de-
ploy new serviceswithout upgrade®n the client side,but alsokeepsall serviceintelligencein the
network, i.e., the CA. Sincethereis a centralCA, device control systemsarelimited to singlead-
ministrative domains.Betweendomains CAs usea peerto-peersignalingprotocol,suchasSIP or
H.323,describedelaw, to setup thecall.

1.7.3 Call Setupand Control: Signaling

Oneof the corefunctionsof Internettelephory that distinguishest from, say streamingmediais
thenotionof call setup.Call setupallows a callerto notify the calleeof a pendingcall, to negotiate
call parametersuchas mediatypesand codecsthat both sidescan understandto modify these
parametem mid-call andto terminatethecall.

In addition,animportantfunction of call signalingis “rendezwus; the ability to locateanend
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RQNT 1201 aaln/1@ec-1.whatever.net
N: ca@cal.whatever.net:5678

X: 0123456789AB

R: hd

200 1201 OK

NTFY 2001 aaln/l@ec-1.whatever.net
N: ca@cal.whatever.net:5678

X: 0123456789AB

O: hd

CRCX 1202 aaln/1@ec-1.whatever.net
. A3C47F21456789F0

p:10, a:PCMU

recvonly
ca@cal.whatever.net:5678
0123456789AC

hu, [0-9#*T](D)

WOAIXZZINO

dl

200 1202 OK
I:  FDE234C8

c=IN P4 128.96.41.1
m=audio 3456 RTP/AVP 0

Figure1.3: Samplecall o w [CableLabs2003]

12

MGCP1.0 NCS 1.0

MGCP1.0 NCS 1.0

MGCP1.0 NCS 1.0

(0T | 00T | [2-9]xxxxxx | 2[2-9]XXXXXXXXX |

011xx.T)

Schulzrinne

M. P Singh,ed.
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systemby somethingotherthanjustan P addressParticularlywith dynamicallyassignedetwork
addressest would beratherincorvenientif callershadto know andprovide the IP addres®r host
nameof thedestination.Thus,the two mostprevalentcall signalingprotocolsboth offer a binding
(or registration)mechanisnwhereclientsregistertheir currentnetwork addressvith a senerfor a
domain.Thecallerthencontactghe senerandobtainsthe currentwhereaboutsf theclient.

The protocolsproviding thesefunctionsarereferredto assignalingprotocols;sometimesthey
arealsofurtherdescribedaspeerto-peersignalingprotocolssincebothsidesin thesignalingtrans-
actionshave equivalentfunctionality. This distinguisheshemfrom thedevice controlprotocoldike
MGCP andMegaco/H.248wheretheclientreactso command&ndsupplieseventnoti cations.

Two signaling protocolsare in commoncommercialuse at this time, namely H.323 (Sec-
tion 1.7.3.1and SIP (Section1.7.3.2). Their philosophiediffer, althoughthe evolution of H.323
hasbroughtit closerto SIP

1.7.3.1 H.323

The rst widely usedstandardizedignalingprotocolwasprovidedby thelTU in 1996,astheH.323
family of protocols.H.323hasits originsin extendinglSDN multimediaconferencingin Recom-
mendatiorH.320[InternationalTelecommunicatiotynion, 1999b], to LANs andinheritsaspects
of ISDN circuit-switchedsignaling. Also, H.323 hasevolved considerablythroughfour versions,
sinceits original design.This makesit somevhatdif cult to describets operationde nitively in a
modestamountof spaceln addition,mary commonimplementationssuchasMicrosoft NetMeet-
ing, only supportearlierversionstypically version2, of the protocol. Most of thetrunkinggatevay
deploymentsareusingH.323 versions2, 3 and4, while version2 still predominatesn the LAN
market. Version5 waspublishedin July 2003. (Later versionsare supposedo supportall earlier
versionsandfall backto theless-functionalersionif necessary

H.323is anumbrellatermfor a whole suite of protocolspeci cations. The basicarchitecture
is describedn H.323[InternationalTelecommunicatiornion, 2003], registrationand call setup
signaling(“ringing the phone”)is describedn H.225.0[InternationalTelecommunicatioftJnion,
1996d],andmedianegotiationandsessiorsetupin H.245[InternationalTelecommunicationion,
1998a]. The ISDN signalingmessagethatarecarriedin H.225.0aredescribedn Q.931[Interna-
tional Telecommunicatiotnion, 1993a]. The two sub-protocoldor call andmediasetup,Q.931
and H.245, usedifferentencodings.Q.931is a simple binary protocol with mostly x ed-length
elds, while H.245,H.225.0call setupandH.450serviceinvocationsareencodecasASN.1andare
carriedasuserto-user(UU) informationelementsn Q.931messages.

H.225.0,H.245,H.450 and other partsof H.323 usethe paclket ASN.1 encodingrules (PER).
[InternationalTelecommunicatiotnion, 1997a].GenerallyH.323applicationdevelopersely on
librariesor ASN.1 codegenerators.

Theprotocoldistedsofararesufcient for basiccall functionalityandarethosemostcommonly
implementedn endpoints Classicakelephoty servicessuchascall forwarding,call completionor
calleridenti cation aredescribedn the H.450.xseriesof recommendationsSecuritymechanisms
arediscussedn H.235. Functionalityfor applicationsharingandsharedwvhiteboardswith its own
call setupmechanismis describedn the T.120seriesof recommendationgnternationalTelecom-
municationUnion, 1996b].

H.323 usessimilar componentabelsaswe have seenearlier namelyterminals(thatis, end
systemsyandgatevays. It alsointroducesgateleepers which route signalingmessagebetween
domainsand register users,provide authorizationand authenticatiorof terminalsand gatevays,
manageandwidth,andprovide accountinghilling andchaging functions.Finally, from its origin
in multimediaconferencingH.323describesultipointcontrolunits(MCUs), thepacletequialent
to a conferencéridge.

Eachgateleeperis responsiblgor one zone which canconsistof ary numberof terminals,
gatevaysandMCUs.
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Fig.1.4showvsatypicalfast-connecotall setupbetweertwo terminalswithin thesamezone.The
gateleepertranslategshe H.323identi er, suchasa username to the currentterminalnetwork ad-
dresswhichis thencontactedlirectly. (Inter-gateleepeicommunicationss speci edin H.323v3).
Fig. 1.5 shaws the original non-fast-connectall setup,wherethe H.245 messageare exchanged
separatelyratherthanbeingbundledinto the H.225.0messages.

Calling gatekeeper called
endpoint endpoint
ARQ
- ———— | translates
. called endpoint
ACE identifier
Setup >
i Alerting
| —
Connect

Figurel.4: ExampleH.323call o w, fast-connect

1.7.3.2 Sessionnitiation Protocol (SIP)

The Sessionnitiation Protocol(SIP) is a protocolframawork originally designedor establishing,
modifying andterminatingmultimediasessionsuchasVolP calls. Beyondthe sessiorsetupfunc-
tionality, it alsoprovideseventnoti cation for telephory servicessuchassupervisecall transfer
andmessageavaiting indicationandmoremodernservicesuchaspresence.

SIP doesnot describethe audio and mediacomponentof a session;instead,it relieson a
separatesessiordescriptioncarriedin thebody of INVITE andACK messagesCurrently only the
SessiorDescriptionProtocol(SDP)[Handley andJacobson1998]is beingused butanXML-based
replacemenfKutscheret al., 2003]is beingdiscussed.The examplein Fig. 1.6 [Johnston2003]
shavs a simpleaudiosessiororiginatedby useralice to berecevedby IP addres492.0.2.10Jand
port49172usingRTP andpayloadtypeO ( -law audio).

Besidescarrying sessiondescriptions the core function of SIP is to locatethe called party,
mappinga usernamesuchassip:alice@atlanta.example.com to the network addressessedby
devicesownedby Alice. Userscanre-usetheir emailaddressasa SIP URI or choosea different
one. As for email addressesjserscanhave any numberof SIP URIs with differentprovidersthat
all reachthe samedevice.

UserdevicessuchaslP phonesandconferencingoftwarerun SIP useragents unlike for most
protocols,suchuseragentsusuallycanactashbothclientsandseners,i.e., they both originateand
terminateSIPrequests.

14 M. P Singh,ed.
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Calling gatekeeper called
endpoint endpoint
ﬁ translates
called endpoint
ACF identifier
[ Semp —
«—AGmwng |
R
R SR
E (Terminal Capability Set)
fﬁﬁ T —b_'hb___'_"'___':f_ TCS Ack
R SO
R - e
£ -
5 (Master/Slave Determination)
S
= T T wspack
22 e
g2 [T ST oc
0O | g-———T
Q g (Open Logical Channel)
T& bF—mmm__ ___::—»_ oLe Ak
—
Connect
Figurel.5: ExampleH.323call o w, withoutfast-connect
v=0
o=alice 2890844526 2890844526 IN IP4 client.atlanta.example.com
S=-
c=IN IP4 192.0.2.101
t=0 0
m=audio 49172 RTP/AVP 0
a=rtpmap:0 PCMU/8000

Figurel.6: Examplesessiordescription
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Insteadof SIP URIs, userscan be identi ed also by telephonenumbers,expressedas “tel”
URIs [Schulzrinneand Vaha-Sipila,2003] suchastel:+1-212-555-1234 . Callswith these
numbersaretheneitherroutedto an Internettelephoty gatevay or translatecbackinto SIP URIs
viathe ENUM mechanisndescribedn Sectionl.7.4.

A userprovidesa x ed contactpoint, a so-calledSIP proxy , that mapsincomingrequestgo
network devicesregisteredby theuser Thecallerdoesnotneedto know thecurrentlP addressesf
thesedevices. Thisdecouplingoetweertheglobally uniqueuserlevel identi er anddevice network
addressesupportgpersonalmobility, the ability of a singleuserto usemultiple devices,anddeals
with thepracticalissuethatmary devicesacquiretheir IP addressemporarilyvia DHCP The proxy
typically alsoperformscall routingfunctions for example directingunansweredallsto voice malil
or an auto-attendant.The SIP proxy plays a role someavhat similar to an SMTP Mail Transfer
Agent(MTA) [rfc, 2001], but naturallydoesnot storemessagesProxiesare not requiredfor SIP;
useragentsancontacteachotherdirectly.

A requestantraverseary numberof proxies,but typically at leasttwo, namelyoneoutbound
proxyin thecaller'sdomainandtheproxyin thecallees domain.For reliability andloadbalancing,
adomaincanuseary numberof proxies. A clientidenti es a proxy by looking up the DNS SR/
[Gulbrandseretal., 2000]recordenumeratingrimary andfall-backproxiesfor the domainin the
SIPURI.

Sessiorsetupmessageandmediagenerallytraverseindependenpaths,thatis, they only join
at the originatingandterminatingclient. Mediathen o ws directly on the shortestnetwork path
betweerthe two terminals.In particular SIP proxiesdo not processmediapaclets. This makesit
possibleto routecall setuprequestshroughany numberof proxieswithout worrying aboutaudio
latengy or network ef ciency. This path-decoupledignalingcompleteghe evolution of telephoty
signalingfrom in-bandaudiosignalingto out-of-band disassociate@dhannelsignalingintroduced
by Signaling SystemNo.7 (SS7). Sincetelepholy signalingneedsto con gure switch paths,
it generallymeetsup with the mediastreamin telephoneswitches;thereis no suchneedin IP
telepholy.

Justlik e a singlephoneline canring multiple phoneswithin the samehouseholda single SIP
addresgancontactany numberof SIPdeviceswith onecall, albeitpotentiallydistributedacrosshe
network. This capabilityis calledforking andis performedby proxies.Theseforking proxiesgather
responsefrom the entitiesregisteredunderthe SIP URI andreturnthe bestresponsetypically the

rst oneto pick up. This featuremalesit easyto developdistributedvoicemailservicesandsimple
automaticcall distribution (ACD) systems.

Fig. 1.7 shawvs a simple SIP messageandits components.SIP is a textual protocol, similar
to SMTP [rfc, 2001]andHTTP [Fielding et al., 1999]. A SIP requestconsistsof a requestine
containingthe requesimethodandthe SIP URI identifying the destinationfollowed by a number
of headerelds thathelp proxiesanduseragentgo routeandidentify the messageontent.

Therearea largenumberof SIPrequesmethodssummarizedn Tablel.1.

SIP messagesanbe requestor responsesyhich only differ syntacticallyin their rst lines.
Almostall SIPrequestgeneratex nal responsendicatingwhethertherequessucceededr why
it failed, with somerequestsproducinga numberof responseshat updatethe requestoron the
progresof therequeswia provisionalresponses.

Unlike otherapplication-layeprotocols SIPis designedo run over bothreliableandunreliable
transportprotocols.Currently UDP is the mostcommontransporimechanismbut TCPandSCTR
aswell as securetransportusing TLS [Dierks and Allen, 1999] are also supported. To achiese
reliability, arequests retransmittedintil it is acknaviedgedby aprovisionalor nal responseThe
INVITE transactionpusedto setup sessionshehaesa bit differently sinceconsiderabldime may
elapsebetweerthe call arrival andthe time thatthe called party picks up the phone. An INVITE
transactionis shavn in Fig. 1.8.

Oncea requesthasreachedhe right destinationthe two partiesnegotiatethe mediastreams
usingan offer-answemmodel,wherethe caller typically offers a capabilityandthe calleemakesa
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ACK [Rosenbeg etal., 2002b] acknavledgesnal INVITE response
BYE [Rosenbeg etal., 2002b] terminatesession

CANCEL [Rosenbeg etal., 2002b] canceldNVITE

INFO [Donovan,2000] mid-sessionnformationtransfer
INVITE [Rosenbey etal., 2002b] establishesession

NOTIFY [Roach,2002] eventnoti cation

OPTIONS [Rosenbgg etal., 2002b] determinecapabilities

PRACK [Rosenbeg andSchulzrinne2002] acknavledgeprovisionalresponse
REGISTER [Rosenbgg etal., 2002b] registername-addressapping
SUBSCRIBE [Roach,2002] subscribeo event

UPDATE [Rosenbey, 2002] updatesessiordescription
MESSAGE [rfc, 2002] userto-usemessaging

REFER [Sparks,2003] transfercall

Tablel.1: SIPrequesimethods

request response

[method URLSIP/2.0 j [ SIP/2.0 status reason ]
Via: SIP/2.0/ protocol host:port

From: user <sip:from_user@source> g
To: user <sip:to_user@destination> ]
Call-ID: localid@host g
CSeq: seg# method 2
Content-Length: length of body 2
Content-Type: media type of body g
Header: parameter ;parl=value ;par2="value"

;par3="value folded into next line"
blank line >
V=0 §
0= origin_user timestamp timestanipl IP4 host )
c=IN IP4 media destination address g
t=00 2
m= media type portRTP/AVRayload types £
message

Figurel.7: ExampleSIPINVITE message
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INVITE sip:bob@macrosoft.com SIP/2.0 | macrosoft.com
To: sip:bob@macrosoft.com

From: sip:alice@wonderland.com ] sip.macrosoft.com
Call-Id: 1234@a.wonderland.com SRV: _sip._udp.macrosoft.com |\ g sip:bob@b.macrosoft.com b.macrosoft.com
Cseq: 1 INVITE 1 To: sip:bob@macrosoft.com

Contact: sip:alice@a.wonderland.com

c=INIP4 128.59.19.38

awonderland.com m=audio 3456 RTP/AVP 0

SIP/2.0 30
Contact: sif
To: <sip:bol soft.com>;tag=42

5
ACK sip:bob@b.macrosoft.com

To: <sip:bob@macrosoft.com>;tag=42

emporarily
nacrosoft.com

SIP/2.0 180 Ringing
INVITE sip:carol@c.macrosoft.com
To: sip:bob@macrosoft.com c.macrosoft.com

SIP/2.0 200 OK

SIP/2.0 180 Ringing

SIP/2.0 200 OK

From: sip:alice@wonderland.com

To: <sip:bob@macrosoft.com>;tag=17
Call-ld: 1234@a.wonderland.com
Cseq: 1 INVITE

Contact: sip:carol@c.macrosoft.com

c=IN IP4 208.211.10.148
m=audio 4500 RTP/AVP 0

11

13

ACK sip:carol@c.macrosoft.com SIP/2.0

BYE sip:alice@a.wonderland.com SIP/2.0
Cseq: 2 BYE

SIP/2.0 200 OK

Figurel.8: ExampleSIPcall ow

counterproposal. Sessionsanbechangedn themiddleof asessione.g.,to addor remoseamedia
stream.

SIP canbe extendedby addingnew methodsmessagdodytypesor headerelds. Generally
receversandproxiesarefreeto ignoreheaderelds thatthey do notunderstandyut arequestocan
requirethatthe recever understand particularfeatureby includinga Require headereld. If the
receverdoesnotimplementthatfeature jt mustrejecttherequest.

SIP useragentscaninitiate sessiondbetweerntwo otherentities,actingasthird-partycall con-
trollersor back-to-backuseragentyB2BUASs) [Rosenbeg et al., 2003b].

While the basicprotocolmechanismsire stable,component®f the SIP infrastructurearecur-
rently still underactive developmentwithin the IETF and,for third-generatioomobile networks, in
3GPPSuchfeaturesncludesupportfor legagy telephondeaturesuchasoverlapdialing aswell as
adwancedcall routing featuressuchascaller preference$Rosenbeg et al., 2003a;Rosenbeg and
Kyzivat,2003].

1.7.4 TelephoneNumber Mapping

In the long run, VoIP destinationgmay well be identi ed by textual SIP URIs, probablyderived
automaticallyfrom a persons email address. However, familiarity, deployed infrastructureand
endsystemuserinterfacelimitations dictatethe needto supporttelephonenumbergInternational
Telecommunicatiotunion, 1997b]for theforeseeabléuture. To facilitatethetransitionto anall-1P
infrastructureijt is helpful if telephoneaumbersanbemappedo SIPandotherURIs. Thisavoids,
for example,thata VolP terminalneedgo go througha gatevay to reachaterminalidenti ed by a
telephonenumber eventhoughthatterminalalsohasVolP capability
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TheENUM service[Faltstrom,2000;FaltstromandMealling, 2003] offersa standardizednap-
ping servicefrom globaltelephonenumbergo oneor moreURIs. It usesthe DynamicDelegation
Discovery System(DDDS) systenfMealling, 2002]andarelatively new DNSrecordtype, NAPTR.
NAPTR recordsallow for mappingof the namevia a regular expressionasshavn in Fig. 1.9 for
thetelephonenumber+46-89761234Sincethe mostsigni cant digit for telephonenumberss on
theleft, while the mostsigni cant componenbf DNS namesds on theright, thetelephonenumber
is reversedandcorvertedinto the DNS name“4.3.2.1.6.7.9.8.6.4164.arm” in this example.

$ORIGIN 4.3.2.1.6.7.9.8.6.4.e164.arpa.

IN NAPTR10 100 "u" "E2U+sip" "I” *$lsip:info@example.com!"
IN NAPTR10 101 "u" "E2U+h323" "I".*$!h323:inffo@example.com!"
IN NAPTR10 102 "u" "E2U+msg:mailto" "I" *$!mailto:info@example.com!”

Figure1.9: ENUM example[FaltstromandMealling, 2003]

1.7.5 Call Routing

Any IP telepholy gatevay canreachjustaboutary telephonenumberandary VolP devicecanreach
ary gatevay. Sincesaving oninternationakransitis amajormotivationfor deploying IP telephoty,
gatevaysarelikely to beinstalledall over the world, with gatevaysin eachcountryhandlingcalls
for thatcountryor maybea region. Suchgatevaysmay be operatedby onelarge corporationor a
setof independenbperatorghat exchangebilling informationvia a clearinghous¢Hoffmanand
Yergeau,2000].

Eachoperatordividestheir gatavaysinto one or more InternetTelephory administratve do-
mains(ITADs), representetdy a LocationSener (LS). Thelocationsenerslearnaboutthe status
of gatavaysin their domainthrougha local protocol, suchas TGREP [Bangaloreet al., 2003]
or SLP [Zhao and Schulzrinne 2002]. Throughthe Telephoty Routing over IP protocol (TRIP)
[Rosenbgy et al., 2002a], locationsenerspeerwith eachotherand exchangeinformationabout
otherlTADs andtheir gatavays.

Today for H.323-basedystemsRAS (H.225.0)LRQ messageandH.501arewidely usedfor
gatevay selection. This allows gateleeperdo selectfrom a numberof known destinationdevices
quickly, without routing calls throughinterior signalingnodes,asrequiredby the TRIP approach.

1.8 Brief History

The rst attemptto treatspeeclassegmentgatherthana streamof samplesvasprobablyTime-
AssignedSpeechinterpolation(TASI). TASI usessilencegapsto multiplex more audio streams
than the nominal circuit capacityof a TDM system,by re-assigningime slotsto active speech
channelsit hasbeenusedin transoceanicablessincethe 1960s[Eastonetal., 1982;Fraseretal.,
1962;Miedemaand Schachtman]962; WeinsteinandHofstetter,1979;Campanellal978;Rieser
etal., 1981]. While TASI is not packet switching, mary of the analysistechniquedo estimatethe
statisticalmultiplexing gainsapplyto packetvoiceaswell.

Attemptsto transmitvoice acrosslP-basedbaclet networks datebackto the earliestdaysof
ARPAnet, with the rst publicationin 1973, only two yearsafterthe rst email. [Magill, 1973;
Cohen,1976a,b,1977b,1978; Anonymous,1983]. In August1974,real-timepaclet voice was
demonstratetbetweenUSC/ISIandMIT Lincoln LaboratoriesusingCVSD (Continuousvariable
SlopeDeltaModulation)andNetwork Voice Protocol(NVP) [Cohen,1977a]. In 1976,live paclet
voice conferencingvas demonstratedetweenUSC/ISI, MIT Lincon LaboratoriesChicago,and
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SR, usinglinearpredictive audiocoding(LPC) andthe Network Voice Control Protocol(NVCP).
Theseinitial experimentsyun on 56 kb/slinks, demonstratethe feasibility of voice transmission,
but requireddedicatedsignal processinghardwareandthusdid not lend themselesto large-scale
deployments.Developmentappeardo have beenlargely dormantsincethoseearly experiments.

In 1989,the SunSFARCstationl introduceda smallform-factorUnix workstationwith a low-
lateng audiointerface.This alsohappenedo betheworkstationof choicefor DARTnet,anexper
imental T-1 packet network fundedby DARPA (DefenseAdvancedResearchiProjectsAgeng). In
the early 1990s,a numberof audiotools suchasvt, vat [Jacobson1994;JacobsorandMcCanne,
1992] and nevot [Schulzrinne,1992], were developedthat explored mary of the core issuesof
paclettransmissionsuchasplayoutdelaycompensatiofiMontgomery 1983;Ramjeeetal., 1994;
Rosenbeg et al., 2000; Moon et al., 1998], packet encapsulationQoSandaudiointerfaceswere
explored. However, outsideof the multicastbackboneoverlay network (Mbone) [Eriksson,1993;
Chuancgetal., 1993]thatreachedrimarily researchinstitutionsandwasusedfor transmittinglETF
meetings[Casnerand Deering,1992] and NASA spacelaunchesthe generalpublic was largely
unawvareof thesetools. More popularwasCu-SeeMedevelopedin 1992/1993Cogger 1992].

ThelTU standardizethe rst audioprotocolfor generapacletnetworksin 1990[International
Telecommunicatiotunion, 1990], but this wasusedonly for niche applicationsastherewasno
signalingprotocolto setup calls.

In about1996,VocalTecCommunicationd td. commercializedhe rst PC-basegbacletvoice
applicationsprimarily usedinitially to placefreelongdistancecallsbetweerPCs.Sincethen,stan-
dardizatiorof signalingprotocoldike RTPandH.323in 1996[Thom, 1996],have startedhetransi-
tion from experimentatesearcho productionservices. p————

1.9 Sewice Creation

Beyondbasiccall setupandteardavn, thelegagy telephonéiasdevelopeda numberof services
or featues includingsuchcommononesascall forwardingon busy or three-vay callingandmore
specializednessuchasdistributed call centerfunctionalities. Almost all suchserviceswere de-
signedto be developedon PSTNor PBX switchesanddeployed asa generalservice with modest
userparameterization.

Both SIP and H.323 can supportmost SS7 features[Lennox et al., 1999] through protocol
machinery althoughthe philosophyand functionality differs betweenprotocols[Glasmannret al.,
2001]. Unlike legag telephonesboth endsystemsandnetwork senerscanprovide servicegWu
and Schulzrinne, 2003, 2000], often in combination. End systemservicesscalebetterand can
provide amorecustomizediserinterface,but maybelessreliableandharderto upgrade.

However, basicservicesare only a small part of the serviceuniverse. One of the promises
of IP telepholy is the ability for usersor programmersvorking closelywith small usergroupsto
createnew servicesor customizesxisting ones.Similarto how dynamic,data-drvenwebpagesare
createdanumberof approachebave emepgedfor creatinglP telephoty servicesJara APIs suchas
JAIN andSIP serviletsaremeantfor programmersndexposealmostall signalingfunctionality to
the servicecreator They are,however, ill-suited for casualservicecreationandrequiresigni cant
programmingexpertise.

Justlike commongatavay interface(cgi) servicesonwebseners,SIP-cgi[Lennoxetal., 2001]
allows programmerso createuserorientedscriptsin languagesuchasPerlandPython.A higher
level representationf call routingserviceds exposedhroughthe Call Processind.anguaggCPL)
[LennoxandSchulzrinne2000a;Lennoxetal., 2003].

With distributedfeaturesthe problemof featureinteractionfCameronet al., 1994] arises. IP
telepholy removes someof the commoncausesof featureinteractionsuchas ambiguityin user
input, but addsothers[Lennox and Schulzrinne,2000b] that are just beginning to be explored.
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1.10 Conclusion

IP telepholy promisesthe rst majorfundamentate-architectingof corversationaloice ser
vicessincethetransitionto digital transmissiorin the 1970s.Lik e theweb, it doesnot consistof a
single breakthroughechnology but the combinationof piecesthatarenow becomingsufciently
powerful to build large-scaleperationabystemsnot just laboratoryexperiments.

Recentannouncementsdicatethat major telecommunicationsarrierswill be replacingtheir
class-5telephoneswitchesby IP technologyin the next ve yearsor so. Thus, eventhoughthe
majority of residentialand commercialtelephoneswill likely remainanalogfor decadesthe core
of the network will transitionto a paclketinfrastructurein the foreseeablduture. Initially, justlike
for the transitionto digital transmissiortechnology thesechangewill largely beinvisible to end
users.

For enterprisestherearenow sufciently maturecommerciakystemsavailablefrom all major
PBX vendorsaswell asa numberof start-upsthat offer equivalentfunctionalityto existing sys-
tems.Specialtydeployments,suchasin large call centershotelsor bankingernvironmentsremain
someavhatmoredif cult, asendsystemgat appropriateprice points)andoperationsandmanage-
mentsystemsarestill lacking. While standardsreavailableandreachingmaturity, mary vendors
arestill transitioningfrom their own proprietarysignalingandtransmissiomprotocolsto IETF or
ITU standardsCon gurationandmanagementf very large, multi-vendordeploymentsposesse-
verechallengest this point, sothatmostinstallationsstill tendto be from a singlevendor despite
thepromiseof openandinteroperablarchitecturesfferedby IP telepholy.

In somecaseshybrid deploymentamakethemosttechnicalindeconomicsensen anenterprise,
whereolder buildings and traditional userscontinueto be connectedo analogor digital PBXs,
while new buildingsor telecommutingvorkerstransitionto IP telephory andbene t from reduced
infrastructurecostsandthe ability to easilyextendthelocal dialing planto off-site premises.

Widespreadesidentialusehingeson the availability of broadbanatonnectiongo thehome.In
addition,thelargedeployedinfrastructureof inexpensvewired andcordlesgphonesansweringand
fax machinesgcurrently have no plausiblereplacementexceptby limited-functionality integrated
accesslevices(IADs). Network addresgranslatordNATs) andlimited upstreanbandwidthfurther
complicatewidespreadoll-outs, so thatit appeardikely that Internettelephoty in the homewiill
be popularmostlywith earlyadopterstypically heary usersof long-distancendinternationakalls
thatarecomfortablewith new technology

Deploymentof IP telephoty systemsn enterprisess only feasibleif thelocal areanetwork is
sufciently robustandreliableto offer acceptablevoice quality. In somecircumstanced:thernet-
poweredend systemsare neededf phoneserviceneedsto continueto work even during power
outagesin mostervironmentsa limited numberof analogemegeng phoneswill be sufcient to
addressheseneeds.

Internettelepholy challengeghe whole regulatoryapproactthat hasimposednumerougules
andregulationson voice servicebut left dataservicesandthe Internetlargely unregulated.Emer
geng calling, cross-subsidizatioof local calls by long-distancecalls and interconnectarrange-
mentsall remainto be addressedr-or example,in the United Statesbillions of dollarsin universal
servicefund (USF)feesareat stale, asthetraditionalnotionof atelepholy compaly become®ut-
datedandmaybecomeasquaintasanemailcompary wouldbetoday In thelongrun, thismaylead
to a split betweemetwork connectvity providersandserviceproviders,with someusersrelyingon
third partiesfor email,webandphoneserviceswhile othersoperatetheir own in-houseservices.

Thetransitionfrom circuit-switchedto paclet-switchedelepholy will take placeslowly in the
wireline portion of the infrastructure but oncethird-generatiormobile networks take off, the ma-
jority of voicecallscouldquickly becomepaclet-based.
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This transitionoffersan opportunityto addressnary of thelimitations of traditionaltelephone
systemsempaveringendusergo customizeheir own servicegustlike webserviceshave enabled
myriadsof new servicedarbeyondthoseimaginedby the earlywebtechnologistsThus,insteadof
waiting for asinglelnternettelepholy “killer application”,thewebmodelof mary small,but vital,
applicationsappearsnoreproductie. This evolution canonly take shapdf technologygoesbeyond
re-creatingircuit-switchedransmissiomverpaclets. . — — ————————

1.11 Glossary

The following glossarylists commonabbreviationsfoundin IP telephory. It is partially ex-
tractedfrom InternationaPacket Communication€onsortium.

3G Third Generatior(wireless)

3GPP 3G PartnershigProject(UMTS)

3GPP2 3G PartnershigProject2 (UMTS)

AAA Authentication AuthorizationandAccounting(IETF)
AG AccessGatavay

AIN AdvancedintelligentNetwork

AS ApplicationSener

BICC Bearerindependen€all Control (ITU Q.1901)
CPL Call Processindg.anguage

CSCF Call StateControl Function(3GPP)

DTMF Dual Tone/MultipleFrequeng

ENUM E.164Numbering(IETF RFC2916)

GK Gateleeper

GPRS GeneraPaclket RadioService

GSM Global Systemfor Mobility

IAD IntegratedAccessDevice

IETF InternetEngineeringraskForce

IN IntelligentNetwork

INAP IntelligentNetwork Application Protocol

ISDN IntegratedServiceDigital Network

ISUP IntegratedServiceDigital Network UserPart (SS7)
ITU InternationalTelecommunication&nion

IUA ISDN UserAdaptation

IVR Interactve Voice Response

JAIN Java Application InterfaceNetwork

LDAP LightweightDirectory AccessProtocol(IETF)
M3UA MTP3 UserAdaptation(IETF SIGTRAN)
MEGACO MEdia GAteway COntrol(IETF RFC30150r ITU H.248)
MG MediaGatavay

MGC MediaGatavay Controller

MGC-F MediaGatavay ControllerFunction(IPCC)

MGCP MediaGatavay Control Protocol(IETF, ITU-T J.162)
MPLS Multi-ProtocolLabel Switching

MS MediaSener

22 M. P Singh,ed.



Schulzrinne InternetTelephoty

MSC Mobile ServicesSwitchingCenter(GSM, 3GPP)
MSO Multi-SystemOperator

MTA Multimedia TerminalAdaptor(PacketCable)
NCS Network Call/ControlSignaling(PacketCableMGCP)
NGN Next GeneratiorNetwork

0SS OperationaSupportSystem

PBX PrivateBrancheXchange

POTS PlainOld TelephoneService

PSE PersonaBerviceErvironment(3GPP)

PSTN Public SwitchedTelephoneNetwork

QoS Quality of Service

RAN RadioAccessNetwork

RFC RequestFor Commen{IETF)

RG ResidentialGatavay

RSVP ResourceReSer\ation Protocol(IETF)

RTCP RealTime TransporiControl Protocol(IETF)
RTP RealTime TransportProtocol(IETF RFC 1889)
SCP ServiceControlPoint

SCTP StreamControl TransmissiorProtocol

SDP SessiorDescriptionProtocol(IETF RFC2327)
SG SignalingGatevay

SIGTRAN  SIGnalingTRANsport(IETF)

SIP Sessionnitiation Protocol(IETF)

SIP-T SIP For Telephory (IETF)

SS7 SignalingSystem? (ITU)

TDM Time Division Multiplexing

TRIP Telephowy Routingover IP (IETF RFC2871)
UMTS UniversalMobile TelecommunicationSystem
VAD Voice Activity Detection

VLR Visitor LocationRegister(GSM, 3GPP)
VoDSL Voiceover DSL

VolP Voiceover IP

VoP Voice over Paclet
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