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Abstract

With the natural convergence of wireless communications
and Internet technology, mobile real-time services such
as wireless mobile Internet telephony will be ubiquitous.
Since the emerging Third Generation (3G) wireless net-
works will adopt Internet Protocol version 6 (IPv6), si-
multaneous Quality of Service (QoS) and mobility sup-
port in IPv6 is becoming an imperative need. The Inter-
net Engineering Task Force (IETF) has developed ReSer-
Vation Protocol (RSVP) and Mobile IPv6 to provide IPv6
QoS and mobility support, respectively. However, an inte-
grated and efficient interworking of these two mechanisms
is still not present. In this paper, we identify a problem
with the existing RSVP and Mobile IPv6 interworking
model and consequently define a Flow Transparency con-
cept to solve this problem. We show that a flow trans-
parent mobility scheme is essential in a desired IPv6 QoS
with mobility support model. We examine this desired
model and illustrate how it overcomes the problem with
the existing approach and achieves a more efficient RSVP
and Mobile IPv6 integration. Solutions to accomplish the
desired model based on the existing infrastructure, as well
as their implementation considerations, will also be pre-
sented.

Keywords: Internet, QoS, Mobility, IPv6, RSVP, Mo-
bile IPv6, Flow Transparency

1 Introduction

Recent years have seen an apparent trend for the conver-
gence of wireless communications and the Internet. It is
envisioned that the Third Generation (3G) network ar-
chitecture will be based on Internet technology for simul-
taneous real and non-real time services [1]. Predominant
mobile real-time services in the 3G-Internet architecture,

*CWC is a national R & D center funded by Singapore
National Science and Technology Board.

such as wireless mobile Internet telephony, require both
Quality of Service (QoS) and mobility support. The In-
ternet Engineering Task Force (IETF) has standardized
the ReSerVation Protocol (RSVP) [2] and Mobile IP [3]
to support Internet QoS and mobility, respectively. In
order to support QoS and mobility simultaneously, there
is a need to integrate RSVP and Mobile IP.

A number of studies on interworking of these two pro-
tocols can be found in literature. Most of them [4-7] are
based on Internet Protocol version 4 (IPv4). However,
due to the intrinsic shortcomings in IPv4, such as limited
IP addresses, poor accommodation for QoS and mobility,
Internet Protocol version 6 (IPv6), also known as Next
Generation Internet Protocol (IPng), has been designed
by IETF and will be adopted in the emerging 3G wireless
network [8]. To provide simultaneous QoS and mobility
support for wireless real-time services in IPv6 environ-
ment, Chiruvolu et al. [9] recently proposed an RSVP and
Mobile IPv6 [10] integration model. Under their model,
resources are initially reserved between the Correspon-
dent Node (CN) and Mobile Node (MN) ’s original loca-
tion. Whenever the MN changes its location which incurs
a path change, an RSVP signaling needs to be performed
end-to-end between the CN and MN’s new location to
reserve resources for the new path.

A problem with this model is long resource reservation
delays and signaling overheads incurred during handoff.
Each time an RSVP renegotiation has to be performed
end-to-end no matter how significant the handoff affects
the path between CN and MN. Before this RSVP renego-
tiation completes, service degradation could occur due to
lack of QoS guarantee in the newly added portion of the
path between the CN and MN.

In this paper, we propose a method to automatically
limit the handoff RSVP renegotiation process within the
newly added portion of the path between CN and MN.
Thus, handoff resource reservation delays and signaling
overheads can be minimized which in turn minimizes the
handoff service degradation. To achieve this, a Flow
Transparency concept is introduced. With this concept, a
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Figure 1: The Mobile TPv6 Architecture

more efficient IPv6 RSVP and Mobile IPv6 integration
model which features a better exploitation of existing
protocol features is proposed. Solutions to achieve this
model, as well as implementation considerations are also
presented. It is worth noting that, the Flow Transparency
concept also applies to IPv4, but it fits more naturally in
IPv6 context due to IPv6 enhanced flow handling capa-
bility.

The rest of the paper is organized as follows. Section
II summarizes Mobile IPv6 and RSVP. Section III iden-
tifies the problem in the existing IPv6 QoS with mobility
support model. Section IV contains our proposed IPv6
QoS with mobility support model. Section V provides
our solutions to achieve this model. Finally section VI
concludes the paper and presents future work.

2 Background

2.1 DMobile IPv6

The Mobile IPv6 [10] architecture is shown in Figure
1. A MN is assigned a permanent home address at its
Home Network. When the MN moves to a Foreign Net-
work, it obtains a care-of address and performs address
update with its Home Agent at its Home Network by
sending Binding Update. The Home Agent is responsi-
ble for maintaining an association between the MN home
address and current care-of address; intercepting pack-
ets destined to MN home address and forwarding them to
MN’s current care-of address. In this way, MN can always
be reached by its home address. One important feature of
Mobile IPv6 is its integration of Route Optimization [11]
functionality. With Route Optimization, when a MN ob-
tains a care-of address, it sends Binding Update not only
to its Home Agent but also to its CNs. This allows the
CN to communicate directly with the MN without go-
ing through the MN’s Home Agent, and thus eliminates
the “triangle routing” problem in the base Mobile IPv4
protocol [3].

2.2 RSVP with IPv6 Flow Label Sup-
port

RSVP [2] is a receiver initiated, simplex resource reserva-
tion setup protocol used to request specific network QoS
for applications. RSVP defines a Session to be a data
flow with a flow destination and transport-layer protocol.
The basic RSVP signaling process for a data flow involves
the exchange of Path and Resv messages as illustrated in
Figure 2.

Once resources have been reserved for a flow, the packet
classifiers in the routers pick out packets belong to the
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specific flow to receive special handling according to their
QoS requirements. This classification is facilitated by the
new flow label [12] field in IPv6 header Flow label support
allows packets to be classified based on flow source and
flow label, which is more efficient compared with that of
IPv4 RSVP and avoids the layer-violation problem [2,13].

RSVP contains many features among which the follow-
ing three are most related to our work. Firstly, RSVP uses
a Soft-state mechanism which requires periodic state re-
fresh to maintain the active reservation. Secondly, RSVP
contains a Local Repair mechanism used to adapt to the
route change. Lastly, RSVP has a Merge functionality
which is used to reduce signaling overheads.

3 Problem in the Existing IPv6
QoS with Mobility Support
Model

The existing IPv6 QoS with mobility support model [9]
is shown in Figure 3. A router is responsible for multiple
cells. An IP level handoff only takes place when the MN
crosses two cells which belong to different subnets. The
Mobile IPv6 and RSVP interworking can be illustrated
with a typical wireless mobile Internet telephony applica-
tion. Both telephony parties are mobile and have wireless
access to the Internet. A major challenge in this model is
the handoff problem. As far as handoff is concerned, we
may consider one party as CN and the other party as MN
without losing any generality because during a telephony
session, both parties function symmetrically, i.e., both as
Sender and Receiver.

The main idea of Mobile IPv6 and RSVP interworking
is to use RSVP to reserve resources along the direct path
between the CN and MN without going through their
Home Agents since Mobile IPv6 has Route Optimization.
Whenever the MN performs a handoff which incurs a path
change, a new RSVP signaling process must be invoked
immediately to reserve resources along the new path, in-
stead of waiting for the next periodic RSVP state update
associated with RSVP Soft-state mechanism. In Figure 3,
when the MN performs a handoff from subnet A to sub-
net B, it obtains a new care-of address and subsequently
sends a Binding Update to the CN. The CN then triggers
a Path message (Message 1) associated with the new flow
from CN to MN. Upon receiving this Path message, the
MN replies with a Resv message (Message 2) immediately
to reserve resources for the new flow.

In this model, the RSVP Session and the flow destina-
tion are identified by the MN care-of addresses. There-
fore, both Session and flow identity changes whenever
the MN obtains a new care-of address during handoff al-
though the application level session is the same. For each
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handoff, the MN as receiver has to wait for a new Path
message from the CN and only after that it can issue a
new Resv message to the CN. All these RSVP renego-
tiations have to be conducted end-to-end even though
the path change may only affect a few routers within the
whole path during a single handoff. The long handoff re-
source reservation delays and large signaling overheads
caused by this end-to-end RSVP renegotiation process
could lead to notable service degradations because dur-
ing this period, there might not be enough resources in
the newly added portion of the flow path between CN and
MN.

For interactive services such as Internet telephony, the
MN acts as both Sender and Receiver. It is not difficult
to extend the above model to accommodate Sender mo-
bility as well which is shown in Figure 4. When MN is
functioning as a Sender and performs a handoff from sub-
net A to subnet B, it obtains a new care-of address and
consequently sends to the CN a Path message (Message
3) associated with the new flow from MN to CN. Upon
receiving the Path message, the CN replies with a Resv
message (Message 4) to reserve resources for the new flow.

Unfortunately, this process suffers exactly the same
problem as when MN is a Receiver. Since change of
MN care-of address during each handoff changes the flow
source identity, multiple network layer flows are required
to support one application data flow during node mobil-
ity. RSVP renegotiation must be performed end-to-end
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Figure 5: Flow Transparency Concept

during each handoff which causes long resource reserva-
tion delays and large signaling overheads.

4 Flow Transparency Concept
and Desired Model

In the previous section, we identified the problem in the
existing IPv6 QoS with mobility support model, namely,
long resource reservation delays and large signaling over-
heads are introduced during each node handoff which
could cause notable service degradation. The main cause
of this problem is that RSVP and Mobile IPv6 are orig-
inally developed independently and thus lack of intrinsic
collaboration; a direct combination of the two can not lead
to optimized interworking. Consequently, a desired model
should be able to minimize handoff resource reservation
delays and signaling overheads through a more efficient
integration of RSVP and Mobile IPv6.

4.1 Flow Transparency Concept

Node mobility incurs change of node address and in turn
change of flow identity with MN as source or destination.
This results in the same application data flow being per-
ceived as different flows at the network layer. Since router
processing needs to be based on flow, each time a flow
change at the network layer makes it necessary to rebuild
information in all intermediate routers along the flow
path. A natural idea of solving this end-to-end renegoti-
ation problem is, the routers which reside in the common
portion of the new and old flow path should be exempted
from performing handoff update; and only those routers
that are in the newly added portion of the flow path need
to be involved in the update process. This requires the
underlying mobility support protocol to keep the node
mobility completely transparent to the network layer flow
handling mechanism. Similar to the Transport Layer Pro-
tocol Transparency concept [14] which keeps node mobil-
ity invisible to transport layer protocols, we define this
transparency at the network layer as Network Layer Flow
Transparency which is illustrated in Figure 5. The figure
shows only the flow from CN to MN, Flow Transparency



for the opposite flow from MN to CN can be similarly
achieved. It is important to note that with node mobil-
ity, the number and identity of routers involved in the
same flow are dynamic and usually unpredictable. Only
the routers that are common to both new and old path
of the flow constitute the scope of Flow Transparency.
This implies that an automatic flow handling adaptation
mechanism for those routers in the newly added path is
also required in order to exploit the Flow Transparency
concept. The major advantage of Flow Transparency is
that it allows the network layer flow handling mechanism
to function normally regardless of node mobility which in
turn brings about performance improvements for mobile
QoS mechanism. The essence of providing Flow Trans-
parency is to maintain a unique flow identity irrespective
of the change of MN address.

4.2 Desired IPv6 QoS with Mobility
Support Model

With the Flow Transparency concept defined, we propose
a desired IPv6 QoS with mobility support model based on
RSVP and a flow transparent Mobile IPv6. In this sec-
tion we describe the basic mechanism of this model and we
will provide solutions to augment Mobile IPv6 with flow
transparency capability in the next section. A flow trans-
parent Mobile IPv6 always keeps a constant flow source
and flow destination for a specific application data flow so
that the RSVP Session and the network layer flow identity
are constant for the router flow handling mechanism (e.g.,
the packet classifier) regardless of node mobility. Figure
6 shows a similar architecture as in the existing model
and the MN performs a handoff from Subnet A to Subnet
B. Two scenarios are discussed. In the first scenario, the
MN acts as a Sender, and in the second, the MN acts as
a Receiver.

Scenario 1: Mobile Node As Sender

If the MN is acting as a Sender, it immediately trig-
gers a Path message (Message I) to the CN - with
the same source flow identity as the one before hand-
off. According to the Merge functionality of RSVP,
this Path message will be merged at a router where
there is already a Path state for that flow which is
created during previous RSVP message exchanges.
In this case, the router where merge occurs is also
the nearest router common to both the old and new
path (Nearest Common Router) for the flow from
MN to CN. It sees the same Path message arriving
with a previous hop address that differs from the one
stored in the original Path state. This is exactly the
condition RSVP needs to trigger a Local Repair for
Sender route change, which is actually due to Sender
mobility. So it will immediately send a Resv message
(Message II) associated with that flow to reserve re-
sources along the newly added path to the MN. It
is important to note that all handoff Path and Resv
message exchanges only involve routers within the
newly added path and only these routers need to
perform handoff update.

Scenario 2: Mobile Node As Receiver
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The situation becomes more complicated when the
MN is acting as a Receiver because RSVP functions
asymmetrically for Sender and Receiver. Firstly,
RSVP does not allow a Receiver to send Resv mes-
sage before the associated Path message is received
while it is not desirable to wait for an end-to-end
Path message from the CN during each handoff.
Secondly, although RSVP can detect Sender route
change and trigger Local Repair for Sender automat-
ically, it relies on extra mechanism to detect Receiver
route change to trigger Local Repair for Receiver.
The first problem is solved by letting the Nearest
Common Router issue a Path message to the mobile
Receiver. With the flow transparent mobility sup-
port, the information required for this Path message
already exists in the Nearest Common Router dur-
ing the previous RSVP message exchanges. Solving
the second problem needs some minor extensions to
RSVP. The Receiver should be able to inform the
Nearest Common Router of its handoff information,
which contains the flow destination and the MN’s
current address. The flow destination identifies the
RSVP Session and is used to determine which Path
message to send and the MN current address is used
to determine where to send the Path message.

This handoff information may either be carried in a
separate message if MN acts solely as a Receiver, or
it can be piggybacked in the Path message sent by
MN itself for Sender mobility if the MN acts as both
Sender and Receiver. In both cases, the message
containing this information only needs to traverse as
far as the Nearest Common Router where there is
existing RSVP state information for the flow from
CN to MN. Figure 6 shows the second case, the MN
mobility information is piggybacked in the Path mes-
sage (Message I) sent by MN due to Sender mobil-
ity. Upon receiving this Path message, the Nearest
Common Router will trigger a Local Repair mech-
anism for Sender mobility as described above, i.e.,
sending Message II. Then it also triggers Local Re-



pair for Receiver route change which is actually due
to Receiver mobility. Specifically, it immediately
sends to the MN a Path message (Message III) for
the flow from CN to MN. Upon receiving this Path
message, the MN replies with a Resv message (Mes-
sage IV) to reserve resources along the newly added
path. Again because of RSVP Merge functionality,
this Resv message will not be forwarded farther than
the Nearest Common Router since there is already a
reservation for this flow made from that router on-
wards during the previous RSVP message exchanges.
Hence, all the Path and Resv message exchanges due
to Receiver mobility only involve routers in the newly
added path and only these routers need to perform
handoff update.

In conclusion, the Flow Transparency concept enables
the above model to automatically limit handoff update
only to the routers in the newly added path by exploiting
two existing RSVP functionalities, Merge and Local Re-
pair. The handoff RSVP signaling messages are nicely
Merged at the appropriate place to minimize signaling
overheads; and the Local Repair operation enables a fast
RSVP response to handoff and results in minimized hand-
off resource reservation delays. As a consequence, this
model obtains a natural RSVP mobility adaption through
a more efficient integration of RSVP and Mobile IPv6
than the existing one which requires end-to-end RSVP
renegotiation during each handoff.

5 Proposed Solutions and Im-
plementation Considerations

5.1 Proposed Solutions

We have shown in the previous section the role of a flow
transparent mobility scheme is fundamental in the de-
sired IPv6 QoS with mobility support model. Current
Mobile IPv6, although supporting Transport Layer Pro-
tocol Transparency, does not contain the notion of Net-
work Layer Flow Transparency. Based on the essence of
Flow Transparency, i.e., a unique flow identity should be
preserved regardless of node mobility, we investigate how
Mobile IPv6 can be augmented with flow transparent mo-
bility support capability. Both scenarios, when MN acts
as Sender and as Receiver, are examined below.

Scenario 1: Mobile Node as Sender

When MN is acting as a Sender, it characterizes the
flow source. To maintain Flow Transparency, the
flow source should be unique during node mobility.
It is achieved by representing the flow source by the
MN home address instead of its ever-changing care-
of address. Specifically, MN should put its home ad-
dress in the sender template field [2] of RSVP Path
messages, and subsequent Resv messages sent by the
Receiver will also use MN home address in the fil-
ter spec field [2]. Along with this change, the router
should also be able to perform packet classification
for the flow based on MN home address. However,
current Mobile IPv6 [10] specifies a special process-
ing about the MN home address for packets origi-
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Figure 7: (a) Approach T; (b) Approach IT; (c) Approach III

nated from a MN, i.e., the source address of these
packets is set to MN care-of address and the MN
home address is moved into a Home Address Option
in a Destination Options Header. Since the Destina-
tion Options Header is not processed by intermedi-
ate routers during packet transmission, only chang-
ing the flow source to be MN home address causes
problem for router packet classification. We propose
three approaches to address this problem.

Approach I: As shown in Figure 7(a), when Flow
Transparency is needed, the mobile Sender
should ignore the Mobile IPv6 special process-
ing on its home address and set its home ad-
dress as packet source address directly.

Approach II: As shown in Figure 7(b), Mobile
IPv6 should move the MN Home Address Op-
tion from Destination Options Header to the
Hop-by-Hop Options Header when Flow Trans-
parency is needed. This makes the MN home
address visible to each intermediate routers.
Routers are required to perform packet clas-
sification based on the MN home address.

Approach III: A new Route Alert Option [15] in-
dicating the requirement for flow transparent
operation can be defined. As shown in Figure
7(c), this option is carried in the Hop-by-Hop
Options Header of IPv6 packet and the current
Mobile IPv6 special processing about MN home
address is kept intact. Upon receiving this op-
tion the router should look for the MN home
address to perform packet classification.

Scenario 2: Mobile Node as Receiver
When MN is acting as a Receiver, it characterizes
the RSVP Session and flow destination. To main-
tain Flow Transparency, this RSVP Session and flow
destination should be unique during node mobility.



It is achieved by identifying the RSVP Session based
on the MN home address instead of its care-of ad-
dress. Specifically, the MN home address should be
used in the session object [2] of RSVP messages. It
should be noted that for packets destined to MN,
Mobile IPv6 also hides the MN home address from
all intermediate routers. IPv6 RSVP with flow label
support, however, allows processing of packets solely
based on flow source and flow label without examin-
ing the Session.

5.2 Implementation considerations

For flow transparent mobility support in the case of MN
acting as Sender, Approach I is the easiest of the three
approaches and also introduces no extra operation over-
heads. However, it may cause problems with certain se-
curity mechanisms such as “Ingress filtering [16]”. There-
fore, if the current “Ingress filtering” technique is de-
ployed, either Approach II or Approach IIT should be
used. The main difference between Approach II and Ap-
proach III is that the former requires modification to cur-
rent Mobile IPv6 while the latter does not.

Implementation of flow transparent mobility support
for the case of MN as Receiver is relatively simple and
requires no modification to Mobile IPv6 specification due
to IPv6 flow label functionality.

6 Conclusions and Future

Work

In this paper we have examined a fundamental require-
ment for accommodating real-time services in the emerg-
ing 3G-IPv6 architecture, specifically, the need for inte-
grated QoS and mobility support in an IPv6 environment.
The problem with RSVP and Mobile IPv6 interworking
in the existing IPv6 QoS with mobility support model
is identified, i.e., although normally a handoff only af-
fects a few routers, an end-to-end RSVP renegotiation
must be performed for each node handoff. This problem
causes unnecessarily long handoff resource reservation de-
lays and large signaling overheads which could lead to
notable service degradations. In solving this problem, we
have introduced a Flow Transparency concept which re-
quires the mobility support scheme to provide a constant
flow identity for an application data flow at the network
layer regardless of node mobility. We have illustrated
that a flow transparent mobility scheme is essential for
a desired IPv6 QoS with mobility support model. This
model exploits existing RSVP features to obtain a natural
RSVP mobility adaptation and achieve minimized hand-
off resource reservation delays and signaling overheads,
thus results in a more efficient integration of RSVP and
Mobile IPv6. We have also presented solutions to ac-
complish the desired model based on the existing infras-
tructure and considered their implementation issues. The
future work includes performance studies through simu-
lation and comparisons with the existing model.
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