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Key Contributions

» Split-Mode Virtualization

* Implemented and evaluated KVM/ARM

» Upstreamed implementation to mainline linux
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ARM Virtualization Extensions

* Provides virtualization in 4 key areas:
» CPU Virtualization

* Memory Virtualization

* Interrupt Virtualization

» [imer Virtualization
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ARM Virtualization Extensions
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* Separate stack

» Different control registers

» Different page table format
» Controls Memory, Interrupt, and Timer virtualization

» Can be completely bypassed



ARM Virtualization Extensions

Memory Virtualization
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ARM Virtualization Extensions

Interrupt Virtualization

* Interrupts are an iImportant part of any system
Sl icchanism to notity CPU of events
SRS Rteract with an interrupt controller

B sraccessing an Interrupt controller traps

* Hurts performance
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Standalone hypervisor on ARM
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» Hardware support is a w
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Hosted Hypervisor on ARM
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Hosted Hypervisor on ARM
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Hosted Hypervisor on ARM
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Split-Mode Virtualization
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Split-Mode Virtualization
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Split-Mode Virtualization

OS Kernel Hypervisor
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Split-Mode Virtualization

OS Kernel Hypervisor

Function call
Kernel mode

HYP mode




Split-Mode Virtualization
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CPU Virtualization
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CPU Virtualization
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CPU Virtualization
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CPU Virtualization
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Memory Virtualization
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Memory Virtualization
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Memory Virtualization
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Memory Virtualization
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Interrupt Virtualization
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Interrupt Virtualization
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Interrupt Virtualization
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Implementation

* Implemented KVM/ARM using split-mode
virtualization

* Merged into mainline Linux v3.9



Experimental Setup

Arndale Board - Exynos 5250 MacBook Air
Dual-Core Cortex A-15 @ 1.4 GHz Dual-Core Intel i7 @1.8 GHz
eSATA SSD SATA SSD



Experimental Setup

ubuntu

version [2.10
Quantal Quetzal)

.config Linux Kernel € Configuration

Processor type and features
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press {Esc><{Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in

[ ] Tickless System (Dynamic Ticks) (NEW)

[ ] High Resolution Timer Support (NEW)

[*] Symmetric multi-processing support
Subarchitecture Type (PC-compatible) --->

[*] Paravirtualization support (EXPERIMENTAL)

[ ] Enable support for Xen hypervisor (NEW)

Processor family (Pentium-Pro) --->

<{Select)) < Exit > < Help >

ame amount of memor

Same kernel config
across all runs
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Maintainability Is key



Maintainability Is key

Genuine fear of “Dump and Run”
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Trust

t's about the people



Linus Torvalds

Avi Kivity
virt/kvm

Russell King
arch/arm

Will Deacon Marc Zyngier
R REid) - (ARM Ltd.)




Conclusion

« KVM/ARM was the first system to run unmodified guests on

nardware

* Facilitated by split-mode virtualization

* Performance within 0% of native execution

* Implemented KVM/ARM and upstreamed to Linux

» Commercially supported and maintained
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Use and Contribute

» Web: http://systems.cs.columbia.edu/projects/kvm-arm

» Code: https://github.com/torvalds/linux

» Mailing list: kvmarm@lists.cs.columbia.edu

« |RC: #kvm-arm on freenode
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