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Context
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Robust Signatures for Kernel Data Structures

Attacks

• Objective: conceal presence of an object 
from the user

• Hooking: modify code, make the APIs lie

• DKOM: manipulate kernel data structures 
instead of code
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Robust Signatures for Kernel Data Structures

DKOM Example

Before

After

EPROCESS EPROCESS

EPROCESS EPROCESS
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Robust Signatures for Kernel Data Structures

Signature Scans

• Some new tools (PTFinder, Volatility) use 
signature scans to find hidden objects in 
memory

• Identify a set of invariants for the object

• Perform a linear scan through memory

• Report regions of data where the fields 
match your invariants
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Robust Signatures for Kernel Data Structures

Signature Evasion

• What if an attacker can modify some of 
those fields?

• False negative for a signature

• Attacker can hide his object from scanners
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Robust Signatures for Kernel Data Structures

Contributions

• Explore effectiveness of signature evasion 
attacks

• Develop robust signatures that resist 
evasion

• Automate the process to keep up with OS 
development
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Robust Signatures for Kernel Data Structures

Signature Example

8

typedef struct _EPROCESS {
  UCHAR Type;
  UCHAR Size;
  ULONG DirectoryTableBase;
  LIST_ENTRY ThreadListHead;
  UCHAR WorkingSetLock.Type;
  UCHAR WorkingSetLock.Size;
  UCHAR AddressCreationLock.Type;
  UCHAR AddressCreationLock.Size;
} EPROCESS;

0x01

Kernel

page-aligned

0x03

0x04

0x1b

0x01

0x04

Thursday, November 12, 2009



Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

DirectoryTableBase 
page-aligned
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

DirectoryTableBase 
page-aligned

WorkingSetLock.
Event.Header.
Type == 0x01
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

DirectoryTableBase 
page-aligned

WorkingSetLock.
Event.Header.
Type == 0x01

WorkingSetLock.
Event.Header.
Size == 0x04
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

DirectoryTableBase 
page-aligned

WorkingSetLock.
Event.Header.
Type == 0x01

WorkingSetLock.
Event.Header.
Size == 0x04

AddressCreation
Lock.Event.
Header.Type

== 0x01
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

DirectoryTableBase 
page-aligned

WorkingSetLock.
Event.Header.
Type == 0x01

WorkingSetLock.
Event.Header.
Size == 0x04

AddressCreation
Lock.Event.
Header.Type

== 0x01

AddressCreation
Lock.Event.
Header.Size

== 0x04
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

ThreadList
Head.Flink 
in kernel

DirectoryTableBase 
page-aligned

WorkingSetLock.
Event.Header.
Type == 0x01

WorkingSetLock.
Event.Header.
Size == 0x04

AddressCreation
Lock.Event.
Header.Type

== 0x01

AddressCreation
Lock.Event.
Header.Size

== 0x04
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

ThreadList
Head.Flink 
in kernel

ThreadList
Head.Blink 
in kernel

DirectoryTableBase 
page-aligned

WorkingSetLock.
Event.Header.
Type == 0x01

WorkingSetLock.
Event.Header.
Size == 0x04

AddressCreation
Lock.Event.
Header.Type

== 0x01

AddressCreation
Lock.Event.
Header.Size

== 0x04
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Robust Signatures for Kernel Data Structures

4f00 500a 5072 6fe3 ef00 0000 0500 0000  O.P.Pro.........
388e 3c82 0000 0020 a036 1e82 af30 61e2  8.<.... .6...0a.
0300 1b00 0000 0000 68e8 4681 68e8 4681  ........h.F.h.F.
70e8 4681 70e8 4681 00f0 b717 0080 c117  p.F.p.F.........
0000 0000 0000 0000 0000 0000 0000 0000  ................
ac20 0000 0000 0000 6e07 0000 e001 0000  . ......n.......
a0e8 4681 a0e8 4681 0000 0000 0000 0000  ..F...F.........
18e4 4681 587f 86ff 0000 0000 0100 0000  ..F.X...........
0a00 0806 0000 0000 0000 0000 0000 0000  ................
70b5 afb7 c480 c501 0000 0000 0000 0000  p...............
0000 0000 5809 0000 881b 0d82 28c7 0282  ....X.......(...
884a 0000 4466 0100 160e 0000 d85a 0000  .J..Df.......Z..
3096 0100 c20e 0000 160e 0000 00a0 cd06  0...............
0060 e305 b41b 0d82 54c7 0282 0000 0000  .`......T.......
683f 02e1 88a3 cfe1 4cd7 c9e1 0100 0000  h?......L.......
3ce4 d6f5 0000 0000 0100 0400 0000 0000  <...............
40e9 4681 40e9 4681 0100 0000 1a7b 0100  @.F.@.F......{..
0100 0000 0000 0000 0000 0000 0100 0400  ................
0000 0000 64e9 4681 64e9 4681 0000 0000  ....d.F.d.F.....
0000 0000 0000 0000 0000 0000 2843 1b82  ............(C..
2843 1b82 0000 0000 0a0b 0000 0000 0000  (C..............
08b0 c9e1 0000 0000 a874 cbe1 0000 0001  .........t......
a036 1e82 0000 0000 3000 0000 fc08 0000  .6......0.......
0000 0000 0000 0000 0000 0000 a815 f3e1  ................
c0e9 4681 c0e9 4681 0000 0000 0000 0000  ..F...F.........
0030 a9f8 6578 706c 6f72 6572 2e65 7865  .0..explorer.exe
0000 0000 0000 0000 0000 0000 0000 0000  ................
94e4 4681 d47f 86ff 0000 0000 0000 0000  ..F.............
1200 0000 ff0f 1f00 0000 0000 0000 0000  ................

Type == 0x03

Size == 0x1b

ThreadList
Head.Flink 
in kernel

ThreadList
Head.Blink 
in kernel

DirectoryTableBase 
page-aligned

WorkingSetLock.
Event.Header.
Type == 0x01

WorkingSetLock.
Event.Header.
Size == 0x04

AddressCreation
Lock.Event.
Header.Type

== 0x01

AddressCreation
Lock.Event.
Header.Size

== 0x04
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Evasion Example
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typedef struct _EPROCESS {
  UCHAR Type;
  UCHAR Size;
  ULONG DirectoryTableBase;
  LIST_ENTRY ThreadListHead;
  UCHAR WorkingSetLock.Type;
  UCHAR WorkingSetLock.Size;
  UCHAR AddressCreationLock.Type;
  UCHAR AddressCreationLock.Size;
} EPROCESS;

0x01

Kernel

page-aligned

0x00

0x04

0x1b

0x01

0x04
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Is Evasion Possible?

Attacker modifying a field could impact 
system stability if OS relies on the value
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Feature Selection

12

EPROCESS
   +0x000 Pcb                 : _KPROCESS
   +0x078 ExitTime            : _LARGE_INTEGER
   +0x080 RundownProtect      : _EX_RUNDOWN_REF
   +0x084 UniqueProcessId     : Ptr32 Void
   +0x088 ActiveProcessLinks  : _LIST_ENTRY
   +0x090 QuotaUsage          : [3] Uint4B
   +0x0c4 ObjectTable         : Ptr32 _HANDLE_TABLE
   +0x0c8 Token               : _EX_FAST_REF
   +0x0cc WorkingSetLock      : _FAST_MUTEX
   +0x0ec WorkingSetPage      : Uint4B
   +0x0f0 AddressCreationLock : _FAST_MUTEX
   +0x110 HyperSpaceLock      : Uint4B
   +0x114 ForkInProgress      : Ptr32 _ETHREAD
   +0x118 HardwareTrigger     : Uint4B
   +0x11c VadRoot             : Ptr32 Void
   +0x120 VadHint             : Ptr32 Void
   +0x12c NumberOfLockedPages : Uint4B
   +0x130 Win32Process        : Ptr32 Void
   +0x134 Job                 : Ptr32 _EJOB
   +0x140 QuotaBlock          : Ptr32 _EPROCESS_QUOTA_BLOCK
   +0x144 WorkingSetWatch     : Ptr32 _PAGEFAULT_HISTORY
   +0x148 Win32WindowStation  : Ptr32 Void
   +0x154 VadFreeHint         : Ptr32 Void
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Dynamic Profiling

• Idea: watch the structure as OS executes

• If a field is never accessed, attacker can 
control it

• Monitor OS execution and build histogram 
of how frequently each field is accessed
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Figure 3: The profiling stage of our signature generation system. As the OS executes, accesses to the target data structure are logged.
These logs are then combined with knowledge of the field layout in the structure to produce an access profile.
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Figure 4: The architecture of the fuzzing stage. Starting from
some baseline state, a test pattern is written into a field in the
target data structure in the memory of the virtual machine. The
VM is then resumed and tested to see if its functionality is in-
tact. If so, the modification was not harmful and we consider
the field a weaker candidate for a signature.

program is still running. This check may be simpler to program if
the behavior of the application in question is well-known. In our
experiments (described in Section 5.1), we used an application we
had written that performed some simple functions such as creating
a file on the hard drive. This allowed φ to check if the program had
continued to run successfully by simply testing for the existence of
the file created by the program.

To actually inject the data, we pause the virtual machine, which
(in VMware) writes the memory out to a file. We then use the
memory analysis framework Volatility [46] (which we modified to
support writing to the image) to locate the target instance and mod-
ify the appropriate field with our random data. Volatility was ideal
for this purpose, because it has the ability to locate a number of
kernel data structures in images of Windows memory and provides
a way to access the data inside the structures by field name. The
modifications to allow writing to the image (a feature not normally
supported by Volatility, as it is primarily a forensics tool) required
303 lines of additional code.

Finally, we resume the virtual machine and check to see if φ
indicates the system is still functioning correctly after some time
interval. This interval is currently set to 30 seconds to allow time
for the VM to resume and any crashes to occur. Software engineer-
ing studies [26] have found that crashes typically occur within an
average of one million instructions from the occurrence of mem-
ory corruption; thus, given current CPU speeds, it is reasonable to
assume that this 30 second delay will usually be sufficient to deter-
mine whether the alteration was harmful to program functionality.
The result of the test is logged, and we restore the saved virtual ma-
chine state before running the next test. Any fields whose modifi-

class Scan ( RobustPsScanner ,
PoolScanProcessFast2 . Scan ) :

def i n i t ( s e l f , p o f f s e t , outer ) :
RobustPsScanner . i n i t ( s e l f ,

p o f f s e t , outer )
s e l f . add cons t ra in t (

s e l f . c h e ck ob j e c t t ab l e
)
s e l f . add cons t ra in t (

s e l f . check g rantedacce s s
)

[ . . . ]

def ch e ck ob j e c t t ab l e ( s e l f , buf , o f f ) :
va l = read ob j f r om bu f ( buf ,

types , [ ‘ EPROCESS ’ ,
‘ ObjectTable ’ ] , o f f )

r e s = ( va l == 0 or
( va l & 0xe0000000 ==

0xe0000000 and
va l % 0x8 == 0))

return r e s

def check grantedacce s s ( s e l f , buf , o f f ) :
va l = read ob j f r om bu f ( buf ,

types , ‘ EPROCESS ’ ,
‘ GrantedAccess ’ ] , o f f )

r e s = va l & 0 x1 f07 fb == 0 x1 f07 fb
return r e s

Listing 1: Two sample constraints found by our signa-
ture generator. If all constraints match for a given data
buffer, the plugin will report that the corresponding lo-
cation in memory contains an EPROCESS instance.

2

Figure 5: Two sample constraints found by our signature gen-
erator. If all constraints match for a given data buffer, the plu-
gin will report that the corresponding location in memory con-
tains an EPROCESS instance.

cation consistently caused φ to indicate failure are used to generate
a signature for the data structure.

4.3 Signature Generation
The final signature generation step is performed using a simpli-

fied version of dynamic invariant detection [12]. For each field
identified by the feature selection as robust, we first gather a large
number of representative values from all instances of the target data
structure in our corpus of memory images. Then, for each field, we
test several constraint templates to see if any produce invariants that
apply to all known values of that field. The templates checked are:

• Zero subset: check if there is a subset of the values that is
zero. If so, ignore these values for the remaining checks.

• Constant: check if the field takes on a constant value.

5

Dynamic Profiling
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average of one million instructions from the occurrence of mem-
ory corruption; thus, given current CPU speeds, it is reasonable to
assume that this 30 second delay will usually be sufficient to deter-
mine whether the alteration was harmful to program functionality.
The result of the test is logged, and we restore the saved virtual ma-
chine state before running the next test. Any fields whose modifi-
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Figure 5: Two sample constraints found by our signature gen-
erator. If all constraints match for a given data buffer, the plu-
gin will report that the corresponding location in memory con-
tains an EPROCESS instance.

cation consistently caused φ to indicate failure are used to generate
a signature for the data structure.

4.3 Signature Generation
The final signature generation step is performed using a simpli-

fied version of dynamic invariant detection [12]. For each field
identified by the feature selection as robust, we first gather a large
number of representative values from all instances of the target data
structure in our corpus of memory images. Then, for each field, we
test several constraint templates to see if any produce invariants that
apply to all known values of that field. The templates checked are:

• Zero subset: check if there is a subset of the values that is
zero. If so, ignore these values for the remaining checks.

• Constant: check if the field takes on a constant value.
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VM is then resumed and tested to see if its functionality is in-
tact. If so, the modification was not harmful and we consider
the field a weaker candidate for a signature.

program is still running. This check may be simpler to program if
the behavior of the application in question is well-known. In our
experiments (described in Section 5.1), we used an application we
had written that performed some simple functions such as creating
a file on the hard drive. This allowed φ to check if the program had
continued to run successfully by simply testing for the existence of
the file created by the program.

To actually inject the data, we pause the virtual machine, which
(in VMware) writes the memory out to a file. We then use the
memory analysis framework Volatility [46] (which we modified to
support writing to the image) to locate the target instance and mod-
ify the appropriate field with our random data. Volatility was ideal
for this purpose, because it has the ability to locate a number of
kernel data structures in images of Windows memory and provides
a way to access the data inside the structures by field name. The
modifications to allow writing to the image (a feature not normally
supported by Volatility, as it is primarily a forensics tool) required
303 lines of additional code.

Finally, we resume the virtual machine and check to see if φ
indicates the system is still functioning correctly after some time
interval. This interval is currently set to 30 seconds to allow time
for the VM to resume and any crashes to occur. Software engineer-
ing studies [26] have found that crashes typically occur within an
average of one million instructions from the occurrence of mem-
ory corruption; thus, given current CPU speeds, it is reasonable to
assume that this 30 second delay will usually be sufficient to deter-
mine whether the alteration was harmful to program functionality.
The result of the test is logged, and we restore the saved virtual ma-
chine state before running the next test. Any fields whose modifi-
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Figure 5: Two sample constraints found by our signature gen-
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gin will report that the corresponding location in memory con-
tains an EPROCESS instance.

cation consistently caused φ to indicate failure are used to generate
a signature for the data structure.

4.3 Signature Generation
The final signature generation step is performed using a simpli-

fied version of dynamic invariant detection [12]. For each field
identified by the feature selection as robust, we first gather a large
number of representative values from all instances of the target data
structure in our corpus of memory images. Then, for each field, we
test several constraint templates to see if any produce invariants that
apply to all known values of that field. The templates checked are:

• Zero subset: check if there is a subset of the values that is
zero. If so, ignore these values for the remaining checks.

• Constant: check if the field takes on a constant value.
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program is still running. This check may be simpler to program if
the behavior of the application in question is well-known. In our
experiments (described in Section 5.1), we used an application we
had written that performed some simple functions such as creating
a file on the hard drive. This allowed φ to check if the program had
continued to run successfully by simply testing for the existence of
the file created by the program.

To actually inject the data, we pause the virtual machine, which
(in VMware) writes the memory out to a file. We then use the
memory analysis framework Volatility [46] (which we modified to
support writing to the image) to locate the target instance and mod-
ify the appropriate field with our random data. Volatility was ideal
for this purpose, because it has the ability to locate a number of
kernel data structures in images of Windows memory and provides
a way to access the data inside the structures by field name. The
modifications to allow writing to the image (a feature not normally
supported by Volatility, as it is primarily a forensics tool) required
303 lines of additional code.

Finally, we resume the virtual machine and check to see if φ
indicates the system is still functioning correctly after some time
interval. This interval is currently set to 30 seconds to allow time
for the VM to resume and any crashes to occur. Software engineer-
ing studies [26] have found that crashes typically occur within an
average of one million instructions from the occurrence of mem-
ory corruption; thus, given current CPU speeds, it is reasonable to
assume that this 30 second delay will usually be sufficient to deter-
mine whether the alteration was harmful to program functionality.
The result of the test is logged, and we restore the saved virtual ma-
chine state before running the next test. Any fields whose modifi-
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r e s = ( va l == 0 or
( va l & 0xe0000000 ==

0xe0000000 and
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return r e s

def check grantedacce s s ( s e l f , buf , o f f ) :
va l = read ob j f r om bu f ( buf ,
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‘ GrantedAccess ’ ] , o f f )
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return r e s
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Figure 5: Two sample constraints found by our signature gen-
erator. If all constraints match for a given data buffer, the plu-
gin will report that the corresponding location in memory con-
tains an EPROCESS instance.

cation consistently caused φ to indicate failure are used to generate
a signature for the data structure.

4.3 Signature Generation
The final signature generation step is performed using a simpli-

fied version of dynamic invariant detection [12]. For each field
identified by the feature selection as robust, we first gather a large
number of representative values from all instances of the target data
structure in our corpus of memory images. Then, for each field, we
test several constraint templates to see if any produce invariants that
apply to all known values of that field. The templates checked are:

• Zero subset: check if there is a subset of the values that is
zero. If so, ignore these values for the remaining checks.

• Constant: check if the field takes on a constant value.
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program is still running. This check may be simpler to program if
the behavior of the application in question is well-known. In our
experiments (described in Section 5.1), we used an application we
had written that performed some simple functions such as creating
a file on the hard drive. This allowed φ to check if the program had
continued to run successfully by simply testing for the existence of
the file created by the program.

To actually inject the data, we pause the virtual machine, which
(in VMware) writes the memory out to a file. We then use the
memory analysis framework Volatility [46] (which we modified to
support writing to the image) to locate the target instance and mod-
ify the appropriate field with our random data. Volatility was ideal
for this purpose, because it has the ability to locate a number of
kernel data structures in images of Windows memory and provides
a way to access the data inside the structures by field name. The
modifications to allow writing to the image (a feature not normally
supported by Volatility, as it is primarily a forensics tool) required
303 lines of additional code.

Finally, we resume the virtual machine and check to see if φ
indicates the system is still functioning correctly after some time
interval. This interval is currently set to 30 seconds to allow time
for the VM to resume and any crashes to occur. Software engineer-
ing studies [26] have found that crashes typically occur within an
average of one million instructions from the occurrence of mem-
ory corruption; thus, given current CPU speeds, it is reasonable to
assume that this 30 second delay will usually be sufficient to deter-
mine whether the alteration was harmful to program functionality.
The result of the test is logged, and we restore the saved virtual ma-
chine state before running the next test. Any fields whose modifi-
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r e s = ( va l == 0 or
( va l & 0xe0000000 ==
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return r e s
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Figure 5: Two sample constraints found by our signature gen-
erator. If all constraints match for a given data buffer, the plu-
gin will report that the corresponding location in memory con-
tains an EPROCESS instance.

cation consistently caused φ to indicate failure are used to generate
a signature for the data structure.

4.3 Signature Generation
The final signature generation step is performed using a simpli-

fied version of dynamic invariant detection [12]. For each field
identified by the feature selection as robust, we first gather a large
number of representative values from all instances of the target data
structure in our corpus of memory images. Then, for each field, we
test several constraint templates to see if any produce invariants that
apply to all known values of that field. The templates checked are:

• Zero subset: check if there is a subset of the values that is
zero. If so, ignore these values for the remaining checks.

• Constant: check if the field takes on a constant value.
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Profiling EPROCESS: Methodology

• Profiled 20 programs. For each:

1. Find address of EPROCESS using 
debugger

2. Log access to data structure

3. Let each program run for 5 seconds
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Profiling is not Enough

• We don’t know if functionality depends on 
a given member

• Being accessed is a necessary condition, but 
not sufficient

• We need to determine if the access is 
meaningful
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Fuzzing

• Modify field data and see if OS crashes

• If OS consistently crashes, attacker 
probably can’t modify that field

• If we can modify it with impunity, so can an 
attacker
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Note: Failure is Good!

• During fuzz testing, failures are indications 
that a feature is robust

• If attackers try to modify these fields, OS 
instability results

• Good basis for robust signatures
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Fuzzing Methodology (1)
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Fuzzing Patterns

21
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Fuzzing EPROCESS

22
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Evading Real Signatures

(EPROCESS, PTFinder)

Field Constraint
Pcb.Header.Type 0x03
Pcb.Header.Size 0x1B
ThreadListHead.Flink Kernel
ThreadListHead.Blink Kernel
Pcb.DirectoryTableBase[0] Aligned
WorkingSetLock.Event.Header.Type 0x01
WorkingSetLock.Event.Header.Size 0x04
AddressCreationLock.Event.Header.Type 0x01
AddressCreationLock.Event.Header.Size 0x04
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After Profiling

Field Constraint
Pcb.Header.Type 0x03
Pcb.Header.Size 0x1B
ThreadListHead.Flink Kernel
ThreadListHead.Blink Kernel
Pcb.DirectoryTableBase[0] Aligned
WorkingSetLock.Event.Header.Type 0x01
WorkingSetLock.Event.Header.Size 0x04
AddressCreationLock.Event.Header.Type 0x01
AddressCreationLock.Event.Header.Size 0x04
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After Fuzzing

Field Constraint
Pcb.Header.Type 0x03
Pcb.Header.Size 0x1B
ThreadListHead.Flink Kernel
ThreadListHead.Blink Kernel
Pcb.DirectoryTableBase[0] Aligned
WorkingSetLock.Event.Header.Type 0x01
WorkingSetLock.Event.Header.Size 0x04
AddressCreationLock.Event.Header.Type 0x01
AddressCreationLock.Event.Header.Size 0x04
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Signature Evasion: Takeaway

• Signatures constructed by experts are weak

• Feature selection should be guided by data

• Use information from profiling and fuzzing 
to generate robust signatures
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Signature Generation

• Dynamic invariant detection

• Infer constraints on robust fields

• Check values against invariant templates

• All values equal some constant?

• All values aligned?

• Generated constraints on 15 robust fields
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Evaluation

• Evaluated new EPROCESS signature on 
real-world memory images

• Clean: no malicious processes

• Synthetic attack: custom rootkit running

• In the absence of malware, OS process list 
serves as ground truth
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Synthetic Malware

• Modified version of FU rootkit

• Combines DKOM with signature evasion

• Undetectable by existing scanners

• Does not impair OS stability (tampers with 
unused fields)
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Results

30

Signature Image Type FP FN

Existing Signatures
Clean No No

Existing Signatures
Malicious No Yes

Robust Signature
Clean No No

Robust Signature
Malicious No No
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Conclusions

• Showed existing signatures weak, vulnerable 
to evasion

• New systematic method for selecting 
features for data structure signatures

• Constrains attackers’ ability to evade 
signatures
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Questions?

• {brendan,abhinav,traynor,giffin}@cc.gatech.edu

• http://www.cc.gatech.edu/~brendan/
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Future Directions

• Smarter profiling: determine whether 
accessed values affect OS behavior 

• Mutation fuzzing: small modifications to 
existing values

• Iterative fuzzing: repeatedly fuzz with values 
that break inferred constraints
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Robust Signature for EPROCESS

34

Field Constraint

Pcb.ReadyListHead.Flink val & 0x80000000 == 0x80000000 && val % 0x8 == 0

Pcb.ThreadListHead.Flink val & 0x80000000 == 0x80000000 && val % 0x8 == 0

WorkingSetLock.Count val == 1 && val & 0x1 == 0x1

Vm.VmWorkingSetList val & 0xc0003000 == 0xc0003000 && val % 0x1000 == 0

VadRoot val == 0 || (val & 0x80000000 == 0x80000000 && val % 0x8 == 0)

Token.Value val & 0xe0000000 == 0xe0000000

AddressCreationLock.Count val == 1 && val & 0x1 == 0x1

VadHint val == 0 || (val & 0x80000000 == 0x80000000 && val % 0x8 == 0)

Token.Object val & 0xe0000000 == 0xe0000000

QuotaBlock val & 0x80000000 == 0x80000000 && val % 0x8 == 0

ObjectTable val == 0 || (val & 0xe0000000 == 0xe0000000 && val % 0x8 == 0)

GrantedAccess val & 0x1f07fb == 0x1f07fb

ActiveProcessLinks.Flink val & 0x80000000 == 0x80000000 && val % 0x8 == 0

Peb val == 0 || (val & 0x7ffd0000 == 0x7ffd0000 && val % 0x1000 == 0)

Pcb.DirectoryTableBase[0] val % 0x20 == 0
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