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Abstract

IPsecis the standardsuite of protocolsfor network-
layer confidentiality and authenticationof Internettraf-
fic. The IPsecprotocols, however, do not addressthe
policies for how protectedraffic shouldbe handledat se-
curity endpoints. This paperintroducesan efficient pol-
icy managemenschemefor IPsec,basedon the princi-
plesof trustmanagementA compliance check is added
to the IPsecarchitecturehattestspaclet filters proposed
when new security associationsare createdfor confor
mancewith thelocal securitypolicy, basedn credentials
presentedy the peerhost. Securitypoliciesandcreden-
tials canbe quite sophisticatedandspecifiedin thetrust-
managemerlanguage)while still allowing very efficient
paclet-filtering for the actuallPsectraffic. We presenta
practical portablemplementatiorof thisdesignpaseddn
the KeyNotetrust-managememdnguagethatworkswith
avarietyof Unix-basedPsecimplementations.

1. Intr oduction

TheIPsecprotocolsuite,which providesnetwork-layer
securityfor theInternet,hasrecentlybeenstandardizeth
the IETF andis beginningto make its way into commer
cial implementationsf desktop,sener, and router op-
erating systems. For mary applications,security at the
network layer hasa numberof advantagesover security
provided elsavherein the protocolstack. The detailsof
network semanticsare usually hiddenfrom applications,
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which thereforeautomaticallyand transparenthtake ad-
vantageof whateser network-layersecurityservicesheir
ervironmentprovides. More importantly IPsecoffers a
remarkableflexibility not possibleat higher or lower-
layer abstractionssecuritycanbe configuredend-to-end
(protectingtraffic betweertwo hosts) route-to-routdpro-
tectingtraffic passingoveraparticularsetof links), edge-
to-edge(protectingtraffic asit passedbetween‘trusted”
networksvia an “untrusted”one,subsumingmary of the
currentfunctionsperformedby network firewalls), or in
ary other configurationin which network nodescan be
identifiedasappropriatesecurityendpoints.

Despitethis flexibility, IPsecdoesnotitself addresghe
problemof managinghe policies governingthe handling
of traffic enteringor leaving a hostrunningthe protocol.
By itself, the IPsecprotocolcanprotectpacketsfrom ex-
ternaltamperingand eavesdroppingput doesnothingto
control which hostsare authorizedfor particular kinds
of sessionsr to exchangeparticularkinds of traffic. In
mary configurationsespeciallywhennetwork-layersecu-
rity is usedto build firewalls andvirtual privatenetworks,
suchpoliciesmaybenecessarilype quite complex. There
is no standardnterfaceor protocolfor controlling IPsec
tunnelcreation,and mostIPsecimplementationgrovide
only rudimentarypaclet-filter-basecandACL-basedool-
icy mechanisms.

The crudenes®f IPsecpolicy control, in turn, means
thatin spite of the availability of network-layersecurity
mary applicationsare forced to duplicateat the appli-
cationor transportlayer cryptographicfunctionsalready
providedatthenetwork layer.

Therearethreemain contritutionsin this paper:we in-



troducea new policy managemenarchitecturdor IPsec,
basedon the principlesof trust managementye present
adesignthatintegrateshis architecturewith the KeyNote

Trust Managemensystem;finally, we presenta practi-

cal, portableimplementatiorof this design,currentlydis-

tributedin open-sourcéorm in OpenBSD.

1.1 IPsecPacket Filters and Security Associations

IPsecis basedon the conceptof datagram encapsu-
lation. Cryptographicallyprotectednetwork-layer pack-
ets are placedinside, as the payload of other network
paclets, making the encryptiontransparento ary inter
mediatenodesthat mustprocesgacket headerdor rout-
ing, etc. Outgoingpaclets are encapsulatedencrypted,
and authenticatedas appropriatejust beforebeing sent
to the network, and incoming paclets are verified, de-
crypted,and decapsulate@dmmediatelyuponreceipt[13.
Key managemenn sucha protocolis straightforvardin
the simplestcase. Two hostscanuseary key-agreement
protocolto negotiatekeys with oneanotherandusethose
keysaspartof theencapsulatingnddecapsulatingaclet
transforms.

Let us examinethe securitypolicy decisionsan IPsec
processomustmake. Whenwe discuss‘policy” in this
paper we refer specificallyto the network-layer security
policiesthat govern the flow of traffic amongnetworks,
hosts,andapplications.Obsene that policy mustbe en-
forcedwheneer pacletsarrive at or areaboutto leave a
network securityendpoint(which couldbeanendhost,a
gatevay, arouter, or afirewall).

IPsec“connections”are describedin a datastructure
called a security association (SA). Encryption and au-
thenticationkeys are containedin the SA at eachend-
point, and eachlPsec-protectegacket hasan SA iden-
tifier thatindexesthe SA databasef its destinationhost
(notethatnotall SAsspecifybothencryptionandauthen-
tication;authentication-onlggAsarecommonlyused,and
encryption-onlySAs are possiblealbeit considerednse-
cure).

Whenanincomingpaclketarrivesfrom the network, the
hostfirst determineshe processingt requires:

¢ If the pacletis not protected shouldit be accepted?
This is essentiallythe “traditional” paclet filtering
problem,asperformedge.g., by network firewalls.

o If the pacletis encapsulatednderthe securitypro-
tocol:

— Is therecorrectkey material(containedin the
specifiedSA) requiredto decapsulaté?

— Shouldthe resulting paclet (after decapsula-
tion) be accepted?A secondstageof paclet
filtering occursat this point. A packet may be

successfullydecapsulateénd still not be ac-
ceptable(eg., a decapsulateghaclet with an
invalid sourceaddresspr a paclet attempting
delivery to someport not permittedby the re-
ceiver'spolicy).

A securityendpointmakes similar decisionswhen an
outgoingpacletis readyto besent:

e IsthereasecurityassociatiorfSA) thatshouldbeap-
plied to this packet? If thereare several applicable
SAs,which oneshouldbe selected?

e If thereis no SA available, how shouldthe paclet
be handled?It may be forwardedto somenetwork
interface, dropped,or queueduntil an SA is made
available, possiblyafter triggering someautomated
key managemenmnechanisnsuchasIKE, the Inter-
netKey Exchangeprotocol[1].

Obsene that becausethese questionsare asled on
paclet-by-pacletbasis paclet-basegbolicy filtering must
beperformedandary relatedsecuritytransformsapplied,
quickly enoughto keepup with network datarates. This
implies thatin all but the slowestnetwork ervironments
thereis insufficienttime to processlaboratesecuritylan-
guagesperformpublic key operationstraverselarge ta-
bles,or resolherule conflictsin ary sophisticatednanner

IPsecimplementationgand most other network-layer
entities that enforce security policy, such as firewalls),
therefore.employ simple,filter-basedanguagedor con-
figuring their packet-handlingpolicies. In generalthese
languagespecifyrouting rulesfor handlingpacletsthat
matchbit patternsin packet headerspasedon suchpa-
rametersasincoming and outgoingaddresseand ports,
servicespacletoptions,etc.[17]

IPsecpolicy controlneednot belimited to pacletfilter-
ing, however. A greatdealof flexibility is availablein the
controlof whensecurityassociationarecreatecandwhat
pacletfilters areassociatedvith them.

Most commonlyhowever, in currentimplementations,
the IPsecuseror administratoiis forcedto provide “all or
nothing”accessin whichholdersof asetof keys (orthose
certified by a particularauthority) are allowed to create
ary kind of securityassociatiorthey wish, andotherscan
do nothingatall.

A furtherissuewith IPsecpolicy controlis the needfor
two hoststo discoser andnegotiatethekind of traffic they
are willing to exchange. Whentwo hostsgovernedby
their own policieswantto communicatethey needsome
mechanisnfor determiningwhat, if ary, kinds of traffic
the combinedeffectsof oneanothers policiesarepermit-
ted. Again, IPsecitself doesnot provide sucha mecha-
nism;whena hostattemptdo createan SA, it mustknow
in advancethatthe policy on the remotehostwill accept



it. Theoperationtheneithersucceedsr fails. While this

may be sufficient for small VPNs and otherapplications
whereboth peersare underthe sameadministratve con-

trol, it doesnot scaleto largerscaleapplicationssuchas
public seners.

1.2 RelatedWork

ThelKE specificatio11] makesuseof the SubjectAl-
ternateNamefield in X.509[8] certificateso encodethe
paclet selectorthe certificateholdermay useduring IKE
Quick Mode. Beyondthis, no standardvay hasyet been
definedfor negotiating, exchanging,and otherwisehan-
dling IPsecsecuritypolicy.

[20] definesa protocol for dynamically discovering,
accessing,and processingsecurity policy information.
Hostsandnetworks belongto securitydomains,andpol-
icy seners are responsiblefor servicingthesedomains.
The protocol usedis similar in somewaysto the DNS
protocol. This protocolis servingasthe basisof the IETF
IP SecurityPolicy Working Group.

[9] describesa languag€for specifyingcommunication
securitypolicies, heaily orientedtoward IPsecandIKE.
SPSLis basedon the Routing Policy SpecificationLan-
guage(RPSL)[1]. While SPSLoffersconsiderabldlexi-
bility in specifyinglPsecsecuritypolicies,it doesnotad-
dressdelggationof authority noris it easilyextensibleto
accommodatethertypesof applications.

A numberof otherinternetDrafts have beenpublished
definingvariousdirectoryschematdor IPsecpolicy. Sim-
ilar directory-base@vork hasalsostartedn the context of
the IETF Policy Frameavork Working Group. It is still too
earlyto determinewhattheresultsof thateffort will be.

COPS [5] defines a simple client/sener protocol
whereina Policy EnforcemenPoint(PEP)communicates
with a Policy DecisionPoint(PDP)in orderto determine
whetherarequesteactionis permissible COPSis mostly
orientedtoward admissioncontrol for RSVP[6] or simi-
lar protocols.It is not clearwhatits applicabilityto IPsec
securitypolicy would be.

RADIUS [19] andits proposedsuccessQiDIAMETER
[7], aresimilarin somewaysto COPS.They requirecom-
municationwith a policy sener, which is suppliedwith
all necessarinformationandis dependediponto make a
policy-basedlecision.Both protocolsareorientedtoward
providing Accounting,Authenticationand Authorization
servicedor dial-upandroamingusers.

We first proposecthe notion of using a trust manage-
mentsystemfor network-layer securitypolicy controlin
[4].

2. Trust Managementfor IPsec

A basicparameterof the paclet processingoroblems
mentionedin the previous sectionis the question of

whethera paclet falls underthe scopeof someSecurity
Association(SA). SAs containand managethe key ma-
terial requiredto performnetwork-layersecurityprotocol
transformsHow then,do SAsgetcreated?

The obvious approachis to trigger the creationof a
new SA whenerer communicatiorwith a new hostis at-
tempted,if thatattemptwould fail the paclet-level secu-
rity policy. The protocolwould be basedon a public-key
or Needham-Schroed§t8] scheme.

Unfortunately protocolsthat merely arrangefor pack-
etsto be protectedunder security associationglo noth-
ing to addresghe problemof enforcinga policy regard-
ing the flow of incomingor outgoingtraffic. Recallthat
policy controlis a centralmotivatingfactorfor the useof
network-layersecurityprotocolsin thefirst place.

In generalandrathersurprisingly securityassociation
policy is largely an openproblem— onewith very impor-
tant practicalsecurityimplicationsandwith the potential
to provide a solid framework for analysisof network se-
curity properties.

Fortunately the problemof policy managemenfor se-
curity associationganbe distinguishedn sereralimpor-
tantwaysfrom the problemof filtering individual paclets:

e SAstendto beratherlong-lived;thereis locality of
referenceinsofar as hoststhat have exchangedone
paclet arevery likely to alsoexchangeothersin the
nearfuture.

e |t is acceptablghat policy controlson SA creation
should require substantially more resourcesthan
could be expendedon processingvery paclet (eg.,
public key operationsseveralpacletexchangespol-
icy evaluation,etc.).

e Theresultof negotiatingan SA betweentwo hosts
can provide (among other things) parametersfor
more efficient, lower-level paclet policy (filtering)
operations.

The trust-management approach3] for checkingcom-
pliancewith securitypolicy providesexactly theinterface
andabstractionsequiredhere.

2.1.The KeyNoteTrust ManagementSystem

Becauseve make extensive useof the conceptsf trust
managementand especiallythe KeyNote language ,we
provide a brief review of thoseconceptdere.

The notion of trust management wasintroducedin [3].
A trust-managememstystemprovidesa standardnterface
that applicationscanuseto testwhetherpotentiallydan-
gerousactionscomplywith local securitypolicies.

More formally, trust-managemergystemsare charac-
terizedby:



A methodfor describingactions, which are opera-
tionswith securityconsequencethatareto be con-
trolled by the system.

e A mechanisnfor identifying principals, which are
entitiesthatcanbeauthorizedo performactions.

e A language for specifying application policies,
which governthe actionsthat principalsare autho-
rizedto perform.

e A languagefor specifyingcredentials, which allow
principalsto delegateauthorizationto other princi-
pals

¢ A compliance checker, which providesa servicefor
determininghow an action requestedy principals
shouldbe handled,given a policy anda setof cre-
dentials.

KeyNoteis asimpleandflexible trust-managemeislys-
temdesignedo work well for avarietyof applicationsin
applicationsusing KeyNote, policies and credentialsare
written in the samelanguage.The basicunit of KeyNote
programmingis the assertion. Assertionscontain pro-
grammablepredicatesthat operateon the requestedt-
tribute set and limit the actionsthat principals are al-
lowedto perform. KeyNote assertionare small, highly-
structuredprograms Authority canbedelegatedo others;
a digitally signedassertiorcanbe sentover anuntrusted
network andsenethesamerole astraditionalcertificates.
Unlike traditional policy systems,policy in KeyNote is
expresse@sa combinationof unsigned andsigned policy
assertiongsignedassertionsare also called credentials).
Thereis awide spectrunof possiblecombinationspnthe
oneextreme all systenpolicy is expressedn termsof lo-
cal (unsignedpssertionsOn the otherextreme all policy
is expressedassignedassertionsyith only onerule (the
root of the policy) beingan unsignedassertiorthatdele-
gatesto oneor moretrustedentities. Theintegrity of each
signedassertioris guaranteedby its signaturetherefore,
thereis no needfor theseto be storedwithin the security
perimeterof the system.

KeyNoteallows the creationof arbitrarily sophisticated
securitypolicies, in which entities(which canbe identi-
fied by cryptographigoublic keys) canbe grantedimited
authorizatiorto performspecifickinds of trustedactions.

Whena “dangerous’actionis requesteaf a KeyNote-
basedapplicationtheapplicationsubmitsa descriptiorof
the actionalongwith a copy of its local security policy
to the KeyNoteinterpreter Applicationsdescribeactions
to KeyNote with a setof attribute/alue pairs (called an
action attribute set in KeyNoteterminology)thatdescribe
the context and consequencesf security-criticalopera-
tions. KeyNote then“approves” or “rejects” the action

accordingto therulesgivenin the applicationslocal pol-
icy.

KeyNote assertiong@rewritten in ASCIl andcontaina
collectionof structuredfields that describewhich princi-
pal is beingauthorized(the Licensee), who is doing the
authorizing(the Authorizer) anda predicatethatteststhe
actionattributes(the Conditions). For example:

Aut hori zer: "POLICY"
Li censees: "Borris Yeltsin"
Condi ti ons:
Emai | Address == "yel t si n@renvax.ru"

meansthatthe “POLICY” principal authorizeghe “Bor-
ris Yeltsin” principal to do ary action in which the
attribute called “EmailAddress” is equal to the string
“yeltsin@kremwax.ru”. An actionis authorizedif asser
tionsthatapproretheactioncanlink the“POLICY” prin-
cipal with the principal that authorizedthe action. Prin-
cipals canbe public keys, which providesa naturalway
to useKeyNote to control operationsover untrustworthy
networkssuchasthe Internet.

A completedescriptiorof theKeyNotelanguageanbe
foundin [2].

2.2.KeyNoteControl for IPsec

The problemof controlling IPsecSAs is easyto for-
mulateas a trust-managemergroblem: the SA creation
procesqusuallya daemonrunning IKE) needsto check
for compliancewhene/er an SA is to be created. Here,
the actionsrepresenthe paclet filtering rulesrequiredto
allow two hoststo conformto eachother’s higherlevel
policies.

This leadsnaturally to a framework for trust manage-
mentfor IPsec:

e Eachhosthasits own KeyNote-specifiegbolicy gov-
erningSA creation.This policy describesheclasses
of paclets and underwhat circumstanceghe host
will initiate SA creationwith other hosts,and also
whattypesof SAsit is willing to allow otherhosts
to establish(for example whetherencryptionwill be
usedandif sowhatalgorithmsareacceptable).

e Whentwo hostsdiscover that they require an SA,
they eachproposeto the otherthe “least powerful”
paclet-filtering rules that would enablethemto ac-
complishtheir communicatiorobjectve. Eachhost
sendgroposedgacletfilter rules,alongwith creden-
tials (certificatesthatsupportthe proposal Any del-
egationstructurebetweerthesecredentialss entirely
implementationdependent,and might include the



arbitraryweb-of-trust,globally trustedthird-parties,
suchas CertificationAuthorities (CAs), or arything
in between.

e Eachhostqueriesits KeyNote interpreterto deter
mine whether the proposedpaclet filters comply
with local policy and,if they do, createshe SA con-
tainingthe specifiedfilters.

Other SA propertiescan also be subjectto KeyNote-
controlledpolicy. For example,the SA policy may spec-
ify acceptableryptographialgorithmsandkey sizesthe
lifetime of the SA, loggingandaccountingequirements.

Ourarchitecturalividesthe problemof policy manage-
mentinto two componentspacletfiltering, basednrules
appliedto every paclet, andtrustmanagementyasedon
negotiatinganddecidingwhich of theserules(andrelated
SA propertiesasnotedabove) aretrustworthy enoughto
install.

This distinction makesit possibleto performthe per
paclet policy operationsat high datarateswhile effec-
tively establishingnore sophisticatedrust-management-
basedpolicy controlsover the traffic passingthrougha
securityendpoint.Having suchcontrolsin placemakesit
easierto specify securitypolicy for a large network, and
malesit especiallynaturalto integrateautomatecpolicy
distribution mechanisms.

2.3 Policy Discovery

While the IPseccompliance-checkinghnodeldescribed
above canbeusedby itself to provide securitypolicy sup-
portfor IPsectherearetwo additionalissueghatneedto
beaddressed suchanarchitecturds to bedeployedand
used.

The first problemis credentialdiscovery and acquisi-
tion. Althoughusersor hostsmay be expectedo manage
locally policiesandcredentialghatdirectly referto them,
they maynotknow of intermediatecredentialge.g., those
issuedby administratve entities)thatmayberequiredby
thehostswith whichthey wantto communicateConsider
thecaseof alargeorganizationwith two levelsof admin-
istration;local policy on thefirewalls trustsonly the“cor-
poratesecurity” key. Usersobtaintheir credentialsrom
their local administratorsyho authorizethemto connect
to specificfirewalls. Thus,oneor moreintermediatecre-
dentialsdelegating authority from corporatesecurity to
the variousadministratorss also neededif a useris to
be successfullyauthorized. Naturally, in more complex
network configurationgsuchasextranets)multiple levels
of administratiormaybepresentSomemethodfor deter
mining what credentialsare relevantand how to acquire
themis needed.

Our solutionis straightforward: the hostthatintendsto
initiate anIKE exchangecanusea simpleprotocol,which

we call Policy QueryProtocol(PQP),to acquireor update
credentialgelevantto a specificintendedlKE exchange.
The initiator presentsa public key to the responderand
asksfor ary credentialavherethe key appearsn the Li-
censeesield. By startingfrom the initiator’s own key (or
from somekey thatdelegatego theinitiator), it is possible
to acquireall credentialghattherespondehasknowledge
of thatmay be of useto theinitiator. Therespondemay
also provide pointersto other senerswherethe initiator
may find relevant credentialsjn fact, the respondemay
just provide a pointerto someothersenerthatholdscre-
dentialsfor anadministratve domain.

Sincethe credentialshemselesaresigned thereis no
needto provide additionalsecurityguarantees the pro-
tocolitself. However, any local policiesthattheresponder
discloseswould have to be signedprior to being sentto
theinitiator; the factthat a KeyNote policy “becomes”a
credentialsimply by virtue of beingsignedis very useful
here. Also, the PQPsener may have its own policy con-
cerningwhich hostsareallowedto queryfor credentials.

Thesecondroblemis determiningourown capabilities
basedon the credentialsve hold. Thisis in somesense
complementaryo compliancechecking;by analyzingour
credentialsn thecontext of our peerspolicy, it is possible
to determinewhat typesof actionsare acceptecby that
peer Thatis, we candiscover what kinds of IPsecSA
proposalsare acceptedby a remotelKE daemon. This
canassistn avoiding unnecessariKE exchangesif it is
known in advancethatno SAs acceptabldy both parties
canbeagreedupon),or narrav down the setof proposals
we sendto our peer Note thatif a hostrevealsall the
relevant credentialsand policies using the Policy Query
Protocol,anotherhostcandeterminein advanceandoff-
line exactly whatproposalghathostwill accept.

Credentiatompositioris afairly straightforward,if po-
tentially expensve, operation:we startby constructinga
graphfrom the peers policy to our key. We thenreduce
eachclausen the Conditionsfield of eachcredentiato its
Disjunctive NormalForm (DNF). To determingheautho-
rizationin achainof two credentialsye needto compute
the intersectionof their authorizations. This is a linear
costoperationover the numberof termsin the DNF ex-
pression®f thetwo credentials For largerchains(or, in-
deed,arbitrary graphsof credentials)we can apply the
samealgorithmrecursvely. At the endof this operation,
we havealist of acceptablg@roposalswhichtheKE dae-
mon canthenuseto constructvalid SA proposaldor the
remotehost.

Note thatthis operationis typically doneby the initia-
tor, andthushasno significantperformancémpactonthe
respondemwhich maybe a busy securitygatevay.



3. Implementation

To demonstrateour policy managemenscheme,we
implementedthe architecturedescribedin the previ-
ous sectionwithin the OpenBSDIPsecstack [16, 10].
OpenBSDs IKE implementatior(calledi saknpd) sup-
portshothpassphrasendX.509certificateauthentication.
We modified i saknpd to use KeyNote insteadof the
configuration-filebasednechanisnthatwasusedto vali-
datenew SecurityAssociations.

3.1 The OpenBSDIPsecAr chitecture

In this section we examine how the (unmodified)
OpenBSDIPsecdmplementationnteractswith i saknmpd
andhow policy decisionsarehandledandimplemented.

Outgoingpaclketsare processedn thei p_out put ()
routine. The Security Policy Databasg(SPD} is con-
sulted, using information retrieved from the paclet it-
self(e.g., source/destinatioaddressedransporprotocol,
ports,etc.) to determinevhetherandwhatkind of, IPsec
processings required. If no IPsecprocessings neces-
saryor if thenecessarpAsareavailable,theappropriate
courseof actionis taken,ultimatelyresultingin the paclet
being transmitted. If the SPD indicatesthat the paclet
shouldbe protectedput no SAsareavailable,i saknpd
is notified to establishthe relevant SAs with the remote
host (or a securitygatevay, dependingon whatthe SPD
entry specifies). Theinformationpassedo i saknpd in-
cludesthe SPDfilter rule thatmatchedhe paclet; this is
usedin the IKE protocolto proposethe packet selectors,
which describethe classeof pacletsthatareacceptable
for transmissiorover the SA to be establishedThe same
type of processingoccursfor incoming paclets that are
not IPsec-protectedp determinewhetherthey shouldbe
admitted;similar to the outgoingcasej saknpd maybe
notifiedto establisiSAswith theremotehost.

When an IPsec-protecteghaclet is receved, the rele-
vant SA is locatedusing information extractedfrom the
paclet and the various protectionsare peeledoff. The
paclet is then processedsif it hadjust beenreceved.
Note that the resulting, de-IPsec-egaclet may still be
subjectolocalpolicy, asdeterminedy pacletfilter rules;
that is, just becausea paclet arrived secureddoes not
meanthat it shouldbe accepted. We discussthis issue
furtherbelow.

1The SPDis partof all IPsecimplementations[1E andis very sim-
ilar in form to paclet filters (andis typically implementedasone). The
typical resultsof an SPDlookup areacceptdrop, and“IPsec-needed”.
In the latter case moreinformationmay be provided, suchaswhatre-
motepeerto establistthe SA with, andwhatlevel of protectionis needed
(encryption authentication).

2Thesearea pair of network prefix andnetmaskuplesthatdescribe
thetypesof pacletsthatareallowedto usethe SA.

3.2.Adding KeyNotePolicy Control

Becauseof the structureof the OpenBSDIPseccode,
we were ableto add KeyNote policy control entirely by
modifyingthei saknpd daemonno modificationgo the
kernelwererequired.

Whenever anew IPsecsecurityassociations proposed
by a remotehost(with the IKE protocol),our KeyNote-
based saknpd first collectssecurity-relatednformation
aboutthe exchange(from its exchange andsa struc-
tures) and createsKeyNote attributes that describethe
proposedexchange.TheseattributesdescribewhatIPsec
protocolsare presentthe encryption/authenticatioalgo-
rithms and parametersthe SA lifetime, time of day, spe-
cial SA characteristicsuchastunneling, PFS, etc., the
addresof the remotehost, andthe paclet selectorghat
generatehefiltersthatgovernthe SAstraffic. All thisin-
formationis derived from whatthe remotehostproposed
to us (or whatwe proposedo theremotehost,depending
onwhoinitiatedthe IKE exchange).

Once passedto KeyNote, theseattributes are avail-
ablefor useby policies (and credentialsin determining
whethera particularSA is acceptabler not. Recallthat
theConditionsfield of aKeyNoteassertiortontainsanex-
pressiorthatteststheattributespasseavith thequery The
IPsecKeyNoteattributeswerechoserto allow reasonably
natural, intuitive expressionsemantics.For example,to
checkthatthe IKE exchanges beingperformedwith the
peeratIP addres492.168.1.1apolicy wouldincludethe
test:

renote_i ke_address == "192. 168. 001. 001"

while a policy that allows only the 3DES algorithm
would testthat

esp_enc_al g == "3des"

TheKeyNotesyntaxprovidestheexpecteccomposition
rulesandbooleanoperatorsfor creatingcomplex expres-
sionsthattestmultiple attributes.

The particularcollection of attributeswe choseallows
awiderangeof possiblepolicies. We designedheimple-
mentationto make it easyto add otherattributes,should
that be requiredby the policies of applicationsthat we
failedto anticipate A partiallist of KeyNoteattributesfor
IPsecis containedn Appendix4. For thefull list, consult
the OpenBSDmanualpages.

3.3.Policiesfor PassphraseAuthentication

If passphrasesre used as the IKE authentication
method,KeyNote policy control may be usedto directly
authorizethe holdersof the passphrase?assphraseare
encodedisKeyNote principalsby takingthe ASCII string



correspondingo the passphraserefixed with the string
“passphrase:” Thus, the following policy would allow
arnyone knowing the passphras&oobar” to establishan
SA with the ESP[14] protocol.

Aut hori zer: "POLI CY"
Li censees: "passphrase: foobar"
Condi ti ons:
app-domain == "| Psec Policy"
&& esp_present == "yes" ;

Using the passphrase: tag requires policies to
be kept private. To avoid this, a hashedversion of
the passphrasenay be usedinstead (using for exam-
ple the passphrase-shal- hex: prefix). In the
previous example,this would be passphr ase- shal-
hex: 8843d7f 92416211de9ebb963f f 4ce2812-
5932878).

3.4. Policiesfor X.509-basedAuthentication

More interestingis the interactionbetweenKeyNote
policy and X.509 public-key certificatesfor authentica-
tion. Most IKE implementationgincluding ours) allow
the useof X.509 certificatesfor authentication.Further
more, thereexist a numberof commercialtools that let
administratorsmanagelarge collections of usersusing
X.509. Allowing for interoperabilitywith theseimple-
mentationss agoodtestof our architectureandcanmake
transitionto a KeyNote-basednfrastructureconsiderably
smoother

Implementingthis interoperabilityis straightforward:
KeyNote policies may be usedto delegate directly to
X.509 certificates. The principals specifiedmay be the
certificatesthemseles (in pseudo-MIME format, using
the x509- base64: prefix), the subjectpublic key, or
the SubjectCanonicaName.An exampleis givenin Fig-
ure3.4.

For eachX.509 certificatereceved andverified aspart
of anIKE exchangeanad hoc KeyNotecredentials gen-
erated. This credentialmapsthe Issuer/Subjeckeys of
the X.509 certificate(from the respectie fields) to Au-
thorizer/Licenseeg&eys in KeyNote. Thus, aschainsof
X.509 certificatesare formed during regular operation,
correspondinghainsof KeyNote credentialsaareformed.
Thisallowspoliciesto delegateto a CA andhavethesame
restrictionsapplyto all userscertifiedby thatCA. Specific
usersmay begrantedmoreprivilegesby directauthoriza-
tion in thehosts policy.

3.5. Policiesfor KeyNoteCredentials

KeyNote credentialanay be passediirectly during the
IKE exchangejn the samemannerasX.509 certificates.

This methodoffers the mostflexibility in policy specifi-
cation,asit allows principalsto furtherdelegateauthority
to othersthrougharbitrarily complex graphsof authoriza-
tion. Any signedKeyNote credentialgecevedduringthe
IKE exchangeare passedo the KeyNote interpreterdi-

rectly aspartof thequery

KeyNote credentialsaareespeciallyusefulin theremote
administratiorcasewherethepoliciesof mary IPsecend-
pointsarecontrolledby a centraladministrator Here,the
policy of eachhostwould delegateall authority to the
public key of the centraladministrator The administra-
tor would thenissuecredentialghatcontainthe detailsof
thepolicy underwhichthey wereissued.Thesecredentail
arepresentedspartof eachlIKE exchangeby arny hostre-
guestingaccess.This eliminatesthe needto updatelarge
numbersf machinessthe detailsof organizationapoli-
cieschange.Adding a new hostis accomplishedy hav-
ing the administratorissuea new credentiaffor thathost;
thathostmaythenusethenewly-issuedcredentiato com-
municatewith ary otherhostthatobeys the above policy.
No policy changesare necessaryo thesehosts. Revok-
ing accesgo a hostis implementedthroughshort-lived
credentials.New credentialsare madeavailable periodi-
cally througha WWW or FTP sener; clientscandown-
load themfrom there,without any securityimplications
(sincethe credentialsare signed,their integrity is guar
anteed)If credentiakconfidentialityis anissue thesecre-
dentialscouldbeencryptedwvith the publickey of theuser
beforethey aremadeavailable.

Regardless of the authentication method in use,
i saknpd calls KeyNoteto determinewhethereachpro-
posedSA shouldbeestablishedAfter takinginto consid-
erationpolicies, credentials,and the attributes pertinent
to the SA, KeyNotereturnsa positive or negative answer
In the former case,the protocol exchangeis allowed to
proceedasusual. In the latter, aninformationalmessage
is sentto the remoteIKE daemonand the exchangeis
dropped.Notethat, if anadministratoiwereto manually
establishSPD rules (by directly manipulatingthe SPD),
KeyNote andthe SPDmightdisagreejn thatcaseno SA
would ever be establishedand no pacletswould be sent
outfor thatcommunicatiorflow (sincethe SPDwould re-
quireanSA).

The basicdataflows for KeyNote-controlledPsecin-
put and output processingare given in Figures2 and 3,
respectiely.

Input processingeginswith a pacletarriving at a net-
work interface (#1 in Figure 2). The Security Policy
Databasés consulted#2) andoneof threeactionsis fol-
lowed. If the pacletis an IPsecpaclet, it is sent(#3a)
to the IPsecprocessingcode,which will consultthe SA
Databasg#11) to processthe paclet; the decapsulated
paclet is then fed backto the IP input queue(#12). If



Aut hori zer: "PCOLI CY"
Li censees:

Condi ti ons:

"DN:/CN=Certification Authority Foo/Email =ca@ oo. cont

Figurel. Samplecredentialith X.509DN asLicensee
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(KeyNote Language)

Policies&credentials

Figure2. KeyNote-ControlledPseclnput Processing

the SPDsaysthatthe packet shouldjust beacceptedit is
sent(#3b) to the correspondindnigherlayer protocol, or
forwarded asappropriatelf the SPDsaysthatthe paclet
shouldbe dropped no further processings done. Other
wise (#3c),the SecurityAssociationsetupprocesss trig-
gered. The SA Databasds consulted(#4); if an SA is
foundthere,the pacletis droppedbecauset shouldhave
alreadybeensentas an IPsecpaclet (andit wasnot, or
path#3awould have beenfollowed). Next, the Policies
andCredentialglatabasés consulted#5); thisis doneby
calling the KeyNote interpreter supplyingit the relevant
detailsof the paclet (addressegqrotocol,ports,etc.). The
KeyNoteinterpreterin turn, consultsits databasef poli-
cies and credentialsand determinesvhetherthe paclet
shouldbe just accepteddropped,or needslPsecprotec-
tion. If thelatteris the casethe IKE daemonis triggered
(#6). It establishesSAs with its peer(#7), during which
processt will alsoneedto consultthe policy andcreden-
tials databasé#8), andmay alsoupdateit with additional
credentialsacquiredduring the IKE exchange. The SA
and SPD Databasesre then updated(#9, #10) as nec-

essarybasedon the information negotiatedby IKE. The
unprotectegaclet thattriggeredthe SA establishmenis
dropped.

A hosts local policy is given in a text file
(/ et c/ i saknpd. pol i cy)thatcontainsKeyNote pol-
icy assertions.

Output processingstartswhen a paclet arrives (#1 in
Figure2) at the IP outputcodefrom eithera higherlevel
protocolor from the forwardingcode. The SecurityPol-
icy Databases consulted(#2) to determinewhetherthe
pacletshouldbe protectedwith IPsecor not; if no protec-
tion is neededthe pacletis simply sentout (#3a). Oth-
erwise, it is sentto the IPsecprocessingcode (#3b). A
lookup (#4)in the SA databaseleterminesvhetheran SA
for this paclet alreadyexists; if so,theappropriaterans-
formsareappliedandtheresultingpacletis output(#5a).
If an SA did not exist, the SA setupprocesss invoked
(#5b). Thesystenpolicy (ascontainedn the SPD)is con-
sulted(#6), andif policy relevantto this paclketis found,
thelKE exchangdstriggered(#7), otherwisethepacletis
simply dropped.During the IKE exchangg#8), thelocal
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Figure3. KeyNote-ControlledPsecOutputProcessing

policy andcredentialareconsulted#9), andary creden-
tials fetchedfrom the peerduringthe exchangedaresub-
sequentlystored(#10) in the local database.If the IKE

exchangeresultsin SAs being created,theseare stored
backin the SA databasd#11). Finally, the SPDis up-
dated(#12) if necessaryand subsequenpaclketscanbe
processedthe original unprotectegacketis dropped).

It shouldbe obvious from the above that, in our archi-
tecture,the SPD hasbecomea policy cache;the “real”
policy is expressedn termsof KeyNote assertionsand
credentials.Therearetwo waysof populatingthe cache.

The first, describedabove, is to populateit on-demand.

If afilter rule doesnot exist in the SPD,KeyNote is in-
vokedto determinewvhatshouldbe donewith the paclet;
basedon the responsdrom KeyNote, a rule is installed
in the SPD that makes further KeyNote queriesunnec-
essary The secondapproachis to analyzeall policies
at startuptime and populatethe SPD accordingly This
avoidsthe costof a cross-domairtall (from the kernelto
a userlandpolicy daemon)per cachemiss, but requires

re-initializationof the SPDeverytime the policy changes.

3.6. Policy Updates

Changing policy in the simple case is straightfor
ward: the new policies are placedin i saknpd. conf .
Whenexisting IPsecSAs expire andaresubsequentlye-

negotiated,or when new IPsecSAs are establishedthe

new policy will automaticallybetakeninto consideration.
If we wantto new policy to be appliedto existing IPsec
SAs,we cansimply examinethe existing SAsin the con-

text of thenew policy, pretendingve arenow establishing
them. If theupdatedpolicy permitstheold SAs,nofurther

actionis required;otherwise they aredeleted.

3.7.Performance

Theoverheadf KeyNotein the IKE exchangess neg-
ligible comparedto the cost of performing public-key
operations. Assertion evaluation (without ary crypto-
graphicverification)is approximatelyl20 microseconds
on a modernPentiumprocessar Becausevaluatingthe
baseKeyNote policies themseles doesnot require the
verificationof digital signaturesthe KeyNotecompliance
checkis generallyvery fast: with a small numberof pol-
icy assertionsjnitialization and verification overheadis
approximatelyl30 microsecondsThis numberincreases
linearly with the sizeandthe numberof policy assertions
that are actually evaluated,each such assertionadding
approximately20 microseconds.The generationof the
shadev delegationtreeis alsovery low cost. Whenusing
KeyNote credentialsfor both authenticationand policy
specificationthe costof public-key signatureverification
is incurred. This costis identicalto that of the standard



X.509 case(andindeedto that of arny other public-key
authenticatiormechanism). Signaturesn KeyNote cre-
dentialsareverifiedasneededandonly thefirst time they
are used— the verificationresultis cachedand reused.
Credentialexpiration is handledby the generalKeyNote
processingas part of the Conditionsfield; thus policies
andcredentialghat have expired do not contributein au-
thorizingan SA andno specialhandlingis needed.n all
casesthecostof KeyNotepolicy processings severalor-
dersof magnitudelower thanthe costof performingthe
public-key operationghatit is controlling.

KeyNote policy control contributed only a negligible
increasein the codesize of the OpenBSDIPsecimple-
mentation. To add KeyNote supportto isakmpd we had
to addabout1000lines of “glue” codeto i saknpd. Al-
mostall of this codeis relatedto datastructuremanage-
mentandformattingfor communicatingvith theKeyNote
interpreter For comparisonthe rudimentaryconfigura-
tion file-basedsystemthatthe KeyNote-basedchemee-
placestook approximately300 lines of code. The entire
original i saknpd itself was about27000lines of code
(not including the cryptographidibraries). The original
i saknmpd andthe KeyNoteextensiongo it arewrittenin
theC language.

4. Conclusions,Future Work, Availability

We have demonstratea practicaland usefulapproach
to managingtrustin network-layersecurity One of the
mostvaluablefeaturesof trustmanagemerfor IPsecSA
policy managemenis its handlingof policy delegation,
which essentiallyunifiesremoteadministratiorwith cre-
dentialdistribution.

Perhapshe mostimportantcontribution of this work
is our useof atwo level policy specificatiorhierarchyto
control IPsectraffic. At the paclet level, we usea spe-
cialized, very efficient, but lessexpressve filtering lan-
guagethatprovidesthe basiccontrolof traffic throughthe
host. The installationof thesepaclet filters, in turn, is
controlledby amoreexpressve, generaburposeput less
efficient trust-managementanguage. Our performance
measurementgrovide encouragingvidencethatthis ap-
proachis quite viable, providing a very high degree of
control over traffic without the performancampact nor-
mally associateavith highly expressie, generalpurpose
mechanismsilt is possiblethatthis approacthasmeritin
applicationsbeyondcontrolling network-layersecurity

Becausethe KeyNote languageon which this work is
baseds application-independendur schemecanbeused
asthebasisfor amorecomprehensie policy management
architecturaghattiestogethedifferentaspect®f network
securitywith policiesfor IPsecand paclet filtering. For
example,a generalnetwork securitypolicy might specify
the acceptablanechanisméor remoteaccesgo a private

corporatenetwork overthelnternet;suchapolicy may; for
example allow theuseof cleartext passverdsonly if traf-
fic is protectedwith IPSECor sometransport-layesecu-
rity protocol(e.g., SSH[21]). Multi-applicationpolicies
would, of course requireembeddingpolicy controlsinto
eitheranintermediatesecurityenforcemenhode(suchas
afirewall) or into theendapplicationsandhostq13]. This
approachs thesubjectof ongoingresearch.

Finally, if trust-managememliciesandcredentialsare
built into the network securityinfrastructure,it may be
possibleto usethem as an “intermediatelanguage”be-
tweenthelower-level protocolandapplicationpolicy lan-
guagege.g., paclet-filteringrules)andhigherlevel policy
specificatiodanguagesndtools. A translatiortool might
convertahigh-level specificatiorto thetrust-management
systems languagdgandperhapssice-versaaswell). Such
atool could make useof formal methodgto verify or en-
forcethatthegenerategbolicy hascertainpropertiesThis
approachs currentlyunderinvestigationin the STRONG-
MAN DARPA projectat the University of Pennsylania
andAT&T Labs.

The KeyNote trust-managemergystemis availablein
anopensourcetoolkit; seethe KeyNoteweb pageat

http://ww. crypto.conftrustngt/
for details. The KeyNote IPsectrust-managemerarchi-
tectureis distributedwith OpenBSD2.6 (andlater),which
is availablefrom
http://ww. openbsd. or g/

Becausehe policy managemenrfunctionalityis imple-
mentedentirelyin theuserlevel i saknpd, thesystemis
readily portableto otherIPsecplatforms(especiallythose
basedn BSD implementations).
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Appendix 1: KeyNote Action Attrib utes for
IPsec

All the datain the fields of IKE pacletsare passedo
KeyNote as action attributes; theseattributesare avail-
able to the Conditions sectionsof the KeyNote asser
tions. Therearea numberof attributesdefined(the com-
pletelist appearsn thei saknpd. pol i cy manpagein

Aut hori zer: "POLI CY"

Li censees: "passphrase: pedonel | onami no"
Condi tions: app_domain == "|Psec policy"
doi == "ipsec"

pfs == "yes"

esp_present == "yes"

esp_enc_alg !'= "null"
remote_filter ==

"135. 207. 000. 000- 135. 207. 255. 255"
local _filter ==

"198. 001. 004. 0- 198. 001. 004. 255"
renote_i ke_address ==

"198. 001. 004. 001" ;

B B REREE

Figure 4. Policy for Firewall of 135.207.0.0/16
Network.

OpenBSD2.6 and later). The mostimportantattributes
include:

app_domain is alwayssetto| Psec policy.

pfs is setto yes if a Diffie-Hellmanexchangewill be
performedduring Quick Mode, otherwiseit is setto
no.

ah_present,esppresent,comp_present are setto yes
if anAH, ESR or compressioproposalwvasreceved
in IKE (or otherkey managemenprotocol), andto
no otherwise.Notethatmorethanoneof thesemay
be setto yes,sinceit is possiblefor anIKE proposal
to specify“SA bundles” (combinationsof ESPand
AH thatmustbeappliedtogether).

espencalg is set to one of des, des-iv64,
3des, rc4, idea andsoon dependingon the
proposedncryptionalgorithmto beusedin ESP

local_ike_addressremoteike_addressare set to the
IPv4 or IPv6 addresgexpressedisa dotted-decimal
notationwith three-digit, zero-prefixed octets(e.g.,
010.010.003.045)of the local interfaceusedin the
IKE exchange,and the addressof the remotelKE
daemonrespectiely.

remotefilter, local_filter aresetto the IPv4 or IPv6 ad-
dresseproposedastheremoteandlocal Userlden-
titiesin Quick Mode. Hostaddressesubnetsor ad-
dressrangesmay be expressedandthuscontrolled

by policy).
Appendix 2: Configuration Examples
Example 1: Settingup a VPN

In this example, two sitesare connectedover an en-
crypted tunnel. The authenticationis done by a sim-
ple passphraseThe policy in Figure4 is presentat one



of the firewalls. It specifiesthat paclets betweenthe
135.207.0.0/16angeof addressesnd the 198.1.4.0/24
rangeof addressebave to be protectechy ESPusingen-
cryption. Theremotegatavay, with which IKE will nego-
tiate,is 198.1.4.1.

Example 2: RemoteAccess

Authority to allow remoteaccesghroughthe site fire-
wall is controlledby sereralsecurityofficers,eachoneof
whomis identifiedby a public key. A policy entry such
astheoneshown in Figure4 existsfor eachindividual se-
curity officer, andis storedin thei saknpd configuration
file of the firewall. Note the lastline in the Conditions
field, which restrictsremoteusersto negotiateonly host-
to-firewall SAs, without placingary restrictionsto their
actualaddres®therwise.

Eachportablemachinehatis to beallowedin musthold
acredentiakimilar to thatshavn in Figure4; the creden-
tial is signedby a securityadministrator Whenweaken-
cryptionis used,the usercanonly readand sende-mail;
whenstrongencryptionis usedall kinds of traffic areal-
lowed. During the IKE exchange.the usersi saknpd
providesthis credentiako the firewall, which passest on
to KeyNote. Thepolicy andthecredentialtakentogether
expressheoverallaccespolicy for theholderof key JIK.
A similar policy (andacorrespondingredential)s issued
totheuser(andfirewall), to authorizehereversedirection
(thefirewall needgo proveto theuserthatit is authorized
by the administratotto handletraffic to the 139.91.0.0/16
network).



Aut hori zer:
Li censees:

POLI CY
RAS_ADM N_Key

Conment: del egate authority to a Renote Access adm ni strator.
Local - Const ant s:

RAS ADM N_Key A = "rsa- base64: MDgCMQDM EBn89VCSR3aj x r ObNRC\
Audl z5724f UaWuyi 4r 10Sq8PaSC2v9QGS+phGEahJ 8 CAWEAAQ=="

Condi ti ons: app_domain == "I Psec policy"
&& doi == "ipsec"
&& pfs == "yes"
&& ah_present == "no"
&& esp_present == "yes"
&& esp_enc_al g == "3des" && esp_auth_alg == "hnac-sha"
&& esp_encapsul ati on == "tunnel "
&& local filter == "139.091. 000. 000-139. 91. 255. 255"
&& renote i ke address == renote filter
Figure5. Mobile hostlocal policy.
Aut hori zer: RAS ADM N _KEY_A
Li censees: JIK

Local - Const ant s:
RAS ADM N_KEY_A = "rsa- base64: MDgCMQDM EBn89VCSR3aj xr ObNRC\

Audl z5724f UaWuyi 4r 10Sq8PaSC2v9QGS+p hGEahJ 8 CAWEAAQ=="

JI K = "x509- base64: M | CGDCCAYGgAW BAgl BADANBgkghki GOwWOBAQQ

Condi ti ons:

FADBSMX wCQYDVQRGEWI HQ EOVAWGALUEChMFQMVu@ 8X ETAPBg\
NVBAMTCEJI bk NvI ENBVSAWHg YJKoZI hve NAQK BFhFi ZWBAYWknc\
m1cC5j by51laz AeFWO5OTEWMIEy Mz A2M JaFw05O0TEx MT Ay Mz A2\
M JaMFl x Cz AJBgNVBAYTAK d CMUAWDAYDVQRK EWVCZ\Ws Dbz ERVAS\
GALUEAXM QMVu@8gQOEX| DAeBgkghki GOw0 BCQEVEW I bk Bhb G\
dyb3vwLm\vLnVr M Gf MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBg\
Q@aCs+JAB6 YRKAVKOiI 1NKOpE1V3syApj Bj 0Ahj q5HgYAACo1JhM
+BPWMUISWCNNBT51HX6 G Uz f Y3nTOUz/ vou6MI/ wor 8Ede TX4nucx\
NSz/r 6XI 262aXezAp+GdBvi uJZx3Q670N | Wyr B4QX vi hl 4bMh5\
E55nF6TKt UMITdATvs/ wi DAQABMAOGCSqGSI b3DQEBBAUAAA GBA\
MaQOSkai R8i dOh6Z00VSB4HpBNj pWjz 1j NG3 NARPNOVBmuRA2b9\
85GN\P1bk C3f K1ZPpFTBOA76! Ln11Cf hAf / gV1i z3ELI UHo5J8nx\
Pu6Xf s GInBHs XJOuvOog8Aean40Do4KI nuAsnbLzpd 0d+Jga5u\
TZUxsyg4QOBWYEU92H'
app_domain == "I Psec policy" && doi == "ipsec"

&& pfs == "yes"

&& esp_present == "yes" && ah_present == "no"

&% ( ( esp_enc_alg == "des" && esp_auth_alg == "hmac- nmd5"
&& renote_filter_proto == "tcp"

&& local _filter_proto == "tcp"

& ( renote filter_port == "25"

Si gnat ur e:

|| remote filter _port == "110" ) )
|| ( esp_enc_alg == "3des" && esp_aut_alg == "hmac-sha" ) ) ;
"si g-rsa-shal- base64: KhKUeJ6mlzF7kehwHb 7Wx AQBEKPNKbUgNhf /i +f \
ynmBgj bzMy130mHLi ti j bFLQI"

Figure6. Mobile hostcredential.



