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ABSTRACT

A Distributed Policy Enforcement Architecture for
Mobile Ad-Hoc Networks

Mansoor Alicherry

Mobile Ad-hoc Networks (MANETS) are increasingly employed in tactical military and civil
rapid-deployment networks, including emergency rescue operations and ad hoc disaster-
relief networks. However, this flexibility of MANETS comes at a price when MANETS are
compared to wired and base station-based wireless networks: MANETSs are susceptible to
both insider and outsider attacks. This is mainly because of the lack of a well-defined defense
perimeter preventing the effective use of wired defenses, including firewalls and intrusion
detection systems.

In this thesis, we present DIPLOMA, a novel distributed security policy enforcement
architecture that is designed specifically for MANETSs. Our approach harnesses and extends
the concept of network capabilities and is especially suited for mobile and heterogeneous com-
munication environments. Our model imposes communication restrictions between MANET
nodes by enforcing hop-by-hop policies in a distributed manner. We use a deny-by-default
principle, allowing compromised nodes to access only authorized services. This significantly
limits their ability to disrupt or even interfere with end-to-end connectivity and nodes be-
yond their local communication radius.

In this thesis, we present the feasibility of the architecture using a multitude of tech-
niques. We define a threat model and a security analysis based on that threat model. We
conduct a preliminary evaluation of the system using the GloMoSim simulator. Through
simulations, we show that our solution incurs minimal overhead in terms of network band-
width and latency even in the presence of cryptographic operations. Furthermore, we show
that the protection remains effective even in the presence of misbehaving nodes and routing

changes due to mobility.



We also present an implementation of DIPLOMA on real systems running the Linux
operating system. Our implementation works at the network layer and does not require any
changes to existing applications. We identify the bottlenecks and make improvements to
the system so that it works well in practice. We evaluate our system in a realistic MANET
testbed Orbit. To that end, we identify ways of creating multi-hop topologies in indoor
environments so that a bad node cannot interfere with every other node. Our evaluations
show that the system incurs minimal overhead and protects network bandwidth and the
end-hosts in the presence of attackers.

We also extend the DIPLOMA architecture to secure multicast traffic. We use capabili-
ties to provide a unified solution for sender and receiver access control to multicast groups,
as well as to limit the bandwidth usage of the multicast groups. We have extended com-
mon multicast protocols, including ODMRP and PIM-SM, to incorporate DIPLOMA. We
have implemented multicast DIPLOMA in Linux without requiring any changes to existing
applications and the routing substrate. We evaluate the system in the Orbit Lab testbed
as well as the GloMoSim simulator to show that the system incurs minimal overhead and
protects multicast traffic in the presence of attackers.

In this thesis, we also identify how senders and receivers can misuse capabilities by using
them in multiple paths, and we provide distributed solutions for detecting those misuses.
To that end, we modify the capabilities to aid in misuse detection and provide protocols
for exchanging information for distributed detection. We also provide efficient algorithms
for misuse detection and protocols for providing proof of misuse. Our solutions can handle
privacy issues associated with the exchange of information for misuse detection. We have
implemented misuse detection and recovery in DIPLOMA systems running on Linux and
have conducted extensive experimental evaluation of the system in the Orbit MANET
testbed. The results show that our algorithms require minimal processing and memory and
that distributed detection requires a very small amount of bandwidth. We also show that

our system is effective in detecting and containing multi-path misuses.
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CHAPTER 1. INTRODUCTION 1

Chapter 1

Introduction

Recent advances in low-power computing and communications have led to the proliferation
of hand-held and portable devices equipped with wireless connectivity [iph10; nex10; drol0].
These mobile wireless devices appear to be ideal for situations where fixed infrastructure
is too costly or dangerous to deploy or has been rendered inoperable. However, because of
radio power consumption, physical obstacles, and channel capacity, a mobile node may not
be able to reach all other nodes within a single broadcast. Therefore, to achieve end-to-end
connectivity, nodes have to form mobile ad hoc wireless networks (MANETS), which allow
data to be routed through intermediate nodes. MANETSs are fundamentally different from
the Internet because all peers act as both sources and routers using the other participants
to relay packets to their final destination. Due to their flexibility, MANETS are currently
employed in both military and commercial applications.

Unfortunately, not all MANET nodes are equally capable, nor can all users be equally
trusted. Worse yet, mobile nodes in tactical environments run the danger of being captured
or malfunctioning. Even a small number of misbehaving nodes can successfully render the
entire MANET inoperable: malicious peers can abuse the network, exhausting all network
and power resources.

In traditional networks, malicious nodes and traffic are kept away from a set of nodes
belonging to an organization or a group using firewalls [C1394; C795]. Traditional firewalls
rely on the existence of a well-defined network topology and a perimeter. Every node on one

side of the perimeter (“inside”) can be trusted, and the nodes in the other side (“outside”)
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are potential enemies. Specialized nodes called firewalls are placed at the perimeter nodes.
All incoming and outgoing traffic needs to transit through these firewall nodes, which enforce
the policies at the perimeter. The administrators set the policies for controlling external
network access. Within the perimeter, smaller sub-groups can have policies that are more
stringent by deploying their own firewalls.

Unfortunately, the concept of a network perimeter does not exist in MANETSs. The
mobile nodes can join or leave a MANET at any time. The mobility of the nodes makes
the topology of a MANET change in an unpredictable manner. As there is no concept of
“inside” and “outside” in a MANET, traditional firewalls cannot be deployed. None of the
nodes in a MANET can be trusted; hence, access control needs to be enforced for all traffic.

Traditional firewalls also have several shortcomings [Bel99; Li00; TKBS00; Ste01]. As
firewalls must analyze every packet in network communications, they often decrease network
performance. They are also the single point of failure in the management of network security.
Hence, if intruders break through the firewall, they may have unlimited access to the network
the firewall is protecting.

Distributed firewalls [3e199; 1IX135S00] were proposed in the context of the wire line In-
ternet to overcome the assumptions made by traditional firewalls. Distributed firewalls
attempt to solve two limitations of traditional firewalls. First, the assumption that ev-
eryone inside the firewall can be trusted and that everyone outside cannot be trusted is no
longer true. Extranets can allow outsiders to reach the inside of the firewall; telecommuters’
machines that are outside need protection when encrypted tunnels are not in place. Second,
the need for external access for machines inside the firewall is not uniform. Some machines
need more access to the outside than others do.

In distributed firewalls, as in traditional firewalls, policy is centrally defined. Enforce-
ment, however, takes place on each endpoint. Thus, they retain the advantages of traditional
firewalls while avoiding the problems described above due to dependence on topology.

Even though a distributed firewall solves the access control problem without dependence
on topology, it has two shortcomings. First, access control is enforced only at the end hosts,
not at the intermediate hosts. This causes bandwidth to be wasted, which can be a scarce

resource in networks like bandwidth-limited MANETS. Second, the access control policies
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state who can access the end hosts but do not say how much they can access. Nodes that
have access to the end hosts can send as much traffic as they want. Because of these two
limitations, the end hosts are susceptible to Denial of Service (DoS) attacks, even in the
presence of a distributed firewall. It is important to allocate bandwidth for the services
accessed by the hosts. It is also important that the hosts providing the service have a say
in that bandwidth allocation, as these hosts are in the best position to make that decision
based on the dynamic load.

MANETSs are susceptible to another type of attack that is not common in the wired
Internet. Due to the lack of structure and hierarchical organization (i.e., subnets) in the
topology, unlike the wired Internet, MANET routing protocols may generate lot of traffic.
As the topology may be changing due to the nodes joining and leaving the MANETS, and
due to node mobility, the number of route requests initiated can be large. Hence, it is
possible for a rogue node to launch attacks using the routing protocols alone, without fear
of detection. Distributed firewalls that perform access control at the end hosts cannot
prevent these kinds of attacks.

In this thesis, we overcome the above limitations by introducing a DIstributed PolLicy
enfOrceMent Architecture (DIPLOMA) for MANETS. The architecture enforces the
security policy at both the end hosts and the intermediate nodes. The policy contains
the access control information as well as the allocated bandwidth for the access. Both the
administrator and the end nodes can allocate the policy.

The security enforcement models in operating systems motivate our solution. Operating
systems have to deal with many resources (or objects) such as memory and files that are
shared and accessed by multiple processes or users. Each user has different access rights
to different objects, which are represented by an access matrix. The conventional method
of maintenance of this protection information is to use an access control list, in which an
access list is associated with each object. Each object’s list contains the names of users
permitted to access the object and the privileges they may exercise. When a user attempts
to access an object, the operating system checks the access list associated with that object
to see if the operation is authorized.

The capability system offers an alternative structure in which the operating system
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arranges the protection information by user instead of by object. A capability list is asso-
ciated with each user in the system. Each capability contains the name of an object in the
system and the user’s permitted privileges for accessing the object. To access an object,
the user specifies a capability from the local capability list. The operating system verifies
the capability and allows access to the object.

The capability system offers advantages over the access control list-based system. In
the access control list system, a malicious user can try to access any object by just naming
the object. The system gives access to the object if the access list turns out to be giving
the access. In the capability system, however, a user can try to access only the objects
for which capability is held. Hence, the capability system has a better chance of limiting
damage on a poorly configured system.

The traditional firewall and the distributed firewall follow the access list model. The
firewall or the end host has an access list in the form of firewall policies. Any host can
attempt to access any service. It gets the access if the policy allows for it. We propose to
use the capability-system model for the firewall in DIPLOMA. The hosts need to hold a
capability to access a service. Only hosts that have the capability to access a service can
try to access it.

This model of firewalls is useful for a highly dynamic environment like MANETSs. There
are three factors against using the traditional firewall model in MANETSs. First, the nodes
participating in a MANET are not known in advance. New nodes may join or existing
nodes may leave the MANET at any time. Therefore, it is not practical to have the access
list populated in advance for MANETSs. Second, traditional firewalls use IP addresses or
subnets to identify the hosts in the access list. The IP address of a node may change as
it leaves one and joins another MANET. Multiple nodes may get the same IP address on
a given MANET at different times. Hence, it is not possible to have the access list based
on IP addresses or subnets. It has to be based on a unique identifier like the public key.
Finally, multiple nodes (in fact, all nodes) need to act as a firewall in a MANET. When the
access list needs to be updated, it has to be updated in all of those nodes, many of which
may be offline. A capability-based firewall model does not have these shortcomings. The

firewall rule that allows access to a node is “carried” by the node itself. Whenever a new
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node is introduced into the system, it is provided with all the access rules. These rules do
not depend on the IP address it receives. In addition, there is no issue of synchronizing
firewall rule updates, as there is only one copy of the rule; it is with the node that needs
the access.

Another advantage of a capability-based system is the prevention of snooping attacks.
In the current IP architecture, there is no validation of the source IP address field. A host
can try to send a packet to a destination for which it does not have access by changing the
source IP address field in the packet. This is typically used for launching an attack without
disclosing the identity of the attacker, as the return packets do not reach the attacker.
In wired networks, source IP filtering (ingress filtering [['S95]) and IP trace back are used
against these attacks [SWIKA00; DFS02; MMAIK06]. It is much harder to solve this problem
in MANETSs due to lack of structure and frequent route changes. In the capability-based
access control system, a node requires cryptographically verifiable tokens to send packets.
Hence, it is not possible to launch these kinds of attacks.

In this thesis, we also extend the DIPLOMA architecture to secure multicast traf-
fic. Multicast traffic, such as live audio/video streaming, is an important application for
MANETS, including those used by military and disaster recovery teams. The open nature
of multicast, where any receiver can join a multicast group and any sender can send to
a multicast group, makes it an easy vehicle for launching Denial of Service (DoS) attacks
in resource-constrained MANETSs. Multicast security protocols for wired networks have
treated receiver access control and sender access control as two separate problems [JA02].
We use capabilities to provide a unified solution for sender and receiver access control to
the multicast groups, as well as to limit the bandwidth usage of the multicast group.

Hence, the proposed architecture of DIPLOMA encompasses the following benefits.

1. The advantages of distributed firewalls over the traditional firewalls for the support

of lack of perimeter.
2. Protection of network bandwidth, which is not addressed by distributed firewalls.

3. The advantage of capability-based security compared to access control list-based se-

curity.
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Our architecture falls into the category of consent-based network architectures [SNW09;
NSW 10} where the nodes require permissions to send traffic. In consent-based architec-
tures, the permission to send the traffic to a destination may be on a specific path [SN'W09],
or on any path [EMT89]. If the consent is on a fixed path, we call the system path-based
consent networking. If the consent is on any path to the destination, we call the system
destination-based consent networking. Only destination-based consent networking is suit-
able for highly dynamic environments like MANETS, as the path to a destination can change
frequently. DIPLOMA falls under this category. Furthermore, DIPLOMA allows consent
to send traffic to be given to a group of destinations, rather than only one destination.

In MANETS, it is possible for a source node to reach the same destination on multiple
disjoint paths. In those cases, it is possible for rogue nodes to overcome the bandwidth
enforcement of DIPLOMA by using the same capability in multiple node disjoint paths.
In this thesis, we overcome these types of attacks on destination-based consent systems by
detecting those attacks and taking actions against the attackers. We provide an efficient
distributed algorithm for detecting misuses of capabilities in DIPLOMA.

DIPLOMA has following components:

e A policy language that encodes access control and bandwidth allocations:
The policies represent permission to access a particular network service by a partic-
ular host. These policies also contain limits on bandwidth usage. These policies are
cryptographically verifiable and are generated by the nodes that have authority to do
so. Nodes can allocate access to services using these policies. An administrator/group
controller distributes the policy strings to all nodes. These nodes generate the policy
strings containing smaller allocations and distribute those policies to other nodes in

the network.

e Protocols for communicating the policy: Hosts that need to access the network
and the end host services need to carry proof of accessibility. These proofs are policy
strings that are issued by the administrator or by the nodes that have the capability

to do so.

e Enforcement of policies at all the nodes: The behavior at the nodes is to deny
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access to the network and the services, unless a policy allowing the access is presented.
This enforcement is done in an efficient manner without incurring large overhead on

the processing required at the nodes as well as on the network bandwidth.

1.1 Thesis Contributions

The contributions of this thesis are:

1. The first comprehensive security architecture for multi-hop wireless networks that
can protect bandwidth resources and end host services [AKS09]. This deny-by-default ar-
chitecture, called DIPLOMA, enforces trust relationships and traffic accountability between
the wireless nodes through a distributed policy enforcement scheme. We achieve this by
extending the concept of network capabilities and tailoring it to the broadcast and resource-
constrained MANET environment. This architecture allows compromised nodes to access
only authorized services, limiting their ability to disrupt or even interfere with the end-to-
end connectivity and the nodes beyond their local communication radius.

2. A preliminary implementation and evaluation of the architecture in GloMoSim sim-
ulator [ASIK09]. Our evaluation shows that the system has minimal overhead in terms of
latency and bandwidth. It also shows that the system can work even in the presence of
route changes due to mobile nodes, and it can protect against misbehaving nodes.

3. An implementation of the architecture in real systems running the Linux operating
system [AI{10a]. The implementation works at the network layer and does not require any
changes to the existing applications. We identify the bottlenecks in the original architecture
and provide improvements, including a signature optimization, so that it works well in
practice. We evaluate the architecture in a realistic MANET testbed Orbit. The results
show that the architecture incurs minimal overhead in throughput, latency, and jitter. We
also show that the system protects the network bandwidth and the end-hosts in the presence
of attackers. For the evaluation, we identify ways of creating multi-hop topologies in indoor
environments so that a bad node cannot interfere with every other node.

4. An extension of the architecture to secure multicast traffic [AIX10c]. This is the first

unified solution to achieve sender and receiver access control to the multicast groups, as
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well as to limit the bandwidth usage of multicast groups. We have extended the common
multicast protocols, including ODMRP and PIM-SM, to incorporate DIPLOMA. We have
implemented multicast DIPLOMA in Linux without requiring any changes to the existing
applications and the routing substrate. We conducted an experimental evaluation of the
system in the Orbit MANET testbed and simulations using GloMoSim simulator. The
results show that the architecture incurs limited overhead in throughput, packet loss, and
packet inter-arrival times. We also show that the system protects multicast traffic in the
presence of attackers.

5. We identify the misuses in destination-based consent networking like DIPLOMA and
provide solution for detecting and recovering from these misuses [AK 10b]. We identify how
senders and receivers can misuse capabilities by using them over multiple paths, and we
provide distributed solutions for detecting those misuses. To that end, we modify the ca-
pabilities to aid in misuse detection and provide protocols for exchanging information for
distributed detection. We also provide efficient algorithms for misuse detection and pro-
tocols for providing proofs of misuse. Our solutions can handle privacy issues associated
with the exchange of information for misuse detection. We have implemented misuse de-
tection and recovery in DIPLOMA systems running on Linux operating systems and have
conducted extensive experimental evaluation of the system in the Orbit MANET testbed.
The results show that our algorithms require minimal processing and memory and that
distributed detection requires a very small amount of bandwidth. We also show that our

system is effective in detecting and containing multi-path misuses.

1.1.1 What is not addressed in the thesis

This thesis mainly addresses the architectural and protocol aspects of distributed policy
enforcement in MANETSs. This thesis does not address how these policies are defined. The
definition of the policy in DIPLOMA involves two aspects: access control and bandwidth
allocation. In MANET networks where the roles of the nodes are well defined, like military
networks, policy allocation may be based on the roles and the tasks assigned to the nodes.

This thesis also does not address how the nodes split the bandwidth among the individual

connections using the policies allocated to them. This allocation may depend on the services
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that are running on the node, the current load on the system, and the priority of the clients

connecting to it.

1.2 Thesis Organization

The rest of the thesis is organized as follows. Chapter 2 gives an overview of the background
and related work. Chapter 3 introduces the DIPLOMA architecture, the threat model, and
the security analysis and gives the details of the protocols. Chapter 4 provides the results of
an early evaluation of the system using simulations with GloMoSim simulator. Chapter 5
provides the details of implementing DIPLOMA on real systems running Linux and an
evaluation of the system using the Orbit lab testbed. Chapter 6 gives the extensions of
DIPLOMA for multicast traffic and their evaluations. Chapter 7 identifies possible misuses
of DIPLOMA architecture and provides solutions for detecting and recovering from these

misuses. Chapter 8 discusses future work.
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Chapter 2

Background and Related Work

In this chapter, we first introduce multi-hop wireless networks, including MANETSs, and
describe some of the security challenges facing those networks. Then we describe work

related to this thesis in detail.

2.1 Multi-hop wireless networks

A multi-hop wireless network consists of nodes communicating over multi-hop wireless links
to provide end-to-end connectivity. In multi-hop wireless networks, one or more nodes in
the path receive and send packets over wireless links. There are several benefits of multi-hop
networks. They are easy to deploy and improve connectivity. Due to transmission over mul-
tiple short links, they require less power and offer improved spectral efficiency and through-
put compared to networks with single wireless links (e.g., cellular networks). The nodes
in the multi-hop networks have one or more wireless antennas. With multiple antennas,
the nodes can use non-overlapping channels to improve the capacity of the network [I<V05;
ABLO5]. A dense multi-hop wireless network can improve robustness due to the availability
of multiple paths. A recent study [Mun09] has shown that more than 300 cities and coun-
ties in the U.S. have deployed either multi-hop wireless networks or Wi-Fi access for their
residents.

Mobile ad-hoc networks (MANETSs) [Per01; PHO2; AGI05] (Figure 2.1) are multi-hop

wireless networks where some or all of the nodes may be mobile. Mobility poses additional
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Figure 2.1: A mobile Ad hoc Network

challenges in multi-hop wireless networks. MANETSs need to maintain connectivity during
user mobility. They typically have limited resources, in terms of computing resources,
memory, and battery life. In a MANET, the nodes have dual roles as end hosts and routers.
They act as end hosts for the communication sessions where they are the end points of the
traffic. They act as routers for the communication sessions of other nodes by receiving and
relaying the traffic over wireless links to achieve end-to-end connectivity.

Because of the dual role of the nodes and the broadcast nature of the medium, many
of the security solutions used in wired networks are not applicable to MANETSs. In wired
networks, routers are specialized nodes controlled by the administrators of the domain and
are well trusted. In MANETS, however, all the nodes participating in them perform routing
functionality. Not all of these nodes can be trusted. Even in wired networks, relying on the
security of routers to provide security to hosts leads to a single point of failure. In wired
networks, the packets going on a link cannot be heard by the nodes that are not connected to
that link. In MANETS, however, all the nodes in the transmission range of a sender can hear
the packets transmitted by it. Many security solutions in wired networks take advantage

of the trusted nature of the routers and the privacy of the communication links [ARWO03;
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YPS04; YWAO5].

2.2 Related Work

2.2.1 Network Capabilities

The concept of capabilities was implemented in early computer systems [L.ev&4]. A chronol-
ogy of the evolution of the capability model is given in [Tul06]. A capability is a commu-
nicable, unforgeable token of authority. It can be used for system security in the place of
forgeable references. Many operating systems use it for access control of resources[WAB1L94].

Estrin et al. [EMT89] proposed “visas for packets for allowing controlled exposure of
resources at the network layer, which are similar to network capabilities. Visa protocol
deals with controlling the flow of information across organizations by authenticating and
authorizing the flow of datagrams at the source and the destination gateways. Routers
other than the source and the destination gateways do not participate in the protocol.
They also do not enforce any bandwidth constraints. More recently, network capabilities
were proposed to prevent DoS in wired networks [ARWO03; YWAO5]. In that architecture,
the nodes must obtain permission to send from the destination in the form of tokens or
capabilities. The sender includes these tokens in the packets. The intermediate routers
(verification points) verify that packets contain those tokens.

We extend the concept to MANET and use it for both access-control rules and traffic-
shaping parameters. In the previous approach, the capabilities are assigned only by the
receivers, and there is no limit on the amount of capability that a receiver can assign.
Though it achieves the goal of preventing a DoS attack at the receiver, it does not prevent
two nodes from taking up all the available network resources. Previous solution also assumes
that the links in the path between a sender and a receiver cannot be snooped and that the
path is fixed. They also assume that the routers can be trusted. These assumptions are
reasonable for the wire line systems that their solution is designed for but do not work for

MANETS.
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2.2.2 Distributed Firewalls

Distributed firewalls [3e199; TIKB3S00; Li00; GAA01] overcome some of the shortcomings of
traditional firewalls. In distributed firewalls, a firewall is placed at each host in the net-
work. However, the distributed firewalls are managed centrally. As the policies are defined
centrally and enforced in a distributed way, distributed firewalls do not have dependence
on the topology. They also eliminate the network bottleneck by removing the single point
of policy enforcement.

Previous work on distributed firewalls focused on wired fixed-network environments and
attempted to protect only the end hosts using a host-based solution. These firewalls did
not protect network bandwidth. Our solution is for a mobile network using a combination
of network (i.e., forwarding nodes) and host-based solutions that attempt to protect both
the network and end-host resources.

Routing As a Firewall Layer (ROFL) [ZCB08] is a firewall architecture that treats port
numbers as part of the IP address. Hosts permit connectivity to a service by advertising
the TPaddr:port/48 address; they block connectivity by ensuring that there is no route to it.
This architecture provides greater protection against insider attacks than do conventional
firewalls but drops unwanted traffic far earlier than distributed firewalls do. Subsequent
work on ROFL [ZJCB09] includes source prefix constraints also in route announcements,
accomplishing the complete set of filtering functionality provided by traditional firewalls.

Ethane [CFP07] is a network architecture for enforcing a single-network-wide fine-
grain policy in enterprises. It has a centralized controller that manages the admittance and
routing of flows in Ethernet switches. The switches are dumb elements that forward packets
under the direction of the controller. Ethane uses a centralized control plane that requires
connectivity to the controller for admittance of new flows. Our architecture is distributed
in nature, where the individual nodes make decisions based on the capability presented to

them.

2.2.3 Packet Authentication

Signing and verification of packets between a sender and a receiver were commercially

available in early 1990s. Novell’s Netware 3.11 and 4.x supported NCP Packet Signature
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Option, where a unique signature was appended to each packet sent between the client and
the server [Lec93]. The keys for the signatures were negotiated at login time. Intermediate
nodes were not involved in packet verification.

Mitigating denial of service attacks by including a message authentication code and the
certificate of the sender for each packet has been previously proposed in [WY07]. They do
not study the high overhead associated with sending a large signature or a large certificate
on each packet. The authors use game theory to study the problem of dealing with selfish
nodes that do not verify the packet signatures, using incentives and punishments. This
mechanism or any other reputation-based mechanism [JS07] can also be used in our scheme
to deal with selfish nodes.

HEAP [AKR07] mitigates various MANET attacks from outsider nodes by doing a hop-
by-hop packet authentication using HMAC. MACs (end-to-end or hop-by-hop) cannot deal
with insider attacks. They also cannot provide access control unless different MAC keys
are used for different policies. Even with different keys, MACs allow rogue nodes to “hide.”
MACs are repudiable, as all the intermediate nodes in the path between a sender and a
receiver need to know the key. Only asymmetric key mechanisms can allow validation by

all intermediate nodes that the packets were indeed sent by the source node of the packet.

MANET Security
Prevention Detection Attacks
Data : /hiﬁc
Key Routing  Others [pg d .
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Figure 2.2: A classification of security research in MANET's
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2.2.4 MANET Security

Security for mobile ad hoc networks is an active area of research. Figure 2.2 gives a high-
level taxonomy of security research on MANETSs. Most of the prior research on MANET
security focused on solving specific problems or retrofitting security into an existing IP-
based network architecture; we are trying to introduce a new architecture where security is
built into the network. In this section, we give a sample of research in the MANET security
area. Surveys of research on MANETS can be found elsewhere [WCWC06; YLY T04; SP04;
DKBO05; LdSP09].

The majority of the security research in MANETSs has focused on three areas: preven-
tion, detection, and identification of possible attacks. Prevention efforts have focused on
modifying the protocols to prevent various attacks identified in the protocol. Many solutions
in prevention use cryptography for protecting the protocol packets. Hence, key manage-
ment in MANETSs for these protocols has received a lot of attention. Detection work has
focused on defining intrusion detection architecture for resource-constrained MANETS, as
well as detecting specific attacks like denial of service attacks. There has been lot of focus
on analyzing and identifying possible attacks on popular MANET protocols like routing
protocols.

Key management is an important building block of any security system. There are
various schemes proposed in the literature for establishing symmetric keys between a pair
of nodes in the presence of a central authority by the random pre-allocation of key shares.
The central station generates a large set of random keys and allocates a subset of the
random keys to each node. There is a shared key between two nodes if they receive at least
one common key from the central station [[NCG02]. If two nodes do not share a common
key, a shared secret can be introduced by a third node that shares keys with both nodes.
Extensions of this scheme, where two nodes require more than one common key to establish
a secret key, are proposed in [CPS03]. Use of a pool of random bivariate polynomials,
where the central server distributes the projection of the polynomial to one of the variables,
is proposed in [LN03]. Extensions are proposed to Blom’s [1310582] key distribution scheme
that uses multiple space Blom’s scheme [DDHV03]. In this scheme, each node participates

in a subset of the set of Blom’s scheme. All these schemes are particularly useful for sensor
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networks, which have limited memory and computing. LEAP [Z5.J03] identifies various key
types used in a sensor network and proposes solutions for each of those keys.

Many papers have addressed public key distribution under the assumption of the un-
availability or the compromise of certificate authority. Threshold cryptography [DF89] is
proposed for use in MANETS, where the private key is divided into multiple shares and
distributed to the nodes [Z199]. At least a threshold number of shares is required for the
signing operation. They also propose to refresh the share proactively without disclosing the
secret keys. Another proposed approach is for users to issue their own public keys and to
trust a limited amount of other certificates [HBC01]. When two users want to communi-
cate, they find a common certificate chain by merging the repository of trusted certificates.
This is similar to PGP [Zim93]. PICO [KC09] is a distributed protocol for managing group
membership and keying MANETSs. It uses threshold cryptography to implement its services.
PICO tolerates a limited number of Byzantine nodes and an additional limited number of
crashed nodes.

In our proposed architecture, we make use of public keys to sign the policy tokens. Our
system does not require the central server to be available all the time. A node does not
need to contact the central server once it has policies that allow it to access the services
provided by the servers in MANET. Furthermore, when the servers derive smaller policy
tokens (capabilities) to distribute to the other nodes, a central server is not required.

Research has also focused on secure data and global time in the presence of malicious
nodes [('PS06; ZSJN0O4; SNWT06]. Many protocols in MANETSs depend on global time syn-
chronization. For example, pTESLA uses delayed disclosure of keys to achieve authenticated
broadcast, which requires loose time synchronization [PSW01]. In time synchronization
protocols, due to the shared nature of the wireless medium, the nodes need to record the
time only when the packets are guaranteed to leave. TinySeRSync [SN'W " 06] uses a MAC
layer time stamping for pair-wise time synchronization and uses authenticated broadcast
#TESLA for global time synchronization. For securing aggregated data from false injection
of values, hierarchical solutions are used, where the data are collected in clusters and sent
to the upstream nodes for aggregation [CPS06; ZSJNO4].

Securing the routing protocols in MANETS is an active area of research [NMMDMO04].
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A major differentiator of MANETSs from wire line networks is the need for specialized
routing protocols, as the topology is not static and not structured. Routing protocols
in MANETS fall into three categories: on-demand routing, link-state routing, and hybrid
approaches. In on-demand routing, routes are discovered when there is a need to send
data. Popular on-demand routing algorithms are Ad hoc On Demand distance Vector
routing (AODV) [PBRDO03] and Dynamic Source Routing (DSR) [JMH03]. Link state al-
gorithms maintain a topology of the network. Link state routing algorithms exploit the
periodic exchange of control messages between the routers to ensure that the route to ev-
ery host is always known. Popular link state algorithms are Optimized Link State Routing
(OLSR) [(C'J03] and Topology Broadcast based on Reverse-Path Forwarding (TBRPF) [OTT1.03].
Another popular proactive protocol that is distance vector based is Destination Sequenced
Distance Vector (DSDV) [PB94]. In this proposal, we will focus on on-demand routing
protocols.

Routing attacks on MANETSs mostly fall into three categories: forging the initiated
routing packets, forging the forwarded routing packets or the node identity, and dropping
the forwarded packets. For detecting forged initiated routing packets, an IDS like DE-
MEM [T WKILO06] can be used. Cryptographic techniques are used to prevent the forging of
forwarded packets or the node identity. Dropping of the forwarded packets can be detected
using sender-based acknowledgements. Those problems can be prevented using reputation-
based mechanisms.

Various attacks are identified on the routing protocols, many of which are very specific
to MANETS. In rushing attacks [[1P.J03a], the attacker forwards the route requests more
quickly than others, forcing the route to go through the attacker. This is avoided first by
nodes detecting the neighbors securely using strict timing of the messages, then delegating
the routing messages only to these secure neighbors, and finally randomizing the route
requests in which the nodes collect a lot of route requests and forward just one. In wormhole
attacks [[1PJ03b], an adversary has control over two nodes that it connects through a low-
latency link. The nodes use this link to forward the route requests, forcing the route to take
that path. This attack depends on a node misrepresenting its location. Hence, directional

antennas can be used to prevent this problem [I11203]. Location-based routing protocols can
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also potentially prevent these attacks [[<\W02]. In black hole attacks [DI.A02], a malicious
node advertises itself as having the shortest path to the node whose packets it wants to
intercept. Solutions proposed for these attacks are based on identifying and avoiding the
malicious nodes [RFST03]. In ad-hoc flooding attacks [Y1DZZ05], the attacker floods the
MANET with route request packets. These attacks can be prevented by limiting routing-
request traffic. The policy framework presented in this thesis can be applied to both data
and protocol traffic.

Various routing protocols have been proposed to secure existing MANET routing pro-
tocols. Secure Efficient Ad-hoc Distance Vector (SEAD) [HJP02] is based on the proactive
routing protocol DSDV. In SEAD, one-way hash chains are used along with routing metrics
to prevent malicious nodes from advertising non-existent shorter paths. ARIADNE[HPJ02]
is a secure routing protocol based on DSR. It cryptographically signs the route discovery
and route maintenance messages to avoid forging. Security Aware Routing (SAR) [[<XYNO1]
is a routing protocol based on AODV. It integrates the trust level of a node and the security
attributes of a route to provide a security metric for the requested route. A Secure Routing
Protocol for Ad Hoc Networks (ARAN) [SDL"02] is an on-demand protocol for managed
environments. Nodes use certificates provided by a trusted third party to authenticate to
other nodes during the exchange of routing messages. The architecture proposed in this
solution can work with any of the above protocols. Furthermore, we can protect the above
protocols from DoS by limiting the number of protocol packets using capabilities.

Solutions are also proposed to specifically detect the attacks on routing protocols based
on the protocol specification. An extended finite state automation (EFSA) of AODV is used
to detect violations in the protocol specification in [H1.04]. The Distributed Evidence-Driven
Message Exchange Intrusion Detection Model (DEMEM) [T'WIKI06] detects inconsistency
among the routing messages in OLSR. Modeling of attacks on AODV protocol using an
attack tree to identify the damage is presented in [L306]. Proposals are also made regarding
when to isolate a misbehaving node based on the criticality of that node in maintaining the
connectivity [WTLB07]. There is also a rich literature on detecting denial of service and
node replication attacks on sensor networks [MSPRO5; PPGO5].

BARTER [FMSK09] is a behavior-based access and admission control system for MANETS.
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In that system, the nodes initially exchange their behavior profiles and compute individ-
ual local definitions of normal network behavior. During admission or access control, each
node issues an individual decision based on its definition of normalcy. Individual decisions
are then aggregated via a threshold cryptographic infrastructure that requires agreement
among a fixed amount of MANET nodes to change the status of the network. BARTER
works at the application layer and hence cannot protect the network bandwidth. It can

co-exist with DIPLOMA to provide additional security based on user behavior.

2.2.5 MANET Intrusion Detection

Intrusion detection systems (IDS) for MANETSs are an active area of research [NMNP(4].
MANET nodes are expected to be co-operative in nature. Hence, it is easy to launch
attacks by malicious nodes. MANETS are distributed in nature, without a centralized point
to control the network. MANETS have limited bandwidth and processing power. The links
are much more unreliable due to the mobile nature of the nodes. An IDS architecture needs
to consider these factors. In the Local Intrusion Detection Architecture (LIDS) [ACJ02],
communities of nodes are formed that exchange various security data and intrusion alerts.
The nodes can also place mobile agents in the other nodes to do a specific mission in an
autonomous and asynchronous manner. Distributed IDS architecture [Z1.00] is another
proposed IDS architecture for MANETSs. It uses a local detection engine with input from
the local data collection and a co-operative detection engine with input from neighboring
nodes to detect intrusions.

In trust-based security systems for ad-hoc networks [YZV03; BROg|, the security de-
cisions on data protection, secure routing, and other network activities are based on the
evaluation of trust by each node. In those systems, each node evaluates other nodes based on
trust factors such as experience statistics, data value, intrusion detection results, references
from other nodes, etc.

In this thesis, we provide solutions for detecting and recovering from misuses of capa-
bilities. Misuses may result from the use of the same capability in multiple paths to a
destination or to different destinations. Our model is based on the distributed IDS archi-

tecture [Z1.00], where we use a combination of local and distributed detection that uses



CHAPTER 2. BACKGROUND AND RELATED WORK 20

minimal network bandwidth and CPU processing.

2.2.6 Multicast Security

A survey of security issues and solutions for multicast in wired networks is presented in
[Amm03]. Multicast groups have the following three characteristics. First, all the members
receive all the packets sent to a multicast group. Second, any node can join a multicast
group. Third, any node can send packets to a multicast group. The authors classify the
issues and solutions based on these three properties. These solutions are specific to wired
networks and not directly applicable to MANETSs, which have no specialized router nodes.

A number of solutions have been proposed for multicast receiver access control [JA02;
HC00; BC95]. These solutions have trusted routers or query centralized servers; thus, none
is suitable for MANETSs. These protocols do not also have limitations on the amount of
service accessed. DIPLOMA provides a unified solution to both receiver and sender access
control and supports bandwidth constraints.

The ZODIAC [ABCT09] system provides an application-to-application model of security
using the concept of a Dynamic Community of Interest (DCol). A DCol is a dynamic
group of networked nodes whose membership, application, and resources are regulated by
its members as constrained by policy. The nodes enforce the DCol policies hop-by-hop,
dropping the traffic that is not cryptographically authorized and protected or that violates
pre-negotiated constraints. Both DIPLOMA and ZODIAC systems are based on a deny-
by-default principle and enforce policies at each hop between the sender and the receiver.
In DIPLOMA, the policies are defined by the central controller, whereas in ZODIAC, nodes
explicitly join the DCols. A node can join multiple DCols, one per application. In addition,
ZODIAC requires that all the nodes in the path between a source and a destination be part
of the DCol. In DIPLOMA, the capabilities are decided by the sender and the receiver
based on the policy allocated by the central controller; the intermediate nodes do not have
any influence on it.

There are a number of multicast routing protocols proposed for MANETSs. A sur-
vey of these protocols is present in [C(GA03]. There has been research dealing with the

security issues of these protocols. A discussion of possible attacks on MAODV (Multicast-
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extended AODV) routing can be found in [RASJ05]. The authors also propose an au-
thentication framework to protect an MAODV network against these attacks. Tactical
MAODV [SKCT09] extends MAODV through the integration of the security services nec-
essary for the tactical deployment of MANETS, such as forward and backward secrecy
and data confidentiality. Securing multicast MANET protocol MMARP with digital signa-
tures is presented in [GRGSKO05]. They use Cryptographically Generated Addresses (CGA)
to keep attackers from impersonating other nodes. A protocol to secure communication
in multicast groups with a pair of multicast trees for each multicast group is presented
in [KLNYO03]. They use one multicast tree for security information and a different tree for

data traffic.
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Chapter 3

DIPLOMA Architecture

Mobile Ad-hoc Networks (MANETS) are increasingly employed in both military and com-
mercial network situations where fixed infrastructure is too costly or dangerous to deploy,
has been rendered inoperable, or nodes are mobile. MANETSs are fundamentally different
from the Internet because all peers act as both sources and routers using other participants
to relay packets to their final destination. MANETS are susceptible to both insider and
outsider attacks. Even a small number of misbehaving nodes can successfully render the
entire MANET inoperable: malicious peers can abuse the network exhausting all network
and power resources.

Traditionally, security policies of a network are enforced by firewalls, which are placed
at the perimeter of the network. Unfortunately, the concept of a network perimeter does
not exist in MANETS, and policies need to be enforced in a distributed manner while taking
into consideration node mobility. To address this, we propose an architecture that enforces
trust relationships and traffic accountability between mobile nodes through a novel policy
enforcement scheme designed specifically for MANETSs. We extend the network capability
framework [PWST07; ARWO03] and we tailor it to the resource-constrained MANET envi-
ronment. A capability is a token of authority that has associated rights. In our model,
capabilities propagate both access control rules and traffic-shaping parameters that should
govern a node’s traffic. To that end, we define a protocol for communicating capabilities,
which are treated as soft state, across the MANET. We name our architecture DIPLOMA,
which stands for DIstributed PoLicy enfOrceMent Architecture.
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Our architecture enables the enforcement of adaptive bandwidth constraints inside the
network, denying by default any unauthorized traffic. Nodes can only access the services and
hosts they are authorized for by the capabilities given to them. Compromised or malicious
nodes cannot exceed their authority and expose the whole network to an adversary. Upon
detection, we can prevent a compromised node from further attacking the network simply
by revoking its capabilities. Moreover, our architecture helps mitigate the impact of denial
of service (DoS) attacks because excess or unauthorized packets are dropped closer to the
attack source. Thus, we avoid unnecessary data processing and forwarding at the target
node and the network itself.

Even though we focus on MANETS, our system can also be used in wired networks.
However, MANETS provide our architecture both advantages and challenges. Specifically,
the ratio of CPU cycles to available bandwidths (Hz/kbit) is normally higher in MANET
nodes compared to their wired counterparts. This enables us to do more intelligent pro-
cessing (and use cryptography) on most or all of the packets transiting through a MANET
node. The number of traffic flows handled by a MANET node is also small due to the small
network size. However, frequent route changes between a source and a destination node due
to node mobility represents a difficult challenge in a distributed enforcement environment
such as ours.

The rest of the chapter is organized as follows. We begin by describing the threat model
in Section 3.1. We then present the system architecture and a high-level overview of our
scheme in Section 3.2. Then we present the security analysis of DIPLOMA in Section 3.3.
We present the processing that is required at the nodes in the new architecture in Section 3.4,
and the protocol details in Section 3.5. We present a packet signature optimization scheme
for achieving high send rate in Section 3.6. Finally, we discuss some of the design choices

of DIPLOMA in Section 3.7.

3.1 Threat Model

Our goal is to protect network resources and end-node services from denial of service attacks,

and to enforce access control rules in the absence of a fixed topology. Thus, we want a node
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to be able to access only the services it is entitled to, and to limit the amount of traffic that
can be sent to any such service. To preserve bandwidth and power, we need to filter any
unauthorized traffic early on.

We assume MANET environments where an adversary may be an existing node that has
been compromised (insider) or a malicious external node that might want to participate in
the MANET. In addition, there may be multiple cooperating adversaries; and compromised
nodes may not be detected as such immediately, or ever (depending on their actions).

The resources needed to access a service are allocated by the group controller(s) (GCs) of
the MANET. Group controllers are nodes responsible for maintaining the group membership
for a set of MANET nodes, and a priori authorize communications within the group. This
means that GCs do not participate in the actual communications, nor do they need to be
consulted by nodes in real time; in fact, if they distribute the appropriate policies ahead
of time, they need not even be members of the MANET. In some cases, the GC may
be reachable through a high-energy-consumption, high-latency, low-bandwidth long-range
link (e.g., a satellite connection); interactions in such an environment should be kept to a
minimum, and only for exceptional circumstances (e.g., for revoking access for compromised
nodes).

Without compromising a GC, an external node can participate in a MANET only by
stealing the authorization credentials that are bound to the identity of a legitimate node.
Because we envision GCs as being primarily offline or, at best, intermittently reachable
(with respect to the MANET), we are not addressing the issue of compromised controllers
in this thesis.

If a node is compromised, an adversary can only access the services and bandwidth that
node is authorized to access. If other MANET nodes are adhering to our architecture, a
compromised node does not have the ability to disrupt or interfere with end-to-end service
connectivity and other nodes beyond its local radio communication radius. The nodes
providing services will receive only the traffic that the compromised node is authorized to

transmit, unless the adversary is in the local communication radius.
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3.2 System Architecture

In our architecture, there is one or more pre-defined nodes that act as a group controller
(GC). These nodes are trusted by all the group nodes. For simplicity and without loss
of generality, we will assume that all the MANET nodes are part of a single group. A
group controller has authority to assign resources to the nodes in the MANET. These
resources are expressed in terms of limits on the number of packets or on bandwidth rates
that a MANET participant is permitted to transmit towards another node. The resource
allocation by the GC to a node is represented using a credential called policy token that
all the nodes can verify. The policy tokens are typically provisioned ahead of time, and
represent the projections of the centralized policy, even though an on-demand allocation
from the GC is possible. The GC may be offline after it distributes the policy tokens, and
may be reachable sporadically at best after that (as external connectivity permits). The
presence of the GC is not required, after the initial policy token distribution, for the normal
working of the protocol.

When a node (initiator) requests a service from another MANET node (responder) using
the policy token assigned to the initiator, the responder can provide a capability back to
the initiator. This is called a network capability, and it is generated based on the resource
policy assigned to the responder and its dynamic conditions (e.g., level of utilization).

All the nodes in the path from an initiator to a responder (i.e., nodes relaying the
packets) are required to enforce and abide by the resource allocation encoded by the GC
in the policy token and the responder in the network capability. The enforcement involves
both accessibility and bandwidth allocation. A responder accepts packets (except for the
first one) from an initiator only if the initiator has authorization to send, in the form of a
valid network capability. An intermediate node will forward the packets from a node only if
the packets have an associated policy token or network capability, and if they do not violate
the conditions contained therein. Note that the possession of a network capability does not
imply resource reservation; they are the maximum limit a node can use. Available resources
are allocated by the intermediate nodes in a fair manner, in proportion to the allocations
defined in the policy token and network capability. Intermediate nodes cache policy tokens

and network capabilities in a capability database, treating them soft state.
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Figure 3.1: System overview

Figure 3.1 gives an overview of the protocol exchanges when an initiator wants to com-
municate with a responder. The initiator has a policy token previously issued by the GC
that authorizes the communication with the responder (step 1). The initiator sends a com-
munication request (and, optionally, initial data), along with its policy token toward the
responder (step 2). This packet also contains a transaction id that the initiator will use
in subsequent packets to the same responder. The packet may also contain a network ca-
pability that the initiator generates; this can be used by the responder to communicate
back to the initiator. Here, we assume that the initiator has a routing table entry for the
responder. Otherwise the underlying routing protocol will be invoked to get the route. An
intermediate node will forward the packet only after validating it. The validation involves
cryptographic verification of the capability, and verification of the constraints (e.g., band-
width usage, service and destination address) specified in the policy token. If the validation
is successful, the intermediate node also records the policy token in its capability database,
along with other attributes of the packet, such as source and destination node address and

the transaction id (step 3). This step is performed at each intermediate nodes.



CHAPTER 3. DIPLOMA ARCHITECTURE 27

The responder, on receiving the packet verifies the policy token and creates a network
capability for the initiator (step 4). The responder sends the response to the request as
well as the newly created network capability for the initiator (step 5). The responder
also creates a transaction id for the communication, and includes it in the response. The
responder also needs to include the network capability it received from the initiator in the
first message, which authorizes it to communicate back; alternatively (or in addition), it
may use a policy token issued by the GC to responder that is authorizing the communication
with the initiator. Intermediate nodes, on receiving this packet from the responder, validate
the packet and add the responder’s policy token and network capability to its capability
database (step 6). In the diagram, the reverse path is shown to be different from the forward
path; the paths can also be the same. The initiator will then have to include the responder-
issued network capability in subsequent packets it transmits (step 7); intermediate nodes
will add this credential to their capability database (steps 8, 9).

Any further data traffic between the initiator and the responder does not contain the
policy token and network capability; instead, it contains only the transaction id that was
included in the initial handshake (steps 10-12). The packets are signed by the sender, and
can be verified by the intermediate nodes. If the cost of the cryptographic operations is too
high in terms of latency or power consumption, then the cryptographic validation may be
done probabilistically. The probability is set as a system policy dependent on the security
level and availability of resources. The intermediate nodes can validate the packets by
looking at the policy token and network capability contained in the capability database
corresponding to the transaction id in the packet. This process ensures that the packet
does not exceed the resource limit allowed in the policy token and the network capability,
and that it is authorized to reach the destination by both the GC and the destination itself.
For this validation, the intermediate node also maintains the resource usage against each
capability in its capability database. The only time the initiator or responder need to re-
send the capability is when the path between them changes due to node mobility, or when

the network capability expires and is reissued by the peer.
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3.2.1 Feasibility

We argue that the proposed solution is feasible for MANETS, even though the memory and
processing power are lower in MANET nodes compared to routers in wired networks. Our
scheme requires memory to store the information about the traffic sessions, and CPU cycles
for the cryptographic operations. The feasibility comes from the fact that the bandwidth in
MANETS is significantly lower than that of wired networks, while the nodes are relatively
powerful (e.g., normal laptops, or high-end cell phone devices). As a result, the available
memory and processing power per packet is higher in MANETSs than in wired networks.
The processing power per packet for MANET nodes are increasing everyday with the advent
of faster but less power-hungry processors for portable devices.

Furthermore, the per-packet cryptographic operations, which involve a public key sig-
nature verification, can be achieved with very small key sizes. This is because, unlike
traditional uses of public keys, these keys are useful only for the short duration of the

session. For longer sessions, new keys can be generated and old ones discarded.

3.2.2 Capability definition

Each node has authority to send traffic to its peers at certain rates. This authority is
encoded in the policy token and network capability. Both of these are represented by

KeyNote-style credentials [B31K01]. Each credential contains

—

. Identity of the node (principal)

2. (Optional) Identity of the destination node; if left unspecified, it applies to all desti-

nations
3. Type of service and amount of data the principal is allowed to send
4. An expiration time

5. Signature of the GC (for policy tokens) or peer (for network capabilities)

All nodes in the MANET know the public key of the GCs, so that they can verify policy

tokens issued by them. Identities are expressed in term of the long-term public key of
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the node to which a credential is assigned. The destination node can be a host, a subnet,
or a public key. Type of service refers to the transport protocol identifiers a credential
authorizes.

Typically, the bandwidth available to a node on a network capability is higher than
that of its policy token. Policy tokens are assigned by the GC, which has no knowledge of
network load at the time the communication takes place. Hence, the central authority will
consider the worst case scenario while assigning the policy token and permit only enough
communication to take place for a handshake to occur. It is up to the responder to provide
a network capability with enough bandwidth allocation to enable the communication to
proceed. This allocation has to be within the constraints of the policy allocated to the
responder. Note, also, that it is in the interest of a node to issue short-lived network
capabilities to its communicating peers, so that it can quickly respond to changing network
dynamics or (more importantly) to peer misbehavior (e.g., a flood-based DoS).

Policy tokens and network capabilities have the same syntactic representation. Following

is an example:

serial: 130745

owner: unitOl.nj.army.mil (public key)
destination: *.nj.army.mil

service: https

bandwidth: 50kbps

expiration: 2012-12-31 23:59:59
issuer: captain.nj.army.mil

signature: sig-rsa 23455656767543566678

The above represents a policy token assigned by node captain.nj.army.mil to unitO1. The
unit can use this policy token to send the traffic to any node in the domain nj.army.mil.
The peak data rate using this credential cannot exceed 50kbps.

If unit01 wants to communicate with unit02, it will send a message to unit02 using this
policy token. Unit02 will issue a network capability for unitO1, if the communication needs

more bandwidth than available in the policy token.



CHAPTER 3. DIPLOMA ARCHITECTURE 30

serial: 1567

owner: unitOl.nj.army.mil (public key)

destination: unit02.nj.army.mil

bandwidth: 150kbps

expiration: 2010:12:21 13:05:35

issuer: unit02.nj.army.mil

comment: Policy allowing the receiver
to issue this capability.

signature: sig-rsa 238769789789898

This capability is restricted to be used only by unitO1 for communication with unit02. It
specifies a higher bandwidth, but a shorter expiration date. The issuer of the capability is
the same as the destination of the capability.

After receiving this capability, unit01 will use this capability for communication with
unit02. The more general policy token can be used by unit01 for communicating with other
nodes.

If the communication from unitOl to unit02 was short and required low bandwidth,
unit01 could have used its policy token for the entire duration of the communication, without
requesting for a network capability from unit02. This will be faster for short communication
as there is no capability request/reply, and unit02 does not have to issue any capabilities.
If unit01 expects some messages from unit02 that require more resources than the one that
is available to unit02 in the form of its corresponding policy token, then unit01 could issue

a network capability to unit02.

3.3 Security Analysis

We now discuss how our architecture relates to the threat model described in Section 3.1.
Figure 3.2 illustrates various threats that can be prevented by DIPLOMA.

As the policy tokens are signed by a GC and are verifiable by all nodes, adversaries
cannot generate their own valid policy tokens. Similarly, as the network capabilities contain

the policy signed by the GC that authorizes a receiver node to issue those capabilities, an
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Figure 3.2: Security analysis of DIPLOMA

adversary cannot issue a network capability without compromising the identity of that
receiver node. Adversaries can create valid capabilities only if the GC is compromised. As
the individual packets are signed, an adversary cannot use a transaction id that does not
belong to it for transmitting packets.

A compromised or malicious node that does not enforce the capability protocol can
only have impact within its communication radius. Packets generated without a capability
or with a snooped transaction id by a malicious node will be dropped by the neighboring
nodes due to invalid signatures. A node can only access the services it is authorized to.
Hence, damages due to compromising a node are limited to its capabilities. Packets of nodes
trying to use more bandwidth than is allocated to them will be rejected. A malicious node
frequently doing this can be detected and isolated.

A receiver can protect against DoS attacks by controlling the issuance of network ca-
pabilities to its peers. A malicious node may use its policy tokens or network capabilities
to send duplicate packets in multiple disjoint paths. This allows a node to transmit more
traffic than it is authorized to. The local nodes in the radio perimeter of the misbehaving
node can detect this scenario. In Chapter 7, we describe distributed algorithms for detecting

and recovering from this type of multiple-path misuses. As the network capability can be
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created only based on the policy allowed by the GC, it is not possible for two compromised
nodes to collaborate and create arbitrarily large network capabilities.

As the packets are signed, any injection of packets into a data stream is easily detectable
by the nodes in the path. With probabilistic verification of the signature at each node, the

probability of a malicious packet escaping the checks before it reaches the destination is

very low.

3.4 Node Operations

Capability Database Policy Table
Dest node List of policy tokens
Src node Protcol, port and policies to issue
Tx id Capability network capabilities
Statistics
Key
Transaction Table Issue Table
Dest Node Txid List of network
Protocol, port | Capability capabilities issued
Statistics to senders
Key

Figure 3.3: Various tables maintained at the nodes

Figure 3.3 shows various tables maintained by the nodes in DIPLOMA. The nodes along

the path from a sender to a receiver maintain information about the communication session
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in a table called capability database. The entries in this table are indexed with the source

node address and the transaction identifier. The capability database contains the following

information.

Source node: The address of the owner of the capability.

Transaction id: A unique id generated by the source node for this communication.
Destination node: The address of the destination node.

Protocol and Port: The service at the destination node.

Capability: A copy of the credentials associated with this communication.

Statistics: A structure maintained to enforce the bandwidth limitations of the capa-

bility.

Key: Public key to verify the signature of the packets.

Each source node also maintains a transaction table that maps a traffic session (flow) to

the appropriate transaction identifier, its credentials and its usage statistics. Nodes consult

this table before sending the packets of a traffic session. Transaction table contains the

following information.

Destination node: The address of the destination node.

Protocol and port: The destination protocol and port.

Transaction id: A unique id for using with the packets in the communication session.
Capability: Capability allowing this communication.

Statistics: A structure maintained to enforce the bandwidth limitations of the capa-

bility.

Key: Key used for signing the packets.
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In addition, a node maintains a list of all its capabilities in its policy table. This table
contains information on all the services the node has permission to access. When the node
initiates a new connection, it retrieves appropriate capability from this table. A node that
issues network capabilities to other nodes maintains those issued capabilities in its issue

table.
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Figure 3.4: Packet processing steps at the sender

Figure 3.4 gives an overview of the processing done at a source node when an application

sends data. When an application has data to send, the kernel checks if there is a transaction
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id associated with the packet in the transaction table. This will be true if the packet belongs
to an existing flow. If the transaction id exists, then the kernel computes the signature using
the unique key associated with that transaction id. The kernel inserts the transaction id,
a sequence number, and the signature in the packet. Then the kernel verifies that sending
the packet does not violate the bandwidth limitations of the flow. If the sending violates
the bandwidth constraints, then the kernel queues the packet until the packet can be send
without violating the bandwidth limitation. Then it sends the packet and updates the
bandwidth usage. Note that if the sender goes ahead by sending a packet that violates the
bandwidth usage limitation, then some intermediate node will drop the packet.

If there is no transaction table entry associated with the packet, then the kernel checks
whether the node has permission to access the service specified in the packet. This is done
by searching for a matching capability in the policy table. If there is no such capability,
then the kernel drops the packet. Otherwise, it creates a new transaction identifier for the
communication session. It also creates an entry in the transaction table, and a key for
signing the packets. Then the node initiates the capability establishment protocol, which
will enable it to send the packets. The capability establishment protocol is described in
Section 3.5.2.

Figure 3.5 gives an overview of the processing done at an intermediate node when it
receives packet for forwarding. If the packet is a capability establishment packet, the node
checks the validity of the capability. The validity check includes checks to see whether the
capability has a proper signature, whether the sender owns it, whether the capability has
a valid time stamp, and whether the sender can use the capability for accessing the service
requested at the destination. If the validity check passes, the intermediate node creates an
entry in its capability database and forwards the packet. If the validity check fails, the node
drops the packet.

If the packet is a data packet, the intermediate node performs a lookup in the capability
database for the corresponding entry. This lookup is based on the source address and the
transaction identifier of the packet. If there is no corresponding entry, the node drops the
packet. Otherwise, the packet is verified against the capability entry. This verification

includes whether the packet has a valid signature and sequence number, whether the packet
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is destined for the right destination, and whether the bandwidth constraints of the capability
are satisfied. If packet passes all these tests, the node forwards it to the next hop. Otherwise,
the node drops the packet.

Figure 3.6 gives an overview of the processing done at the receiver node. If the packet
is a capability establishment packet, it checks the validity of the capability. This check
is similar to one performed by the intermediate nodes. If the validity check passes, the
receiver node creates an entry in its capability database and accepts the packet. The node
also initiates a capability establishment in the reverse path for communicating back to the
sender, as described in Section 3.5.2. If the validity fails, the node drops the packet.

If the packet is a data packet, the receiver node looks up in the capability database
for the corresponding entry, and validates the packet. This check is similar to the one
performed at the intermediate node. Then it removes the additional header that the sender

had inserted in the packet, and delivers the packet to the right application process.

3.5 Protocol Detalils

Message Type Name Purpose

CAP-REQ Capability request Establish the capability along the path from

a sender to a receiver

RECV-CAP Capability response Send a network capability by a responder to initiator

CAP-ERROR Error Send error messages

PUB-KEY Public key Send node’s public key

CAP-INFO Capability information | Send capability after a route change

DATA Data Send data packets

Table 3.1: Message types in DIPLOMA

In this section, we describe the high-level control protocols used to maintain the state

at the nodes in DIPLOMA.
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3.5.1 Control Packets

In DIPLOMA, control packets are used to transmit the capability and flow informations,
and for error reporting. Control packets may also contain application data. A control packet
can have multiple messages embedded in it using type, length, value (TLV) field encoding.
Table 3.1 lists all the message types used in DIPLOMA.

The CAP-REQ message is used for establishing an entry in the capability database of
the nodes along the path from a source to a destination. The message contains the source
node address (ID;), the transaction id (7'X;), the destination node address (ID,), and
one or more credentials (C'). For the first packet in a communication, C' will contain the
appropriate policy token. This message is signed with the private key of the sender. The
message also contains a smaller public key that will be used to sign the subsequent packets.
Smaller keys are used to reduce the signature size and the processing time. Smaller keys are
sufficient for signing the individual data packets, As the purpose of the packet signatures
are to prevent rogue nodes from denying the bandwidth allocated to legitimate nodes by
sending packets with spoofed source address. This key is valid for a very short duration (a
few minutes), and is changed frequently in long traffic sessions.

The RECV-CAP message is used by a receiver (responder) for sending a network capa-
bility back to the sender (initiator). There is no special processing of this kind of messages
at the intermediate nodes. When the initiator receives this message, it sends that network
capability in another CAP-REQ message toward the responder in the reverse path. On re-
ceiving the new CAP-REQ message, the intermediate node will add the network capability
in their capability database.

The CAP-ERROR message is used for sending various error messages. The value in the
message contains the error type. A node updates its long-term public key to the intermediate
nodes using PUB-KEY messages, which may be piggybacked on a CAP-REQ or RECV-
CAP message. A DATA message is used for piggybacking the data packets in the control
messages. CAP-INFO messages are used for retrieving credential information after a route

change.
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Figure 3.7: Connection establishment

3.5.2 Connection Establishment

When an initiator node wants to enter a communication session with a responder node,
the initiator creates a transaction identifier, associates a capability with the transaction
identifier, and adds it to the transaction table. Then the initiator sends the following
control packet to the responder:

CAP-REQI[ID;, ID,, TX;, C;], RECV-CAP[{C, }]

Here ID; is the address of the initiator, 1D, is the address of the responder, T'X; is the
transaction identifier, C; is the policy token of the initiator, {C} }; is the network capability
assigned by the initiator to the responder.

This packet consists of two message types. One is a CAP-REQ message for establishing
the initial credential entry at the intermediate nodes. The optional second message type
is the network capability (RECV-CAP) for the responder to communicate back with the
initiator. The control packet may also contain a PUB-KEY message if the initiator public
key is not known to the nodes, and may carry some application data using the DATA

message type.
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The packet is send to the next neighbor (intermediate node) using the underlying
MANET routing protocol. Each intermediate node verifies the capability C; and adds it to
the node’s capability database. This entry in the capability database indicates that packets
received from the initiator with transaction id T'X; are to be validated with credentials C;
and they are destined for ID,..

The responder node, on receiving the connection request, creates a transaction identifier
for the communication and associates it with the received network capability from ID;, or
with a capability the node may already have (from the GC). The node also creates a
network capability {C;}, for the initiator, if the initiator has requested one. Consider the
general case where the initiator has sent a network capability for the responder, and also
has requested a network capability from the responder. The responder sends the following
control packet to the initiator:

CAP-REQ[ID,, ID;, TX,, {C,}i], RECV-CAP[{C;},].

Like the first packet, this packet may also contain the DATA message type and a PUB-
KEY message. Each intermediate node (not necessarily the same as in the forward path)
creates an entry in its capability database based on this CAP-REQ message.

On receiving the response packet, the initiator forwards the following packet to the
responder:

CAP-REQ[ID;, ID,, TX;, {C;},]

The intermediate nodes update the capability database with the new credential {C;},.
Note that this scheme is unaffected by path changes between the two CAP-REQ messages,
as the new intermediate nodes will simply create a new entry in their capability database;
the intermediate nodes with an entry from the first CAP-REQ message that have moved
will simply expire the said entry after a short period of inactivity on that transaction id.

The connection initiation sequence is shown in Figure 3.7. For ease of representation,
message types are omitted from the figure. The boxes in the figure show the contents of

the capability database.

3.5.3 Data Transfer

Figure 3.8 illustrates the data transfer. The data packets are of following format:



CHAPTER 3. DIPLOMA ARCHITECTURE 42

DATA TRANSFER
Initiator Intermediate Intermediate Respond
Node 1 Node 2

IDi, IDr . S
TXi, Data BT, (o, o
IDi, IDr . Txi IDI-TXi, {Ci}r, ID
+ 1Xi, Data I, (e, 13
|

|Dr,IDi,TXr,Data
\Dr,IDi,TXr,Data IDI-TXi, {Cil}, IDr
N IDr=TXF, {Cr}i, IDi
|Dr,IDi, TXr,Data IDI=TXi, {Ci)r, IDr
/ IDr=TXr, {Cr}i, IDi

Figure 3.8: Data transfer

I1D;,ID,, TX;, < data >, < signature >
An intermediate node verifies a packet against the associated credentials before forward-
ing it. It also verifies the signature and sequence number to prevent any spoofing and replay

attacks.

3.5.4 Capability Refresh

Periodically, or when the capability is about to expire, the end nodes (both the initiator
and the responder) create new network capabilities and send them to each other. The nodes
forward the new credentials along the forward path, so that the intermediate nodes update
their capability database. Capability refresh packets are also used for updating the public
keys used for signing the data packets if the communication session lasts for long duration.

Capability refresh is illustrated in Figure 3.9. Here the initiator generates a new network
capability {C’}; and sends it to the responder. The responder forwards the new capability
along the path from the responder to the initiator. The intermediate nodes update the
entry for I D,,T X, in the capability database to

ID,, TX, — ID;,{Cl};
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Figure 3.9: Capability refresh

If the end node does not receive any renewed network capabilities, they can still com-

municate using the policy tokens they possess.

3.5.5 Dealing with Route Changes
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Figure 3.10: Route change

The route between two nodes in a MANET can change frequently because of node

mobility. The new route may contain new intermediate nodes that were not part of the
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initial connection setup. After a route change, a new intermediate node may receive data
packets for which there is no capability database entry. We need a mechanism to re-create
this soft state at the new node. In this section, we describe how DIPLOMA deals with this
issue.

When a node receives a packet for which it does not have a capability entry, then it
checks for the possible causes for the discrepancy. The packet could have come from a
malicious node, or could have come due to a route change. In the later case, the interme-
diate node requests the capability entry from its upstream node. The entry needs to be
(cryptographically) verifiable by the intermediate node to avoid spoofing attacks.

The protocol is illustrated in Figure 3.10. A new intermediate node 3 is added to the
path from the initiator to the responder. When the data packet ID;, ID,,TX;, < data >
is received by node 3, it searches for I D;, T X; in its capability database. As that entry
is not present in its database, node 3 drops the packet and sends a CAP-INFO message
requesting the information about the capability associated with that transaction id to the
upstream node, from which it received the packet. If the upstream node has the information
in its capability database, it forwards the corresponding entry to node 3 using a CAP-INFO
response message. Node 3 verifies and installs the credential(s) in its capability database.
Hence, the effect of a routing change is localized only to the neighborhood of the change
and does not affect the whole route. Future communication using that transaction id can
continue uninterrupted.

Note that the upstream node must have had that information in its capability database,
otherwise it would not (should not) have forwarded the packet. If multiple intermedi-
ate nodes change in the path, then a packet transmission will cause a cascade of localized
CAP-INFO exchanges between successive intermediate nodes. As an optimization, an inter-
mediate node that created a new capability database entry through a CAP-INFO message
may send a CAP-INFO message to the next node in the path (to which the data packet
will also be forwarded). The recipient of such an unsolicited CAP-INFO message will hold
onto it for a short period of time, and use it instead of a CAP-INFO exchange if it receives
a packet that would have triggered such an exchange; if no such packet is received (e.g.,

because the routing has changed again), the CAP-INFO message is discarded. Only a small
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number of such messages may be kept at any given time, to minimize the possibility of a

memory-exhaustion DoS attack.

3.6 Packet signature optimization

As MANETS do not have dedicated nodes for routing, it is easy for rogue nodes to inject
packets into an existing flow. Hence, we require an integrity check for the packets to save
bandwidth resources and to avoid unauthorized packets reaching destination hosts. To
integrity protect the packets, we require an asymmetric scheme where the sender is able to
perform the signature operation that the intermediate node can only verify, but not sign.

We use RSA signatures with small keys (256 or 512 bits) to sign the packets. Although
the RSA key sizes used are small, signing individual packets is still a bottleneck if the sender
transmits many packets. We implement a combination of the packet hash and the signature
to overcome this bottleneck.

When a sender has to send large number of packets, say P packets, then it computes
the RSA signatures only for the first packet. All the remaining P — 1 packets only contain
their hashes. The first packet’s header also contains these P — 1 packet hashes. The RSA
signature for the first packet is computed on its data and these hashes. In this scheme, P
is called the block size (P). The first packet is marked as of type DATA-FIRST and the
remaining P — 1 packets are marked of type DATA-NEXT. The sender always sends the
DATA-FIRST packet before any of the DATA-NEXT packets in the block.

When an intermediate node receives a DATA-FIRST packet, it verifies the packet against
its capability for bandwidth usage and signature. It also retrieves the hashes of the sub-
sequent DATA-NEXT packets from this packet, and saves in its memory. The packet is
forwarded as any other packet, without waiting for the subsequent DATA-NEXT packets.
When the intermediate node receives a DATA-NEXT packet, its hash is compared with the
hashes stored for that flow. The packet is accepted for forwarding only if there is a match
for the hash, and the packet satisfies the bandwidth constraints.

If the number of packets the source wants to send is less than P, then the DIPLOMA

engine should not wait indefinitely for the packet block to fill before sending the first packet.
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To handle this case, the engine waits only for a certain time period called block timeout
(T), before it sends out the first packet. T is typically a few tens of milliseconds. When
the timer expires, the engine uses the available packets to form a block.

The parameter T' is useful for dynamic content and for the last few packets of static
content. If the dynamic content generated is small, then all the packets that are generated
in T time are send as a block. When the dynamic content is large, the block may get filled

before the block timeout. In that case, the packets are send as soon as the block is filled.

3.6.1 Priority for DATA-FIRST packets

As each node implements the token-bucket algorithm independently, in a distributed man-
ner, it is possible that the available tokens in the nodes are not synchronized. Different
packet processing and the propagation delays can also cause this issue. When a sender
sends at the rate of its allocated capacity, a few packets may not have enough available
tokens at some intermediate nodes. If the packet to be dropped is a DATA-FIRST packet,
then all the subsequent DATA-NEXT packets in the block will also get dropped due to
hash verification failure. To overcome this problem, our implementation accepts a DATA-
FIRST packet even when there is not enough available tokens. This will make the available
token negative. To prevent any misuse, all the subsequent packets, including DATA-FIRST

packets, are dropped until the available token becomes positive again.

3.6.2 Block size and block timeout tradeoffs

There are tradeoffs between choosing a large block size vs. a small block size. The extra
capability header used for the DATA-FIRST packet increases by 20 bytes for every increase
in the block size. If one wants to remove the fragmentation processing for TCP, by setting
the maximum segment size (MSS), then the MSS reduces by 20 bytes for every increase in
the block size. This reduces the amount of data bytes per packet, increasing the percentage
overhead of the headers in the packet. Another issue with the large block size is that the
loss of a DATA-FIRST packet will render the system to drop all the DATA-NEXT packets
in that block. Thus, a larger block size may cause higher packet loss. The processing cost

of sending a packet, on a block size P, can be divided into three components:
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ps - signature computation cost

pp, - hash computation cost

Do - other processing costs including protocol processing, scheduling of engine etc.
Per packet processing cost = p, + pp + %.

The advantage of using larger block size is lower processing at the sender. This is
because there is only one RSA signature operation per block, which is the predominant
transmission cost. If the sender has many packets to send, then a larger block size helps it
achieve higher send bandwidth. Larger block size also reduces the packet forwarding cost,
as the RSA signature verification needs to be done only one per block. This reduction in
processing, however, is not significant, as signature verification requires orders of magnitude
less processing than signature generation for RSA.

There is a similar tradeoff for the block timeout. Recall that the DIPLOMA engine
waits the minimum of block timeout and the time to fill the packet block, before it sends
the packet block. If the timeout is small, then the engine will end up sending partially filled
blocks. If the timeout is large, then the packet block likely will get filled before the timeout,
reducing the processing time per packet at the sender. The disadvantage of large block
timeout is larger packet latency. If there are not enough packets to send, then the latency
of the DATA-FIRST packets will be at least the block timeout. Large block size and block
timeout tend to send the packets as bursts; this may reduce the wireless link utilization.

We study these tradeoffs in experimental evaluation in Section 5.3.

3.7 Cryptographic Algorithms in DIPLOMA

One of the design choices we had to make was the cryptographic algorithm for packet
signatures and the key size for the algorithm. Recall that DIPLOMA includes the signatures
for the packets. For these signatures, we use RSA keys with key sizes smaller than the full
public key. In this section, we discuss the rationale for this choice.

The per-packet signature is needed to guarantee that a packet being forwarded has
originated from the node in its source address field, in order to perform the bandwidth

accounting. The packet signatures help to prevent any attack in which a rogue node steals
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Duration Symmetric | RSA | ECC
Days/hours 50 512 | 100
5 years 73 1024 | 146
10-20 years 103 2048 | 206
30-50 years 141 4096 | 282

Table 3.2: Key lengths for confidentiality. (Source: hitp://www.ecrypt.eu.org and
http://homes.esat.kuleuwven.be /preneel /preneel_securecom09. pdf)

the bandwidth allocated to other nodes’ communication sessions. Without the packet sig-
natures, an attacker in the proximity of any node in the path from a source to a destination
can inject packets into a communication session. The packets also contain sequence numbers
to prevent replay attacks.

The signature algorithm used has to be an asymmetric algorithm, so that the interme-
diate nodes can verify the signature, but cannot alter the packet signed by the sender. If we
were to use a symmetric algorithm, then the keys had to be shared with the intermediate
nodes. This enables the intermediate nodes to steal the bandwidth of the communication
session by modifying or injecting the packets into a communication session.

For performance reasons, we used smaller keys for packet signatures, compared to the
full public key. Use of larger keys poses two performance issues. It requires more processing
time to sign packets at the senders and to verify the packets at the intermediate nodes.
A larger key size also leads to larger signatures, leading to higher per-packet overhead. In
DIPLOMA, signature keys are useful only during the active lifetime of the keys, which is
the duration for which sender uses that key for signing packets. Once all the packets signed
using a key reach the destination, the key is no longer useful for the attacker. DIPLOMA
also refreshes the keys every few minutes, by sending the capability refresh messages. As
the lifetime of the keys is short, smaller keys are sufficient for packet signatures. Table 3.2
gives the time required to break RSA keys for different key sizes [Pre09; Fer09]. It takes
couple of hours to break a 512 bit keys. As the security requirements for packet signatures

are weak (couple of minutes), we use 256 and 512 bit keys in our experiments. Systems
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Block Cipher | RSA | Elliptic Curve DSA
Export grade 56 512 112 512/112
Traditional 80 1024 160 1024/160
recommendations 112 2048 224 2048/224
Lenstra/Verheul 2000 70 952 132 952/125
Lenstra/Verheul 2010 78 1369 146/160 1369/138

Table 3.3: Minimal key lengths in bits for different grades. (Source: http://www.rsa.com/
rsalabs/node.asp 2id=2264)

with stronger security requirements may benefit from larger keys, at the expense of larger

packet overhead.

3.7.1 Choice of the algorithm

We considered three available public key cryptographic algorithms: RSA [RSA 78], DSA [N1594]
and Elliptic Curve DSA (ECDSA) [Sim92; [E197]. Table 3.3 gives the key size comparison
for all the three algorithms [RSA10]. The RSA key size refers to the size of the modulus.
The Elliptic Curve key size refers to the minimum order of the base point on the elliptic
curve; this order should be slightly smaller than the field size. The DSA key sizes refer to
the size of the modulus and the minimum size of a large subgroup, respectively (the size of
the subgroup is often considerably larger in applications).

Even though RSA signatures are larger, which leads to larger per packet overhead in
terms of the header, we use RSA for the per packet signatures due to the asymmetry in the
signature generation and verification time. Table 3.4 shows the signature and verification
time for these algorithms for various key sizes. These numbers were obtained by running
openssl [ope] on an Orbit lab machine.

As seen from the table, RSA signature verification time is considerably lower than that
of the DSA and ECDSA. In DIPLOMA, the signature verification is part of the packet
forwarding operation. To optimize the packet forwarding operation, as opposed to packet

generation operation, we use RSA algorithm in DIPLOMA. If packet forwarding were to



CHAPTER 3. DIPLOMA ARCHITECTURE 50

Algorithm || Key Size | Sign (ms) | Verify (ms) | Sign/sec | Verify/sec

512 3.522 0.260 283.9 3851.7

rsa 1024 15.898 0.718 62.9 1392.1
2048 87.478 2.302 11.4 434.4

512 2.649 3.089 377.5 323.7

dsa 1024 7.109 8.439 140.7 118.5
2048 22.573 27.027 44.3 37.0

160 1.9 9.0 537.4 110.9

ecdsa 192 1.8 8.8 553.5 114.0
224 2.3 11.3 437.0 88.7

Table 3.4: Performance of signature and verification operations for different algorithms

require lot of processing, an attacker could launch denial of service attacks by injecting fake
packets into the communication flows. Then the intermediate nodes would have to spend
bulk of its processing power in detecting and filtering out the attack packets. In addition,
the total number of signature verifications in a MANET using DIPLOMA is more than the
number of signing operations. This is because, a signature is generated only once per packet

at the sender, but, it is verified at each hop of the packet takes, including the receiver.
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Figure 3.11: Processing time required to sign messages using RSA
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Figure 3.12: Processing time required to verify messages using RSA

3.7.2 Key size for the packet signatures

Figures 3.11 and 3.12 show the processing time required to sign and verify the messages
using RSA for various key lengths. The plots were generated by signing and verifying the
messages using the openssl library routines in the Orbit lab machines. In both the plots,
there is a close to linear increase in the processing needed as the key size increases. The
slope of the curve is significantly higher for the signature operation than the verification
operation. Hence, if the nodes were to use larger key sizes for the packet signatures for
better security, then most of the overhead will be borne by the sender. The additional
processing needed by the intermediate nodes for the signature verification while forwarding
the packets that use larger key sizes is minimal. The signature time at the sender increases
by a factor of 2.18 and 3.52 respectively when moving from 256 bits to 512 bits and from
512 bits to 1024 bits. For the same cases, the signature verification at the forwarding nodes

increases only by a factor of 0.12 and 0.26 respectively.
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Chapter 4

Simulation Evaluation

In the last chapter, we introduced DIPLOMA, a deny-by-default architecture that enforces
trust relationships and traffic accountability between mobile nodes through a distributed
policy enforcement scheme for MANETS.

In this chapter, we provide a preliminary evaluation of such a deny-by-default system
using the GloMoSim [glo] simulator. Because GloMoSim does not include any packet check-
ing functionality, we added another layer between IP and the AODV routing processing,
where we implemented our protocols. Our primary concern in the evaluation is the network
overhead of DIPLOMA given the cryptographic operations required. Therefore, we focused
our measurements on comparing the packet latency and bandwidth with and without our
system in a variety of mobility scenarios and topologies. We show that the collaborative
effort of enforcing the policies provides strong security benefits without incurring much
performance overhead. We discovered that DIPLOMA imposes an 8% overhead on the
end-to-end latency and a 5% reduction on available bandwidth. We believe that this is not
a high price to pay given that there are scenarios where a MANET becomes completely
unusable even when a single node misbehaves. We also show that our system allocates the
network resources in a fair manner, even in the presence of misbehaving nodes.

Rest of the chapter is organized as follows. We briefly present the GloMoSim simulator
and our modifications in Section 4.1. We evaluate our architecture through simulation, with

results given in Section 4.2.
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4.1 Implementation on GloMoSim

Global Mobile Information System Simulator (GloMoSim) is network protocol simulation
software that simulates wireless and wired network systems [glo; ]. It is a discrete
event simulator, designed using the parallel programming language Parsec [par]. Parsec is a
C-based simulation language, developed by the Parallel Computing Laboratory at UCLA,
for sequential and parallel execution of discrete-event simulation models. In GloMoSim, the
communication protocol stack for wireless networks is divided into a set of layers, each with

its own API. Models of protocols at one layer interact with those at a lower (or higher)

layer only via these APIs. Figure 4.1 shows the layering architecture of GloMoSim.
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Figure 4.1: GloMoSim Architecture
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We implemented the DIPLOMA protocols as a routing layer and replaced the existing
wireless routing layer of GloMoSim with the new layer. This DIPLOMA layer processes
protocol packets, establishes the capability database entries, and enforces the capability for
the data packets as described in Section 3.5. Then the DIPLOMA layer invokes the routing
protocol APIs, which is mapped to the selected routing protocol (AODV, ODMRP, etc).

GloMoSim did not have support for including protocol processing delays for packets.
Therefore, we added the support for packet processing delays by introducing timers for the
packets in the DIPLOMA layer. We implemented bandwidth enforcement using a token
bucket algorithm [Tan96].

4.2 Simulation Results

Here, we compare the performance of DIPLOMA (referred to as dip) with a system that
does not use capabilities (referred to as original). Note that original is inherently vulnerable
to a number of attacks, including DoS and unauthorized access, which are not feasible in
DIPLOMA. However, our experiments are aimed at quantifying the performance impact of
using DIPLOMA, relative to an unsecure MANET.

We conduct a number of experiments, of increasing complexity in terms of topology
and MANET parameters, in order to build up our understanding of the system behavior.
Initially, we use a simple “line” topology, where seven nodes (numbered 0 through 6) are
arranged in a line 200 meters apart. We use this simple topology for computing the basic
overhead of DIPLOMA, as it is easy to analyze the results. Then, we measure our system
using more complex topologies like grid topology and random topologies with node mobility.

In our experiments, we keep the default radio parameters of GloMoSim: radio range
376.782m and link bandwidth 2 Mbps. We use 802.11 as the MAC protocol. We introduce
a packet processing delay in both models. This is set to 0.01 milliseconds. This is the time
required to process 128-byte packets on a 100 Mbps link. To protect the integrity of the
capability tokens and verify the identity of the sender and the receiver, we employ 256-bit
RSA for signing the individual data packets and 1024-bit RSA for signing the capability

itself. 256-bits are sufficient for very-short-lifetime data packet signatures as we change
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this key periodically (Chapter 3). Headers related to DIPLOMA introduce an additional
36 bytes per data packet; 2 bytes for the transaction identifier, 2 bytes for the sequence
number and 32 bytes for the signature. The intermediate nodes always verify packets
containing policy tokens, as they constitute relatively low traffic. However, to improve
the latency performance of our system, we chose to verify data packets probabilistically
(this can depend on the path length). Upon detection of an unauthorized packet, we can
revert back to deterministic packet checking and isolate the misbehaving node. The cost
of all packet operations are (per packet): inserting a capability token (identifier) in the
capability database costs an average of 0.01 milliseconds and the record lookup operation
costs 0.005 milliseconds. In addition, generating a signature requires 0.168 milliseconds,
while verification takes 0.0275 milliseconds for data packets. Network capabilities require
3.159ms for signature generation and 0.140ms for signature verification. A capability refresh
packet is sent every 8 seconds. Simulations were run on a Pentium-4 3.20GHz CPU with
1GB memory.

Each intermediate node verifies the signature of a packet with probability 0.2063. As
this verification decision is taken independently by each node, a signature of a packet is
verified by at least one node in a 3-hop path with probability 0.50 (i.e., 1-(1-0.2063)(1-
0.2063)(1-0.2063)). With the same packet verification probability, a packet on a 5 hop path
is verified by at least one node with the probability 0.685. The performance overhead for a
system in which the nodes verified the signature of all the packets was also similar, as the
signature verification did not incur high overhead.

We implemented a token bucket algorithm to enforce the bandwidth limitation at the
intermediate nodes. This enables us to limit both burst and average rate of the flow. Each
of the experiments was run 20 times with different seed values, and the average of the
parameter of interest was taken.

We present the results for overhead of DIPLOMA in terms of latency, throughput and
resilience to mobility using the line topology in following three subsections. The results for

larger topologies including grid and random topologies is presented in Section 4.2.4.
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4.2.1 Packet latency

We compare the latency of packet processing in DIPLOMA with that of original (also shown
as org in the figures)). We send 1000 packets of size 512 bytes at 100 ms intervals from
a source node to a destination node n hops away, where n = 1,...6 in the line topology.
We measure the latency of the packet as the time from the creation of packet in the source
node to the time it reaches the final destination.

The latency of the first packet is larger than the rest of the packets. This is because
the route needs to be discovered in both schemes (DIPLOMA and original), and credentials
need to be established in DIPLOMA. The packet processing for DIPLOMA also includes

capability database lookup and probabilistic verification of packet signatures.
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Figure 4.2: Latency of the first CBR packet of size 512 bytes

Figure 4.2 shows the latency for the first packet to reach the different destination nodes.
The higher latency in DIPLOMA is due to the credential establishment, capability database
lookup and signature verification, as well as the size overhead (36 bytes) in the packet. This
average overhead is 35.8ms, 41.6ms and 60.9ms respectively for nodes 3, 4 and 5 hops away.
The average overhead is 20.5%. The overhead increases with hop length, as the overhead is
added at each node. It can also be seen that the latency increases considerably from 3 hops
to 4 hops in both schemes. This is an artifact of using AODV as the underlying routing
protocol, because AODV had to increment the TTL once more and retransmit the RREQ
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packet while finding the routes to the node that was 4 or 5 hops away. The same is true for

6 nodes.

Average latency of CBR packet (ms)

Number of hops

Figure 4.3: Average latency of 1000 CBR packets of size 512 bytes

Figure 4.3 shows the average latency for all 1000 packets to reach their destination node,
in each of the different measurements (transmission to nodes n hops away, varying n in each
experiment). The effect of the high latency for the first packet is amortized over a large
number of packets. The average overhead is only 0.6ms, 1.2ms and 1.6ms respectively for

nodes 3, 4 and 5 hops away. The average overhead is only 8% for these paths.
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Figure 4.4: CBR throughput
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4.2.2 Throughput
UDP throughput

We now compare the throughput of DIPLOMA with that of original on an 802.11-based
MANET. We use the line topology and pump large packets (1400 bytes) at high rate (every
1ms). We set node 0 as the source of the CBR traffic and send the traffic to destination
nodes at different hops. We measure the number of bytes received within one minute from
the start of the data transfer and compute the data throughput. The results are shown
in 4.4. As expected, the throughput in both schemes decreases as the number of hops in the
path increases. The throughput of DIPLOMA is only 2% lower than the original (insecure)

scheme.
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Figure 4.5: FTP throughput

TCP throughput

To measure the performance of TCP in DIPLOMA, we compare the throughput of FTP on
both schemes on a line topology. An FTP client at node 0 transfers data to an FTP server
at 1,2,...,6 hops away. In each experiment the client sends 10 application-layer items of
random sizes. The application layer item sent was the same for both schemes in the same
experiment. The results are plotted in Figure 4.5. The behavior of TCP performance is

similar to that of CBR, but at lower bandwidth due to TCP congestion control and in-order
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guaranteed delivery. On average, TCP throughput for DIPLOMA is 5.3% lower than the

original (insecure) scheme.
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Figure 4.6: Number of packets received after a route change

4.2.3 Resilience to mobility

To verify the validity of our approach in a MANET environment, we evaluate the effects of
mobility on the capability scheme. As the nodes keep only soft state about the capabilities,
when the route changes due to node mobility, the new node needs to receive the credentials
(policy token and network capability) for existing sessions.

Figure 4.6 shows the effect of mobility on the number of packets received for various
inter-packet intervals. In this experiment, 1000 packets of 512 bytes were sent at a constant
rate to a node at three hops, starting at time 0. At time 0.5 seconds, the node at two hops
was removed and a new node introduced. Figure 4.6 shows the number of packets received at
the destination for both schemes, with and without this mobility. As expected, the number
of packets received decreases at lower inter-packet interval. On average, DIPLOMA drops
155ms worth of traffic, whereas the original scheme drops 108ms worth of traffic. This

higher loss is due to the need for propagating the network capability to the new node.
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3-93 6-96 30-39 | 60-69

Original 16395 | 15546 | 14759 | 14694

o DIPLOMA 14062 | 17722 | 14176 | 15147
Original 65711 | 162293 | 57535 | 177303

CBR DIPLOMA 54113 | 148027 | 57793 | 148153
Ltd bw capability | 129164 | 131437 | 129844 | 134230

CBR Original 74124 | 150718 | 52510 | 157779
Mobility DIPLOMA 59864 | 117728 | 57933 | 129347
Ltd bw DIPLOMA | 113111 | 136975 | 100924 | 138040

Table 4.1: FTP and CBR throughput (bps) on a grid topology

4.2.4 Larger topology

Next, we evaluate our system in the context of a larger and more complex topology, and in

the presence of mobility.

Grid Topology

We use a grid topology containing 100 nodes (10x10 grid), each node 300m apart. We ran
four FTP sessions, two of them from nodes on the top of the grid to nodes on the bottom
of the grid; specifically, between node pairs (3,93) and (6,96). The other two FTP session
were from left to right, between node pairs (30,39) and (60,69). We also ran traffic of
1400 bytes with 10ms inter-packet interval for those source-destination pairs and computed
throughput.

Table 4.1 shows the average throughput of the four sessions, for both FTP and CBR.
The average throughput of DIPLOMA and original is comparable. DIPLOMA’s throughput
is only 0.5% lower for FTP and 11.8% lower for CBR.

The CBR experiment in the table contains 3 rows. The original scheme does not limit the
bandwidth a node can use. DIPLOMA in the second row allowed nodes to use unlimited
bandwidth. In both cases, two of the sessions get most of the bandwidth. In the third

experiment, the network capability permitted limited bandwidth. In this case, each of the
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sessions received a fair share of the available bandwidth.

The last set of rows shows the effect of mobility in both schemes. In this set of exper-
iments, the second node in the route from source to destination of all the traffic pairs was
removed 2 seconds after the experiment began. The average throughput of DIPLOMA was
16.1% less than the original scheme. This reduction is more than the CBR traffic with-
out mobility. This is because DIPLOMA needs more time to recover, due to the need for
restoring the capability database in the new route. The last row shows the results when
the capability had a limited bandwidth. Here the average bandwidth dropped by 6.8%
compared to DIPLOMA without mobility.
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Figure 4.7: Packet delivery ratio for unicast CBR traffic at various mobility speeds

Random Topology

We placed 50 nodes at random on a terrain of 1200 x 1200 meters. There were five random
source-destination pairs that were sending CBR traffic of 256 bytes at a packet interval of
either 50ms or 25ms (i.e., data rate of 40kbps and 80kbps respectively). In each experiment,
all the nodes were mobile with a constant speed using the Random Waypoint model. Each
of the experiments was conducted 20 times using different seeds and the average was taken.
Experiments where the topology was partitioned were discarded, as some of the source-
destination pairs may not be able to communicate in such topologies.

Figure 4.7 shows the packet delivery ratio (PDR) for both schemes at various mobility
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speeds. On average, the PDR for DIPLOMA was only 1.6% and 9.14% lower than for

original, for 50ms and 25ms inter-packet interval respectively.
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Figure 4.8: Topology to study the misbehaving nodes
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Figure 4.9: Limiting bandwidth of misbehaving nodes

4.2.5 Resilience against misbehaving nodes

Another important characteristic is the system’s behavior in the presence of malicious or
misbehaving nodes. To that end, we study the attack resilience of our protocol. The
topology for this experiment is shown in Figure 4.8. There are three source nodes S, So
and S3 sending traffic to respective destination nodes Dy, Dy and Dj3. The traffic is CBR
with packets of size 512 bytes, sent at packet intervals 40ms, 20ms and 10ms, originating
respectively from S, So and S3. All the nodes are allocated the same bandwidth. Even
though all the source nodes have the ability to send to their destination, they try to send
more than they are allowed. S5 misbehaves the most and the node S; misbehaves the least.

The network tries to limit each flow to its capability.
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The results are shown in Figure 4.9. Even though S3— Dj3 traffic is four times the S1— Dy
traffic and two times the Sy — Dy traffic, each of them gets the same bandwidth till the
allocated bandwidth is less than the rate of S7 — Dy traffic. Any increase in the allocated
bandwidth after reaching the rate of S1 — Dy gives the same increase for the other two
flows. Once the allocated bandwidth reaches the rate of Sy — D5 traffic, S3 — D3 bandwidth
increases to its full rate. Hence, DIPLOMA is able to allocate bandwidth in a fair manner,
even in the presence of misbehaving nodes. We see that the number of bytes received is
slightly less than the allocated bandwidth as the IP, UDP, and DIPLOMA headers are

excluded from the bytes received.
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Chapter 5

Implementation in Linux

In the last two chapters, we have introduced the DIPLOMA architecture and studied the
performance of the architecture using simulations. In this chapter, we look at the aspects
of implementing DIPLOMA in real systems.

We implement DIPLOMA on Linux systems using a user level protocol engine that
interfaces with rest of the packet processing system through netfilter-queue APIs. Our
implementation does not require any changes to the existing applications. However, the
applications see the benefit in terms of receiving only authorized traffic and being able
to send the allocated bandwidth even in the presence of rogue nodes that are trying to
send large amounts of traffic. Our implementation uses a simple way of representing and
enforcing bandwidth constraints using token bucket parameters. In DIPLOMA, we are
doing a clean-slate design of the network. In our design, we leave the IP layer intact; hence,
we can make use of existing routing and packet forwarding capabilities of the nodes.

For our simulation evaluations given in previous chapter, we did not use the packet signa-
ture optimization scheme presented in Section 3.6. During our experiments, we found that
per packet RSA signature computation was a barrier to achieving high throughput. Hence,
we used the signature optimization in our implementation. We also study various tradeoffs
that were presented for the signature optimization through experimental evaluations.

We also conduct extensive experiments for evaluating the performance and the effective-
ness of our system. To that end, we implement our system on the Orbit-lab test-bed [orb].

Most of the indoor wireless testbeds create multi-hop topologies using MAC address fil-
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tering. A major problem with that approach is that an attacker can get unfair share of
the channel, affecting all the other nodes in the topology. We propose a novel solution for
creating multi-hop topologies in indoor environments in which an attacker cannot cause
unlimited damage to the nodes in its proximity by hogging the channel.

Our experiments show the effectiveness of the new authentication scheme. They also
show that the there is minimum overhead on throughput, latency, and jitter for DIPLOMA.
Our experiments on attack resiliency show that good nodes and bandwidth of the network
can be protected from the attackers. We also show that our system works well in the
presence of multiple flows. We also show that existing applications like FTP and wget work
without any changes and achieve good performance.

The simulation evaluation presented in the previous chapter reported 5% overhead in
throughput. Our real system implementation reports about 19.8% to 23% reduction in the
throughput. This is because the simulator is a discrete event simulator that deals with only
certain packet events. It cannot accurately model the processing at the nodes, and the load
the nodes may encounter due to that processing. It also cannot accurately model packet
delays and losses due to characteristics of the environment.

We describe the details of implementation using netfilter framework in Section 5.1. We
describe the testbed and the method of creating the multihop topology in Section 5.2. We

present the experimental results in Section 5.3.

5.1 Implementation details

We implement DIPLOMA in Debian Linux system running 2.6.30 kernel by creating a user
space DIPLOMA engine that interacts with the Linux packet processing system using net-
filter queue framework. In our implementation, the user applications do not require any
change, and the engine does all DIPLOMA related processing. We use a popular imple-
mentation of AODV from University of Uppsala (AODV-UU) for MANET routing [AOD].

In this section, we describe the details of our implementation.
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Figure 5.1: Linux Netfilter Architecture

5.1.1 Netfilter overview

Linux kernel provides a series of hooks for intercepting and manipulating packets at various
points in the protocol stack through the Netfilter framework [net]. Figure 5.1 shows the
Linux netfilter framework. There are five types of hooks [R\W02]. When the packet enters
the system from the network it passes through the PRE-ROUTE hook. Then the packet
goes through the routing module. If the packet is destined to that host, then the packet
goes through the LOCAL-IN hook, before it is passed on to any local process. If the packet
is destined for another network interface, then it goes through the FORWARD hook. Then
the packet is send to the POST-ROUTE hook, before it is put in the wire again. If the
packet is created locally, then the LOCAL-OUT hook is called before taking any routing
decision. The packet will also go through the POST-ROUTE hook after the routing is done,
before it leaves on the wire.

A kernel module can register to receive the packets on one or more of these hooks by
providing the netfilter a callback function. The callback function is invoked when a packet
hits the registered hook. This function can modify the packet and send a “verdict” on the
packet. There and five verdicts: continue the normal processing (NF_ACCEPT), drop the
packet (NF_DROP), the module has consumed the packet (NF_STOLEN), queue the packet
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for user space handling (NF_QUEUE), or call the hook again (NF_REPEAT).

A set of tables has been built on top of the netfilter for packet selection. A user level
program called iptables allows system administrators to configure these tables. The tables
can be used to filter packets (‘filter’ table), perform a network address translation (‘nat’
table), or do a pre-route packet mangling (‘'mangle’ table). Figure 5.2 also shows which

tables are present with each of the netfilter hooks. Using iptables, one can also send the

packet to the user space.
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Figure 5.2: DIPLOMA implementation on Netfilter Architecture

A user-level library called netfilter-queue provides APIs for manipulating packets that
has been queued by the kernel filter. This API can bring a queued packet into user space,
manipulate the packet, and provide a verdict on the packet. This library can be used in

conjunction with iptables to implement any user level protocol processing.

5.1.2 DIPLOMA Implementation

DIPLOMA is implemented as a user-level daemon (called the DIPLOMA engine), using
the netfilter-queue library. At the system startup, iptables rules are added to the mangle
table, so that all the packets that are leaving, entering or transiting the system on selected

interfaces are received by the engine. All the processing related to the DIPLOMA protocol
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are handled solely inside the engine. The application processes do not have to be aware of
this processing, and our implementation does not require any changes to the applications.

The DIPLOMA engine performs the following packet processing operations:

It adds DIPLOMA headers and packet signatures to all the outgoing packets from the

system. It also enforces the outgoing bandwidth constraints.

e [t removes DIPLOMA headers of the incoming packets, before the packet is given to

the application.

e [t verifies the packet signatures and the bandwidth usage of transiting and incoming

packets.

e It handles all the DIPLOMA protocol packets and their processing, including capa-
bility establishment, capability refresh, error handing, etc.

All the data packets transiting through the network contain a new header, called capa-
bility header. This is placed between the IP header and the transport header (TCP/UDP).
The protocol field in the IP header is changed to indicate the presence of the new header.
The capability header contains the type of the packet, a transaction identifier to identify the
capability associated with the packet, a sequence number, and the signature for the packet.
The size of the capability header in our implementation is 36 Bytes. The capability header
is added by the DIPLOMA engine at the source node after receiving the packet from the
application. The header is removed by the engine at the destination, before the application

receives the packet.

5.1.2.1 Capability Establishment

Capability establishment is the process of establishing the mapping between the transaction
identifier, and the actual capability and the keys for the packet signatures on the path from
the source to the destination for any flow. The intermediate nodes store the relevant infor-
mation in a data structure for easy lookup and update. Once the capability is established

the source node does not include the actual capability in the data packets. Instead, the
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transaction identifier and the packet signatures are used by the intermediate nodes to verify

the packets.

5.1.2.2 Sending data

When an application sends a packet, the kernel protocol stack receives the packet. The
packet hits the OUTPUT hook, and it is queued by the iptables mangle rule for the user
space processing. The DIPLOMA engine receives the packet using netfilter-queue API. If
the packet is the first packet in the flow, a capability needs to be established for that flow.
The DIPLOMA engine looks for a matching policy token in its possession. If there is a
matching policy token, then the engine queues up the packet and initiates the capability
establishment protocol. Once the capability establishment is complete, the engine adds a
capability header to the original packet and sends the modified packet with an ACCEPT
verdict to the kernel. The kernel continues the normal packet processing for the packet,
and sends it to the corresponding network interface for transmission. If the application
sends more packets while establishing the capability, those packets are also queued by the
DIPLOMA engine. If the engine receives a packet from an application for which it does not
possess a policy token or a network capability, it gives a DROP verdict and the packet is
dropped by the kernel.

The DIPLOMA engine also enforces the bandwidth constraints of the capability associ-
ated with the outgoing packet. If the sender does not enforce these bandwidth constraints,

the packet will eventually get dropped at the next hop.

5.1.2.3 Forwarding data

All the transit packets are queued by the kernel filters and send to the DIPLOMA engine
using iptables rule on the FORWARD chain on the mangle table. The engine in the forward
path verifies the data packet against the capability and gives a verdict. The verification
involves checking whether there is a capability associated with the packet based on the
source address and the transaction identifier, whether the packet signature is correct, and if
the packet is in conformance with the bandwidth constraints. The engine does not modify

the packet during this process.
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A token bucket algorithm is used to enforce the bandwidth allocated to a capability. A
capability contains two bandwidth parameters: the rate and the burst size. The rate is
number of bytes per second the node possessing the capability is allowed to transmit. The
burst size is the size of the bucket. Whenever the engine sees a packet, it first updates the
available tokens in the bucket based on the rate and the bucket size, and then removes the
number of tokens equal to the size of the packet. If the available token is less than the
size of a packet, then the packet is dropped. The engine updates the token bucket only
when there is a corresponding packet. It keeps track of the time the token bucket was last

updated to perform the proper accounting.

5.1.2.4 Receiving data

All the incoming packets are queued by the kernel filters for the DIPLOMA engine process-
ing by adding iptables rules on the INPUT chain on the mangle table. When the packet is
received by the engine, it first verifies that the packet is in conformance to the capability,
similar to the packet forward path. If it is not conformant, the packet is dropped by giv-
ing a DROP verdict. Otherwise the capability header is removed from the packet, the IP
header is modified to reflect the correct network protocol and size, and the modified packet
is sent back to the kernel with an ACCEPT verdict. From that point, the normal packet

processing happens inside the kernel and the packet is sent to the user application.

5.1.2.5 Fragmented packets

A Packet received on the OUTPUT hook by the DIPLOMA engine is usually of the MTU
size. The DIPLOMA engine adds a capability header to the packet, making the size of the
packet more than the MTU size. When this modified packet is send back to the kernel
with an ACCEPT verdict, the protocol stack will fragment the packet. These fragments
pose two issues in systems running DIPLOMA. First, the fragments cannot be associated
with the capability, as they do not contain the transaction IDs. Second, the intermediate
nodes will be unable to verify the fragment signatures as the DIPLOMA engine computes
the signature for the whole packet.

The fragmentation problem is arising because our implementation of the DIPLOMA
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engine is outside of the network stack. If the engine was integrated into the network stack,
then it can take care of the fragmentation issue. We cannot solve the fragmentation issue
by reducing the MTU size of the system, as the network stack will end up fragmenting the
packets using the new MTU size.

We address the problem in two ways. First, we forward a fragmented packet at the
intermediate node only after receiving all the fragments and verifying them against the
capability. Second, for TCP we reduce the maximum segment size (MSS) of TCP packets
by the capability header size, using iptables rules. Hence, the TCP stack will packetize the
data that leaves enough room for the capability header without exceeding the MTU.

5.2 Testbed

We implement the DIPLOMA engine as described in Section 5.1 in Linux systems running
Debian Linux with kernel 2.6.30. We ran the resulting system on multiple nodes in the
Orbit lab [orb] wireless testbed. Orbit is an indoor wireless testbed consisting of 400 nodes
arranged as a 20x20 grid on a physical area of (20m x 20m). Each node contains 1-GHz
VIA C3 processor, 512 MB RAM, a 20 GB hard disk, two wireless mini-PCI 802.11 a/b/g
interfaces, and two 100BaseT Ethernet ports. Most of the cards are Atheros AR5212-
based cards, although there are a few Intel Pro-wireless 2915-based cards as well. In our
experiments, we use only the nodes that have Atheros cards. We use only the wireless
interfaces for experimental traffic.

As the DIPLOMA engine is a user-level process, all packets are queued for user-level
processing before transmission. To make a fair comparison, we also do a similar queuing of
the packet to a user level process on systems not running the DIPLOMA (called original).

The user level program gives an ACCEPT verdict on all the packets, without any processing.

5.2.1 Topology creation

Every node in the Orbit grid is reachable by every other node using wireless links, as the grid
is housed in a relatively small physical area. The large range (about 300ft) of 802.11 makes

it very difficult to create true multi-hop topologies in indoor environments. A solution used
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is to create a network layer topology by filtering out packets of the non-adjacent senders
based on their MAC addresses at the receivers. Another approach is to generate large
noise [KGS06]; so that the receivers farther from the sender will not have enough signal
to noise ratio (SNR) to decipher the signal. Orbit has four noise generator antennas for
this purpose. Unfortunately, only a limited set of small topologies can be created with this
approach, and the topology creation requires extensive trial and error to find the right noise
levels.

MAC address filtering based topologies are not useful for studying the security properties
of a system like DIPLOMA. This is because an attacker node can cause damage in its
communication radius by transmitting large amount of data, even if it is not conforming
to the protocol. Since the packet filtering is done at the receivers, the attacker can occupy
most of the available bandwidth. In an indoor wireless setting like Orbit, the communication
radius is the whole grid.

We use a different approach for creating the multi-hop topologies; we use different non-
overlapping channels for each link. Since orbit has two 802.11 antennas at each node, the
intermediate nodes switch the channels when forwarding the packet. We primarily used
802.11a channels in our experiments, as the channels are not overlapping. We have also
used non-overlapping 802.11g channels (channels 1 and 11). Even though we cannot create
all the possible topologies similar to the MAC address filtering, it is possible to create a
good number of multi-hop topologies with this approach.

Figure 5.3 shows an example multi-hop topology. For the simplicity of discussion, let
the nodes be numbered 1,2,3,.... Let the useful channels also be numbered 1,2,3,....
We assign the IP address 10.1.c.i to an interface on the node i that is transmitting on
the channel ¢. Two nodes can communicate directly, if they have antennas with a common
channel. In our example, two antennas share a channel if they are on the same 255.255.255.0
subnet. In the figure, the nodes are numbered first from left to right (1 to 5), and then from
bottom to top (6 to 9). The connectivity is shown using dashed lines. Note that nodes 2, 3
and 7 have pair wise connectivity due to sharing of channel 2. In general, the connectivity
graph is a set of cliques, one for each channel.

We modify the Linux AODV implementation, AODV-UU to handle multiple interfaces,
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Figure 5.3: A Multi-hop topology

as it did not have the support for multiple interfaces.

5.3 Experimental Evaluation

In this section, we describe the experiments conducted to study the effectiveness of DIPLOMA,
and the results and the analysis of those experiments. Our goal is to study the impact on
performance on systems running DIPLOMA, and on effectiveness of containing attacks on
those systems. To that end, we study the throughput of the systems running DIPLOMA to
identify the block sizes that provide the optimal throughput. We also study the effectiveness
of DIPLOMA in enforcing the bandwidth constraints. We compare the throughput, latency
and jitter for systems with and without DIPLOMA. We also show how the DIPLOMA can
protect the end-hosts and the network bandwidth in the presence of attackers. Finally, we

show that DIPLOMA can work well in the presence of multiple flows.
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5.3.1 Throughput

In this section, we study the throughput of TCP and UDP at different packet block sizes.
In this set of experiments, we create a linear topology of multiple nodes, and send high data
rate traffic using iperf. For the DIPLOMA scheme, we allocate unlimited bandwidth to the

capability.

5.3.1.1 Block size

We study the effect of block size on the throughput for TCP and UDP, and select the
best block size for further experiments. Recall that the larger block sizes require smaller
processing at the sender, but it also has higher per packet overhead and larger penalty on
packet losses. The results are average of four iperf for 10 seconds each. The block timeout

is 25 ms. The results are similar for 10 ms block timeout.

16

14

=
N
T

=
o
T

TCP Throughput (Mbps)
[ee]
T

- —m e

~ET e - o
4 - g, %
E\'\.\B RN e —i - 0
2r - -u |
0 : . L L ] I I
0 5 10 15 20 25 30 35 40

Packet block size (p)

Figure 5.4: TCP throughput for different block sizes

Figure 5.4 gives the TCP throughput for different block sizes on paths of increasing
hop lengths. The labels on the plots indicate the path length. For smaller block sizes, the
throughput increases linearly. The throughput at that point is limited by the sender’s ability
to pump traffic, which is limited by the signature computation. As we increase the block
size, the processing needed per packet at the sender decreases, and the send rate catches

up with the available bandwidth. This linear increase in the throughput as the block size
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Figure 5.5: UDP throughput for different block sizes

increases stops at certain block size. This block size, where the throughput increase stops,
is larger for smaller hop counts. This is because, the end-to-end bandwidth decreases as
the hop count increases. Once the throughput reaches a maximum point for a given hop
length, further increase in the block size decreases the throughput. This is due to two
factors. Firstly, the header size increases as the block size decreases, reducing the MSS of
the TCP. Second, packet loss of a DATA-FIRST packet will force the entire packet block
to be retransmitted, losing usable bandwidth. The best packet block size for the TCP is
between 4 and 9. The best block size decreases as the number of hops increases, which can
also explained using a similar argument.

Figure 5.5 gives a similar result for UDP. Here, the sender was pumping traffic at 20
Mbps. The results for UDP are similar to that of TCP, except that the UDP has higher
bandwidth. This is because UDP does not have to deal with the complexities of TCP like
guaranteed delivery. Because of the higher bandwidth, the block size at which it achieves
maximum throughput is also larger. The block size between 5 and 10 gives the maximum
throughput for hops 3 to 6.

We use a block size of 7 for our experiments, as it is a good compromise for UDP and

TCP, and for different hop counts.
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5.3.1.2 Comparison with original scheme

Now we compare the throughput of the system with and without DIPLOMA. For the
DIPLOMA, we use the block size of 7 and allocate unlimited bandwidth to the capabilities.
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Figure 5.6: TCP and UDP throughput comparison

Figure 5.6 shows the iperf throughput for TCP and UDP for both the DIPLOMA and
the original schemes for various hop lengths. The DIPLOMA throughput is about 23%
lower for TCP and 19.8% lower for UDP for hop lengths between 3 and 5. This is because
of the extra headers and the extra processing required for the DIPLOMA. For 2 hop distance
the bandwidth for the original scheme is substantially higher than that of the DIPLOMA
scheme. This is because, at 2 hops the available bandwidth is high, and hence the bottleneck

becomes the processing delay.

5.3.1.3 FTP traffic

Now we study the system with the real file transfer application. Recall that our system does
not require any changes to the existing application programs. We study the performance
of FTP using a linear topology. The first node in the linear topology runs a FTP server.
The client, which is at 2,...,7 hops, downloads a file of size 20 MB from the server using
wget. The FTP throughput was reported by wget. We report the results based on average
of 8 FTP downloads. For the DIPLOMA scheme, we allocated unlimited bandwidth to the
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Figure 5.7: FTP throughput

capabilities.

Figure 5.7 shows the FTP throughput for both the DIPLOMA and the original schemes
for different hop lengths. The results are very similar to TCP throughput results presented
in Section 5.3.1.2. At a hop length of two, the throughput for the original is considerably
higher than the DIPLOMA, because of the cryptographic operations. At hop lengths be-
tween two and six, the DIPLOMA throughput is between 28% and 34% lower than the

original.

5.3.2 Bandwidth Enforcement

In this subsection, we study the effectiveness of the bandwidth enforcement capabilities of
our implementation. We use a linear topology for these sets of experiments. We allocate
different bandwidth to the capabilities and measure the end-to-end throughput using iperf.
Recall that we use the token bucket parameters of rate (in bytes per second) and bucket
size (in bytes) to represent the bandwidth constraints. In our experiments we have used
the bucket size as rate/4, which allows for a burst equivalent to 250 ms.

Figure 5.8 shows the TCP throughput for various bandwidth allocation for capabilities
on paths of different hop lengths. The labels on the plots indicate the bandwidth allocated
to the capability. The system is able to enforce the bandwidth constraints, as long as there is

sufficient available bandwidth. The throughput seen by the TCP is lower than the allocated
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Figure 5.8: Throughput received at various bandwidth allocated to capabilities for TCP

bandwidth due to capability header overhead. The block size used was 7, which could cause

the DATA-FIRST header to be as large as 152 bytes. Even though DATA-NEXT header is
smaller (40 bytes), the MSS of TCP was set to 1308 (MTU - TCP/IP header - 152). When

the allocated bandwidth is more than the available bandwidth, then the flow receives all of

the allocated bandwidth. The plot labeled 20 Mbps is practically the maximum throughput

achievable by the system, because of the limited available bandwidth.
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Figure 5.9: Throughput received at various bandwidth allocated to capabilities for UDP

Figure 5.9 shows similar results for UDP. The enforcement on the UDP traffic gives
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close to the allocated bandwidth uniformly across the hops. This is because, unlike TCP,
there is no flow control in UDP, and the excess bandwidth is dropped closer to the source.
There are enough tokens available at the intermediate nodes, so the packets that are allowed
to leave the source, except for the synchronization case (Section 3.6.1). As expected, the
throughput drops for larger bandwidth or hop lengths, when the available bandwidth is less
than the allocated bandwidth.

Hence, DIPLOMA is able to enforce the bandwidth constraints of the capability. If the
allocated bandwidth is more than the available bandwidth, then DIPLOMA allocates the

available bandwidth to the capability.

5.3.3 Latency and Jitter

We now study the packet latency and jitter for the DIPLOMA, and compare it with the

original scheme.
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Figure 5.10: Packet latency for DIPLOMA and original schemes

5.3.3.1 Packet Latency

To measure the latency, we use ping command to send ICMP echo request/reply. Ping gives
the round trip latency, which involves the capability processing delay at both the ends. One
important parameter that affects the latency is the block timeout, which is the amount of

time the sender has to wait for the packet block to fill before sending the packet. To remove
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the effect of packet block time, we use the packet block size of one. In this case, the engine
sends the packet as soon as it receives the packet.

Figure 5.10 shows the average round trip latency reported by ping for 20 packets for
different hop lengths. As expected, the latency increases close to linear, as the hop length
increases. The average latency for the DIPLOMA is 2.8 ms to 3.9 ms higher than the
original scheme. This is mainly coming from the packet signature operation at the senders.
Since, we are measuring the round trip latency of ping packets, there are two signature
operations: at the ping source and the ping destination. There is also a small additional

processing required at the intermediate nodes for packet validation.
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Figure 5.11: Packet jitter for DIPLOMA and original schemes

5.3.3.2 Packet Jitter

Packet jitter is an important factor in some of the real world applications like Voice over
IP (VOIP). Jitter is defined as the average deviation from the mean latency. To measure
the jitter, we send UDP packets at low rate (1 Mbps) using iperf. iperf for UDP reports
the jitter values. One important parameter that affects the jitter in DIPLOMA is the block
timeout; the packet may wait for the timeout period before the engine sends it, if the block
is not full. This is especially true for low bandwidth applications. For small bandwidth
latency and jitter critical applications, it is beneficial to use small block timeout, since the

signature operation will not be a bottleneck.
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Figure 5.11 shows the jitter for different block timeout as a function of hop length. The
labels on the plots indicate the block timeout. The block size in these experiments was 7.
As expected the jitter increases with increase in block timeout. Surprisingly, we do not see
any correlation between the hop count and the jitter values. The maximum jitter value for
up to six hops is 1.35 ms, for a block timeout of 4 ms. The maximum jitter value in this
set of experiments is only 6.60 ms; this occurs on a six hop path at the block timeout of 14

ms.

5.3.4 Attacker resiliency

A major goal of the DIPLOMA is to protect the end-host resources, including the protection
against denial of service attacks, by dropping unauthorized traffic closer to the source. In
this section, we study the resiliency of DIPLOMA towards any attacker that does not
conform to the protocol and the bandwidth allocation.

Good

I Sender

Receivers |

Figure 5.12: Topology to study attack resiliency

To study the attacker resiliency, we used the topology on the Figure 5.12. We conduct
two sets of experiments here. In the first experiment, the good node and the attacker share
the channel. In this case the good node is node 2 and the attacker is node 9. In the second
experiment, there is no sharing of channel between the attacker and any node in the path
from the good node to the receiver. In this case, the good node is node 1 and the attacker
is the node 8. Both the nodes send traffic to the same destination at different hop lengths:
to nodes 3,4,5, 6 and 7. In both sets of experiments, the attacker is allocated only 1 Mbps
bandwidth, but the good node is allocated either 2Mbps, 3 Mbps, or 5 Mbps. The attacker
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sends as much data as it can, but the good node conforms to the allocated bandwidth.
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Figure 5.13: Resilience to an attacker who is sharing the spectrum

5.3.4.1 Attacker and the good sender sharing the spectrum

Figure 5.13 shows the iperf bandwidth for both the good node and the attacker for both the
schemes, when the bandwidth allocated to the good node is 5 Mbps. As can be seen, for
DIPLOMA, both the nodes receive the allocated bandwidth. In spite of attacker sending
large bandwidth, the two hop node drops any excess bandwidth. This essentially protects
the end host (receiver), from receiving the unnecessary traffic. The spectrum sharing did
not have an effect here, as the good node was able to deliver the allocated bandwidth to
the two hop node. In the original scheme, the node that sends the maximum traffic (i.e.

the attacker) gets the maximum bandwidth, at the expense of the other nodes.

5.3.4.2 Attacker and the good sender not sharing the spectrum

Figure 5.14 shows similar results when the attacker and the good sender are not sharing
the spectrum. Here the good node and the attacker get the allocated bandwidth for the
DIPLOMA scheme. The attacker hogs most of the bandwidth in the original scheme. It is
also interesting to see that the good node in the DIPLOMA scheme ends up getting more
bandwidth than the attacker gets in the original scheme for six-hop path. The same thing

happens at the hop 5 for the shared spectrum case.



CHAPTER 5. IMPLEMENTATION IN LINUX 83

20 | :
attacker (ORG) —+—
% Br good node (ORG) --»--
& good node (DIP) ---%--
§ 16 | attacker (DIP) - g |
2 o} |
Q
o
® 12 [ |
2
~ 10 |- |
o
2 st |
Ky
j=2]
S ef |
F =i S m e T 1
& ir T e ——
=] oL ]
I g o ]
0 1 ;

w
I
(&3]
o

Number of hops (H)

Figure 5.14: Resilience to an attacker not sharing the spectrum

5.3.5 Multiple flows
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Figure 5.15: UDP throughput when there are multiple flows in the system

Now we study the performance of the system for multiple flows. We use the topology
given in Figure 5.3 with two source nodes and two destination nodes. Each of the source
nodes sends UDP iperf traffic of varying bandwidth to each of the destination nodes. Hence,
there are four parallel flows in the system. The source nodes are nodes 1 and 6 in the figure.
The destination nodes are either nodes 4 and 8 (i.e. 4 hop paths), or nodes 5 and 9 (i.e. 5 hop
paths). Figure 5.15 shows the resulting bandwidth for both the schemes for 4 hop paths, for

varying UDP bandwidth. The label on the x-axis shows the source node and the requested
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UDP bandwidth. Each bar shows the received bandwidth at both the destinations. For the
DIPLOMA scheme, the capabilities have the same allocated bandwidth as the requested
UDP bandwidth. The results are similar for five hop paths, but with lower bandwidth.

It can be seen from the histogram that both the schemes receive roughly same amount
of bandwidth for all the four flows. The DIPLOMA receives slightly higher bandwidth for
the requested bandwidth of 2 Mbps and 3 Mbps. At 2 Mbps speed, the packet loss are
minimum, and the send rate by iperf is higher for DIPLOMA. This may be because the
iperf datagram size for the DIPLOMA was 1430 bytes, whereas the size was 1470 for the
original. When the requested bandwidth is 5 Mbps, DIPLOMA and the original receive
only 3.11 Mbps and 3.53 Mbps respectively. This is because, the available bandwidth was
less than 5 Mbps. Since DIPLOMA has larger overhead, its throughput was less than the

original.
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Chapter 6

Securing Multicast Traffic

Multicast enables delivery of information from one source to many destinations efficiently,
without the source unicasting to individual destinations. In multicast, the nodes send
packets over a link only once. They create copies of the packets, and send to multiple links
when the packets need to go on multiple links to reach the destinations. Multicasting is
used for content distribution applications, like audio and video streaming.

Mobile ad-hoc networks are increasingly used in tactical military and civil rapid-deployment
networks, including emergency rescue operations and disaster relief network, due to their
flexibility in deployment. Audio and video content distribution is an important applica-
tion on these networks, making support for multicast an absolute necessity. Multicast also
improves the efficiency of wireless links in MANETS, due to the broadcast nature of the
medium.

The set of nodes receiving the messages that are addressed to a common multicast
address form a multicast group. Traditionally, there are three properties of multicast

group [Amm03]:
1. All the members receive all the packets send to the multicast group.
2. Any node can join the multicast group.

3. Any node can send packets to the multicast group.

All these properties have security implications, and there are solutions proposed for them

in the context of the (wired) Internet. Most of these solutions differentiate the routers from
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the receiver nodes (or multicast group members), as it is the case in wired networks. The
routers are secure and well behaved. These solutions are not suitable for MANETS;, since the
nodes play the dual role of receivers (and senders) of the traffic and routers for forwarding
other node’s traffic. Furthermore, exploiting these properties increases the resource usage,
making multicast an easy tool for launching denial of service attacks on resource constrained
MANETSs. In this chapter, we propose extensions to DIPLOMA architecture, to provide
multicast security in MANETS.

Multicast security protocols for wired networks have treated receiver access control
and sender access control as two separate problems [JA02]. Receiver access control is
provided using a group policy management system and a group member authorization
system [Amm03]. Sender access control can be provided using source specific multicast
(SSM), in which only single source can transmit to a multicast group. A MANET node’s
IP address can change when moving between networks, which require explicit sender access
control. Furthermore, because of the broadcast nature of the medium, it is much easier to
do IP address spoofing in MANETS.

In this chapter, we provide a unified solution for both receiver access control and sender
access control for MANETS by extending DIPLOMA to secure multicast traffic. We define
capabilities for use with multicast traffic. There are separate capabilities defined for sending
and receiving multicast traffic. A node will not be able to send, or join the multicast group
without possessing these capabilities. These capabilities also provide bandwidth constraints
for the multicast sessions, preventing resource hogging by the multicast group members. The
nodes in MANET enforce the access control and bandwidth constraints of the capability
in a distributed manner. We propose modifications to multicast protocols to incorporate
capabilities and show the modifications for two popular multicast routing protocols On
Demand Multicast Routing Protocol (ODMRP) and Protocol Independent Multicasting
Spare Mode (PIM-SM).

We implement the multicast DIPLOMA on Linux. Our implementation does not require
any changes to existing multicast applications or the PIM-SM multicast daemon. However,
the applications see the benefit in terms of receiving only the authorized traffic, and being

able to send the allocated bandwidth even in the presence of rogue nodes that are trying
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to conduct a DoS attack.

We implement our system in the Orbit Lab testbed. We conduct extensive experi-
ments to evaluate the performance and effectiveness of our system. We show that multicast
DIPLOMA incurs minimal overhead in terms of throughput, packet loss, and inter-arrival
times. We also study the effect on video streaming in our system. Finally, we show that
multicast DIPLOMA is effective against attackers. Note that we do not address confiden-
tiality of the multicast messages. Group key encryption is used to encrypt the multicast
traffic using symmetric keys. Group key management is used for efficient re-keying for
dynamic group memberships [Amm03].

We also implemented support for multicast DIPLOMA in GloMoSim simulator. We use
the ODMRP protocol as the multicast routing protocol for the simulation. In this chapter,
we also present the results of our simulation studies.

We describe the multicast capabilities in Section 6.1, extensions of DIPLOMA architec-
ture to secure multicast in Section 6.2, and the implementation in Section 6.3. We describe

our experimental methodology and results in Section 6.4.

6.1 Multicast Capability

DIPLOMA use multicast capabilities for access control and bandwidth limitations. They

have same syntactic structure as unicast capabilities (Chapter 3).

serial: 1307467

owner: unitOl.nj.army.mil (public key)
destination: 225.1.1.8

service: video

bandwidth: 512kbps

expiration: 2010-12-31 23:59:59

flags: MCAST RW

issuer: captain.nj.army.mil

signature: sig-rsa 23455656769340646678
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The above represents a policy token assigned by the node captain.nj.army.mil to unitO1.
This is a multicast capability, since the destination address is a multicast address. Unit01
can multicast video traffic up to 512 kbps to the group 225.1.1.8. The destination field and
the flags identify that the capability is for multicast traffic.

There are two types of multicast capabilities: Multicast Send Capability (MSC)
and Multicast Receive Capability (MRC). The flags in the capability indicate the
type of the multicast capability. The nodes possessing a MSC can send traffic to the
multicast group, limited by the bandwidth allocation on the capability. They can also join
the multicast group and receive traffic from the group. The nodes possessing a MRC can
join the multicast group only to receive data; They do not have authority to send data to
the group.

The group controllers allocate MSCs, and hence they are of type policy tokens. MRCs
can be either a policy token or a network capability. The group controller or a sender that
has authority in the form of a policy allocates them.

Unlike the unicast case, network capabilities for the multicast traffic cannot be assigned
using the 3-way capability establishment protocol. They need to be allocated outside of the
multicast protocol. This is because, the receiver node cannot receive the multicast traffic
until it is part of the group; it requires the capability to be part of the group. Furthermore,

there are multiple receivers in the multicast group, and the traffic is uni-directional.

6.2 DIPLOMA for Multicast Protocols

Unlike the unicast implementation of DIPLOMA, the multicast implementation depends
on the underlying multicast protocol used. This is because a multicast forwarding node
does not know about the receiver nodes to enforce the multicast receive capability, without
interfacing with the multicast routing protocol. Hence, our implementation, even though it
does not directly modify the multicast protocol processing modules, influences the protocol
by snooping and filtering the packets. DIPLOMA may also modify the packet immediately
before the packet is sent to the physical interface and immediately after it is received on

the interface.
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There are two types of multicast routing protocols. The first type is flooding based pro-
tocols, where the multicast tree is created for the entire topology based on flooding. Later,
part of the tree that does not have any receivers is pruned by explicit prune or status dis-
covery messages. An example of this type of protocol is Protocol Independent Multicasting
in Dense Mode (PIM-DM). This type of protocol is useful when most of the nodes in the
network are members of the group. The second type, which is more predominant, creates
a tree (or mesh) based on the membership. A branch in the tree is created only if there
a node in that branch that wants to receive the multicast traffic from the group. There is
no wasted data bandwidth in this protocol, even though efficiency of the bandwidth usage
depends on the type of the tree construction. Examples of this type of protocol include
Protocol Independent Multicasting in Sparse Mode (PIM-SM), MAODV, ODMRP, etc. In
this chapter, we focus on implementing DIPLOMA on this type of protocols.

The receivers are required to send explicit messages to join the multicast tree. This
message may traverse multiple intermediate nodes to reach the tree or the node in charge
of constructing the tree. Depending on the protocol, the intermediate node may directly
forward this message, or send a different message to the same effect to the upstream node.
We call these messages collectively Join-Tree messages. In PIM-SM protocol, Join-Tree
messages constitute IGMP membership report message, as well as Join/Prune message. In
ODMRP protocol, it is the Join Reply message serving this role. In DIPLOMA, we make
use of Join-Tree messages to send the MRCs. The nodes drop the Join-Tree messages that
do not contain valid MRCs. When there are multiple downstream receivers, the forwarding
node needs to send only one of the MRCs upstream.

Join-Tree messages forwarded by a node may contain the MRC of its downstream node,
instead of its own. This happens when the node is just a forwarding node but not a member
of the multicast group. To avoid MRC reuse by rogue forwarding nodes for future multicast
sessions, the receivers add an expiration time to the MRC in Join-Tree messages. Receivers
sign the (capability, time stamp) pair with their public key. We call that message time
stamped MRC.

Many multicast protocols have explicit messages initiated by the sender to form the

tree. For example, ODMRP has Join Query message send by the sender to initiate the tree
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creation. Not all protocols have this mechanism. For example, PIM-SM does not require
the sender to join the multicast group for sending multicast packets. Hence, we do not rely
on any of the protocol messages to send the MSC. Instead, we send the MSC when data
traffic starts flowing, like in the unicast case. This has an advantage of treating multicast
and unicast data the same way, independent of the underlying protocol. To provide added
security, we also send an MSC on protocols that require explicit tree create message from
the sender.

An intermediate node forwards a multicast data packet only if both of the following

conditions are satisfied:

1. The data packet has an associated MSC from the sender in the node’s capability
database, and the data packet is conformant to the capability in the form of valid

packet signature and the bandwidth constraints.

2. The node has a valid multicast receive capability from one of the receivers in the
downstream path. The intermediate node forwards the packet on an interface only if

it has a time stamped MRC for a receiver that is reachable on that interface.

A receiving node may leave the multicast tree in two ways depending on the multicast
protocol. Some protocols support explicit leave messages. Since it may not be always
possible to send a leave message (e.g., the receiver node crashed), the protocols also has
periodic membership query. When the receiver node receives a query, it sends some form of
a Tree-Join message. In a DIPLOMA enabled system, the receiver node also sends a time
stamped MRC in those messages. Then the intermediate (forwarding) node forwards one
of the time stamped MRC to the upstream node in its Tree-Join message. When a node
does not receive any time stamped MRCs from the downstream nodes on an interface, that

interface is pruned from the multicast tree (or mesh).

6.2.1 DIPLOMA on ODMRP

In this section, we describe how to incorporate DIPLOMA on systems running On De-
mand Multicast Routing Protocol (ODMRP) [LLG:C99]. We implemented this protocol in

GloMoSim simulator. The results are presented in Section 6.4.6.
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Figure 6.1: ODMRP Protocol

Figure 6.1 gives a high level overview of ODMRP protocol. There is a sender node S
that wants to multicast data into a group. Three receiver nodes R1, R2 and R3 are part
of the multicast group. Two nodes F'1 and F2 are in the path from the node S to the
receivers. We call those nodes intermediate nodes. When the node S has data to multicast,
it broadcasts a Join Query message to the neighboring nodes to discover a multicast tree.
This message is received by the intermediate nodes F'1 and F'2, which in turn broadcasts
to their neighbors. The nodes R1 and R2 receives the Join Query from the node F'1, and
the node R3 receives the Join Query from the node F'2. The receiver nodes send a Join
Reply message back to the nodes from which it received the Join Query message (i.e. the
upstream nodes F'1 and F2). Once the nodes F'1 and F2 receive the Join Reply messages
they become part of the forwarding group and forwards the Join Reply messages to node S.

In DIPLOMA systems that are running over the ODMRP protocol, Join Query messages
are modified to contain the MSC of the sender, and the transaction id and the key that will
be used by the sender for subsequent communication. The intermediate nodes store this
capability information temporarily and forward the Join Query message to their neighbors.
On receiving this Join Query, a receiver node in the multicast group responds with a Join
Reply message. This Join Reply message is modified to contain the receiver’s time stamped

MRC that authorizes the node to be part of the multicast group. On receiving a Join Reply,
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the intermediate node becomes part of the Forwarding Group. The intermediate node
installs the saved MSC in its capability database. The intermediate node then forwards the
Join Reply to its upstream node (i.e. towards the sender). It is possible for the intermediate
node to receive Join Replies from multiple receivers with different MRCs. The intermediate
node needs to forward only one of them to its upstream node. Then the forwarding node
starts forwarding the multicast data traffic to the downstream nodes. Similar to the unicast
case, the forwarding nodes enforce the capability for all the multicast packets.

Whenever the time stamped MRCs expire, a forwarding node stops forwarding any
multicast packet received by the node. ODMRP is a stateless protocol that does not have
any multicast leave or prune messages. Instead, the tree is valid only for certain duration.
The tree is completely dissolved when that timer expires. Furthermore, the receiver nodes
can respond with Join-Reply messages only when it receives Join-Request message from a
sender. There is no mechanism for a new receiver to add itself to an existing multicast tree.
The sender maintains the multicast tree, and adds new receivers by periodically sending the
Join-Query message. The DIPLOMA keeps the time stamped MRC up to date through this
periodic tree maintenance protocol. Whenever a receiver gets a new Join-Query message,
it creates a new time stamped MRC to respond back in the Join-Reply. To maintain
continuous multicast data session, it is important for the period in which a new Join-Query

is generated to be less than the validity duration of the time stamped MRC.

6.2.2 DIPLOMA on PIM-SM

In this section, we describe how to incorporate DIPLOMA on system running Protocol
Independent Multicast - Sparse Mode (PIM-SM). We implemented this protocol in Linux
systems. The implementation and the results are presented in Sections 6.3 and 6.4 respec-
tively.

PIM-SM is a popular multicast routing protocol that is independent of the underlying
unicast protocol. This protocol works in conjunction with the Internet Group Membership
Protocol (IGMP). The protocol explicitly creates a tree from the sender to the receivers.

In PIM-SM, one of the router is designated as a Rendezvous Point (RP) for a multicast

group. All the other routers need to join the group through RP. Whenever a node wants to
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join a multicast group, it conveys the message through an IGMP membership report message.
A designated router (DR) for the node sends periodic PIM it Join/Prune messages towards
the RP for the multicast group. Each router along the path to RP updates the packet
forwarding state (routing entries) and sends the Join/Prune message towards the RP.

Whenever a node wants to send the traffic to the multicast group, its DR encapsulates
the data in PIM Register messages and unicasts it to the RP. The RP decapsulates the
message and sends the data towards the receivers in the multicast tree. If the data-rate
from the sender is high, then the RP sends a source specific Join/Prune message towards
the sender. This extends the tree to the sender, and the sender can directly send multicast
messages to the tree without encapsulating the messages. If the data rate warrants it, any
DR can join source specific shortest path tree by sending a Join/Prune message towards
the sender, and prune the shared tree towards the RP.

We can enable DIPLOMA in multicast systems running PIM-SM by including multi-
cast capabilities in the IGMP and PIM messages. Whenever a receiver sends an IGMP
membership report message, its time stamped MRC is included. DIPLOMA systems reject
any membership report without a capability. A DR includes one of the time stamped ca-
pabilities of the downstream nodes in the Join/Prune messages it sends towards the RP or
the source node. When a router receives a prune message, the corresponding time stamped
MRC is removed from its tables. The node stops forwarding the packets, when it does not
have any valid time stamped MRC from the downstream receivers.

Multicast packets are sent similarly to the unicast case. Before sending a packet, the
sender multicasts its MSC in a capability request packet with the capability, transaction
identifier and the key for the packet signatures. This packet goes to the RP as a regular
multicast packet or a Register packet; the RP in turn sends the packet to the multicast
group (after decapsulation for the Register packets). All the nodes in the multicast tree
add the capability to their capability database. If it is a register packet, then the nodes in
the path between the sender and the RP will also extract the capability, transaction id and
the key for the signature from the capability request, and install in their database. Any
subsequent data packet multicast by the sender contains the transaction id and the packet

signature. The signature is verified and the bandwidth is enforced by all the nodes in the
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multicast tree, and by the nodes between the sender and the RP in the case of the Register
packets.

If a receiver node joins the multicast tree after the transmission of the initial capability
request packet by the sender, then it will not be able to validate the multicast data packets.
DIPLOMA solves this by two means: First, the sender periodically multicasts the capability
request packet. The new receiver node can start accepting the data packets after the periodic
multicast. Second, the receiver sends a request for the capability towards the sender using
a DIPLOMA control (or error) packet. On receiving this request, either an intermediate

node or the sender responds with the capability and the public key for the signature.

6.3 Linux Implementation
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Figure 6.2: Multicast DIPLOMA Implementation on Linux

We now describe the implementation of Multicast DIPLOMA on Debian Linux running
kernel 2.6.30. For multicast routing, we use pimd, a PIM-SM package that comes with the
Debian distribution. Since PIM-SM requires a separate unicast routing, we use University of

Uppsala’s AODV implementation called AODV-UU. Our implementation does not require
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any changes to the application program, routing module or PIM-SM daemon.

Multicast DIPLOMA is implemented as a user level process, called the DIPLOMA
engine that interfaces with rest of the Linux packet processing subsystem using the netfilter
framework. We use netfilter queue to receive, modify, and filter packets in the DIPLOMA
engine.

Figure 6.2 shows how the DIPLOMA engine interfaces with netfilter subsystem. A
brief description of Netfilter framework and how the DIPLOMA uses it for handling the
unicast traffic can be found in Chapter 5. The dotted lines are the hooks used only for
multicast traffic. The solid lines show the hook for both unicast and multicast traffic. The
reason for requiring additional hooks for multicast traffic is due to the implementation of
PIM-SM in Linux. It uses raw sockets to send and receive traffic; these packets do not go
through the LOCAL-IN and the LOCAL-OUT hooks, but traverse the PRE-ROUTE and
the POST-ROUTE hooks.

Next, we describe the packet flow for control (i.e., IGMP and PIM packets) and multicast

data packets.

6.3.1 Membership Messages

When the system sends a membership message, in the form of an ICMP message or a PIM
Join/Prune message, the DIPLOMA engine receives the packet on the LOCAL-OUT hook.
It checks for a valid MRC for the message in its database. The valid capability may be
either its own capability, or a capability it received from a downstream node. It adds the
capability in the packet and sends an ACCEPT verdict on the hook.

When the system receives a membership message on the PRE-ROUTE hook, it validates
the packet. A valid packet needs to contain a valid MRC. The node saves the MRC in its
tables for subsequent request to the upstream node. The capability is removed from the
packet and an ACCEPT verdict is given. The PIM-SM daemon receives this packet over

the RAW socket. The engine drops any membership message without a valid capability.
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6.3.2 Capability establishment

When a sender needs to multicast data, it creates a transaction identifier for use with
subsequent packets to identify the session. It also creates an RSA key for signing the data
packets. The sender sends the transaction id, the public key and the MSC authorizing
the sender to send the multicast packet as a DIPLOMA control message. The DIPLOMA
engine sends this message when it first sees a packet from the sender for a multicast group.
The application program sending the multicast data need not be aware of this step.

When a multicast member node or a forwarding node receives this message, it validates
the capability and stores the transaction id, the public key, and the MSC in its capability
database. These nodes validate the subsequent data packets coming from the sender against
the capability and verify the packet signatures. The sender periodically sends the capability
establishment packet for updating new receivers or new intermediate nodes after a route
change. A receiver can also make a unicast request to the sender to send a capability
establishment packet, when it does not have that information due to late joining or a route

change.

6.3.3 Multicast Data Packets

All multicast data packets need to contain an associated capability. The DIPLOMA engine
at the sender modifies the outgoing packets in the OUTPUT hook by including a capability
header, which contains the transaction identifier and the packet signature. Packets sent to
a multicast group are treated together as a block for the signature computation, similar to
the unicast case as discussed in Chapter 5. A packet block contains maximum of block size
(P) packets that are sent with in the interval block timeout (T). The packet signatures for
a block consist of RSA signature for the first packet and SHA-1 hashes for the remaining
packets. The RSA signature is verifiable with the key send in the capability establishment
phase. The SHA-1 hashes are integrity protected by including them in the first packet.
The engine at the intermediate node receives multicast packets on the FORWARD hook.
The engine validates each packet against the capability using the transaction identifier. The
validation including checking if there is a valid MSC in its database associated with the

transaction identifier, if the packet has valid signature, and if the packet conforms to the
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bandwidth constraints of the capability. If the packet is valid, then the engine gives an
ACCEPT verdict for forwarding the packet.

If the packet is destined to the node as a receiver on the multicast group, DIPLOMA
receives the packet on the INPUT hook. The engine validates the packet as above, removes
the capability header from the packet and gives an ACCEPT verdict, causing the kernel to

deliver the packet to the application.

6.4 Experimental evaluation

In this section, we evaluate the effectiveness of multicast DIPLOMA. First, we compare the
throughput, packet loss and inter arrival times of the systems with and without multicast
DIPLOMA by sending periodic traffic. We also study these parameters by sending real
video streaming traces. Finally, we study the effectiveness of DIPLOMA in containing

attacker nodes.

Figure 6.3: Tree topology
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6.4.1 Testbed

We implemented the multicast DIPLOMA engine as described in Section 6.3 in Debian
Linux with kernel 2.6.30. We use AODV-UU for routing unicast traffic, modified to handle
multiple interfaces. For multicast routing, we use PIM-SM implementation called pimd that
is available with Debian Linux distribution. We ran the resulting system on multiple nodes
in the Orbit lab wireless testbed. We created multi-hop topologies using channel hopping
as described in Chapter 5. To make fair comparison, we also send the packets of original
to user level as discussed in that chapter.

For measuring the performance of the DIPLOMA, we use two topologies: a line topology
and a tree topology. In the line topology nodes are allocated channels in such a way that
each node can directly communicate only with its neighbors on either side (except for the
first and last, each of which has only one neighbor). In this topology, the first node is the
sender of the multicast. All the remaining nodes subscribe to the multicast group. The
tree topology is shown on figure 6.3. The links are labeled with the channel with which
the nodes communicate. Here the sender is the node 0 (root), and the multicast receivers
are nodes 3,4,5,6 (leaf nodes). In the figure, the solid lines show the multicast tree and the
dashed lines shows the links that are not participating in the multicast.

We use the multi-generator tool mgen [mge] from Naval Research Laboratory to send
and receive traffic in our experiments. Compared to iperf, mgen provides finer control over
the experiments and collecting results, and has better support for multicast. Each data
points in this section represent an average of running six experiments, each experiments

sending traffic for 30 seconds each.

6.4.2 Line Topology

In this set of experiments, we study the performance of the DIPLOMA and the original
schemes for the line topology. The sender sends periodic traffic of size 1024 bytes at the rate
of 100, 300 and 500 packets per second. This corresponds to rates of 819.2 Kbps, 2.4576
Mbps and 4.096 Mbps respectively.

Figure 6.4 shows the throughput received by the nodes at different hop lengths for
different transmission rates. For the rate of 100 and 300 pkts/sec, both the DIPLOMA
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and the original schemes receive bandwidth close to the send bandwidth for all the hops.
The bandwidth for the DIPLOMA is minimally (0.7% and 3.7% respectively) lower than
the original. For the rate of 500 pkts/sec, the received bandwidth reduces as the hop
count increases. This is because the available bandwidth decreases as the number of hops
increases. The bandwidth for the DIPLOMA is 6.6% lower than the original. This is due
to larger headers and processing required for the DIPLOMA.

Figure 6.5 shows the packet loss for the same experiment. The packet losses are less
than 1% for both the schemes for the rate of 100 and 300 pkts/sec. The packet losses are
higher for the rate of 500 kbps, which explains the lower throughput as the hops count
increases. The packet loss is about 5% more for DIPLOMA, due to larger headers, which

require more bandwidth.
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Figure 6.6: Packet inter arrival times for line topology

Figure 6.6 shows the packet inter arrival times for the same experiments. For the rates
100 and 300 pkts/sec, the inter arrival is close to the inverse of their send rate. The inter
arrival for diploma is slightly higher than the original, due to larger processing required. For
the 500 pkts/sec rate, inter-arrival time increases with hop count, due to correspondingly

higher packet loss.
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6.4.3 Tree topology
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We study the throughput, the packet loss, and the inter arrival times for the tree topology

given in Figure 6.3. Here the root node 0 is the sender and the leaf nodes 3,4,5,6 are the

receivers.

Figure 6.7 shows the throughput at the nodes for both the schemes. Though the nodes

are at same distance from the root, they receive different bandwidths. This may be because

of the channel conditions and the packet scheduling. For some nodes, the DIPLOMA

receives higher bandwidth than the original. The sum of the bandwidth received by all the

four receivers is slightly higher for the original scheme compared to the DIPLOMA scheme.

This total bandwidth is 2.1%, 2.1% and 3.6% higher respectively for the rates 100, 300 and

500 pkts/sec for original compared to DIPLOMA.
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Figure 6.8 shows the packet loss at the nodes for both the schemes. Unlike the line
topology, there was some packet losses (6% to 9%) for the rates of 100 and 300 pkts/sec for
both the schemes on some of the nodes. This may also be due to channel conditions.
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Figure 6.9: Packet inter arrival times for tree topology

Figure 6.9 shows the packet inter arrival times for both the schemes. Here also for some
receivers, the inter arrival times were shorter for the DIPLOMA. However, on average, the
inter arrival times for the DIPLOMA was slightly higher than the original, due to larger
processing delays and the extra headers in DIPLOMA.
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Figure 6.10: Streaming video throughput for line topology
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Figure 6.11: Streaming video packet inter arrival times for line topology

6.4.4 Streaming video

In this set of experiments, we study the performance of streaming video. The experiments
were conducted by creating a trace of streaming video using evalvid [I<la], and sending
packets based on that trace using mgen.

Figures 6.10 and 6.11 shows the throughput and the inter arrival times for the streaming
video for the line topology. The results show that both the DIPLOMA and the original
schemes receive the full bandwidth of the video, and the packets are received at constant

inter-arrival times.
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Figure 6.12: Streaming video throughput for the tree topology
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Figure 6.13: Streaming video packet inter arrival times for the tree topology

Figures 6.12 and 6.13 shows the results for the tree topology. There was a small loss

in two of the nodes for both the schemes. This behavior is similar to the results for the

3

periodic traffic.

3
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Figure 6.14: Attack topology
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6.4.5 Attacker resiliency

Now we study the effectiveness of multicast DIPLOMA in containing attackers. We use
the topology given in figure 6.14. The solid lines show the multicast tree and the dashed
lines show the unicast path. The labels on the links show the channels. In the experiments

below, the nodes 0 and 1 are the senders. These nodes have only its neighboring nodes 2
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and 3 respectively in it communication radius. Hence only nodes 2 or 3 cannot be protected
by DIPLOMA, when these nodes misbehaves at Physical or MAC layer.
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Figure 6.15: Throughput in presence of unicast attacker

We study how DIPLOMA can protect multicast sessions when there is a DoS attacker
sending high-rate traffic. Node 1 (attacker) sends periodic traffic of size 1024 bytes at the
rate of 1000 packets per second (i.e., rate of 8.19 Mbps) to node 7. The allocated bandwidth
for the attacker was 1 Mbps. Simultaneously, node 0 multicasts periodic packets of size 1024,
to receiver nodes 4, 5 and 6, at rates 100 pkts/s (i.e., 819.2 Kbps) or 300 pkts/s (i.e., 2.45
Mbps).

Figure 6.15 shows the throughput at the three multicast receivers and the unicast re-
ceiver (attack traffic). In DIPLOMA, the attacker is able to achieve a bandwidth of 844
Kbps, which is the allocated bandwidth (minus the overhead). The multicast receivers re-
ceive close to their send bandwidth. The multicast receivers receive on average 749 Kbps
and 1.80 Mbps respectively for 100 and 300 pkt/s traffic. For the original scheme, the
attacker is taking up most of the bandwidth, at 8.04 Mbps. The multicast traffic receives
only a fraction of its send bandwidth. The multicast receivers receive on average only 517

kbps and 788 kbps respectively for 100 pkt/s and 300 pkt/s traffic.

6.4.6 Multicast Simulations

In this subsection, we provide the results of the GloMoSim implementation by comparing

the performance of our capability-based extension of ODMRP (i.e. DIPLOMA ODMRP)
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with that of the unmodified ODMRP. In the DIPLOMA scheme, the Join Query and Join
Reply packets contain the multicast capabilities and the associated transaction identifiers
and the signatures. Data packets on DIPLOMA also contain the transaction identifiers and
the signatures. Like the unicast case in Chapter 4, nodes participating in the multicast
verify the signatures probabilistically. The simulations were conducted using the same

parameters as described in Section 4.2.

6.4.6.1 Multicast Latency Overhead

To measure the overhead, we use a simple line topology. Node 0 multicasts CBR traffic of
512 bytes at the packet interval of 100ms (i.e. data rate of 40kbps). The even-numbered
nodes subscribe to the multicast message. Both the even and the odd numbered nodes act
as forwarding group nodes. The latency of the first packet and the average packet latency

of 100 packets are shown in Figure 6.16.
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Figure 6.16: Latency of the CBR packet of size 512 bytes for multicast

In the figure, we see that latency of the first packet and the average Packet latency for
the original scheme is almost the same. However, the latency of the first packet is higher
than the average latency in DIPLOMA. The additional latency in the first packet is about
3.2 ms per hop. This latency is coming from the signature generation and verification time
due to the capability establishment as well as the latency due to the increase in packet

size because of the additional headers in DIPLOMA. There is no additional latency for the
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first packet in the original scheme since the data packet is piggybacked in the Join Query
request. In DIPLOMA also, MSC and the first data packet are piggybacked on the Join
Query request but the capability processing overhead is not negligible. The average latency
of the DIPLOMA scheme is very close to that of the original scheme. The overhead is
only 5%, which is mostly due to the signature verification and the larger packet due to the

transaction id and the signature fields.
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Figure 6.17: Packet delivery ratio for multicast CBR traffic at various mobility speeds

6.4.6.2 Random Topology with Mobility

We compare the performance of multicast traffic for large topologies with mobility. We
used random 50 node topologies on a 1200 x 1200 meter terrain. There were two multicast
groups of 10 nodes each. In each multicast group, two source nodes transmitted CBR traffic
with packet size of 512 bytes and 64 bytes with the inter-packet interval of 500ms and 50ms
respectively. The nodes were mobile using random waypoint models of various speeds. The
pause time in the random waypoint was set to 1 second. Each data point was collected by
running the experiments 20 times with different seeds.

Figure 6.17 shows the packet delivery ratio (PDR) for both schemes at inter-packet
interval times of 500ms and 50ms for the packet sizes of 512 bytes and 64 bytes respectively
and various mobility speeds. On average, the PDR for the DIPLOMA scheme was only 0.9%

lower than the original scheme for 512 bytes packets at 500ms interval. For very high packet
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rate multicast of 64 byte at 50ms, the PDR for DIPLOMA was 19.4% lower. This is because
of the relatively high overhead for smaller packets in the form of the headers for DIPLOMA.
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Chapter 7

Capability Misuse Detection

Consent-based networking is emerging as a “clean-slate” design for providing security against
multiple attacks in the Internet [SNW09; ARWO03; AKS09]. In consent-based networking,
a sender needs to have permission to send traffic to a destination. Consent-based architec-
tures may support permission to send to a destination on a particular path (path-based) or
on any path (destination-based). In path-based consent architectures, every node (or realm)
in the path from a source to a destination need to give consent to send traffic. This gives
the nodes control over the traffic passing through them, making it suitable for networks
like the Internet, where there are multiple providers (or administrative domains) and the
paths are mostly static. In destination-based consent architectures, permission is given to
send traffic to a destination on any of the available paths; intermediate nodes honor those
permissions and forward the traffic. This architecture is useful for networks where the paths
are dynamic, as in mobile ad-hoc networks.

In a consent-based system, senders are given the permission to send traffic in the form
of verifiable proofs of consent (capabilities). The nodes perform bandwidth enforcement
by rate controlling the bandwidth used for the flows that are part of the capability. In
destination-based consent architectures, it is possible to use the capability to reach a des-
tination on multiple paths. In those cases, not all traffic corresponding to a capability may
go through a node. Hence, any single node may not be able to enforce the bandwidth con-
straints of the capability. Furthermore, a node that has authority over multiple destination

nodes may assign permission to reach those destinations in a single capability. Hence, the
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same capability may be used for multiple unrelated flows. Even if all the traffic passes
through a node, the node may be unable to enforce the bandwidth constraints across unre-
lated flows due to high processing required to account for traffic across the flows. It is also
possible for certain nodes to collude with senders allowing for larger bandwidth than the
one allocated in the capability. When misuse prevention is not feasible, we need a detection
mechanism. Once misuse is detected, the capability may be revoked or temporarily not
honored, or the node misusing the capability may be isolated.

DIPLOMA provides two main functionalities: access control of the end host services,
and protection of the network bandwidth. The access control is enforced using capabilities,
which are cryptographically verifiable entities. All the nodes in the path from a source to
a destination can verify the capabilities for the access control. Hence, it is not possible to
bypass the access control mechanism under the normal assumptions of cryptography.

In this chapter, we identify the sources of misuse in DIPLOMA and provide solutions for
detecting those misuses. A misuse may constitute either the use of a capability in multiple
paths to a destination, or the use of the same capability to multiple destinations. The
detection of misuse may be done based on the information locally available to the node
(local detection), or based on the information exchanged among the nodes (distributed
detection).

To provide solutions for detecting misuses, we modify the capability establishment proto-
col to enable nodes to detect the misuses. We also describe the protocols for communicating
the information about the flows going through the nodes to enable distributed detection.
We also provide efficient algorithms for detecting misuses.

The node detecting a misuse should be able to provide the proof of the same, so that
other nodes can take action based on the misuse. Our solution can provide the proof of
the misuse, so that rogue nodes cannot exploit the misuse detection algorithms itself. Our
solution also handles privacy issues associated with the exchange of information about the
flows.

We implemented our algorithms in the Orbit lab testbed [orb]. We show that the
algorithms require minimum processing and memory. We also show that the amount of

information exchanged for the misuse detection algorithm is minimal. We also conduct
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extensive experiments on capability misuses, and show that our system effectively detects
and contains these misuses.

The rest of the chapter is organized as follows. In Section 7.1 we identify the sources
of misuse in consent-based systems like DIPLOMA. In Section 7.2 we give the details of
the misuse detection architecture, including a capability encoding scheme that facilitates
the detection, and the protocols for exchanging information among the nodes for a dis-
tributed misuse detection. Section 7.3 gives detailed algorithms for misuse detection and

their analysis. We describe the experimental results in Section 7.4.

7.1 Misuse in consent-based systems

In this section, we identify ways of misusing capabilities in destination-based consent sys-
tems like DIPLOMA. Some of the misuses are not preventable by forwarding nodes. These
includes simultaneous use of a capability on multiple paths to get more than allocated band-
width, or misusing a policy to create network capabilities more than the policy is entitled
to.

There are other misuses in consent-based systems that are directly preventable by the
forwarding nodes. For example, if a sender tries to send more than the allocated bandwidth
on a capability, the nodes forwarding the packets can detect the misuse and drop the packets.
DIPLOMA uses a token bucket algorithm to enforce bandwidth (Chapter 5). In fact, in the

DIPLOMA system a node forwards a packet only if the following conditions are satisfied:

1. There is a valid capability associated with the packet.
2. The packet has a valid signature.

3. The packet satisfies the bandwidth constraints of the capability.

Thus, our focus is in detecting the misuses that cannot be prevented by systems like

DIPLOMA, due to use of a capability in multiple paths or destinations.
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7.1.1 Misuse of policy tokens

Policy tokens are capabilities allocated by the group controllers to the nodes to access the
services running on other nodes in MANET. The node for which the policy token is allocated
is called owner of that policy token. A policy token contains the owner, the destination
node, the type of service, the allocated bandwidth, and the signature of the group controller.
The destination field of a policy token may correspond to a specific host or a group of hosts.
A sender (i.e., the owner) can send traffic to multiple receivers simultaneously using a
policy token that has authorization to access those receivers. While accessing multiple
receivers, the sender should not exceed the total bandwidth allocated to that policy token.
A misbehaving sender may try to exceed this allocation by deliberately communicating with
multiple receivers without satisfying the overall bandwidth constraints of the capability. We
call this misuse as concurrent-destination misuse.

Another way to misuse the capabilities is to use multiple paths to the receiver. The
sender may use the same capability on multiple paths, and may claim the bandwidth allo-
cation of the capability in each of the paths. This way the sender can bypass the bandwidth
enforcement that is performed by the intermediate nodes. Though the receiver can easily
detect this kind misuse, it might be collaborating with the sender to receive a larger band-

width. We call this misuse as multi-path misuse.

7.1.2 Misuses of network capabilities

Network capabilities are the capabilities issued by the receiver nodes to the senders that
authorize sending traffic to those receivers. They are similar to policy tokens, except that the
destination field cannot be arbitrary; it has to be the receiver that issued the capability. The
capabilities also need to contain a signed policy issued by the group controller authorizing
the receiver to issue such a capability.

Nodes can misuse a network capability in two ways: either by a receiver issuing more
than it is entitled to, or by a sender sending more than the network capability. A sender
could misuse the network capability by sending the capability over multiple paths. This
is same as the multi-path misuse. Note that concurrent destination misuse is not possible

with network capabilities, since those capabilities have fixed destination.
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A receiver creating network capabilities may perform another form of misuse. The re-
ceiver needs to conform to the policy while creating network capabilities. A policy puts
an upper bound on the amount of bandwidth a receiver may allocate to capabilities si-
multaneously. A receiver might not abide by this policy, and might allocate more network

capabilities than it is entitled to. We call this misuse as policy misuse.
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Figure 7.1: Misuse detection architecture

7.2 System Architecture

7.2.1 Misuse Detection Architecture

Figure 7.1 shows the architecture of the misuse detection system in DIPLOMA. The DIPLOMA
engine, which is responsible for packet processing and capability enforcement, collects the
information about the capabilities going through the node and provides them to the mis-
use detection engine. This information is stored in the local records table. The detection
engine may also receive the information about the communication flows and the associated
capabilities from other nodes, which are stored in the external records table. The detection
engine periodically runs the misuse detection algorithm described in Section 7.3 on these

records. Whenever the algorithm detects a misuse, it informs the local DIPLOMA engine
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Figure 7.2: Various types of capability reuse and detection algorithm

as well as the misuse detection engines of the other nodes. The DIPLOMA engine makes
use of this information while accepting the capabilities for connection establishment and
packet forwarding.

Based on where the flow information is obtained, the misuse detection algorithm is
classified as local or distributed. The algorithms run for both the local and the distributed
detection are the same, except that local detection does not require phase 1 of the algorithm

(Section 7.3).

Local detection

In many cases, we can detect capability misuse using the local information a node has,
received either through the packets passing through that node, or by listening to the channel
and snooping on the packets in its neighborhood. For example, a receiver can detect any
misuse by a sender directed towards it. Nodes in the sender’s neighborhood may be able to
hear all the packets by listening to the channel. In those cases, a neighboring node will be

able to detect any misuse by a sender, and provide a proof of the misuse.
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Distributed detection

When it is not possible to detect the misuse based on local information, we resort to
distributed detection. For example, if the sender is using a directional antenna, then its
neighboring nodes may not be able to hear all the packets it has sent. A misuse may
be targeted towards multiple receivers; hence, a single receiver cannot detect it. Even if a
misuse involves a single receiver, the receiver may be colluding with the sender and may not
report the misuse. In distributed detection, the nodes periodically exchange information
about the flows passing through them. The misuse detection algorithm is run using the
combination of the information a node collected locally and what it received from other
nodes. In distributed detection, one or more nodes in the MANET are designated as verifier
nodes. All the other nodes (called collector nodes) send information about the flows going
through them to one or more of these verifier nodes. The verifier nodes run the misuse
detection algorithm, and inform the collector nodes about any misbehaving nodes and the
associated capabilities, along with proof of misuse.

Figure 7.2 illustrates the types of the detection methods that are useful in various misuse
scenarios. Note that, a distributed detection algorithm can always detect the misuses that
a local detection algorithm can detect. However, vice versa is not true. Hence, in the figure
the local detection has priority over the distributed detection. In addition, the distributed
algorithm will fail if all the nodes in a path collude with the sender. We ignore that fact
in the figure and assume that at least one node in each of the path will co-operate with
detection.

Whether distributed detection is required or not is dictated by whether there exists
any common node in the misuse paths, and whether the common node is willing to co-
operate. A common node can run the detection algorithm based on the local information
alone to identify, and report the misuse. For the misuse involving multiple paths to a single
destination, the receiver is always a common node. If all the common nodes are colluding

with the sender, then a distributed detection is required.

7.2.2 Misuse Detection Components

A detection solution needs to have the following properties:
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1. The nodes are required to store only minimal amount of information.
2. The amount of information that need to be communicated is minimum.
3. The algorithms to detect the misuse should be fast.

4. There should be a verifiable proof about the misuse.

The first three requirements are attributed to the limited resources available on the
MANET nodes in terms of memory, bandwidth, and processing power. The last requirement
is to avoid any misuse of the misuse algorithms itself. The nodes detecting misuse should
be able to prove the rest of the nodes that a misuse had occurred, so that action can be
taken against the misbehaving node.

Our solution for misuse detection has the following components:

1. An encoding scheme for capability requests and network capabilities, so that the
detector nodes can easily extract verifiable information for misuse detection in an

efficient manner.

2. Protocols for exchanging relevant information that aid in misuse detection. This also

includes identifying the nodes to which the information is sent.

3. Efficient algorithms for the misuse detection.

Next, we describe the encoding scheme for the capabilities and the protocols for ex-

changing relevant information. We will describe the algorithms in the next section.

7.2.3 Capability encoding

In the DIPLOMA architecture, it is permissible to use a capability for multiple communica-
tion sessions concurrently. For example, a node possessing a policy token to communicate
with a group of destinations may be simultaneously communicating with multiple nodes
in that destination group. Similarly, it is possible to use a policy authorizing the issue of
the network capability to create multiple capabilities simultaneously. For example, a node

may be receiving packets from multiple source nodes, and may want to allocate network
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capabilities to those senders based on a single policy authorizing the allocations. Both of
these concurrent uses of policies are valid as long as the nodes do not use (or allocate)
more bandwidth than allowed by the policies. When the nodes split the bandwidth of a
policy into multiple capabilities, we need protocols that enable other nodes to check if these
capabilities are within the limit. We use the term owner of a policy to denote the nodes
using or creating these capabilities.

While sending the policy token or while creating receiver capabilities, the owner has to
decide on how to split the available bandwidth. The protocol allows dividing the available
bandwidth into 32 or 64 equal sized slots, which are represented using a bitmask of 32 or
64 bits. We call this bitmask as the allocation wvector. A bit in the allocation vector is
set, if the corresponding bandwidth slot is used. The allocation vector is included in the
capability request packets, as well as on the network capabilities created by the receivers.
For a policy token that a sender is using to communicate with multiple destinations, the
allocation vector on a capability request indicates the portion of the available bandwidth
allocated to that communication session. When a sender uses multiple paths to reach a
destination, the allocation vectors on the capability requests on each of the paths indicate
the portion of the available bandwidth from the capability (i.e., policy token or the network
capability) allocated to that path. If a receiver node creates multiple network capabilities,
based on a policy, the allocation vector field in the capability indicates the portion of the
available bandwidth allocated to that capability. Note that there could be multiple bits set
in the allocation vector indicating bandwidth allocation proportional to number of bits set
in the vector. The presence of capability requests for the same capability with a common
bit set in their allocation vectors indicates that the sender is trying to misuse the capability.
Similarly, the presence of two network capabilities for the same policy that has a common bit
set in the allocation vector indicates a misuse by the receiver issuing that capability. Larger
number of bits in an allocation vector gives finer granularity on the allocated bandwidth.
It also allows for larger number of simultaneous flows associated with a capability or policy.
However, larger number of bits in an allocation vector also leads to higher bandwidth and
memory overhead. In our experiments, we use allocation vectors of size 32.

It is permissible to allocate the same bandwidth slot to different capabilities, derived
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from the same policy, at different times. Every capability request and network capabilities
contain a start time stamp and a validity duration, which indicates the time until they is
valid. To extend its validity, the owner needs to create a new request. Hence, a misuse
constitute the existence of two capability requests for the same capability, or two network
capabilities for the same policy that has a common bit set in their allocation vector at the
same time.

Our misuse detection algorithms do not depend on the data structure used for dividing
the allocated bandwidth. Allocation vectors have easy representation, and allow for easy
unions and intersection operations using bitwise operators. If finer granularity is needed in

dividing the bandwidth, one could use other representations like slab allocation.

7.2.4 Communication protocol

Now we describe the modifications to the original DIPLOMA protocol to enable misuse
detection. We define a modified capability request format that enables nodes to store
minimal information for misuse detection as well as to provide proof of misuse.

When a sender wants to communicate with a receiver, it uses a capability request packet
to inform the intermediate nodes about the capability that will be used for the communi-
cation.

In the original DIPLOMA protocol described in Chapter 3, a capability request con-
tained the capability, the transaction identifier used for subsequent packets, and the keys
for the packet signature. The sender signs the request with its private keys. To enable
the misuse detection, we add the allocation vector, the start time stamp, and the validity
period to this request. One straightforward way is to include these additional fields before
signing the capability request. Unfortunately, this requires the nodes to store the complete
capability request to provide the proof of misuse, if a misuse has occurred. This is because
a proof of misuse needs to contain information that the sender cannot deny, which is any
data the sender has signed. A capability request packet has information that is not essential
for misuse detection. This includes the capability and the keys for the packet signature. A
complete capability is not required, because its sequence number and the issuer identity can

uniquely identify it. An alternative solution is for the sender to sign the information needed
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to detect the misuse separately from rest of the information. This is memory efficient,
because the nodes need to retain only essential information. Unfortunately, this approach
requires the sender to perform two expensive signature operations.

As a compromise between the amount of information stored by the nodes and the pro-
cessing needed at the sender, the sender signs the capability request as two steps. First,
the sender computes the hash of the part of the capability request that is not essential for
misuse detection, including the capability and the keys for packet signature (called capa-
bility establishment block). Then, it appends the hash with the information essential for
misuse detection and sign the resulting block (called misuse detection block). This block
includes the transaction identifier, the serial number and the issuer of the capability, the
time stamp and the validity of the request, and the allocation vector. To prove the misuse
of a capability by a sender, the nodes only need to keep track of the misuse detection block
and the signature.

A capability request packet contains the capability establishment block and misuse de-
tection block. A node can verify the capability request by first computing the hash of
the capability establishment block and comparing with the one present in the misuse de-
tection block. If the hash matches, then it verifies the signature of the misuse block. A
valid signature on the misuse detection block indicates that there was no tampering of the
packet. When the sender wants to use same capability on multiple paths, it is required to
use different transaction identifiers and different allocation vectors.

We use a similar mechanism for signing the network capability generated by a receiver
node. The network capability has two parts. First part consists of the sender identity
and the policy. The second part consists of the unique serial number generated for the
capability, the serial number and the issuer of the policy, the time stamp and the validity,
and the allocation vector. The receiver computes the signature for the hash of the first part

and entire second part.

Information exchange

For distributed detection, the detector nodes send information about the communication

sessions and the capabilities passing through them to verifier nodes. For local detection,
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the DIPLOMA engine provides the same information to the misuse detection engine. The
information required to detect the non-conformant, simultaneous use of capabilities by a

misbehaving sender consists of:

1. The identity of the sender node

2. The transaction identifier for the communication
3. The serial number of the capability

4. The issuer of the capability

5. The allocation vector

6. The start time stamp and the validity duration

7. The next and previous hops for the communication session.

The above information about the communication session is called a record. A node
can send multiple records in a packet. The nodes sign the packet using their private keys.
For detecting misuse of the policy authorizing the creation of network capability by the
receivers, nodes exchange the following information about the network capabilities passing

through them:

1. The identity of receiver that created the network capability
2. The serial number of the network capability

3. The serial number of the policy

4. The issuer of the policy (i.e. GC)

5. The allocation vector

6. The start time stamp and the validity duration

The algorithms used for detection of the misuse by the senders, and the receivers are

similar. Hence, we will deal only with the sender misuse in rest of the chapter.
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7.3 Detection Algorithms

In this Section, we describe the DIPLOMA misuse detection algorithms that are used for
both local and distributed detection. Then we describe how a verifier node can provide a
proof of misuse. Finally, we provide solution for handling the privacy issues in our misuse
detection architecture.

Recall that there is a misuse if there are two communication sessions that use the same
capability and have a common bit set in the allocation vectors with overlapping validity
periods. Hence, the goal of the algorithm is to find such communication sessions. To that
end, the algorithm first groups the records corresponding to a communication session. This
is because there could be multiple records for a communication, received from different
collector nodes. Once the records of communication sessions are grouped together, the
algorithm look at records across the communication sessions to identify misuse.

In DIPLOMA, a communication session can be uniquely identified by the (transaction
identifier, sender identity) pair. If the sender uses multiple paths to a destination, the
sender is required to use different transaction identifiers for each path.

The misuse detection algorithm has two phases. In the first phase, it removes the
duplicate records for each communication sessions from the collection of records it gathered
locally and from other nodes. It also detects if a sender uses the same transaction identifier
on multiple paths. The output of the first phase is a set of records, consisting of at most one
record for a transaction identifier per sender. This phase is not required if all the records are
obtained from the capability database of the local DIPLOMA engine, as the engine already
prevents duplicates. In the second phase, the algorithm detects if there is any misuse on

the filtered records output by the first phase.

7.3.1 Phase 1 - Duplicate removal and multipath detection

The goal of first phase is to remove duplicate records of communication sessions and to
verify that the sender does not use the same transaction identifier in multiple communi-
cation sessions, including multiple paths to a destination. This phase is only required for

distributed detection.
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The removal of duplicate records for a transaction identifier is performed by sorting
the records based on (sender, transaction id) pair and keeping only one record per pair.
However, this step will not detect use of the same transaction identifier by a sender on
multiple paths. To detect the multiple path misuse, we use the following property of the
paths.

(Common nodes can detect
misuse from local information
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Figure 7.3: Properties of multiple paths in aiding misuse detection

If the same transaction id is used in two different paths to a destination, then there will
be two records for it that has a common previous node or a common next node. This is
because since the source and the destination nodes are common in both paths, the paths
need to bifurcate at some node and join at another node. If the paths are bifurcating at any
node other than the sender, or joins anywhere other than the receiver, then the DIPLOMA
engine at the common nodes in the path can detect the misuse during the connection
establishment stage. If the paths are node disjoint and the receiver is not colluding with
the misbehaving sender, then the receiver can detect misuse. If all the common nodes are

colluding with the sender, then the phase 1 algorithm can detect the misuse looking for the
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common nodes. This is depicted in Figure 7.3.

Algorithm 1 describes the phase 1 algorithm. It goes through the records corresponding
to the same (sender, transaction id) pair and verifies that all the records use the same
capability, allocation vector and time stamps. It also stores the previous nodes and the
next nodes of each record in temporary arrays. The presence of duplicates in these arrays

indicates a misuse.

Analysis

The algorithm will fail to detect a multipath misuse if certain nodes collude with the sender
and do not provide the relevant records to the verifier. If the common nodes, including the
receiver, collude with the sender, then local detection of the multipath misuse will fail. If at
least one of the nodes in the path next to the common node colludes, where the forking of
the paths has occurred, then the algorithm will fail to detect that common node. Similarly
if one of the nodes before the common node at which the joining of the paths take place,
then also the algorithm will fail to detect the common next node. The algorithm will fail
to detect a multipath to a destination, when it cannot detect both the common previous
and next nodes. This is depicted in Figure 7.3. It is still possible for a verifier to detect
that it has not received records from some of the nodes (which may be colluding with
the sender), because of the existence of two path fragments (as opposed to one path) for
the transaction identifier. However, we cannot use this against the sender, because of the
possibility of packet losses, or the possibility of a node deliberately not sending the records

to the verifier.

Running time

The algorithm sorts the lists of records based on the (sender, transaction id) pair, which can
take O(nlogn) time, where n is the number of records. Then it goes through each record to
remove duplicates. Typically, the path lengths in MANETS are small constants (less than 6
hops). Hence, the operations on the arrays maintaining previous nodes and next nodes can
be performed in constant time. If the path lengths are large, we can use more efficient data

structures like heap or hash tables, without increasing the overall asymptotic complexity
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of the algorithm. Other operations inside the for loop at line 3 can also be performed in
constant time. Hence, the lines from 3 to 28 can be performed in O(n) time. So the running

time of phase 1 algorithm is O(nlogn).

7.3.2 Phase 2 - Reuse of the capability detection

The second phase, the algorithm detects misuse of capabilities across the communication
sessions. Recall that a misuse is identified by a common bit set in the allocation vectors at
overlapping validity periods. The input to phase 2 is the records output by phase 1. Hence,
there is only one record per communication session. The algorithm goes through all the

records corresponding to each of the capabilities and detects misuse.
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Figure 7.4: Computation of aggregate allocation vector and misuse detection using interval

graphs.

The algorithm treats the records as an interval graph, where each record corresponds
to an interval for which they are active. There is an allocation vector associated with each
interval, which is the allocation vector of the corresponding record. We define the aggregate
allocation vector at any point of time as the union of the allocation vectors of the intervals
passing through it. There is misuse at any point in time if the intersection of any two
intervals passing through it is not empty. This is depicted in Figure 7.4.

Once the interval graph is formed, we can detect any misuse in linear time in the number
of intervals. The algorithm goes through the end points of the intervals in increasing time
and updates the aggregate allocation vector. At the beginning of the algorithm, this vector

is set to NULL. Whenever the algorithm considers the beginning of an interval, it checks if
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Algorithm 1 Duplicate-record removal & multi-path detection

1. L; < List of all (source node, transaction id) pair
2: L, « NULL {Output list of unique records}

3: for all id € L; do

4: L, « List of records for id

5. Hpyen — NULL

6:  Hpest — NULL

7. for all rec € L, do

8: if rec = head(L,) then

9: cap «— capability(rec)

10: time «— timestamp(rec)

11: alloc « allocvector(rec)

12: Add rec to L,

13: else

14: if cap # capability(rec) then

15: print Misuse. Different Capabilities for a transaction.
16: else if time # timestamp(rec) then

17: print Misuse. Different time stamps for a transaction.
18: else if alloc # allocvector(rec) then

19: print Misuse. Different allocation vectors for a transaction.
20: end if

21: end if

22: if prevhop(rec) € Hypep Or nexthop(rec) € Hyeyt then

23: Misuse. Same transaction in different paths

24: end if

25: Add prevhop(rec) to Hypey

26: Add nexthop(rec) to Hpext

27 end for
28: end for

29: return L,
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the intersection of the aggregate allocation vector and the allocation vector of that interval
is non-empty. If it is not empty, then there is misuse. Otherwise, the allocation vector of
that interval is added to the aggregate vector. Similarly, when the algorithm considers the
end of an interval, its allocation vector is subtracted from the aggregate allocation vector.
If there are both entering and leaving intervals at any point, then the leaving operation is
considered before the entering operation. This is because the new entering interval could
use slots from the leaving interval, without causing misuse.

Figure 7.4 illustrates the computation of aggregate allocation vector and the misuse
detection. There are six flows labeled as a, b, ..., f. They are represented as the intervals in
which they are active. Their corresponding allocation vectors are also shown. For simplicity
of illustration, we use the allocation vector of 4 bits. The vector on the top line shows the
aggregate allocation vector when the flows enter or leave the system. The aggregate vector
at any point is the union of the allocation vectors of the interval going through that point.
There is no misuse for flows a,b,...,e. The flow f uses one of the slots of flow d, hence
there is misuse. The aggregate allocation vector before f entered the system was 1101. The
flow f uses one bandwidth slot. The sender assigned it the slot 0001, which is a reuse of
the existing slot. If the sender had assigned it the slot 0010, then there would not be any
misuse. Hence, it is important that senders allocate the right bandwidth slot for flows.

Creating an interval graph from the records is performed by sorting the endpoints of
the interval. In fact, our algorithm maintains two sorted lists: one for the starting points of
the intervals and the second for the ending points of the intervals. The algorithm is given

in Algorithm 2.

Running time

Creating an interval graph from the records can be done in O(nlogn) where n is the number
of intervals. Since we are representing allocation vectors as bitmaps, the set operations on
the allocation vector is performed in constant time. The union of two allocation vector is the
logical OR operation, and the intersection is the logical AND operation. The set difference
is found by taking the logical AND of minuend with ones complement of subtrahend. Once

the intervals are sorted based on the start time and end time, the algorithm goes through
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each of these intervals twice: one each for the start time and the end time. Hence, the

misuse detection part of the algorithm is linear in number of intervals.

running time of the algorithm is O(nlogn).

Hence, the total

Algorithm 2 Phase 2 - checking for reuse of bandwidth slots

1. L; < List of all (capability id, issuer) pair
2: for all id € L; do

3:

4:

5:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

L, « List of records for id

L <+ Records in L, sorted on start time
L. < Records in L, sorted on end time
aggregate «— ¢

while L, not empty do

times < starttime(head(Ls))
time, < endtime(head(L))
if time, < timeg then
rec < head(L,)
Lo+ L. —rec
aggregate «— aggregate — allocvector(rec)
else
rec < head(Ls)
Ly« Lg—rec
if aggregate N allocvector(rec) # NULL then
print Misuse. Reuse of bandwidth slots.
end if
aggregate «— aggregate U allocvector(rec)

end if

end while

23: end for
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7.3.3 Proof of misuse

Once the algorithm detects misuse, the node detecting the misuse (i.e. verifier) communi-
cates about the misuse to other nodes. The nodes add the capability in the misuse database,
and will not honor any requests based on that capability.

In order for nodes to accept that a misuse has occurred, the node detecting the misuse
needs to provide a proof for the misuse. Otherwise, a rogue node can launch attacks on
legitimate nodes by falsely claiming that a misuse has occurred. The proof of the misuse
is obtained as follows. The detection algorithm identifies the records that constitute the
misuse. Then the verifier requests that the nodes that sent those records send the misuse
detection block corresponding to those records. The detectors have signed the packets
containing those records; hence, they cannot deny the records. The sender, which was the
source of the misuse, cannot deny about the misuse detection block, because the block has
the sender’s signature on it. Hence, the proof of the misuse consists of the misuse detection
blocks from the capability request packets corresponding to the records identified by the

algorithm.

7.3.4 Privacy issues

In the protocol presented so far, the detector nodes send the information about all the flows
going through them to the verifier. Even though the records contain only the sender node
identity and does not have the receiver identities of the flow, it is still possible to deduce
the receiver identity by following the path using the previous and next hop information.
Hence, the verifier can know about the source and destination of all the flows. Another
privacy concern is the knowledge about the number of flows a sender is sending, even if the
verifier is not interested in knowing the receivers.

We can modify the protocol to honor privacy, and still detect the misuse as follows. The
detection algorithm continues to function even if all the fields in the records, except the time
stamps and the allocation vector, were encrypted with a key that is common across all the
flows corresponding to a capability. The detector nodes can create such a key by taking a
known function (e.g., hash) of the capability. Since the flows are going through the detector

nodes, they know about the complete capability associated with the flow. However, verifier
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knows only about their serial numbers, and cannot recreate the keys. Hence, verifier cannot
decrypt the records for the flows not going through it. In this scheme, the verifier can still
get information about all the flows that use any of the capabilities passing through it.
The proof of misuse also continues to work in this privacy preserving distributed misuse
detection. There are two approaches to privacy when misuse is detected. In the first
approach, one could argue that the privacy need not be honored for a node launching
misuse attack on the system. In that case, the detector nodes having the proof misuse sends
those proofs to the verifier, which then distributes those proofs to all the nodes that has
a communication session with the misused capability going through them. An alternative
approach is for those proofs itself to be encrypted with the encryption keys of the capability
before sending it to the verifier. The verifier simply sends the proofs to the detectors that
have the communication sessions going through them for the misused capability. The same
arguments as the previous subsection, about the non-deniability of the proofs by the nodes

possessing the proof of misuse apply here.

7.4 Experimental evaluation

In this section, we study the effectiveness of the misuse detection algorithms. The experi-
ments were conducted in the Orbit Lab Testbed [orb]. The algorithms were implemented
on DIPLOMA systems running on Debian Linux with kernel 2.6.30 (Chapter 5). First, we
show that the algorithm incurs only minimal overhead in terms of processing capacity and
memory requirements. Then, we measure the additional bandwidth required for distributed

misuse detection.

7.4.1 Running time of the algorithms

Recall that the running time of the algorithm is asymptotically bound by the time to sort
the misuse records. The algorithm performs two sets of sort operations. First, all the
records are sorted in phase 1 based on the sender and the transaction identifier to remove
the duplicates and check for multi-path misuse for the same transaction. Second, the records

are sorted in phase 2 based on the capability issuer and the serial number for detecting the
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Figure 7.5: Running time of the algorithm

misuse of the same capability to different destinations or transaction identifiers. We use
quick sort from the standard C library for these sorting. There are two additional sorting
of the records belonging to same capability in phase 2 based on the start and end times of
the capability requests. The number of records for this operation is expected to be small
on normal running systems; hence, this sort operation is expected to be fast.

Figure 7.5 shows the running time of the algorithm against the number of flows for
paths of different hop lengths. The label on the plot indicates the path lengths. In this
set of experiments, the records were generated at random on a per path basis. Each flow
had twice the path-length records, since the flows were bidirectional. Hence the algorithm
processed 2 x flows X path length records. There were 20 nodes in the network, and there
were four nodes capable of issuing capabilities. The experiments were run 20 times, and
the average is reported. Figure shows close to linear time processing in number of flows.
This is in spite of the O(nlogn) processing time of the quick sort. This is because of the
relatively smaller size of the input for the sort algorithm (i.e. in 100s), and the fact that
the rest of the algorithm in phase 1 and phase 2 require linear time processing. The time
required for the misuse detection is between 1 millisecond and 8 milliseconds. This is very
low overhead, since the algorithm is expected to be executed only every couple of minutes.
As expected the time taken for executing the algorithm increases as the number of flows

or the path-length increases. This is because the number of records input to the phase 1
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increases in both these cases. Furthermore, the number of records input to the phase 2
increases with the number of flows. However, the number of records in phase 2 remains the
same when the path length increases, since phase 1 eliminates the duplicate records for a

flow.

7.4.2 Memory requirements

Now we analyze the memory requirements of the misuse detection algorithm. Apart from
the program needed to detect the misuse, the nodes send one record per flow going through
it. This record contains the identifier of the node sending the record, the serial number and
the issuer of the capability, the start time and the validity duration of the communication
session, the transaction identifier and the owner of the capability, the allocation vector,
and the previous and the next nodes in the path. Each of these fields takes 4 bytes,
resulting in 40 bytes records. Hence, the nodes performing verification require a memory of
2 x flows x path —length x 40 bytes to store these information. The sorting of these records
for phase 1 can be done in place and does not require additional storage. For phase 2 of the
algorithm, only one record per flow is required. This can be achieved either by creating a
copy of the required records, or by creating a list of indexes pointing to the original records.
In the latter case, we need 2 x flows x 4 bytes of storage. The phase 2 also sorts the records
for the same capability, based on the start and end times. The number of records for this
sorting will depend on the number of times a node use the capability for different flows in
the given time period. Here also, the verifier node only needs to keep pointers to the actual
records.

The detector nodes has to sign the packets containing the records, so that the they
cannot deny about the records once the verifier detects a misuse and requests for proof.
These signatures are based on the public keys of the detector nodes. The signature will
take 128 bytes for 1024 RSA keys. The headers take 28 bytes for IP/UDP and 8 bytes for
the capability protocol. Hence a 1500 byte packet can carry LWJ = 33 records.
For providing the proof of misuse, the verifier node may need to keep track of these packets,
except for the headers. If the signature is performed on per packet basis, and if there are

fi unidirectional flows going through the detector node 7, then the detector will send [g—g}
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packets to the verifier. If there are d detectors, and f = Z?:o fi uni-directional flows, then
the verifier would have to maintain Zf (g—é] signatures. This value is upper bounded by

d+ 4.

7.4.3 Bandwidth requirements

Now we study the bandwidth requirement for the misuse detection. The amount of band-
width required for detection depends on how fast one would like to detect a misuse. Peri-
odically, the detectors send records about all the flows going through them to the verifier.
If the period for sending the records by the detectors is large, then the time to detect the
misuse will also be large. This is because the verifier needs to get the record after the misuse
has started, for detecting it. On average, the misuse will get undetected for half the period.
In this experiment, we study the amount of bandwidth used for sending the records before

the misuse is detected, as a function of period at which the records are transmitted.
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Figure 7.6: Number of bytes used to send the records before misuse detection

We use the topology given in Figure 7.7 in our experiments. The topology was created
by filtering out unwanted links based on the MAC address using iptables. There are eight
nodes in the topology. Node 8 is designated as the verifier. At time 0 seconds, node 2 and
node 3 starts sending traffic to the nodes 5 and 6 respectively. Node 0 is the misbehaving
node, which uses the same capability to send traffic to two destination nodes 4 and 7 at

times 30 seconds and 60 seconds respectively. Hence, the misbehavior starts at time 60
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seconds. All the nodes (except node 0) send the records to the verifier node 8 periodically.
We measure the amount of traffic sent by the detector nodes, before the verifier detects the
misuse. We ran the experiments five times and the reported the average.

Figure 7.6 shows the number of bytes sent to the verifier for various record reporting
periods before the first misuse is detected. The time to detect the misuse is within the
period at which the records are send. As shown in the graph, the number of bytes required
decreases as the period increases. The graph does not show the continuous decrease. This
might be due to packet losses that may be happening to the records packets, as well as
the timing variations of the records arriving at the verifier. The verifier runs the detection
algorithm periodically. If a record arriving at the verifier misses the period, then the
detection will occur only in the next period. The plot also shows that it took only between
2700 bytes and 4075 bytes for the 4 flows, to detect the misuse in periods 30 seconds or

more.

flow 4

Figure 7.7: Topology to study the performance of detection algorithm

7.4.4 Effectiveness in Containing attacks

Now we study the effectiveness of misuse detection algorithm in detecting and containing
the attacks. We used the topology given in Figure 7.7, created by assigning non-overlapping
channels of 802.11b and 802.11a to the links as described in Chapter 5. When there are
more than two links incident on a node, some of the links were assigned the same channel.

This assignment is done in such a way that, the links with the attacker node 1 is not shared
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with other nodes.

In this set of experiments, there are four flows: two by good nodes and two by the
attacker. Each of the senders is allocated a capability of 4 Mbps each. All the flows were
created using UDP iperf. The good nodes, 2 and 5, send traffic at 4 Mbps each to the
destinations nodes 7 and node 4 respectively. We denote those flows as flow 1 and flow 2
respectively and call them good flows. Flow 1 takes the path 2 —8 — 6 — 7 and flow 2 takes
the path 5 — 8 — 3 — 4. These flows are started at time 0 seconds and last for 120 seconds.
The attacker, which is the node 1, sends flows to nodes 4 and 7, which we denote by flows
3 and 4. We call these attack flows. Each of the attack flows are 12 Mbps, even though the
attacker has one capability with the allocated bandwidth of 4 Mbps, which can be used for
either destination. Flow 3 is started at time 30 seconds and takes the path 1—2—3—4. Flow
4 is started at time 60 seconds and takes the path 1 —5 —6 — 7. Both the flows last for 120
seconds, and use the same capability with all the bits in the allocation vector set. Hence,
the attacker launches two types of attacks. First, it is sending higher bandwidth than that
is allocated in the capability, which starts at time 30 seconds. Secondly, it uses the same
capability to talk to multiple destinations simultaneously using the same bandwidth slot.
This attack starts at time 60 seconds. As we will see from the experiments, the DIPLOMA
without misuse detection can handle only the first attack, and the DIPLOMA with misuse
detection can handle both the attacks.

We conduct three sets of experiments. The first is called the original, and does not
require any consent for sending the traffic. This scheme cannot protect against both the
attacks. Then we use the consent-based scheme, where DIPLOMA requires capabilities for
sending traffic. This DIPLOMA without misuse detection, can handle the first bandwidth
hogging attack but cannot prevent reuse of the capability across the flows. Finally, we
use DIPLOMA with misuse detection to handle both types of attacks. For each of the
experiments, we report the bandwidth of each of the flow over a period of time. All experi-
ments were run 6 times, and we show the average bandwidth. The iperf servers (receivers)
measured the bandwidths at 5 second intervals.

Figure 7.8 shows the results for the original system. In this system, until 30 seconds,

where there are only two flows from the good nodes, both the flows get their requested 4
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Figure 7.8: Bandwidth of flows in a system that does not require consent to send

Mbps bandwidth. At 30 seconds, when the first attacker flow (flow 3) arrives, the bandwidth
of the good flows drop as the attacker flow takes up most of the bandwidth. The attacker
receives a bandwidth between 8 and 8.5 Mbps, whereas the bandwidth of good flows drop to
3 Mbps. At 60 seconds, when the second attack flow arrives (flow 4), the bandwidth of the
good flows further drops along with the bandwidth of the first attacker flow. The bandwidth
of the flow 1 and flow 2 drops to 1.1 Mbps and 2.7 Mbps respectively. The bandwidth of
first attacker flow drops to 4.6 Mbps. The new attacker flow receives 2.6 Mbps. This trend
continues until 120 seconds, when the good flows end. At that point, the first attacker flow
bandwidth recovers to its previous levels (8 Mbps) and the second attacker flow receives
a higher bandwidth of 5.8 Mbps. At 150 seconds, when the first attacker flow ends, the
second attacker flow receives 11.8 Mbps, which is close to the requested bandwidth of that
flow.

Figure 7.9 shows the results for the DIPLOMA scheme when misuse detection is not in
effect. Until 30 Seconds, where the attacker had not started sending any traffic, the good
flows 1 and 2 get the bandwidth that are allocated in their capability. The bandwidth
reported by the flows is 3.74 Mbps, which is slightly less than the allocated 4 Mbps due
to the additional headers present in DIPLOMA packets. At 30 seconds, when the attacker
starts sending the first attack flow (flow 3) at the rate of 12 Mbps, the bandwidth of the
good flows drops only slightly to 3.71 Mbps. The attacker gets a bandwidth of 3.5 Mbps,
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Figure 7.9: Bandwidth of the flows in DIPLOMA without misuse detection

which is closer to its allocated bandwidth. Hence, the consent-based DIPLOMA scheme is
able to protect the good flows and contain the attacker to its allocated bandwidth. At 60
seconds, when the second attack flow (flow 4) starts, the bandwidth of the good flows and the
attacker drops. This drop for the good flow is not as drastic as the original scheme. Here the
bandwidth of the flow 1 drops to 2.3 Mbps and that of flow 2 drops to 3 Mbps. The existing
attacker flow drops to 2.9 Mbps, and the new attacker flow receives 1.9 Mbps bandwidth.
This drop in bandwidth is due to limited available bandwidth on the network. The attacker
is reusing the capability at this point, and DIPLOMA ends up honoring the same capability
in two node disjoint paths. At 120 s, the genuine flow ends. At that point, the first attack
flow bandwidth moves back to its original level of 3.5 Mbps. The second attacker flow
bandwidth ends up at 3.3 Mbps. This increase is due to the freed up capacity from the
good flows. At 150 seconds, the first attack flow ends and the second attack bandwidth
increases slightly to 3.6 Mbps. Even then, the bandwidth of the individual attack flows
does not go above the allocated bandwidth of 4 Mbps, because DIPLOMA enforces the
bandwidth. Therefore, in DIPLOMA without the misuse detection, an attacker cannot go
above the allocated bandwidth in a single path. However, it can bypass that check by
sending traffic to multiple destinations in disjoint paths, if the capability permits it. When
this happens, genuine traffic is affected due to capacity sharing of the network.

Figure 7.10 shows the results for the DIPLOMA system with misuse detection. In this
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Figure 7.10: Bandwidth of the flows in DIPLOMA with misuse detection

experiment, when a verifier node detects a misuse using the distributed detection, it informs
about the misuse to the forwarding nodes that have flows on the misused capability. Then
the forwarding nodes sets the token bucket parameters of the corresponding flows to 0,
which results in forwarding engine dropping those packets. The behavior of the system is
same as DIPLOMA without misuse detection, until the misuse happens at 60 seconds. At
60 seconds, when the attacker sends the second flow (flow 4), which constitutes a capability
reuse, the behavior changes from DIPLOMA without the misuse detection. In this case, the
nodes send the record to the verifier (node 8), which detects the misuse. In this experiment,
the period at which nodes send the record is 10 seconds. Hence, the verifier detects the
misuse before 70 seconds, and informs the forwarding nodes. The forwarding nodes reset
the token bucket parameters, which essentially block both the attack flows. The drop of the
attack bandwidth is gradual due the nature of implementation of the token bucket algorithm
in DIPLOMA to take care of packet losses as described in Chapter 5. The bandwidth of the
good flows drops to 2.8 Mbps and 3.3 Mbps for a short duration (10 seconds) at 60 seconds
while the misuse detection and recovery takes place. At 85 seconds, the recovery is complete
and the bandwidth of the good flows moves back to the levels before the reuse attack. Even
after the genuine flow ends at 120 s, the attacker flows continue to be blocked due to their
misuse action. This continues even after the attacker stops the misuse at 150 seconds, when

the first attacker flow ends. Hence, DIPLOMA can effectively contain capability misuse.
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Figure 7.11: Time to detect the misuse for different record reporting periods

7.4.5 Speed of detecting misuse

Now we study how fast our scheme can detect the misuses and communicate with the
affected nodes. The time to detect the misuse will depend on the period at which the
records are send to the verifiers. Hence, we study the misuse detection speed as a function
of that period.

In these experiments, the flows and their start times were the same as in previous
experiments. Hence, the misuse happens at 60 seconds from the start of the first good flow,
and 30 seconds from the start of the first attack flow. We varied the period at which the
records were sent to the verifier, and measured the time difference between the time misuse
notification arrived at a node and the time the misuse started.

Figure 7.11 plots the time required at the detector nodes to get the misuse notification
after the misuse happened for various record reporting periods. For the periods up to 30
seconds, the time to detect is the same as the period. Hence, the misuse is detected as
soon as the record is received to the verifier. For the periods 40 and 50 seconds the time
to detect misuse was less than the period, and for 60 seconds the detection time was same
as the period. This is because for 40 and 50 seconds experiments, the start of the attack
and the start of the period may have not been synchronized. Hence, it is possible for the

detectors to send the record to the verifier in time less than the period after the attack has



CHAPTER 7. CAPABILITY MISUSE DETECTION 139

happened. The verifier may detect the misuse immediately after it receives the records.
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Figure 7.12: Additional attack traffic after misuse for different record reporting periods

7.4.6 Attack bandwidth after misuse

Now we study the amount of additional traffic the attacker is able to send after the misuse.
This quantity depends on how fast the system is able to detect the misuse and take action
against the attacker. Hence, we study the additional traffic as a function of record reporting
period. We use the same flows and attack scenario as the previous experiment and measure
the data received at the receiver for the attack flows (flows 3 and 4), after the misuse has
started.

Figure 7.12 plots the amount of traffic received at the receivers for the attack flows
after the misuse, for different record reporting periods. Up to 30 seconds, the attack traffic
increases as the record reporting time increases. This is because the misuse traffic will be
treated as the legitimate traffic and allowed to pass through until the misuse is detected;
and the misuse detection time is proportional to the record reporting period. Note that
even if the attacker is trying to send the traffic at 12 Mbps, the throughput the flows
receive is less than 4 Mbps due to bandwidth enforcement by the intermediate nodes. In
this set of experiments, the flow 3 had slightly higher bandwidth than flow 4, similar to
the experiment in Figure 7.10. For 40 and 50 seconds, the attack traffic drops is less than

that of 30 seconds, as the misuse is detected before the complete period as explained in the
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previous experiment.
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Chapter 8

Future Work

In this chapter, we discuss some of the future work. First, we discuss how DIPLOMA can
be used for protecting routing protocols. Then we discuss the possible applications of the

DIPLOMA architecture for network systems other than MANETS.

8.1 Protecting Routing Protocols using DIPLOMA

Defending against routing attacks has been a major challenge for MANETs [WCWC06;
YLY1T04; SPO4]. Recently, there has been a lot of research in identifying and mitigating
routing attacks on well-known routing protocols in MANETs. MANETS are very susceptible
to these attacks because routing in MANETSs depends on co-operation among the nodes,
and unlike wired networks, these nodes are not specialized nodes whose sole purpose is
routing. These nodes are not controlled by entities providing the services, unlike ISPs of the
Internet. These nodes themselves compete for the resources for their own communication.
Any compromised or hostile node can cause major interruption in the normal data flow on
MANET.

Mobility poses another challenge in the routing of MANETs. When the nodes move,
many of the routes in MANET are invalidated. These invalid routes trigger new route
discovery, which can cause a flood of route discovery messages.

The solutions to flooding attacks on routing protocols involve limiting the number of

route requests a node can issue and authentication of the routing messages. This limiting of
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the routing messages is usually done in a uniform manner without considering the number
of peers with which a node is communicating. A node that is sending traffic to a large
number of nodes is likely to generate more routing requests than a node that has fewer
communication peers.

The DIPLOMA architecture that we have presented so far in the context of data traffic
can also be used for controlling routing messages. In on-demand routing protocols, a node
does not have to initiate a route request for a destination unless it has data to send to that
destination. It cannot send the data to a destination unless it has capability in the form
of a policy token or a network capability. Hence, in DIPLOMA architecture, we require
that the routing protocol packets have an associated capability. We can also extend policy
tokens to allow access only for routing packets by specially marking them for that special
purpose.

We can also restrict the rate of route requests for a capability to prevent a malicious
node that has a valid capability from issuing too many route requests. This rate limiting
needs to consider genuine route requests that come up due to changes in routes because
of mobility. This scheme can restrict flooding attacks using routing packets but still allow
nodes with a large number of communication peers to do a large number of route discoveries.
We expect the overhead on the routing to be similar to that of data traffic, as routing also

uses network layer packets.

8.2 Application of the Architecture to Other Environments

There are network situations other than MANET'S that require distributed firewall solutions.
We plan to explore the applicability of DIPLOMA in those cases as future work. Depending
on the application, it may require modification or extension of the current protocol, or it
may require the simplification of the current protocol. In this section, we describe some of

the networks where the DIPLOMA architecture may be relevant.
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8.2.1 Wired Networks

Even though we focus on MANETS, our system may also be used in wired networks. How-
ever, MANETS provide our architecture with both advantages and challenges. Specifically,
the ratio of CPU cycles to available bandwidths (Hz/kbit) is normally higher in MANET
nodes compared to their wired counterparts. This enables us to do more intelligent pro-
cessing (and use cryptography) on most or all of the packets transiting through a MANET
node. The number of traffic flows handled by a MANET node is also small due to the small
network size. However, frequent route changes between a source and a destination node due
to node mobility represent a difficult challenge in a distributed enforcement environment
such as ours.

Unlike wireless networks, where the communication medium is broadcast in nature,
wired network links are mostly point-to-point. In wired networks, routers can be trusted.
Hence, in wired networks, we may also assume that the packets cannot be snooped and that
malicious nodes cannot inject arbitrary packets. These assumptions depend on the physical
security of the network, as well as the installation of existing packet filters (e.g., filtering
for source address spoofing). In those cases, we will be able to reduce the protocol and the

processing overhead by not requiring a per-packet signature.

8.2.2 Future Internet Architecture

The Internet has evolved over the years from its original design and architecture. At the
beginning, the primary focus was connectivity. As it became widespread, security became
an important problem, and various security solutions got incorporated into it. The Future
Internet Design (FIND) [FIN10] and other clean-slate designs [cle10] propose security to be
incorporated from day one. As future work, we will explore the applicability of DIPLOMA

in those architectures.

8.2.3 Virtual Machine Clouds

The new model of computing that the industry is adopting today is cloud computing.
Major industry players like Amazon, Google, and Microsoft are offering cloud computing

solutions [amal0; gool0; micl0]. The popularity of cloud computing comes from its eco-
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nomics: Its users can avoid capital expenditure on hardware, software, and services, paying
for only what they use.

Cloud computing providers use virtualized resources for providing the service. Multiple
virtual machines that provide services to different customers, sometimes competitors, may
be running on the same hardware. To provide reliability and quality of services, the virtual
machines may migrate among underlying hardware. Thus, the cloud-computing infrastruc-
ture behaves more like a mobile ad-hoc network, rather than like its wired counterparts.
Providing security to the end customers of the cloud-computing infrastructure requires a

distributed firewall like DIPLOMA. We will explore this problem in future work.
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Chapter 9

Conclusions

Securing MANETSs poses additional challenges that are not present in wired networks.
MANETSs do not have a well-defined perimeter. This calls for security to be enforced in
a distributed manner. MANETS also have limited resources in terms of CPU processing,
memory, and power. Any security solution has to consider the limited resources of the
MANET nodes. Bandwidth is a scarce resource in MANETSs. Hence, it is very important
to protect the bandwidth resource if comprehensive security has to be provided. Mobility
of the nodes causes routes between two nodes to change dynamically. Any security solution
for MANETS needs to handle the route changes in a correct and efficient manner.

Other challenges in MANETSs include the broadcast nature of the medium and the dual
role of the MANET nodes as end hosts and routers. The broadcast nature of the medium
makes the security solutions that rely on the secrecy of the router-to-router communication
inadequate for MANETSs. The dual nature of the nodes makes the routers on MANETS
untrusted, causing security solutions that provide authority to routers to fail in MANETS.

In this thesis, we provide a comprehensive security solution for MANETS that can pro-
tect both end host resources and network bandwidth. Our solution considers the challenges
of MANETS including the limited resources of nodes, mobility, the broadcast nature of the
medium, and the untrusted nature of the routers. Our solution does not depend on the
concept of perimeter and enforces security in a distributed manner.

Our architecture called DIPLOMA is a novel distributed security policy enforcement ar-

chitecture designed specifically for MANETS. In this architecture, we extended the network
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capability framework and tailored it to the resource-constrained MANET environment. The
capabilities propagate both access control rules and traffic-shaping parameters that govern
a node’s traffic. In this deny-by-default model, nodes can only access the services and hosts
they are authorized for by the capabilities given to them. The enforcement of the capa-
bility is done in a distributed manner by all the nodes in the path from the source to the
destination. Compromised or malicious nodes cannot exceed their authority and expose
the whole network to an adversary. The architecture helps mitigate the impact of Denial
of Service (DoS) attacks because excess or unauthorized packets are dropped closer to the
attack source. Thus, we avoided unnecessary data processing and forwarding at the target
node and at the network itself.

Use of capabilities for access and bandwidth control provides certain benefits. Tradi-
tional firewalls and distributed firewalls use the access control list (ACL) model for access
control. In the capability model, as the nodes that have the access carry the rule them-
selves, the rules are easy to update in distributed settings like MANETSs. Furthermore, the
resource-constrained nodes that are enforcing the policy do not have to maintain a large
database of the rules. This is especially true for MANETS, as the nodes participating in a
MANET at any point are not known in advance. Capability also prevents snooping attacks.

We evaluated our architecture using simulations before going for full implementation
in real systems. Our main concern was performance bottlenecks. We implemented the
architecture in the GloMoSim simulator. We implemented DIPLOMA as a layer between
IP and AODV routing processing. As GloMoSim did not support packet processing delays,
we also provided that support. Our evaluation showed that the performance impact of the
system on latency and bandwidth was minimal for both TCP and UDP traffic. It also
showed that the system performed well in the presence of mobile nodes. Mobility causes
the route between the communication end points to change. The system was also able to
allocate resources in a fair manner, even in the presence of attackers.

We implemented DIPLOMA in real systems running the Linux operating system. We
adapted the original proposal for real implementation so that it would provide good per-
formance and be effective against attacks. We used a novel signature scheme to integrity-

protect the packets and drop the tampered packets closer to the source as a combination
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of RSA signature and SHA-1 hashing. We implemented DIPLOMA as a user-level protocol
engine that interfaces with the rest of the packet processing system through a netfilter frame-
work. Our implementation worked at the network layer and did not require any changes
to the existing applications. However, the applications saw the benefit of receiving only
authorized traffic and were able to send the allocated traffic even in the presence of rogue
nodes.

We evaluated the real system implementation on the Orbit lab testbed. For our evalua-
tion, we devised a novel solution for creating multi-hop topologies on indoor environments,
in which an attacker cannot cause unlimited damage to the nodes in its proximity by hog-
ging the channel. Our experiments showed the effectiveness of the new signature scheme and
low overhead on throughput, latency, and jitter. It also showed resiliency against attackers.

In this thesis, we also extended the DIPLOMA architecture to secure multicast traffic.
Multicast traffic, such as audio and video streaming, is an important application for Mobile
Ad Hoc Networks (MANETSs). Due to the broadcast nature of the medium, multicast
improves the utilization of the wireless links. The open nature of multicast, where any
receiver can join a multicast group, and any sender can send to a multicast group, makes
it an easy vehicle for launching Denial of Service (DoS) attacks in resource-constrained
MANETs. We used capabilities to access control and limit the bandwidth of multicast
traffic. This led to a unified solution for both receiver access control and sender access
control, whereas previous researches looked at them as two separate problems. We presented
how to modify popular multicast protocols such as ODMRP and PIM-SM to incorporate
DIPLOMA.

We implemented multicast extensions to DIPLOMA in a GloMoSim simulator and in
real systems running Linux. Our Linux implementation did not require any changes to the
existing multicast applications or multicast routing daemons. We conducted extensive sim-
ulations in GloMoSim and extensive experiments in the Orbit lab testbed. Our evaluations
showed that the multicast DIPLOMA incurs minimal overhead in terms of throughput,
packet loss, and inter-arrival times and is effective against attackers. We also showed that
it works well for streaming video.

DIPLOMA comes under the class of consent-based networking, where the nodes require



CHAPTER 9. CONCLUSIONS 148

permission to send traffic. It uses capabilities as proof of consent. Specifically, DIPLOMA is
a destination-based consent architecture where consent is given to send traffic to a destina-
tion on any of the available paths. Only destination-based consent architecture is suitable
for MANETS, as the paths may change frequently. In DIPLOMA, consent may also be
given to send traffic to a group of nodes in a single capability. Destination-based consent
architectures are susceptible to multi-path misuse.

In this thesis, we identified the misuses in DIPLOMA architecture and provided solutions
for distributed misuse detection and recovery. We provided capability encodings that aid in
misuse detection. We presented protocols for the exchange of information to detect misuse
in a distributed manner. We also presented an efficient algorithm for identifying misuses
from the communication sessions and protocols for providing verifiable proofs of misuse so
that affected nodes can take action against the attackers.

We implemented misuse detection algorithms as part of our DIPLOMA implementation
in Linux. Once the misuse is detected, the nodes set the allocated bandwidth of the capabil-
ities to zero. We conducted extensive experiments in the Orbit lab to study the effectiveness
of our algorithms. We found that the algorithm required very minimal processing, that the
amount of information exchanged was minimal, and that the system was able to detect
misuses and recover from them.

As future work, we plan to study the architecture and extend it to other network sce-

narios including wired networks, future Internet architectures, and virtual machine clouds.
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