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Abstract. We present a survey of Voice over IP security research. Our goal is
to provide a roadmap for researchers seeking to understand exiapagilities
and, and to identify gaps in addressing the numerous threats and \nilitiesa
present in VoIP systems. We also briefly discuss the implications of alin§a

with respect to actual vulnerabilities reported in a variety VoIP products.

1 Introduction

Voice over IP technologies are being increasingly adopteddmsumers, enterprises,
and telecoms operators due to their potential for higheilfiigty, richer feature set,
and reduced costs relative to their Public Switched Telapidetwork (PSTN) coun-
terparts. At their core, VoIP technologies enable the trassion of voice in any IP
network, including the Internet. Because of the need to tessly interoperate with
the existing telephony infrastructure, the new featuraes, the speed of development
and deployment, VoIP protocols and products have been tegigdound to contain
numerous vulnerabilities [16] that have been exploited.[A8 a result, a fair amount
of research has been directed towards addressing somesef igseies. However, the
effort is unbalanced, with little effort is spent on somehtygdeserving problem areas.

We have conducted a comprehensive survey of VolP secusiéareh, complement-
ing our previous work that analyzed known vulnerabiliti#6][ Our long-term goal is
four-fold. First, to create a roadmap of existing work inwg@eg VolP, towards reducing
the start-up effort required by other researchers to teitiasearch in this space. Sec-
ond, to identify gaps in existing research, and to help imftite security community of
challenges and opportunities for further work. Third, toydde an overall sanity check
on the overall VoIP security research ecosystem, using knainerabilities as a form
of ground truth. Finally, in the context of the VAMPIRE profé (which supported this
work), to provide guidance as to what further work in needelddtter understand and
analyze the activities of VoIP-system attackers. Natyralich ambitious goals require
significantly more space than is available in a single camnfee paper.

In this paper, we provide a representative sample of tharesevorks we surveyed.
We classify these works according to the class of threat¢$bek to address, using the
VoIP Security Alliance (VoIPSA) [54] threat taxonomy. Atthgh we were forced to
omit a large number of related works (which we hope to preseatcomprehensive
form in due time), this survey should be a good starting pfinainyone interested in
conducting research on VoIP security. We also briefly dis¢he implications of our
findings with respect to actual vulnerabilities reported wariety VoIP products.

In the remainder of this paper, Section 2 gives a brief oesvof SIP, one of the
most popular VoIP technologies. Section 3 summarizes tieatimodel defined by the
VoIP Security Alliance. We then present our survey of theagsh literature on VoIP
security in Section 4, and discuss some of the implicatinrggction 5.

Yhttp://vanpire.gforge.inria.fr/



2 SIP Overview

SIP [42] is an application-layer protocol standardizedh®y lnternet Engineering Task
Force (IETF), and is designed to support the setup of bitlineal communication ses-
sions including, but not limited to, VoIP calls. It is someatisimilar to HTTP, in that
it is text-based, has a request-response structure, asdausser authentication mech-
anism based on the HTTP Digest Authentication. Howeves @n inherently state-
ful protocol that supports interaction with multiple netlkk@omponents€.g.,PSTN
bridges), and can operate over UDP, TCP, and SCTP.

The main SIP entities are endpoints (softphones or phyd@ates), a proxy server,
a registrar, a redirect server, and a location server. Tgistrar, proxy and redirect
servers may be combined, or they may be independent enfimepoints communi-
cate with a registrar to indicate their presence. This mfition is stored in the location
server. A user may be registered via multiple endpoints &meously. During call
setup, the endpoint communicates with the proxy, which tisefocation server to de-
termine where the call should be routed to. This may be anethépoint in the same
network €.g.,in the same enterprise), or another proxy server in anotterank. Alter-
natively, endpoints may use a redirect server to directtgrdgine where a call should
be directed to; redirect servers consult the location sénvethe same way that proxy
servers operate during call setup. Once an end-to-end ehéas been established
(through one or more proxies) between the two endpointsnSfdtiates the session
parameters (codecs, RTP po#rs;) using the Session Description Protocol (SDP).

In a two-party call setup between Alice and Bob, Alice sendB\&/ITE message to
her proxy server, optionally containing session paramafermation encoded within
SDP. The proxy forwards this message directly to Bob, if &bmd Bob are users of the
same domain. If Bob is registered in a different domain, tlessage will be relayed to
Bob’s proxy, and thence to Bob. The message may be forwacdseleral endpoints,
if Bob is registered from multiple locations. While the callieing set up, Alice is sent
RINGING messages. Once the call has been accepted, an Oldgréassent to Alice,
containing Bob’s preferred parameters encoded within StliEe responds with an
ACK message. Alice’s session parameter preferences magdaoeled in the INVITE
or the ACK message. Following this exchange, the two endpoem begin transmitting
voice, video or other content using the agreed-upon meaiiesport protocol, typically
RTP. While the signaling traffic may be relayed through a nunab&SIP proxies, the
media traffic is exchanged directly between the two endpoifthen bridging different
networkse.g.,PSTN and SIP, media gateways may disrupt the end-to-enceraftthe
media transfer to translate content between the formatsostezl by these networks.

There are many other protocol interactions supported bytisdPcover a number of
common (and uncommon) scenarios including call forwardmgnual or automatic),
conference calling, voicemaibtc. Typically, this is done by semantically overloading
SIP messages such that they can play various roles in diffpeets of the call.

SIP can use S/MIME to carry complex authentication paylpadduding public
key certificates. When TCP is used as the transport protob8l ,cén be used to protect
the SIP messages. TLS is required for communication amomgg®, registrars and
redirect servers, but only recommended between endpaictpeoxies or registrars.
IPsec may also be used to protect all communications, rkggardf transport protocol.



3 \oIP Threats

As a starting point, we use the taxonomy provided by the Voiger IP Security Al-
liance (VoIPSA) [54]. VoIPSA is a vendor-neutral, not foofit organization composed
of VoIP and security vendors, organizations and individwéth an interest in securing
\VolIP protocols, products and installations. In additior, place the surveyed vulnera-
bilities within the traditional threat space of confidelitjgintegrity, availability (CIA).
Finally, we consider whether the vulnerabilities explaigb in the protocol, implemen-
tation or system configuration. In future work, we hope toagthe number of views
to the surveyed vulnerabilities and to provide more in-degtalysis.

The VoIPSA security threat taxonomy defines the securityatsragainst VoIP de-
ployments, services, and end users. The key elements da#deomy are:

1. Social threatsare aimed directly against humans. For example, miscoafigms,
bugs or bad protocol interactions in VoIP systems may enablacilitate attacks
that misrepresent the identity of malicious parties to sis8uch attacks may then
act as stepping stones to further attacks such as phishiefy,af service, or un-
wanted contact (spam).

2. Eavesdropping, interception, and modification threatscover situations where
an adversary can unlawfully and without authorization friv@ parties concerned
listen in on the signaling (call setup) or the content of aR/eéssion, and possibly
modify aspects of that session while avoiding detectioraries of such attacks
include call re-routing and interception of unencryptedPREssions.

3. Denial of service threatshave the potential to deny users access to VoIP services.

This may be particularly problematic in the case of emergenor when a DoS at-
tack affects all of a user’s or organization’s communicatapabilities ice., when
all VoIP and data communications are multiplexed over thmesaetwork which
can be targeted through a DoS attack). Such attacks may Besycific (exploit-
ing flaws in the call setup or the implementation of servicesYolP-agnostic€.g.,
generic traffic flooding attacks). They may also involvecitsawith physical com-
ponents €.g.,physically disconnecting or severing a cable) or througinpating
or other infrastructurese(g.,disabling the DNS server, or shutting down power).

4. Service abuse threatgovers the improper use of VoIP services, especially (bt no
exclusively) in situations where such services are offémeslcommercial setting.
Examples of such threats include toll fraud and billing damice [51, 52].

5. Physical access threateefer to inappropriate/unauthorized physical access tB Vo
equipment, or to the physical layer of the network.

6. Interruption of services threats refer to non-intentional problems that may nonethe-

less cause VoIP services to become unusable or inaccedsiamples of such
threats include loss of power due to inclement weatherurescexhaustion due to
over-subscription, and performance issues that degrddgueity.

4 Survey of VoIP Security Research

In the this section, we classify various research papesadhe first four elements of
the VOIPSA taxonomy (the last two relate to physical and secdrity issues). We also



include across-cuttingcategory, which includes work that covers multiple areag.(
proposing a security architecture), andaserviewscategory that includes works that
survey vulnerabilities, threats, and security mechanidies give an indication as to
how many total pieces of related work (including those dbscrin the text) could be
classified in that category but were omitted due to spacedtions. The works that are
discussed offer a representative view of the type of rekeaetivity in these problem
areas.

Overviews (36 items) Persky gives a very detailed description of several Voliheul
abilities [32]. A long discussion of threats and securitju§ons is given by Thermos
and Takanen [53]. Cao and Malik [8] examine the vulnerabgithat arise from in-
troducing VoIP technologies into the communications systén critical infrastructure
applications. They examine the usual threats and vulnéredj and discuss mitigation
techniques. They conclude by providing some recommenuatind best practices to
operators of such systems.

Butcheret al. [7] overview security issues and mechanisms for VoIP sysidos
cusing on security-oriented operational practices by \tRiders and operators. Such
practices include the separation of VoIP and data traffic diggiVLANs and similar
techniques, the use of integrity and authentication forfiganation bootstrapping of
VolIP devices, authentication of signaling via TLS or IPsaud the use of media en-
cryption. They briefly describe how two specific commercigtems implement such
practices, and propose some directions for future research

Adelsbachet al. [2] provide a comprehensive description of SIP and H.32%ta |
of threats across all networking layers, and various ptmieanechanisms. A simi-
lar analysis was published by the US National Institute afhfiards and Technology
(NIST) [20]. Anwar et al. [3] identify some areas where the NIST report remains
incomplete: counter-intuitive results with respect torlative performance of encryp-
tion and hash algorithms, the non-use of the standardizexhNDpinion Score to eval-
uate call quality, and the lack of anticipation of RTP-badedial of service. They then
propose the use of design patterns to address the probleseswfe traversal of fire-
walls and NAT boxes, detecting and mitigating DoS attackeiliP, and securing VoIP
against eavesdropping.

Seedorf [45] overviews the security challenges in pegyeer (P2P) SIP. Threats
specific to P2P-SIP include subversion of the identity-niragpgcheme (which is spe-
cific to the overlay network used as a substrate), attackB@owuerlay network routing
scheme, bootstrapping communications in the presenceliious first-contact nodes,
identity enforcement (Sybil attacks), traffic analysis amglacy violation by interme-
diate nodes, and free riding by nodes that refuse to roule @abtherwise participate
in the protocol other than to obtain service for themselgeffich behavior).

Addressing social threats (49 items) Niccolini [29] discusses the difficulties in
protecting against IP telephony spam (SPIT) and overvidwesvarious approaches
for blocking such calls, identifying the technical and ggiemal problems with each.
Possible building blocks for SPIT prevention include blagkitelists combined with
strong identity verification to provide a reliable Calleipstem, referral-based systems
among trusted SIP domains, pattern or anomaly detectidmigees to discriminate
SPIT based on training data, multi-level grey-listing olx®ased on caller behavior



(similar to throttling), computational puzzles and CAPTAR] explicit callee consent
(a form of capability, required to actually place a call)ntant filtering on voicemail
spam, callee feedback to indicate whether a call was SPdgitirhate (typically com-
bined with white/blacklisting, and requiring strong idéylt, changing one’s SIP ad-
dress as soon as SPIT messages arrive, requiring a monegafyrfthe first contact,
and legal action. Niccolini argues that none of these methmydtself is likely to suc-
ceed, promotes a modular and extensible approach to SPI&rien, and presents a
high-level architecture that was designed for use in a corigleSIP router. Mathieu
etal.[27] describe SDRS, an anti-SPIT system that combines alevkthese detection
schemes and takes into consideration user and operatergmeés.

The SPIDER project (SPam over Internet telephony DetetteRvice) released
a public project report [38] providing an overview of SPITrehts and the relevant
European legal framework (both on an EU and national ba$isg. second public
project report [25] focuses on SPIT detection and prevansammarizing some of
the work done in this space and defining criteria for evahgathe efficiency of anti-
SPIT mechanisms. They then classify prior work accordinfylfidlment of these cri-
teria, expanding on the relative strengths and weakne$sch approach. The third
public project report [37] builds on the previous two regodescribing an anti-SPIT
architectural framework. Elements of this architecturelide improved authentica-
tion, white/blacklisting, behavior analysis, the use ofmpatational puzzles for chal-
lenge/response, reputation management, and audio camalysis.

Porschmann and Knospe [34] propose a SPIT detection mechéised on apply-
ing spectral analysis to the audio data of VoIP calls to eraabustic fingerprints. SPIT
is identified by detecting several fingerprints across alatgmber of different calls.

Schlegelet al. [44] describe a framework for preventing SPIT. They arguedao
modular approach to identifying SPIT, using hints from b&itinaling and media trans-
fer. The first stage of their system looks at information thavailable prior to accept-
ing the call, while the second stage interacts with a capessibly prior to passing
on the call to the callee). The various components intedreteheir system include
white/blacklists, call statistics, IP/domain correlati@and Turing tests. Their system
also allows for feedback from the callee to be integrated iheé scoring mechanism,
for use in screening future calls. The evaluation focusesaatability, by measuring
the response time to calls as call volumes increase.

Quittek et al. [35] propose the use dfiddenTuring tests to identify SPIT callers.
As a concrete approach, they leverage the interaction niod@liman conversation
minimizes the amount of simultaneous (“double”) talk by ffaticipants, and the fact
that there is a short pause at the beginning of an answerefbtialved by a statement
by the callee that initiates the conversation. By lookingdigns of violation of such
norms, it is possible to identify ifee automated SPIT callers. The authors implement
their scheme and integrated it with a VoIP firewall.

Dantu and Kolan [17] describe the Voice Spam Detector (VaDyulti-stage SPIT
filter based on trust, reputation, and feedback among theusfilter stages. The pri-
mary filter stages are call pattern and volume analysiskldad white lists of callers,
per-caller behavior profile based on Bayesian classifioatial prior history, and repu-
tation information from the callee’s contacts and soci&uoek. They provide a formal



model for trust and reputation in a voice network, based tuitine human behavior.
They evaluate their system in a laboratory experiment uaisgnall number of real
users and injected SPIT calls.

Kolan et al. [18] use traces of voice calls in a university environmentdtidate a
mathematical model for computing the nuisance level of annming call, using feed-
back from the receivers. The model is intended to be usededigting SPIT calls in
\VoIP environments, and is based on the history of prior comoations between the
two parties involved, which includes explicit feedbackfrthe receiver indicating that
a call is unwanted (at a particular point in time).

Balasubramaniyaat al.[4] propose to use call duration and social network graphs
to establish a measure of reputation for callers. Theiitiotuis that users whose call
graph has a relatively small fan-out and whose call durataoe relatively long are less
likely to be spammers. Conversely, users who place a lot of sieort calls are likely
to be engaging in SPIT. Furthermore, spammers will recesve (if any) calls. Their
system works both when the parties in a call have a socialarktlink between them,
and when such a link does not exist by assigning global répatacores. Users that are
mistakenly categorized as spammers are redirected to agrtest, allowing them to
complete the call if the answer correctly. In a simulati@sdéd evaluation, the authors
determine that their system can achieve a false negatie®fd0% and a false positive
rate of 3%, even in the presence of large numbers of spammers.

Srivastava and Schulzrinne [49] describe DAPES, a systeildoking SPIT calls
and instant messages based on several factors, includimyitiin domain of the ini-
tiator (caller), the confidence level in the authenticapenformed (if any), whether the
call is coming through a known open proxy, and a reputati@tesy for otherwise un-
known callers. They give an overview of other reputatiosdthsystems and compare
them with DAPES.

Addressing eavesdropping, interception, and modificatiothreats (34 items) Wang
et al. [55] evaluate the resilience of three commercial VoIP smEwi(AT&T, Vonage
and Gizmo) against man-in-the-middle adversaries. Thewdghat it is possible for
an attacker to divert and redirect calls in the first two smsiby modifying the RTP
endpoint information included in the SDP exchange (whiatoisprotected by the SIP
Digest Authentication), and to manipulate a user’s calvBmding settings in the latter
two systems. These vulnerabilities permit for large-sealee pharming, where unsus-
pecting users are directed to fake interactive voice respegstems or human repre-
sentatives. The authors argue for the need for TLS or IPs#egiion of the signaling.
Zhanget al. [62] show that, by exploiting DNS and VolP implementatiorinarabili-
ties, itis possible for attackers to perform man-in-theldhé attacks even when they are
not on the direct communication path of the parties involviltey demonstrate their
attack against Vonage, requiring that the attacker onlysrihe phone number and the
IP address of the target phone. Such attacks can be useddasdeap and hijack the
victims’ VoIP calls. The authors recommend that users ardaiprs use signaling and
media protection, conduct fuzzing and testing of VoIP immatations, and develop a
lightweight VoIP intrusion detection system to be deplogadhe VolP phone.
Salsancet al.[43] give an overview of the various SIP security mechanigassof
2002), focusing particularly on the authentication coneydnThey conduct an eval-



uation of the processing costs of SIP calls that involve entibation, under different
transport, authentication and encryption scenarios. Bmw that a call using TLS
and authentication is 2.56 times more expensive than thelestpossible SIP config-
uration (UDP, no security). However, a fully-protected 8 takes only 54% longer to
complete than a configuration that is more representatize the basic one but still
offers no security; the same fully-protected call and hasstime processing cost if the
transport is TCP without any encryption (TLS). Of the overtheapproximately 70%
is attributed to message parsing and 30% to cryptograpbiegsing. With the advent
of Datagram TLS (DTLS), it is possible that encryption antkgnity for SIP can be
had for all configurations (UDP or TCP) at no additional c@ssimilar conclusion
is reached by Bilieret al. [6], who study the overhead in SIP call setup latency when
using end-to-end and hop-by-hop security mechanisms. ¢begider protocols such
as MIKEY, S/IMIME, SRTP, TLS, and IPsec, concluding that therall penalty of us-
ing full-strength cryptography is low. Barbieet al. [5] had found earlier that when
using VoIP over IPsec, performance can drop by up to 63%; hexvi is questionable
whether these results still hold, given the use of hardwacelarators and the more
efficient AES algorithm in IPsec.

Rebahiet al.[39] analyze the performance of RSA as used in SIP for auiteent
tion and identity management (via public-key certificatad digital signatures), and
describe the use of Elliptic Curve DSA (ECDSA) within thisxeext to improve perfor-
mance. Using ECDSA, their prototype can handle from 2 to &sims many call setup
requests per second, with the gap widening as key sizesasere

Guo et al. [14] propose a new scheme for protecting voice content tratigles
strong confidentiality guarantees while allowing for gifat@oice degradation in the
presence of packet loss. They evaluate their scheme vidadioruand micro-benchmarks.
However, Liet al.[23] show that the scheme is insecure. Kurgzal. [21] propose a
mechanism for providing non-repudiation of voice contgntibing digital signatures.

Seedorf [46] proposes the use of cryptographically geedr&lP URIs to protect
the integrity of content in P2P SIP. Specifically, he usebaatifying SIP URIs that
encode a public key (or, more compactly, the hash of a pulelg.krhe owner of the
corresponding private key can then post signed locatioditgninformation on the
peer-to-peer networle(g.,Chord) that is used by call initiators to perform call rogtin

Petraschelet al. [33] examine the usability and security of ZRTP, a key agream
protocol based on the Diffie Hellman key exchange, desigaedde in VoIP environ-
ments that lack pre-established secret keys among userpuddia key infrastructure
(PKI). ZRTP is intended to be used with SRTP, which perforhesdctual content en-
cryption and transfer. Because of the lack of a solid basisatdhentication, which
makes active man-in-the-middle attacks easy to launchPZ&Ses Short Authentica-
tion Strings (SAS) to allow two users to verbally confirm ttiegy have established the
same secret key. The verbal communication serves as a wealof@authentication at
the human level. The authors identify a relay attack in ZR¥iRerein a man-in-the-
middle adversary can influence the SAS read by two legitimaggs with who he has
established independent calls and ZRTP exchanges. Thikexttean use one of the
legitimate users as an oracle to pronounce the desired SAg srough a number
of means, including social engineering. The authors paintitat SAS does not offer



any security in some communication scenarios with high réigcrequirementse.g.,
a user calling (or being called by) their bank. The authorglément their attack and
demonstrate it in a lab environment.

Wright et al. [58] apply machine learning techniques to determine thguage
spoken in a VoIP conversation, when a variable bit rate (VB&ie codec is used
based on the length of the encrypted voice frame. As a cauegsure, they propose the
use of block ciphers for encrypting the voice. In follow-opnk [57], they use profile
Hidden Markov Models to identify specific phrases in the gptrd voice stream with
a 50% average accuracy, rising to 90% for certain phrases.

Addressing denial of service threats (19 items) Rafiqueet al. [36] analyze the ro-
bustness and reliability of SIP servers under DoS attacksy Taunch a number of
synthesized attacks against four well-known SIP proxy essryOpenSER, PartySIP,
OpenSBC, and MjServer). Their results demonstrate the wailsevhich SIP servers
can be overloaded with call requests, causing such perfarenmetrics as Call Com-
pletion Rate, Call Establishment Latency, Call Rejectiatiéh and Number of Re-
transmitted Requests to deteriorate rapidly as attackhwelincreases, sometimes with
as few as 1,000 packets/second. As an extreme case of sagksdtrge volumes of IN-
VITE messages can even cause certain implementationsghb. d\hile documenting
the susceptibility to such attacks, this work proposes fierde strategies or directions.

Reynolds and Ghosal [40] describe a multi-layer protecticimeme against flood-
based application- and transport-layer denial of seniaxs|) attacks in VoIP. They use
a combination of sensors located across the enterpris@rieteontinuously estimating
the deviation from the long-term average of the number dfselp requests and suc-
cessfully completed handshakes. Similar techniques hage bsed in detecting TCP
SYN flood attacks, with good results. The authors evaluatie #theme via simulation,
considering several different types of DoS attacks andvesgamodels.

Ormazabaekt al.[31] describe the design and implementation of a SIP-awale
based application-layer firewall that can handle deniakofise (and other) attacks in
the signaling and media protocols. They use hardware aetiele for the rule match-
ing component, allowing them to achieving filtering ratestioe order of hundreds of
transactions per second. The SIP-specific rules, combirthdstate validation of the
endpoints, allow the firewall to open precisely the portsdeeefor only the local and
remote addresses involved in a specific session, by decamgpansd analyzing the con-
tent and meaning of SIP signaling message headers. Theyiregpéally evaluate and
validate the behavior of their prototype with a distributedtbed involving synthetic
benign and attack traffic generation.

Larsonet al. [22] experimentally analyzed the impact of distributed ideof ser-
vice (DDoS) attacks on VoIP call quality. They also estdidis the effectiveness of
low-rate denial of service attacks that target specific etdbilities and implementa-
tion artifacts to cause equipment crashes and reboots. dikeyss some of the possi-
ble defenses against such attacks and describe Sprinteaabp which uses regional
“cleaning centers” which divert suspected attack traffi@toentralized location with
numerous screening and mitigation mechanisms availabley fecommend that crit-
ical VoIP traffic stay on private networks, the use of gen®BloS mechanisms as
a front-line defense, VolP-aware DDoS detection and ntiigamechanisms, traffic



policing and rate-limiting mechanisms, the use of TCP folP/signaling, extended
protocol compliance checking by VolP network elements,taeduse of authentication
mechanisms where possible.

Sengaet al.[47] describe VFDS, an anomaly detection system that see@stify
flooding denial of service attacks in VoIP. The approachndkeo measure abnormal
variations in the relationships between related packeasts using the Hellinger dis-
tance, a measure of the deviation between two probabilitgsomes. Using synthetic
attacks, they show that vFDS can detect flooding attacksubatSYN, SIP, or RTP
packets within approximately 1 second of the commencenfesnt attack, with small
impact on call setup latency and voice quality.

Conner and Nahrstedt [9] describe a semantic-level attatkcauses resource ex-
haustion on stateful SIP proxies by calling parties thaji{iimately or in collusion) do
not respond. This attack does not require network floodingtler high traffic volume
attacks, making it difficult to detect with simple, netwdsksed heuristics used against
other types of denial of service attacks. They propose alsialgorithm, calledRan-
dom Early TerminationRET) for releasing reserved resources based on the current
state of the proxy (overloaded or not) and the duration ofieadl’s ringing. They im-
plement and evaluate their proposed scheme on a SIP proringuim a local testbed,
showing that it reduces the number of benign call failuregnviander attack, without
incurring measurable overheads when no attack is underway.

Zhanget al. [61] describe a denial of service attack wherein adversdioad SIP
servers with calls involving URIs with DNS names that do nase Servers attempting
to resolve them will then have to wait until the request timets(either locally or at their
DNS server), before they can continue processing the sameother call. This attack
works against servers that perform synchronous DNS résnland only maintain a
limited number of execution threads. They experimentatigvs that as few as 1,000
messages per second can cause a well provisioned synchrogmiution server to
exhibit very high call drops, while simple, single-threddsrvers can be starved with
even 1 message per second. As a countermeasure, they ptiopase of non-blocking
DNS caches, which they prototype and evaluate.

Luo et al. [24] experimentally evaluate the susceptibility of SIP t8lGbased de-
nial of service attacks. They use an open-source SIP sereur attack scenarios:
basic request flooding, spoofed-nonce flooding (whereirtdtget server is forced to
validate the authenticator in a received message), agaptince flooding (where the
nonce is refreshed periodically by obtaining a new one froenserver), and adaptive-
nonce flooding with IP spoofing. Their measurements showthiese attacks can have
a large impact on the quality of service provided by the sstvEhey propose several
countermeasures to mitigate against such attacks, intidiat authentication by itself
cannot solve the problem and that, in some circumstanceaniexacerbate its sever-
ity. These mitigation mechanisms include lightweight autiication and whitelisting,
proper choice of authentication parameters, and bindimge®to client IP addresses.

Addressing service abuse threats (8 items) Zhanget al. [63] present a number of
exploitable vulnerabilities in SIP that can manipulatdifj records in a number of
ways, showing their applicability against real commer®@ailP providers. Their focus
is primarily on attacks that create billing inconsistesceeg.,customers being charged



for service they did not receive, or over-charged for servieceived. Some of these
attacks require a man-in-the-middle capability, whileepthonly require some prior
interaction with the targeg(g.,receiving a call from the victim SIP phone device).

Abdelnuret al.[1] use AVISPA to identify a protocol-level vulnerabilitp ithe way
SIP handles authentication [50]. AVISPA is a model checlkervalidating security
protocols and applications using a high-level protocokgfmation and security-goals
language that gets compiler into an intermediate format ¢ha be consumed by a
number of lower-level checkers. The attack is possible withSIP Digest Authenti-
cation, whereby an adversary can reuse another party’emtiats to obtain unautho-
rized access to SIP or PSTN services (such as calling a premniinternational phone
line). This attack is possible because authentication neagguested in response to an
INVITE message at any time during a call, and the respondgrissaie an INVITE
message during a call either automatically (because of taxgirations) or through a
user action €.g.,placing the caller on hold in order to do a call transfer). \&Whhe
solution is simple, it requires changes possibly to all dadice SIP implementations.
This work is part of a bigger effort to apply testing and fumgtoward identifying vul-
nerabilities in SIP protocols, implementations, and dggdbsystems. It is worth noting
that this work has resulted in a number of vulnerability tisares in the Common
Vulnerabilities and Exposures (CVE) database and elsewher

Cross-cutting efforts (51 items) Wieseret al.[56] extend the PROTOS testsuite with
a SIP-specific analysis fuzzing module. They then test 8ysitem against a number of
commercial SIP implementations, finding critical vulneliéibs in all of them.

Gupta and Shmatikov [15] formally analyze the security efYolP protocol stack,
including SIP, SDP, ZRTP, MIKEY, SDES, and SRTP. Their asalyincovers a num-
ber of flaws, most of which derive from subtle inconsistegdiethe assumptions made
in designing the different protocols. These include a nepltack in SDES that com-
pletely break content protection, a man-in-the-middlacktin ZRTP, and a (perhaps
theoretical) weakness in the key derivation process us@diKEY. They also show
several minor weaknesses and vulnerabilities in all patoihat enable DoS attacks.

Dantuet al. [12] describe a comprehensive VoIP security architectcweaposed
of components distributed across the media gateway ctenrtfle proxy server(s), the
IP PBX, and end-user equipment. These components expl&itthange information
toward better training of filters, and creating and maintjrwhite/blacklists. Implicit
feedback is also provided through statistical analysistefractions€.g.,call frequency
and duration). The architecture also provisions for a regpmechanism that incorpo-
rates explicit feedback and quarantining.

Wu et al. [59] design an intrusion detection system, called SCIDIYHaL is spe-
cific to VoIP environments. SCIDIVE aims to detect differetasses of intrusions, can
operate with different viewpoints (on clients, proxiesservers), and takes into consid-
eration both signalingi.€., SIP) and media-transfer protocoksd.,RTP). SCIDIVE's
ability to correlate cross-protocol behavior, theordljcallows for detection of more
complex attacks. However, the system is rules-based, wingts its effectiveness
against new/unknown attacks. In follow-on work, \&al. [60] develop SPACEDIVE,
a VolP-specific intrusion detection system that allows farelation of events among
distributed rules-based detectors. They demonstrateltitity af SPACEDIVE to de-



tect certain classes of attacks using a simple SIP envirohmi¢h two domains, and
compare it with SCIDIVE.

Niccolini et al.[30] design an intrusion detection/intrusion preventigstem archi-
tecture for use with SIP. Their system uses both knowledgedb and behavior-based
detection, arranged as a series in that order. They devagboptatype implementation
using the open-source Snort IDS. They evaluate the effaatiss of their system in an
attack scenario by measuring the mean end-to-end delagitfate SIP traffic in the
presence of increasing volumes of malformed SIP INVITE ragss.

Nassaket al.[28] advocate the use of SIP-specific honeypots to catcblattarget-
ing the Internet telephony systems, protocols and appitsit They design and imple-
ment such a honeypot system, and explore the use of a staltistigine for identifying
attacks and other misbehavior, based on training on legitrtraces of SIP traffic. The
engine is based on their prior work that uses Bayesian-biase@nce. The resulting
SIP honeypot effort is largely exploratory, with performearand effectiveness evalua-
tions left for future work.

Rieck et al. [41] apply machine learning techniques to detecting anouosalSIP
messages, incorporating a “self-learning” component loyéhg for periodic re-training
of the anomaly detector using traffic that has been flaggedmsal. The features used
for clustering are based on n-grams and on tokenizationedBtR protocol. To prevent
training attacks, wherein an adversary “trains” the angna@tector to accept mali-
cious inputs are legitimate, they employ randomizatioro¢ging random samples for
the training set), sanitization [10], and verification (lmngparing the output of the new
and old training models). Their experimental prototype glagwn to handle 70 Mbps
of SIP traffic, while providing a 99% detection rate with ntsEapositives.

SNOCER, a project funded by the European Union, is “invesitigy approaches for
overcoming temporal network, hardware and software fafiand ensuring the high
availability of the offered VoIP services based on low castributed concepts.” The
first public project report [48] provides an overview of Vdifrastructure components
and the threats that must be addressed (staying primarihegtrotocol and network
level, and avoiding implementation issues with the exeoeptif SQL injection), along
with possible defense mechanisms. There is also discusesicoalable service provi-
sioning (replication, redundancy, backugts), toward providing reliability and fault
tolerance. The second public project report [11] descrévearchitecture for protecting
against malformed messages and related attacks usindicpigan-based intrusion de-
tection, protocol message verification, and redundanogy Tise ontologies to describe
SIP vulnerabilities, to allow for easy updating of the moriitg components (IDS) [13].

Marshallet al.[26] describe the AT&T VoIP security architecture. Theyida\VoIP
equipment into three classes: trusted, trusted-but-vabie, and untrusted. The latter
consists of the customer premises equipment, which isaritee control of the carrier.
The trusted domain includes all the servers necessary wderdoIP service. Between
the two sit various border and security elements, that aoresible for protecting the
trusted devices while permitting legitimate communicasi®o proceed. They describe
the interactions among the various components, and theigemechanisms used in
protecting these interactions.



5 Discussion

In our previous work [16], we surveyed over 200 vulneraigi§itin SIP implementa-
tions that had been disclosed in the CVE database from 192006. We classified
these vulnerabilities along several dimensions, inclgdire VoIPSA threat taxonomy,
the traditiona Confidentiality, Integrity, Availability concerns, and &Protocol, Im-
plementation, Configuratigraxis. We found that the various types of denial of service
attacks constitute the majority of disclosed vulneraesitover 90% of which were due
to implementation problems and 7% due to configuration.

Considering the research work we have surveyed (some ohwids discussed in
this paper), we can see that out of a total of 197 publicatid8% concern themselves
with an overview of the problem space and of solutions — a égue believe is rea-
sonable, considering the enormity of the problem spacelandpeed of change in the
protocols, standards, and implementations. We also seesidepable amount of effort
(roughly 25%) going toward addressing SPIT. While SPIT isaatajor issue at this
point, our experience with email spam and telemarketingnse® provide sufficient
motivation for research in this area. Much of the work is fexi on identifying SPIT
calls and callers based on behavioral traits, although éeuf other approaches are
under explorationd.g.,real-time content analysis). One of the problems is the tdck
a good corpus of data for experimentation and validatiomefiroposed techniques.

We were also not surprised to see a sizable portion of res€ar®s) directed at
design, analysis (both security- and performance-origntend attacking of crypto-
graphic protocols as used in VoIP. The cryptographic reseesmmunity appears to be
reasonably comfortable in proposing tweaks and minor ingmreents to the basic au-
thentication mechanisms, and the systems community appeatent with analyzing
the performance of different protocol configuratioesy(, TLS vs. IPsec). With a few
notable exceptions, much of the work lacks “ambition.”

Most distressing, however, is the fact that comparativiethg kesearch (9.6%) is go-
ing toward addressing the problem of denial of service. Gthe numerical dominance
of SIP-specific DoS vulnerabilities (as described earb@d the ease of launching such
attacks, it is clear that significantly more work is needech@/hat work is being done
seems to primarily focus on the server and infrastructute, slespite our finding that
half of DoS-related vulnerabilities are present on endjgoifurthermore, much of the
existing work focuses on network-observable attaekg.(‘obviously” malformed SIP
messages), whereas the majority of VolIP DoS vulneralslre the result of implemen-
tation failures. More generally, additional work is neediedtrengthening implemen-
tations, rather than introducing middleboxes and netwottusion detection systems,
whose effectiveness has been shown to be limited in otheabimmtaking a black box
approach in securing VoIP systems is, in our opinion, naagtd be sufficient.

Also disconcerting is the lack of research (4%) in addregsarvice abuse threats,
considering the high visibility of large fraud incident®9[51,52]. In general, we found
little work that took a “big picture” view of the VoIP secuwyifproblem. What cross-
cutting architectures have been proposed focus primanilintsusion detection. Work
is desperately needed to address cross-implementatiorcrasg-protocol problems,
above and beyond the few efforts along those lines in thasidn detection space.



Finally, we note that none of the surveyed works addressedrtbblem of configu-
ration management. While such problems represent only 7% af/k vulnerabilities,
configuration issues are easy to overlook and are likely urefgesented in our previ-
ous analysis due to the nature of vulnerability reporting.

6 Conclusions

We have presented a survey of VoIP security research. Whéieespestrictions pre-
vent us from discussing all surveyed works, we have discLasepresentative subset
of these. We presented an initial classification using th&$8@ threat taxonomy, and
juxtaposed this against our previous analysis on VoIP #gowrinerabilities. We iden-
tified two specific areas (denial of service and service gasbeing under-represented
in terms of research efforts directed at them (relative ¢irtimportance in the vulnera-
bility survey), and called for additional effort at secigiimplementations and configu-
rations, rather than taking a black-box approach of VolResys. We intend to expand
on this work and offer a more comprehensive analysis in tlae future.
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