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Maximizing local autonomy by delegating functionality to end nodes when possible (the “end to
end” design principle) has led to a scalable Internet. Scalability and the capacity for distributed
control have unfortunately not extended well to resource access-control policies and mechanisms.
Yet management of security is becoming an increasingly challenging problem, in no small part
due to scaling up of measures such as number of users, protocols, applications, network elements,
topological constraints, and functionality expectations.

In this paper we discuss scalability challenges for traditional access control mechanisms at the
architectural level, and present a set of fundamental requirements for authorization services in
large-scale networks. We show why existing mechanisms fail to meet these requirements, and
investigate the current design options for a scalable access control architecture.

We argue that the key design options to achieve scalability are the choice of the representation
of access control policy, the distribution mechanism for policy and the choice of access-rights
revocation scheme. Although these ideas have been considered in the past, current access-control
systems in use continue to use simpler but restrictive architectural models. With this paper,
we hope to influence the design of future access-control systems towards more decentralized and
scalable mechanisms.
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1. INTRODUCTION

Technology trends and rapid commercialization have reduitt the rapid deployment of
many interconnected, non-research computer networkscplarly those based on Inter-
net technologies [Network Wizards ; Telcordia Technolegi&so-called “network effects”
apply strongly here, as increasing numbers of online sesvédtract increasing numbers
of users (including corporate entities), attracting fartbnline availability of information
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Fig. 1. A firewall's bottleneck topology.

and services. The resulting communications system hae kngle in every dimension,
with large numbers of network-attached devices and usedsaaariety of protocols and
mechanism's While users desire access to as wide a variety of data andegras possi-
ble, some organizations.Q.,financial, military,etc) have networked resources with more
restrictive access control policies, and various prodecthechanisms in place to enforce
these policies. Since the same types of equipment and plstapplications are used in
both “public” and “private” networks (those not directly rmoected to the Internet), the
same, or very similar, security mechanisms are employed.

For example, IP firewalls offer a convenient method for penfiog access control on
packets and connections due to the restrictions they impogthe network topology, as
seen in Figure 1. Firewalls do not directly enforce end+id-security properties; they are
systems dedicated to examining network traffic between tept@d network and the rest
of the world. Thus, a firewall can permit or deny a particulacket (or connection) to
pass through it based on a policy, but cannot directly ptdteffic from eavesdropping or
modification once it has passed. Network-layer encryptifere end-to-end secrecy and
integrity guarantees, but does not directly address the igbaccess control.

Network structure has become sufficiently complex thatdiong blocks such as bound-
ary controllers and encryption are increasingly challehg€onsider, for example, “in-
tranets” and “extranets”, where parts of an otherwise ptetknetwork are exposed to
another entity for the purposes of collaboration, tele-carting,etc. These network struc-
tures need access control mechanisms that can operatghiouia network, and enforce
a coherent security policy. If we reexamine the use of paemfirewalls, we see several
problems:

—Since perimeter firewalls can only examine traffic thatéraes them, they cannot pro-
tect against malicious insiders.

—It is easy for anyone to establish a new, unauthorized iyt to the network using

1An indication of the number of new services and protocolsigpeieployed can be found in the number of new
Request For Comment documents that have been issued tHeywastars[RFC Editor ]: 1992 - 92 RFCs, 1993
- 173, 1994 - 184, 1995 - 130, 1996 - 171, 1997 - 190, 1998 - 2899 1 260, 2000 - 278. Not all of these

documents refer to distinct protocols or services, but thégnd or modify existing protocols in some way.
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tunnels or poorly administered access points, such as theasingly pervasive 802.11
wireless access.

—Some protocols (FTP, RealAudio) require semantic knogésthd demultiplexing which
is hard to perform at a firewall, while application-specifatgvays are clumsy and in-
troduce new sources of complexity.

—End-to-end encryption can also be a threat to firewall fionetity [Bellovin 1999], as
it inhibits examining packet fields needed for filtering.

—Perimeter firewalls constitute a single point of failurettbin terms of security and
reliability.

—Finally, finer-grained (and even application-specifigess control, which standard fire-
walls cannot easily accommodate within their processirgdpkt is increasingly a re-
quirement.

1.1 Access Control Scalability

The situation is equivalently bad in simply scaling the pplenforcement mechanisms;
most access control mechanisms become a bottleneck avéhefieeplication increases
in an attempt to meet increased demands in network bandwitand processing. To
better illustrate this, let us consider a simple example.

Imagine a building withV doors. People wishing to enter the building show up at
one of the doors; all doors are equivalent for the purposecoéssing the building. In
a simple configuration, each door has a guard that examimepetson’s identification
(authentication) and checks the list of people that arenaitbto enter the building (access
control). If the person is on the list, he is allowed in theldinig.

To scale for many visitors, we have to increase the numbeoofad In the case of the
traditional access control (using guards), we have thelpnolof distributing the list to
all the guards and maintaining that list. Furthermore, & ttumber of potential visitors is
large, the list becomes very large and the guards have tagjmea and effort looking up
people in that list. Although we have multiple doors, and \aa bire many guards, the
work of the guards increases rapidly with the number of ysmsause that work depends
on the size of the list.

Now consider a scenario where the guards are replaced veikis lsn the doors. Each
person has a key, and that key grants access to the buildetguslassume momentarily
that all visitors have the same keaye(, are governed by the same access control policy); in
that case, any visitor can enter through any door. The wopkiforming an access control
decision does not depend on the number of doors. Also, samte\dsitor is supplying the
key, the complexity of the locks on each door is independgtistotal number of visitors
or the number of other doors. As the complexity of the medrarincreasese(g.,more
sophisticated locks, taking more time to operate) the thinput per door may go down,
but this can be fixed by adding more doors. Our design guidefior scalable and flexible
access control mechanisms in Section 3 will follow this dagan.

1.2 Middleboxes and endpoints

Our discussion (and other issues discussed in [Vandenwataé ]) so far suggests that
access control must become an end-to-end consideratimilarsio authentication and

confidentiality. This is not surprising, as the IP architeetused the end-to-end argu-
ment [Saltzer et al. 1984; Clark 1988] as the basis for marsjgdedecisions. In the
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present context, we might view the logical end point (foressccontrol) as moving from
a perimeter firewall (one of the first examples of a middleltox¢nd nodesg.g.,hosts)
when a network must support a high degree of decentralizezbacontrol.

To manage access control in these networks and deliver qjuéree services, new tools
and architectures are needed to cope with the increasedswhtomplexity of the network
entities (devices, users, protocols, security policy erdment points) and their respective
policies for interaction. Since the primary method of addneg scalability issues in net-
working (and other areas) has been replication, we mighirgit a “separation of duty”
structure, where different individuals manage differesptexts of the network’s operations.
Unfortunately, current tools either ignore, or do not sigfitly address separation of duty
concerns, as we shall see later in Section 2. Even in smallonks$, administrators have
trouble handling the configuration of a small number of firks\a\Vool 2001]. The results
of this can be seen in studies of network intrusions and taises [Howard 1997]: an
increasing number of vulnerabilities can be directly btttéd to misconfiguration, with an
even larger percentage of intrusions indirectly causeddoyimistration failures.

1.3 Organization

The rest of the paper is organized as follows. Section 2rmsglarchitectural requirements
for modern networks and points out where current systemsadequate to meet these
requirements. Section 3 discusses the various optionisbiaio the designer of an access
control mechanism, with particular emphasis on a credebéised system.

2. NEW REQUIREMENTS AND EXISTING ARCHITECTURES

The work by Lampson [Lampson 1971; 1974] established thergitaules for access-
control policy specification by introducing the access oanhatrix as a useful general-
ization for modeling access control. A concept derived fritid access-control matrix
that is used in many security systems is the Access Contsbl(ACL); this is a list of
< Subject, Object, Access Rightstuples, that collectively encompass the access control
policy of the entire system, in terms of users, and servicesta to which access must be
controlled.

Access-control management systems appropriate for theeaod complexity of today’s
networks must meet several requirements:

(1) Multiple Languagesthe system should be agnostic with respect to the configurati
front-end that administrators use. The first reason forithie allow a decoupling of
the management mechanism, which could potentially be wsdbd whole lifetime of
the network, from the method used to configure it, which mange as a result of new
developments in Human-Computer Interaction interface®egcause of a change in
administrators. Secondly, such a system, by allowing tleeofidifferent management
front-ends for configuring different applications’ accesstrol policies, encourages
the development and use of front-ends (GUIs, languagie$,that are tailored to the
specific application and its particular nuances.

We should note that this requirement is not typical for asaamtrol management
systems; most such systems promote the use of a single catitgufront-end for all

the applications in the system. Although more researchaédeein this area, one can
see the parallels between the all-encompassing languagemged in the 1970s and
the more recenttrend on “domain-specific’ languages (laggs specifically designed
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3)

(4)

(5)

(6)

to address a limited application doma@g.,active networks). An interesting trend
is the increasing use of XML schemas and variants to expoessa-control policies,
e.g.,.XACML and SAML?.

Multiple Applications:the system must be able to support the security policy reguir
ments of many diverse applications, given the large numbese today. (The term
“applications” is used to mean services and protocols #xgire access control con-
figuration. These applications can be security-oriergegl,a network layer security
protocol, or they may be consumers of security serviegs,a web server.)

Decentralized Managementhe increasing size and complexity of networks strains
the ability of administrators to effectively manage thgistems. The traditional way
of handling scale at the human level has been decentralivafi management and
delegation of authority. This approach is evident througtitbe complete range of
human activitiesi(e., most, if not all, effective large “systems” involve the ciiea
and maintenance of an administration service where regphityfor different aspects

of the system is handled by different entities). Thus, aress@ontrol management
system for large networks must be able to adapt to differeartagement structures
(web of trust, hierarchical managemesit).

Scalability: as we saw above, corporate (and other) networks are rapidigasing

in size; furthermore, new protocols are being deployedh@uit necessarily deprecat-
ing old ones); finally, these same networks are used in isargly more complicated
ways (intranets, extranetstc). With this in mind, the system must be able to handle
large numbers of users, applications, and policy evalnaitd enforcement points.
We consider scalability at the architectural levied,, whether it is possible for the
system to be implemented, deployed and used in a manner wizar@gement, main-
tenance and operational costs do not increase as the nuringgstem components
(users, applications, policies and enforcement pointsgases. This analysis requires
a qualitative evaluation of the overall system structuather than a quantitative com-
parison of system performance. The latter is also impartauritis outside the scope
of our work.

Cheap Updatesa corollary of the above is that the system should be ablertdladhe

common operations (such as adding or removing users) affiziel his is important
because, over the lifetime of the system, these overhedddamiinate other costs
like initial deployment.

Last but not least, the system must be efficient. It shaotdmpose significant over-
heads on existing protocols and mechanisms; it shouleesimnatch the performance
curve attained by service replication. Ideally, it showldreimprove performance by
addressing any inefficiencies in existing managementsyste

2.1 Systems versus requirements

We use requirements 1 through 5 to evaluate several systexhkdve been proposed in
the literature or have seen actual use. The results are stireghan Table I. Although
requirement 6 is equally important, it is difficult to compdinese systems without careful
instrumentation and experimentation.

2htt p: / / waw. oasi s- open. or g/
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Multiple | Multiple | Decentr.| Scale| Cheap
Lang. Appl. Mgmt. Updates

OASIS[Hayton et al. 1998] X X X
[Hinrichs 1999] X
Filtering PosturegGuttman 1997] X
Firmato[Bartal et al. 1999]
PonderfDamianou 2002] X X X
[Molitor 1995] X
[Hale et al. 1999] X X
[Bonatti et al. 2000] X X
NapoleoriThomsen et al. 1998] X X
SnareWorks X
[Chinitz and Sonnenberg 1996]
COPYBoyle et al. 2000] X
RADIUS[Rigney et al. 1997] X
[Bull et al. 1992] X X
Kerberos[Miller et al. 1987] X X X

Table |. System classification. Bold-face font indicates a system me, otherwise the author
name is used.

2.1.1 Policy algebras.In [Bonatti et al. 2000] the authors propose an algebra of se-
curity policies that allows combination of authorizatioslipies specified in different lan-
guages and issued by different authorities. The algebraicitives presented allow for
considerable flexibility in policy combination. As the aath discuss, their algebra can
be directly translated to boolean predicates that comltiaeatithorization results of the
different policy engines. The main disadvantage of thisrapgh is that it assumes that
all policies and (more importantly) all necessary suppgrtnformation is available at a
single decision point, which is a difficult proposition eweithin the bounds of an oper-
ating system and introduces scalability constrains. Osenplation here is that in fact the
decision made by a policy engine can be cached and reuseek fiigthe stack. Although
the authors briefly discuss partial evaluation of compasigiolicies, they do so only in the
context of their generation and not on enforcement.

2.1.2 Domain specific language§.he approach taken in Firmato[Bartal et al. 1999] is
that of use of a “network grouping” language that is cust@difor each managed firewall
at that firewall. The language used is independent of the difsvand routers used, but
is limited to packet filtering. Firmato does not handle detemn, nor was it designed to
cover different, interacting application domains (IPsgeb accesstc). Policy updates
are equivalent to policy initializations in that they reguia reloading of all the rules on the
affected enforcement points. Finally, the entire releyaolicy rule-set must be available
at an enforcement point; this may cause scalability probleith respect to the number of
users, peer nodes, and policy entries. Other similar walkdes [Hinrichs 1999; Guttman
1997; Molitor 1995; Damianou 2002] (although the lattem&er, does allow delegation).

2.1.3 Names and role dependencidn.the OASIS architecture [Hayton et al. 1998],
the designers identify the dependencies between diffemmices and the need to coor-
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dinate these. They present a role-based system where aaclparmay be issued with
a name by one service on condition that it has already beardswith some specified
name of another service. Their system uses event notificadioevoke names when the
issuing conditions are no longer satisfied, thus revokiragpss to services that depended
on that name. Each service is responsible for performirmits authentication and policy
enforcement. Credentials in that system are limited td'yied membership to a group or
role, thus making it necessary to keep policy closely tiettiéoobjects it applies to. OASIS
uses delegation in a very limited scope, thus limiting adstiative decentralization.

2.1.4 Policy mediation, proxying and delegatiohe work described in [Hale et al.
1999] proposes a ticket-based architecture using medi&taroordinate policy between
different information enclaves. Policy relevant to an abjis retrieved from a central
repository by the controlling mediator. Mediators also nfiageign principals to local
entities, assign local proxies to act as trusted delegdteseaign principals, and perform
other authorization-related duties. Coordination pohimyst be explicitly defined by the
security administrator of a system, and is separate frotingagh is taken in consideration
along with) access policy.

2.1.5 Role-based Access ContrdRole-based Access ContfdRBAC) [Ferraiolo and
amd S. Gavrila 2003; Ferraiolo et al. 2001; Sandhu et al. 1B86aiolo et al. 2003] has
become the predominant model for advanced access contralibe it reduces the com-
plexity and cost of security administration in large netkeat applications [Bhatti et al.
2005; Sandhu and Park 1998]. Each user is assigned one oradeseand each role is
assigned one or more privileges that are permitted to usdtsat role. Although RBAC
conceptually allows for many different models and impletagéons for management and
policy specification, none of the RBAC-based systems we wereaof use flexible cre-
dentials, allow credential composition from different adistrative front-ends or decen-
tralized management.

2.1.6 Group-based access controlhe Napoleon system [Thomsen et al. 1998; Thom-
sen et al. 1999] defines a layered group-based access cattimhe that is in some ways
similar to the distributed firewall concept presented irafinidis et al. 2000], although it is
mostly targeted to RMI environments like CORBA. Policies eompiled to access control
lists appropriate for each application (in our case, thatld/be each end host) and pushed
out to them at policy creation or update time.

2.1.7 Specializing security with wrapper&nareWorks [Chinitzand Sonnenberg 1996]
is a DCE-based system that can provide transparent seseritices (including access con-
trol) to end-applications, through use of wrapper modies tinderstand the application-
specific protocols. Policies are compiled to ACLs and distied to the various hosts in the
secured network. Connections to protected ports are mgtwta local security manager
which decides whether to drop, allow, or forward them (ugdZfE RPC) to a remote host,
based on the ACLs.

2.1.8 Decentralized enforcement and delegati¢Bull et al. 1992] describes an open,
scalable mechanism for enforcing security. It argues fdnift ®© a more decentralized
policy specification and enforcement paradigm, withoutasing the specifics of policy

3http://csrc.nist.gov/rbac/
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Fig. 2. The Kerberos authentication protocol.

expression. It emphasizes the need for delegation as a mieghé&o achieve scale and
decentralization, but focuses on design of protocols fepaplishing this rather than the
more high-level requirements on policy expression.

2.1.9 RAP,COPS, RADIUS and DIAMETER the IETF, the RAP (RSVP Admission
Policy) working group has defined the COPS [Boyle et al. 2@@6jocol, as a standard
mechanism for moving policy to the devices. This protocoswaveloped for use in the
context of QoS, but is general enough to be used in otheregtigh domains.

RADIUS [Rigney et al. 1997] and its proposed successor, DEAMR [Calhoun et al.
1999], are similar in some ways to COPS. They require comaation with a policy
server, which is supplied with all necessary informatiod andepended upon to make a
policy-based decision. Both protocols are oriented tovgaosiding Accounting, Authen-
tication, and Authorization services for dial-up and roagusers.

2.1.10 Kerberos.Kerberos [Miller et al. 1987] is an authentication systemat thses
a central server and a set of secret key protocols, as showigime 2, to authenticate
clients and give both a client and an application server ees&ey for use in protecting
further communications. Initially, the client authentica to the Key Distribution Center
(KDC), which gives it a Ticket Granting Ticket; this step acs infrequently (typically,
once every 8 hours). For each service the client needs t@crit must then contact
the Ticket Granting Service (TGS), which responds with &@idTKT) that is service-
specific. The client then contacts the service, providiegRiKT. Often, the KDC and the
TGS are co-located. However, it is possible to replicatekb€ and the TGS so as to
handle large numbers of users.

The two most important deficiencies of Kerberos are that @sdoot implement any
kind of authorization (applications are expected to malartbwn access control deci-
sions, based on information they acquire through other sjeag., Directory Services,
local ACLs, database queries), and it is expensive, in tafasiministrative effort, to do
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cross-realm authentication, as this requires all cliemtsave complete knowledge of the
trust relationships between realms (a Kerberos realm isdhection of systems and users
managed by a single administrative entity). Although theae been some recent work
towards addressing these issues [Westerlund and Dameki}l; Trostle et al. 2001],
there remain significant problems with using Kerberos irugy/tiarge scale environment.
Other related work includes the SESAME architecture, whigbpts the Kerberos authen-
tication approach (augmented with public-key extensioasyl adds Role-Based Access
Control (RBAC). A key mechanism in SESAME is the distributtiof a privilege attribute
certificate to the user, which is a credential containingrtile of the user. However, be-
cause of its use of Kerberos, SESAME exhibits many of the ganoiglems we discuss in
this section.

A more important deficiency lies in the nature of the secrgtdugthentication employed
by Kerberos: Referrals (used for cross-realm authentichttan solve the problem of
securely determining the identity of the principals and kD@olved in a request, but they
cannot be used to convey hierarchical policy informatiothoenforcement point, beyond
any policy included in the ticket issued by the enforcemeamibgs KDC. While access
policy could be encoded in the referrals themselves, thesgdanot be verifiable by the
enforcement point (since it does not share a secret key witlotthe intermediate KDCs).
The intermediate KDCs cannot make an access control dacigithe time the referral
must be issued, since they do not have any information ahewtgplication request itself;
even if they did, this would be an extremely inefficient agmoto access control, since all
such KDCs would have to be contacted each time a request is madith no possibility
of ticket and referral caching, as is currently possible.

Similar inefficiencies arise when the enforcement pointtacts each KDC for every
request made by the client. Either of these approachestigeéfiycconverts a fairly de-
centralized authentication mechanism into an extrematyrakized access control mech-
anism. Finally, a referral-based architecture that sugpaolicy dissemination, requires
duplication of client information at both the client and gr&orcement point's KDC. This
is necessary because only the enforcement point’s KDC aaida policy information to
the enforcement point (encoded inside a ticket), and tbezdfas to have knowledge of
the client’s privileges.

2.2 Summary: Access Control System Classification

Table | classifies the various systems based on the requitsme& enumerated. For the
real system requirements we enumerated at the beginnihdgsafdction, no single system
addresses all of the policy and mechanism interaction ehgdls in a satisfactory manner.
The next section outlines design choices needed for sucktemny

3. DESIGNING A SCALABLE ACCESS CONTROL ARCHITECTURE

The concerns outlined in Section 2 must guide the design @fcarss control architec-
ture. Such a system must effectively scale in two differbat,related, areas: system and
management complexity (and size).

Addressing system complexity requires policy specificgtidistribution, and enforce-
mentmechanismshat can handle large numbers of users, enforcement peaintsap-
plications. Furthermore, the system must be able to hahéléncreased complexity of
mechanism interactions. We can critique three obvious tsadther easily.
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Fig. 3. Centralized policy specification and enforcement.
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Fig. 4. Central policy specification, decentralized enforcement.

Fully-centralized. (Figure 3) approaches demonstrate poor scaling properi@e, the
enforcement points contact the server with the user reqistails, and expect an answer.
Policy evaluation is done at the central repository, foremmjuest. Responses may be
cached at the enforcement points, as long as the detailg sétiuest do not change, but
systems implementing this approach must therefore als@asg@olicy consistency issues.
Interactions between services and protocols are easy twedsfince all the information is
centrally available.

Semi-centralized(Figure 4) approaches are those where policy is centraligifipd
but distributed (synchronously, or “simultaneously”) b enforcement points. Interac-
tions between protocols and services are easy to define alhthe information is cen-
trally available. Changes to the running system requirernanication with the affected
enforcement points. Such approaches require the enfortgmnts to maintain large
amounts of potentially unneeded state, and require cormuation for common (and thus
frequent) security operations such as adding/removingusenodifying their privileges.
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Fully-decentralized (Figure 5) approaches do not easily allow for interactiotwieen
different applications. Policy is specified by differenhadistrators for the different appli-
cations, users, and enforcement points. Policy may bdhlistéd directly to the enforce-
ment points, or may be made available to the users in the féroentificates or tickets.
Interactions between protocols and services are diffioudxpress, unless an additional
“coordination” layer is added, which re-introduces a measi centralization to the sys-
tem; the coordination layer may be explicit (in the form of etepolicy server), or implicit
(in the form of a meta-policy language).

Few systems follow any of these three approaches (espethialicentralized ones) in
their purest form. For example, policy caches are often eygal at enforcement points.
However, this simple taxonomy outlines the separation €pfrom mechanismin access
control architectures.

3.1 Use of flexible credentials

As a first design choice then, a system should exhibit thérgcptoperties of a decentral-
ized policy specification, distribution, and enforcemerstsm, while retaining the ability
to let different applications and protocols interact asdegke Therefore, policy should be
expressed in a way that is easy to distribute to enforcenmntgon the fly”, and which
is easy for the enforcement points to verify and processeffity. One way of expressing
low-level policy is in the form of public-key credentialso(rghly, public-key certificates
with authorization information embedded inside them); dmimistrator can issue signed
statements that contain the privileges of users; enfornepwnts can verify the validity
of these credentials and enforce the policies encodeditheéke additional benefit is that,
since credentials are integrity-protected via a digitghature, they need not be protected
when transmitted over the network (thus avoiding a potesdéieurity bootstrap problem).
The Taos system [Wobber et al. 1994] also identified credisnfin the form of digitally
signed statements) as a scalable authorization mechanism.

Naturally, the public keys of the administrators (trustetharities) should always be
distributed in an authentic way to the enforcement poingsjialy at system installation.
Thus, itis possible to distribute policies in any of the éaling three ways:

(1) Have the policies “pushed” directly to the enforcemenings. While this is the sim-
plest approach, it requires all policy information to bestblocally at an enforcement
point, which may present problems for embedded systemsuten® For example,
assume a system that any of 100,000 users may access;yaenghch user (in the
case where different policies apply to the different usamsid require knowledge
of their public key, for authentication purposes. Assunartypical RSA key of 128
bytes (1024 bits), simply storing this information regsiabout 13 MB, excluding
any access control information. Typical certificate enngdimultiply this by 3 or 4,
and access control information will further add to this.

Furthermore, under this scheme, changes in the paicy,&dding a new user) require
all affected systems to be contacted and their local coplyeopblicy updated. If such
changes are frequent, or the number of affected systemegis, ldne cost can prove
prohibitive.

Finally, the enforcement point will also have to incur a @esing cost for examining
potentially “useless” policy entries when trying to detérenwhether a specific user
request should be granted. The exact cost depends on theufzarscheme used to

ACM Transactions on Internet Technologies, Vol. 7, No. 4y&aber 2007.



TBD : Keromytis and Smith

Policy coordination ]

‘/'Policy interacti::\
Policy
Policy specification
specification

Policy distrily \

Enforcement Enforcement Enforcement
point point point

I User service requests

Fig. 5. Decentralized policy specification and enforcement.

Policy
repository

Policy "push"
Policy "push" or "pull"
to the user

[Enforcement [Enforcement
point point

Service!
equest
X Policy "push"
Service request Service request y P

from the user

Fig. 6. Policy distribution models.

store and process this information.

(2) Have the policies “pulled” by the enforcement pointsnfr@a policy repository as
needed, and then stored locally. This exhibits much bettbatior in terms of pro-
cessing and storage requirements, but requires that tleecenfient point perform
some additional processing (and incur some communicatierhead) when evaluat-
ing a security request. System availability can be adddegsaeplicated repositories;
an attacker that compromises one or more of these can derigester legitimate users,
but cannot otherwise affect a policy decision. This apphazters two additional ad-
vantages: first, it is relatively easy to deploy since it ieggimodification of only the
enforcement points (as opposed to modifying all the cliems other network ele-
ments). Secondly, it effectively addresses privilege cation (which we discuss later
in this section).
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(3) Have the policies distributed to the client (user) systeand make these responsible
for delivering them to the enforcement points. While thiprgach requires modifica-
tion of the client, most security protocols already provigetificate exchange as part
of the authentication mechanism; it is often relativelaigthtforward to modify such
protocols to deliver the kind of credentials used in oureysinstead. Furthermore,
since the end systems hold all the credentials that areamatiée them, it is possible to
determine in advance under what conditions a request wifjraated by an enforce-
ment point €.g.,how strong the encryption should be to be able to see coniaent
information on the corporate web server).

The three approachesto policy distribution are shown iniflei¢. These approaches are:
(1) policy is pushed to the enforcement points; (2) policypislled” by the enforcement
points from a repository; and (3) policy is supplied to thel esers which must deliver
it to the enforcement points as needed. A combination of {&) (@) may be used in the
system: if the client system provides credentials durimgatithentication phase, these are
used to determine the user’s privileges; otherwise, theesysnay contact a repository
to retrieve the relevant information or, if it is overloadeldny the request and ask that
the user provide the missing information in a subsequentaglq One advantage of this
approach is that policy can be treated as “soft state,” andgtieally be purged to handle
new users and requests (using LRU, or some other replacengstianism). If the policy
is needed again, it will be re-instantiated. This mechargstonceptually similar to virtual
memory page replacement algorithms used by modern opgstsiems, and thus many
such algorithms can be reused here for purposes of politg. Stée call this mechanism
“lazy policy instantiation” in our context.

One benefit of choosing to use credentials as a means fobdistig policy is the fact
that one of the frequently-done operations (adding a usgiving additional privileges to
an existing user) is cheap: we simply have to issue the n@gessdentials for the user in
guestion, and make them available in the repository. Unaeoéthe distribution schemes
already described, the new policy will take effect as soothasext request that requires
it appears.

On the other hand, one other frequent operation (removingesa, ©r revoking some
existing user’s privileges) is more complicated in an emwiment where policy is not cen-
trally stored and maintained. We defer discussion of tlisésuntil Section 3.4.

3.2 Ease of administration

The second scale-related problem area our system mussadsigelministrative complex-
ity; the increased system scale stretches the ability ofdruadministrators to handle its
complexity. One well-known and widely used solution is tbét'separation of duty”:
different administrators are made responsible for manpdifierent aspects of the larger
system. In computer networks, this separation can be imgaiésa across network bound-
aries €.g9.,LAN or WAN administrators) or across application boundsi@g.,different
administrators for the firewalls, the web servers, the péarversetc). Multiple layers
of management may be used, to handle increasing scale. dtmusystem must support
this management approach. One commonly-used mechanisimiflaments hierarchical
management in decentralized systems is delegation of @tytho

Note that the degree of (de)centralization of policy speaifon and enforcement are
independent of each other: decentralized policy spedificanay be built on top of a
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centralized enforcement system, by providing a suitaltlerface to the different admin-
istrators; similarly, a centralized policy specificatiorsem can easily be built on top of
decentralized enforcement architecture, as shown in €igurAlthough the actual en-
forcement is done at the different network elements (madstienforcement points”),
enforcement typically refers to the decision making (poigaluation).

3.3 Layering considerations

The considerations we have discussed thus far argue fortalaygdr design, such as shown
in Figure 8. Administrators can use any number of differateiifaces in specifying access
control policy. Thus, administrators can pick an interfeey are already familiar with or
one that is not very different from what they have been uskgthermore, it is possible
to construct application-specific interfaces, that cagpthie particular nuances of the appli-
cation they control. This architecture has an intentioesémblance to the IP “hourglass”,
and resolves heterogeneity in similar wagg.,the mapping of the interoperability layer
onto a particular enforcement device, or the servicing dtipia applications with a policy
lingua franca
Is is important to realize that the design in Figure 8 referthe logical flow of policy;

the system itself follows the decentralized policy speatftm and enforcement approach.
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High-level policy is specified separately by each admiatsit. This interface takes as in-
put the stated policy and information from a network/usdabase, and produces policy
statements in the common language of the low-level polistesy. Thus, the low-level
policy system (the policy interoperability layer, as it wgmust be powerful and flexible
enough to handle different applications. These low-lewdicy statements are then dis-
tributedon-demando the enforcement points, where policy evaluation andreefoent is
performed locally.

To accommodate management delegation, one of two appeathebe taken: delega-
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tion may be implemented as part of the low-level policy mei$a, or as a function of the
high-level policy specification system, as shown in Fig@esd 10. We differentiate be-
tween high and low levels in the following way. High-levelljoy statements by different
administrators at level N of the management hierarchy apgited and combined at level
N-1, recursively. The top-level administrator produces thalfiow-level policy statement,
as a result of the composition of all the policies. In cortirkmv-level policy statements
from all (relevant) administrators are combined at theqyadivaluation point.

The high-level approach offers considerable flexibilityekpressing delegation and re-
lated restrictions, but causes the higher echelons of timérastrative hierarchy to become
bottlenecks, since they have to be involved in all policyc#iimation. One advantage of
following the “low-level” approach is that administratidwierarchies can be built “on the
fly”, simply by delegating to a new administrator.

To summarize, our choice for a low-level policy mechanismiicsated by:

(1) Flexibility in the types of applications it can support.
(2) Efficiency in evaluating policy.
(3) Ability to naturally and efficiently express and handidatyation of authority.

(4) Simplicity, as a desirable property of any system. Taphrase Albert Einstein, “ev-
ery system should be as simple as possible, but no more.”

3.4 Policy Updates and Revocation

In a credential-based access control system, adding a resvougranting more privileges
to an existing user is simply a matter of issuing a new credimote that both operations
are equivalent in terms of sequence of operations in ouesystThe use of credentials
has many attractive properties in terms of flexibility. Yag,in other systems, the schemes
for distributing them are important to the overall scalipind correctness of the system.
The use of caches creates some challenges for credentighatewn, yet these appear to
be addressable with a menu of techniques, the choice of vildépendent on particular
system requirements for credential expiry.
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Removing a user or revoking issued privilege, means naotjfgntities that might try to
use the relevant credential that it is no longer valid, eveugih the credential itself has
not expired. Potential reasons for the revocation incliéét tor loss of the administrator
key used to sign the credential (in which case, all certéisaigned by that key need to be
revoked), theft or loss of the user or administrator key auityr has been delegated to, or
discovery that the information contained in the certifidais become inaccurate.

There are four main mechanisms for certificate revocation:

(1) The validity period of the credential itself; if it is s&t a sufficiently small value,
then the window of revocation is effectively limited to tha®n the other hand, a
short lifetime means that the a user’s credential has tof®ste2d much more often,
which implies increased work for the administrator (in teraf credential generation
and distribution). In the extreme case, where credenti@svaade valid for a few
minutes only, the CA is effectively involved in (almost) ey@authentication protocol
exchange. This approach works well when credentials are ins@ transient manner
(e.g.,to authorize temporary access to a resource). On the otinel, ifecredential
revocation is rare in a given deployed system, the amounhoécessary work done
by the system (re-issuing short lived policy statements)amquite high.

(2) Certificate revocation lists (CRLs), and their variaftse idea is that the administrator
compiles a list of credentials that must be revoked, andibiges this to the enforce-
ment points (or, as is more typical, the enforcement poiaetegically retrieve the list
from a repository). The CRL is signed by the administratnd eontains a timestamp.
An enforcement point can verify that it has received a valid aeasonably recent
copy of the CRL by verifying the signature and examining fheestamp. Revoked
credentials can be removed from the CRL as soon as theiiitygliekriod expires. This
approach works well when, on the average, only a small nuiferedentials are re-
voked. Various approaches, such as Delta-CRLs or Windovesdd¢ation, attempt to
address scalability issues with this approach.

(3) Refresher credentials. In this scheme, the owner of g-lmed credential has to
periodically retrieve a short-lived credential that mustused in conjunction with the
long-lived one. They can do this by simply contacting theéssof the credential (or
some other entity that handles refresher credentials).a@ivantage of this approach
over direct short-lived credentials is that a refreshedengial is only issued if the user
actually needs one. On the other hand, it requires some caiation on the part of
the credential owner (as do all revocation schemes, exifefitie-based revocation).

(4) Online certificate-status protocols, such as OCSP, tiaveredential verifier query
the credential issuer (or other trusted entity) about tHiglitsa of a credential. One
drawback is that it is the verifier that must do this statuskhi the verifier is a web
server or other (potentially overloaded) service, thisapph places additional burden
on it. On the other hand, this approach does not require emaghty synchronized
clocks, as solutions (1), (2), and (3) do. However, sinceekghange needs to be
secured, the protocol can be fairly expensive.

In cases (2), (3) and (4), the credential issuer (or othetedientity) must issue state-
ments as to the validity of an issued credential. Since statbraents must be verifiable,
these approaches require that this issuer’s private keyaitahle online (especially for
cases (3) and (4)). However, separate keys can be useddorgsand revoking creden-
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tials; both keys can be present in the credential. In thetebaih the machine where the
revoking key is stored is compromised, an attacker can dxtem lifetime of any issued
credential that uses the compromised key for revocatiotstomaximum validity period;
but, the attacker cannot issue new credentials, nor careffexst the revocation of creden-
tials issued after the intrusion has been detected (at wgoatt, a new revocation key is
used).

The decision as to which revocation mechanism to use depente specifics of the
system; in particular, how often are credentials revoked far what reason), how strin-
gent the revocation requirements are, what the commuaitatid processing costs and
capabilities aregtc. For environments where quick revocation is not necessarg;based
expiration may be sufficient; at the other end of the spectrairrertificate status check
protocol may be used to provide near real-time revocatiovicees. (Note however that
even Kerberos uses an 8-hour window of revocation, by igstigkets that are valid for
that long, as a tradeoff between efficiency and security.tkily, the exact revocation
requirements for any particular credential can be encaul#tki credential itself; so an ad-
ministrator’s credentials may require an online statusklier every use, whereas a user’s
revocation requirements may be considerably more lax.hEurtore, these requirements
can change over time (with each new version of the credehtais issued).

4. CONCLUSIONS

We have outlined architectural-level requirements fotaduitity, and provide a survey of

viable approaches to meeting these requirements. Ouf sefiet from this analysis, one

should definitely favor the flexibility of credential-basgdlicy management, while using
the lazy evaluation technique. Refresher credentials trevenost appeal to us in terms
of scalability and consistency with respect to the rest efayisstem, but may not be “safe”
enough for all security applications.

Our discussion in this paper is largely based on our expegidaveloping the STRONG-
MAN architecture, which applied many of these ideas and eptec A description of
STRONGMAN is beyond the scope of this paper; the interestadier is referred to
[Keromytis 2001; Keromytis et al. 2003]. We hope that futacezess-control systems
will follow such a decentralized and inherently scalablsige, fully congnizant of the
challenges posed by revocation.
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