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Abstract. We presentgore, a routing-assisteddefensearchitectureagainstdis-
tributeddenialof service(DDoS) attacksthatprovidesguaranteedlevels of ac-
cessto a network underattack.Our approachusesrouting to redirectall traf�c
destinedto a customerunderattackto strategically-locatedgore proxies,where
servers�lter out attacktraf�c andforwardauthorizedtraf�c toward its intended
destination.
Our architecturecanbedeployed incrementallyby individual ISPs,doesnot re-
quire any collaborationbetweenISPs,and requiresno modi�cations to either
server- or client- software.Clients can be authorizedthrougha web interface
thatscreenslegitimateusersfrom outsidersor automatedzombies.Authenticated
clients are grantedlimited-time accessto the network underattack.The gore
architectureallows ISPsto offer DDoS defensesasa value-addedservice,pro-
viding necessaryincentivesfor thedeploymentof suchdefenses.Weconstructed
a PC-basedtestbedto evaluatetheperformanceandscalabilityof gore. Our pre-
liminary resultsshow thatgore is a viableapproach,asits impacton the�ltered
traf�c is minimal, in termsof both end-to-endlatency andeffective throughput.
Furthermore,gorecaneasilybescaledupasneededto supportlargernumbersof
clientsandcustomersusinginexpensive commodityPCs.

1 Intr oduction

Denial-of-Service(DoS) attackscantake many forms,dependingon the resourcethe
attacker is trying to exhaust.For example,anattacker maycausea webserver to per-
form excessivecomputation,or exhaustall availablebandwidthto andfrom thatserver.
In all forms,theattacker'sgoal is to deny useof theserviceto otherusers.Apart from
theannoyancefactor, suchanattackcanproveparticularlydamagingfor time- or life-
critical services,or when the attackpersistsover several days: in one instanceof a
persistentDoSattack,aBritish ISPwasforcedoutof businessbecauseit couldnotpro-
videserviceto its customers.Of particularinterestarelink congestionattacks,whereby
attackersidentify “pinch points” in thecommunicationsinfrastructureandrenderthem
inoperableby �ooding themwith largevolumesof traf®c. We concentrateour interests
on this form of attacksbecausethereis little, if anything, thevictim cando to protect
itself; what is beingattackedis not any particularvulnerabilityof thetarget,but rather
thevery factthatsaidtargetis connectedto thenetwork.

Therearemany reasonswhy, despiteextensive researchwork on the subject,we
haveseenvery little deploymentof effectiveanti-DDoStechnologyby InternetService
Providers.An importantoneis thelack of ®nancialincentivesfor ISPsto deploy such
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services:they cannoteasilysell a premiumserviceto high-valuecustomerswhereby
thesecustomersarebetterprotected.However, it is preciselythesehigh-volume,high-
valuecustomerswho oftenattractthemoreseriousDDoSattacks,andwhomthe ISP
would want to keepbetterprotected,eitherby charging more,or by consideringthe
expenseof theextra protectionasthecostof attractingthesehigh-valuecustomers(or
evenprotectingtheir own network from theattacksthesecustomerswouldattract).

Many previousapproachesthataddressthegeneralnetwork DoSproblem([1–3])
arereactive:they monitortraf®c atatargetlocation,waitingfor anattackto occur. Once
theattackis identi®ed,typically via analysisof traf®c patternsandpacket headers,®l-
tersmay be establishedin an attemptto block theoffenders.The two main problems
with this approacharetheaccuracy with which legitimatetraf®c canbedistinguished
from theDoStraf®c, andtherobustnessof themechanismfor establishing®ltersdeep
enoughin thenetwork sothattheeffectsof theattackareminimized.Approachessuch
asWebSOS[4,5] protectparticularkinds of services(web traf®c in this case)by in-
troducingadditionalprocessingelementsinto thenetwork infrastructureandintroduc-
ing waysof identifying legitimate,human-originatedwebsessionsandonly processing
thosein timesof heavy attack.

Weintroducegore, anarchitecturethatindividual ISPscanuseto protectcustomers
underattack.Someprior architecturesassumethatISPscollaboratein orderto quench
DDoSattacks.Thisappearsto beanunrealisticapproach,sincethesecurityandpolicy
problemsthat crop up far outweighthe putative bene®tsof quenchingattacksin that
way. In ourapproach,whenanattackagainstaparticularcustomeris detected,all traf®c
to that customer's IP addresspre®x is redirectedto strategically-locatedgore proxies
insidetheISP's network. This redirectionis accomplishedby properlyadvertisingthe
customer'spre®x from theappropriategore proxy over theISP's IntradomainRouting
Protocol(OSPF, IS-IS,etc.).

Sucha proxy is not necessarilya single computer;it can be a cluster, and there
canbe many suchclustersthroughoutthe ISP's network, subjectto costconstraints.
However, it is possibleto takeadvantageof aform of statisticalmultiplexing: sinceonly
averysmallfractionof anISP'scustomersaretypically attackedatany particulartime,
theISPneedonly provideproxiesandcapacityto handlethissmallersetof attacks.

gore proxiesusesomemethodfor differentiatingreal traf®c from attacktraf®c.
The speci®capproachwe useinvolvesGraphical Turing Tests(GTTs) [6] if no prior
agreementsbetweenthecustomerandits potentialclientsexist; authenticationbasedon
customer-providedcredentialsto theusersmaybeusedinstead,or in additionto GTTs.
Traf®c that is characterizedaslegitimateis tunneledto thecustomer'saccessrouter(s)
over a GRE[7] tunnel;all othertraf®c is dropped.Returntraf®c from thecustomerto
its clientsis simply routedbackto theclientwithoutpassingthroughgore.

AsgorecentersarenotnormallyaddressablefromoutsidetheISP(and,presumably,
awell-managedISPcandetectandquenchportionsof anattackthatoriginatewithin its
own network), they cannotbeindependentlyattacked.Theonly timesthat traf®c from
outsidetheISPreachesthegore proxiesis whena customeris underattack.Naturally,
theproxiesarelocatedwherethereis a lot of link capacity, andmustbeprovisionedto
handleat leastasmuchraw traf®c asthecustomer'saccesslink.
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Thecontributionsof our work arethreefold.First,we presenta novel architecture,
gore, that signi®cantlyextendsandimprovesbestcurrentpracticescurrentlyusedby
ISPs(blackholing,asdiscussedin Section4) to maintainconnectivity in the faceof
largeDDoSattacks.Second,contraryto otherproposedwork thatdoesnot allow ISPs
to recoupthecostsassociatedwith installing,enabling,andmanagingDDoSdefenses,
gore cannaturallybeofferedasa value-addedserviceto customers.Third, we charac-
terizethe impacton end-to-endlatency andthroughputthatgore imposeson commu-
nication�o ws thattraverseit, whichwe determineto belessthan2% in eithercasefor
experimentsinvolving up to 2,000clients.It is importantto notethat theseoverheads
areonly incurredwhenanattackis takingplace;otherwise,goredoesnothaveany im-
pactonnetwork traf®c. Furthermore,communicationswouldbeotherwisehaltedwhen
aDDoSattackoccurs.Thus,webelievegoreoffersaparticularlyattractivemechanism
for ISPsto countertheincreasingthreatof denialof serviceattacks.

The remainderof this paperis organizedasfollows: Section2 describesthe gore
architecturein detail. Section3 gives the detailsof an actualimplementationof the
architecture,alongwith performanceresultsover a simpletestbed.We concludewith
relatedwork in Section4 anda summarydirectionsfor futurework in Section5.

2 Ar chitecture

Weproposeanarchitecturethatprovidesascalablerouter- (androuting-)assistedmech-
anismto protectISPcustomersfrom DDoSattacks.Thearchitectureis transparent,in
thesensethatno additionalsoftwareneedsto bedeployedon eitherthecustomerweb
serversor web clients.Our DDoS defenseis reactiveandis enabledonly whencus-
tomersareunderattack,andthenonly for thosecustomers.Our schemedoesnot af-
fect any transittraf®c throughtheISP, nor doesit affect theway theISPadvertisesits
customers'pre®xesoverBGP. Sincethemechanismworksentirelywithin anISP'snet-
work, it allowstheISPto retainfull controlof its defensepolicies,for example,turning
themon only for speci®ccustomers,e.g., thosewho have subscribedto a hypothetical
“DDoS Protection”plan.

Centralto our architectureis a gore center, in which two piecesof functionality
arepresent:a �r ewall/forwarder, andaproxy. We shalllimit thisdiscussionto showing
how to protectweb traf®c, althoughnothingprecludesgeneralizingour techniquesto
otherkindsof identi®abletraf®c. We alsoassumethat theISPhastheability to detect
a DDoSattackandreportit to somemanagementagent.Suchability is common,but
it can even be ascrudeas the customernoticing the attackandcalling up the ISP's
Network OperationsCenter. Oncethe attackis detected,it is communicatedby the
NOC(or someautomaticmechanism)to oneor moregorecenters.

Figure1 illustratesacustomernetwork underDDoSattack.Attacktraf®c converges
from all over theInternet,overwhelmsthecustomernetwork's accesslinks, andlegit-
imateclientsarenot ableto communicatewith the(web)serversin thenetwork under
attack.Furthermore,if theattackis severeenough,thelinks from theISP'sbackboneto
theaccessrouterwherethecustomerconnectsmaygetcongested,or theaccessrouter
itself maybeoverloaded,causingothercustomerswhoarenot themselvesunderattack
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to suffer. For this reason,it is commonwhenonecustomeris underattackto blackhole3

thatcustomer's IP pre®x at the ISP's borderroutersso thatattacktraf®c getsdropped
beforeit enterstheISP'snetwork. While thispracticeprotectstheinnocentbystanders,
it alsomeansthatthecustomeris not gettinganyconnectivity to theInternetwhile the
attacklasts,renderingtheattackevenmoreeffective.

Fig.1. (Left) DDoS attacks on an ISP customer's network: the attackers can render cus-
tomer's the low bandwith connectionand its servers unusable.(Right) DDoSAttacks when
goregetsactivated: customer's traf�c is redirectedand �lter ed thr oughthe goreservers.

Insteadof indiscriminatelyblackholingall traf®c to thecustomer, wewantto instead
“whitehole” traf®c we know to be good.As soonasanattackon a pre®x is reported,
a gore centerwith farmof dedicatedgore serversstarthandlingall traf®c to thatpre-
®x. gore centersparticipatein theISP's interior routingprotocol(for example,OSPF),
and when they decideto “take over” a pre®x, they advertisethe two more-speci®c-
by-one-bitpre®xesover the routing protocol.For example,if the customer's pre®x is
135.207.0.0/16, the gore centerswill advertise135.207.0.0/17and135.207.128.0/17.
Becauseroutersforwardbasedon longest-match,thegorecenterwill receivetraf®c for
135.207.0.0/16, regardlessof how closeor farto theaccessroutersuchtraf®c entersthe
ISP'snetwork. In thiscase,theaccessroutermustbecon®guredto ®lter outsuchmore-
speci®csfor a pre®x it knows it handles4. Furthermore,peeringroutersarecon®gured
to notannouncethesemore-speci®csoverBGP, asthereis nochangein thewayoutside
traf®c shouldreachtheISP5.

Thegore centerdoesnot useaddressesthatareroutableoutsidethe ISP, andthus
cannotbedirectly targeted.Thereasonis that,althoughthecenterhasenoughcapacity
to handlea worst-casescenarioattack,individual servers(if they canbeidenti®edand
targetedassuch)canbeoverwhelmed;thus,anattacker thatcouldsomehow determine

3 In a nutshell,blackholingmeansthatborderroutersaretold to dropall traf�c destinedto the
blackholedpre�x ratherthan forwarding it to the next-hop router. This is typically accom-
plishedby includinga routingentryfor theblackholedpre�x pointingto thenull interface.

4 We ignorethelimit caseof traf�c enteringtheISP'snetwork from thesameaccessrouterthat
the customerunderattackis connectedto. Accessroutersarealmostnever peeringrouters.
Traf�c from anothercustomer, evenif it is attacktraf�c, is probablynegligible.

5 This practicemay leadto suboptimalpathsto be taken insidethe ISP, but we considerthis a
second-ordereffect;how it shouldbehandledis beyondthescopeof this paper.
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thataparticulargoreserverhappenedto carrylegitimateusers'traf®c, wouldbeableto
directanattackagainstthatserveranddisruptclient-customertraf®c.

To balancethe loadamonggore servers,thegore centerdynamicallyassignseach
server a speci®crangeof sourceaddressesof outsidetraf®c. Sincethe origin of at-
tacktraf®c spreadevenly in theIP addressspace,thedynamicassignmentpreventsany
individualserverfrom overwhelmedby theattacktraf®c for anextendedperiodof time.

Most traf®c enteringthegorecenterat the®rewall/forwarderwill getdropped.The
®rst exceptionis connectionattemptsto TCPports80and443(webtraf®c). Thesecon-
nectionsarepassedonto agoreproxy, muchlike theproxy in WebSOS[5], whosepur-
poseis to differentiatebetweenhumanusersandautomatedprocesses(suchasDDoS
zombies),or to identify legitimateusersthat areprovisionedwith authenticationma-
terial (e.g., a username/password or a public key certi®cate)by thecustomer. Thehu-
man/processseparationis carriedout by usinga test that is easyfor humanusersto
answer, but would be dif®cult for a computer. For a brief descriptionof thesetests,
seeSection2.1. If necessary, gore canaskadditionalquestionsto validatetheclient's
identity andauthorizationbeforegrantinga transitthroughthegorecenter.

Oncethe client haspassedthe test, the proxy installs a ®rewall rule on the ®re-
wall/forwarderthatallowsall traf®c from thesourceIP addressof theclient thatpassed
theauthenticationto reachthecustomer's servers.In orderfor thatto happen,thegore
®rewall/forwardermaintainsa GenericRoutingEncapsulation(GRE) [7] tunnel,typi-
cally createdin advancewith theaccessrouters,overwhich it forwardsall traf®c from
the authenticatedclients.The tunnelcreatesa transparentvirtual link betweena gore
®rewall/forwarderandanaccessroutersuchthat traf®c routedthroughthe tunnelwill
be unaffectedby routeredirections.These®rewall rulesareset to expire after either
a ®xedamountof time, or aftera periodof inactivity. Notethat the®rewall/forwarder
only seestraf®c from theclient to theserver; returntraf®c is independentlyroutedand
never goesthroughthe gore, asshown in Figure2. In essence,we have what is usu-
ally referredto astriangularrouting:whenthedefensemechanismis enabled,traf®c to
customerserversis ®rst routedto gore centers;authorizedtraf®c is thenpassedon to
its intendeddestination;returntraf®c travelsalongthepaththat it would be travelling
beforetheattack.

Clients

gore center
Customer
web and file
servers

ISP Border
Router

gore Router

access router

GRE

access router

Internet

Clients

ISP

10 kilobit links

T1 links

Gigabit links

Customers
web and file
servers

Clients

GRE tunnels

Fig.2. Detailsof gorearchitecture.
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The gore routerand the variouscustomerroutersneednot be directly connected
to eachother;sinceauthorizedtraf®c from the gore router to the customerrouter is
tunneled,they canbeanywherein theISP's network. Also, an ISPwith multiple gore
serversandwith multiplecustomernetworksis possible,andin factshouldbecommon.
Ingresstraf®c destinedto customerunderattackwill simply beroutedto theneargore
centerfrom an ISP borderrouter. In this con®guration,the ISP will needto set up
tunnelsbetweenevery gore server andevery customeraccessrouter. Although such
tunnelscanalsobeconstructedasneeded,theresourcesneededfor “dormant” tunnels
aresolimited thatit maybesimplerto establishthemin advance.

Onelimitation of ourapproachis thatattacktraf®c is carriedovertheISP'snetwork
to thegore center. Thus,it is conceivablethat legitimateusers'traf®c thathappensto
usesomeof thesamelinks will experiencedegradedperformance,if theattackvolume
is highenough.However, thevastmajorityof attackswehaveseento datedonotcause
problemsin the major ISPs' backbonenetworks.Thus,we believe that the impacton
legitimatetraf®c of routingattacktraf®c to thegorecenterwouldberelatively small.

2.1 Client Legitimacy Tests

In orderto preventautomatedattacksfrom goingpastthegorecenter, weneedamech-
anismwith which to differentiatebetweenlegitimateusersand(potential)attacks.One
obviousway of doingthis is via authentication(e.g., client-sidecerti®cates).Thegore
centerwould useRADIUS [8] or a similar protocol to connectto the customer's au-
thenticationserverandverify thevalidity of theclient'sauthenticationcredentials.This
traf®c would be carriedover the GRE tunnel,and thus would not be subjectto the
routing-basedredirection.

In many cases,however, customersmaynothaveawell-de®nedclientbase(i.e.,one
thatcanbeidenti®edthroughtraditionalnetwork-basedauthentication),or maysimply
wantto provideserviceto all users.Fortunately, thereexist mechanismsto differentiate
betweenhumanusersandunsupervisedprograms,which undera DDoSattackcanbe
presumedto bezombies.Althoughthis would prevent legitimateautomatedprocesses
(e.g., a web-indexing “spider”) from accessingthecustomer's network, this may be a
price that the customeris willing to pay, whena DDoS attackis in progress.If these
automatedprocessesareknown a priori , thenit is possibleto supplythemwith crypto-
graphiccredentialsthatallow themto bypassany human-legitimacy tests(seeprevious
paragraph).

In oursystem,wedecidedto useGraphicTuringTests(GTTs)to identify traf®c that
is underdirecthumansupervision.A CAPTCHA[6] visualtestis implementedwhena
webconnectionis attemptedin orderto verify thepresenceof ahumanuser. CAPTCHA
(CompletelyAutomatedPublicTuring testto Tell ComputersandHumansApart) is a
programthat cangenerateandgradeteststhat mosthumanscanpass,but automated
programscannot.TheparticularCAPTCHA implementationwe useis GIMPY, which
concatenatesan arbitrarysequenceof lettersto form a word and rendersa distorted
imageof theword. GIMPY relieson the fact thathumanscanreadthewordswithin
the distortedimageand currentautomatedtools cannot.Humansauthenticatethem-
selvesby enteringasASCII text the samesequenceof lettersaswhat appearsin the
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image.UpdatingtheGIMPY interfacecanbe performedwithout modifying theother
architecturalcomponents.

Althoughrecentadvancesin visualpatternrecognition[9] candefeatGIMPY, there
is no solutionto datethat canrecognizecomplicatedimagesor relationbetweenim-
ageslike Animal-PIX. Although for demonstrationpurposesin our prototypewe use
GIMPY, we caneasilysubstituteit with any otherinstanceof GraphicalTuringTest.

2.2 goreCenter Details

As we have alreadyexplained,a gore centerconsistof a gore routerandoneor more
gore servers.The purposeof the router is to participatein the OSPFprocessof the
ISP andannouncethe customerpre®x(es)to protectwhen called to do so, andalso
to distributearriving traf®c to thegore serversasevenly aspossible.The gore server,
in turn, consistsof a ®rewall/forwarderand a proxy. The ®rewall/forwarderaccepts
incomingtraf®c sentto it by thegore router;if it is from a previously unseensource,
it passesit on to the proxy so it can be authenticated.Otherwise,it is either attack
traf®c, in which caseit is blocked,or it is goodtraf®c, in which caseit is tunneledto
theappropriatecustomer'saccessrouter. Thesetwo functionscouldbeimplementedon
differentboxes,but sinceeachmodi®esthe other's behavior, we preferto implement
them on the samebox, namelya commodityx86 PC. While a high-endrouter can
®lter andforward packetsmoreef®ciently thana commodityPC, the latter aremuch
cheaper. Also, unlike typical ®rewall operations,the rulesin a gore ®rewall/forwarder
neednot be traversedin a linear manner— a hashtable or a trie, or even a simple
bitmap,canbe usedinsteadfor much fastermatching.Also, the only functionsthat
the®rewall/forwarderperformsareinspectingtheprotocol®eld,sourceanddestination
IP addresses,and the destinationTCP port; thereis no statefulpacket inspection,or
per-connectionstateto maintain(which would be impossibleto do anyway sincethe
®rewall neverseesthereturntraf®c).

goreserversrun two setsof packet®ltering rules.The®rst sethasnetwork address
translation(NAT) rulesthatredirectwebtraf®c to theproxyfunction,whichadministers
theGTT. Thesecondsetcontainsrulesto forwardtraf®c from authorizedsourcesto the
correspondingcustomer'snetwork. At initialization, theNAT rulesredirectall arriving
webtraf®c to thegore proxy; forwardingrulesdeny any transitthrougha gore server.
A client needsto passa challengebeforeit is grantedaccessto thecustomernetwork.
Oncea sourcehaspassedthe GIMPY challenge,the gore server disablesNAT redi-
rectionandenablestheforwardingfor all traf®c with thespeci®csourceaddress.This
enablesweb traf®c, aswell asother traf®c from that source,to reachthe customer's
network througha gore centerwithout further redirection.Traf®c from unauthorized
sourceswill be droppedby gore servers.This approachis similar in natureto what
mostcommercialpay-per-use802.11networksandhotel roomnetworksdo: whenthe
user®rst attemptsto connectto anything,therequestis redirectedto alocalauthenticat-
ing webproxy;onceacreditcardnumberor otherauthenticationmechanismis entered,
theuser's IP address(or, in somecases,theMAC address)is allowedto connectto the
Internet.

To reducethe possibility of unauthorizedexploits of known authorizedhostsby
spoofers,goreserverslimit thedurationof accessto customernetwork from any autho-
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rizedsource.This is achievedby runninga periodicprocessto purgetheinstalledNAT
and forwarding rules for eachtimed-outclient. Clients that wish to continueaccess
canseeka re-authorizationby repeatingthe authenticationprocedure.Even if the at-
tackercanmonitorcommunicationbetweenthecustomerserverandauthorizedclients
by snif®ng network traf®c, time-limitedaccesscancurtail thedurationof anattack.

Given the limited numberof authorizedsourcesadmittedby gore, the attacker's
chancesof makinga good pick are slim. Time-limited authorizationwill reducethe
probabilityof randomlysucceedingto attack(byguessinganauthorizedsourceaddress)
evenfuther. It is conceivablethatanattacker could®rst connectasa legitimateclient,
thencommunicatehissourceIP addressto hiszombies,whowould thenall spooftheir
sourceIP addressto betheauthorizedone.As moreISPsare®nally obeying RFC-2267
(makingsurethat their customersonly sendpacketsfrom IP addressesthey own), this
maynot turnout to beabig concern.If this indeedis aconcern,strongerauthentication
methodsthanjust checkingthesourceIP addressmaybeused,e.g., establishingIPsec
tunnelsbetweentheclientsandthe gore nodes.Furthermore,sincetraf®c is naturally
aggregatedat thegore center, it is fairly easyto rate-limit all traf®c �o ws thattraverse
gore toward a customer. Thus,attackers that have guessedor acquiredan authorized
addresscando limited damage.

However, a singlecomputer, nomatterhow powerful, cannothandleall attacktraf-
®c. Fortunately, thegore architecturescalesin two ways:multiple gore centerscanbe
deployedaroundan ISP's network, andeachgore centercanemploy many individual
computersto perform the ®rewall/forwarderfunction and the authenticationfuction.
No state-sharingis necessarybetweengore centers.An issuethatariseswhenmultiple
gorecentersareusedis thattraf®c from aparticularsourceis notguaranteedto always
follow thesamepaththroughanISP, andthusmaynotalwaysgothroughthesamegore
center. Therewould betwo reasonswhy this mayhappen;eitherbecausetraf®c from a
particularsourceenterstheISPthroughmorethanoneborderrouter, or differentpaths
arefollowedinsidetheISPitself. The latter is not a concern;pathschangeonly when
links changestate,or whentraf®c-engineeringdecisionschangelink weights.Neither
is a frequentevent, and is somethingthat is easily tolerated.The former could be a
concernif it wereapersistentsituation,but packetsthatarepartof thesameshort-lived
�o w almostalwaystake the samepath.If a majorBGP instability causesthis pathto
change,theusermayneedto re-authenticate,but this is anacceptablepriceto payin or-
derto provideserviceduringDDoSattacks.In eithercase,this is only aproblemduring
anattack,andweassumethatmostclientswill notbeaffectedby suchproblems.

To fully utilize multiple packet ®ltering servers,we needa router(or switch) that
canfairly evenlydistributethetraf®c amongthem.Sincewehavenowayof ®ndingout
attackersin advance,we assumethat the attackersareevenly spreadamongthe IPv4
addressspace.Eachgore is responsiblefor thedefenseagainstattacksoriginatingfrom
its allotment.The accessrouter in front of a clusterof gore machinesis responsible
for this load-balancing;thedetailsonhow to achieve it arerouter-architecture-speci®c,
but areef®ciently implementedin mostmodernrouters.Variousmethodsof farming
out traf®c to individual forwardersor proxiescanbe used,but the detailsarenot of
particularimportanceto thesystemarchitecture.
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3 Experimental Evaluation

Our goal is to evaluatethe effectivenessand scalability of the gore architecture.In
particular, wewantto know thehighestattackintensitywecandefendagainstusingthe
gore architecturewhen implementedon inexpensive commodityhardware (e.g., x86
boxesrunninga Unix clone).This will allow us to directly calculatethe deployment
andmanagementcostsnecessaryto defendagainsta DoS attackof speci®csizeand
intensity. Additionally, wewould liketo estimateoursystem'sservicecapacityin terms
of legitimateclientrequestswhenunderattack.Mostof all, wewantto identify possible
resourcebottlenecks,if any, that limit the scalabilityof our system.Answersto these
questionsarecrucialfor judiciouslydeploying defensesagainstDDoSattacks.

3.1 Testbed

To evalute the overall systemarchitecture,we assembleda testbedthat resemblesa
simpli®edISPusinggore systemfor a singlecustomerasshown in Figure3. TheISP
hasa borderrouterconnectedto the“Internet” whereclientsreside.This borderrouter
is also connectedto a customeraccessrouter, servinga customernetwork that, for
simplicity, containsonly a web/®leserver. Furthermore,theborderrouteris connected
to a protectednetwork wherea gore centerconsistingof oneor more units resides.
When the NOC detectsan attackon the customer's network, traf®c from the border
routerto the customeris redirectedto the gore network. There,the gore farm admits
authorizedtraf®c andrejectstherest.

Initially, we useda singleserver con®gurationto testlimitation of our system.To
investigatescalabilityof ourarchitecture,weproceededwith a testbedof multiplegore
servers.Eachgore serverhandlesits own rangeof sourceIP addresses.whenanattack
is initially, the traf®c is evenly distributedto all gore serversusingthe load-balancing
aspectof thegore router. Thus,traf®c destinedto the customer's network will be ap-
propriately®lteredandforwardedby thegore servers.This worksef®ciently whenwe
employ load-balancingbasedon the sourceip addressandper-�o w, not per-packet. 6

For Linux, this is the default de®nition of a �o w whereasin commercialroutersis a
con®gurableparameter.

Weconductedexperimentsin bothsingleserverandmulti-servertestbedcon®gura-
tions.Thefocusof thesingle-serverexperimentswasto measuretheperformanceand
to identify possiblebottlenecks.Then,we investigatedtheload-balancingon themulti-
server testbedandhow thecapacityof oursystemscalesaswevaryboththenumberof
legitimateclientsandtheattackintensity.

For the gore server farm, we usedDell 750 servers with 2.4GHzPentium4pro-
cessorsand512MB of memoryrunningDebianLinux with the2.4 kernel.Thesema-
chineswereequippedwith 1 GbpsEthernetinterfacesandinterconnectedwith agigabit
switch.Both attackandlegitimatetraf®c weregeneratedby machinesresidingoutside
our testbed,connectedto a borderrouter. We usedtwo differentmetricsto measurethe
impactof theattackingtraf®c to a legitimateclient: throughputandend-to-endlatency.

6 A ¯ow in this caseis de�ned asall packetswith thesameprotocol,sourceanddestinationIP
addresses.In someroutersthede�nition of a ¯ow includestheTCPor UDPportnumbers.
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Fig.3. goreexperimental testbedactivated for a singlecustomer.

Thesetwo metricscapturethe characteristicsof a link for both interactive and time
critical applications.They alsoquantify the effective capacityof the link whenunder
attack.

TheinternalISPnetwork usedOSPFto maintainits routingpathsamongthethree
routers:theborderrouter, thecustomer's accessrouterandthegore router. All routers
werecon®guredasa singleOSPFarea.While theroutingmechanismwould alsowork
with otherinterior routingprotocols,theuseof a link-stateprotocolhelpsreducecon-
vergencetime whentheroutinginformationchanges.For thecustomer'saccessrouter,
we useda PC-basedrouter runningZebra 0.94 with ospfd. In addition,we usedthe
iprouteLinux kernelpackageandcorrespondingutilities to createa GRE [7] tunnel
betweenthegore machineandthecustomer's router. Eachof thegore servershastwo
role: it actsbothas®rewall/forwarderbut alsoasa webserver authenticatingusersfor
a limited time.TheLinux kernel'snet�lter facility is usedfor packet®ltering,Network
AddressTranslation(necessaryto communicatewith theproxy) andotherpacket pro-
cessing.Iptablesprovidestheuser-level utility to install andremove®rewall rulesfrom
net®lter. By default,all webtraf®c passingthrougha gore server is directedto its own
webserver for thegraphicalturing test.All othertraf®c is consideredmaliciousandis
discarded.

Deploying gore farmsin differentnetwork locationsinsidethe sameISP requires
a mechanismto redirecttraf®c destinedfor the customer's network not to onebut to
many gorerouters.This is handledeasilyby having thegoreroutersadvertisethesame
mostspeci®caddresspre®xandlettingtheroutingprotocoldecidewhereto redirectthe
traf®c basedonshortestpathrouting.

In themultiservercon®guration,eachgore server maintainsits own setdistinctset
of admissibleclients.In an ideascenario,eachserver getsanequalshareof incoming
traf®c. Sincethe origins of incomingtraf®c changefrom time to time, staticaddress
block assignmentsare unlikely to divide properly incoming traf®c amongavailable
servers.Thiscallsfor adynamicaddressassignmentschemeto reduceloadimbalances
betweenthe servers.This calls for frequentrecon®gurationof the gore router, which
canbeachievedby simply loadinga new con®guration®le.

We canthusassumeeachgore serversgetsanequalshareof incomingtraf®c and
equalsharesof burdenof legitimate clients.The ®le containingthe ®rewall rules is
kepton ana shared®le systemto keepthegore serversin sync.Eachserver polls the
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rules®le periodicallyto getthelatestsetof ®ltering rulesandapplyonly rulesassigned
to it. To preventsimultaneousmodi®cationof therules®le, a server hasto acquireand
releasealock ®le beforeandaftermakingchangesto therules®le. Thisapproachworks
reasonablewell with a smallnumberof goreservers.We did notobserveany problems
relatedto lock contention,but keepingsynchronizedcopiesof dataacrossa network is
asolvedproblem,andwedid notworry aboutthispartof theimplementationtoomuch.

Sincedifferentgore serversprocessdifferentsetsof legitimateclients,gore server
mustbe deterministicallyassociatedwith incomingtraf®c from a speci®csourcead-
dress.To achievethis,weuseaCiscorouterwith policy-basedrouting(PBR)onsource
addresspre®xesto forwardincomingtraf®c to goreservers.Usingfast-switchPBR,the
Ciscoroutercanforwardat line rate.

3.2 Experimental Results

Our ®rst goal after deploying our testbedwas to quantify our system's capacityand
performaceundernormal(non-attack)conditions.To thatend,wemeasuredlatency and
throughputfrom legitimateclientsoutsidethe ISPnetwork, to a server runninginside
the customer's network. We usedIperf to measurethe capacityof the line, i.e., the
maximumTCPthroughputbetweena client andtheserver. Furthermore,wecomputed
theround-tripdelayusingacombinationof tracerouteandping. Theterm“round-trip”
is somewhat misleading,becausetraf®c originatedfrom the client is routedthrough
gore when redirectionis turnedon, while the reply traf®c usesa direct path.As we
expected,therewas no measurableimpact on the tcp throughputobserved between
the direct connectionandwhenwe enabledgore. Moreover, we measureda minimal
increaseof 0.2msin latency due to the additionof GRE tunnel.The effectsof non-
optimalroutingwerebelow ourmeasurementthreshold.

Next, we measuredthe performanceof our systemunder attack,with multiple
clients trying to accessthe customer's server. Figure4 shows the measuredthrough-
put andround-trip latency aswe increasedthe numberof ®rewall rules.The change
in throughputandlatency betweennon-redirectedandredirectedtraf®c is mostly at-
tributableto theoverheadof deliveringpacketsthroughtheGREtunnel.Eachadmitted
legitimateclient addsa NAT “prerouting” rule anda “forward” rule to net�lter. This
implies two additionalrulesareevaluatedper packet arrival for eachadmittedclient.
To ensurethatwe aremeasuringworst-caseperformance,thesourceaddressof thele-
gitimatetraf®c is addedat endof iptableschainto ensuretraversalof theentiresetof
packet ®lter rules.Even whentwo chainsof over 2,000ruleswereeachaddedto the
system,gorewasableto maintaina throughputalmostidenticalto effective line capac-
ity. Thedropin TCPthroughputon a gorewith 10,000rulesindicateda CPUoverload
onthegoreserver. Thisoverloadwasdueto factthatnet®lterstorestherulesin alinked
list requiringlineartimeto searchfor amatching®rewall rule.As aconsequence,when
we increasethesizeof the®rewall ruleswe alsoincreasetheamountof time required
to processeachpacket. Giventhesizeof the®ltering rules,we cancomputethemax-
imum threasholdof packetsa machinecanprocessper second.A hash-or trie-based
implementationwould have an almostconstantaccesstime regardlessof the number
of sources,andshouldbe usedin a productionsystem,asdemonstratedby Hartmeier
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[10]. Thus,our resultsshouldbe viewedasa lower bound.Althoughwe cannotmea-
surelatency directly, wecouldinfer from theround-tripmeasurementsthatit increased
linearly.

Fig.4. (Left) Thr oughput of legitimate traf�c with an averageDDoS attack packet sizeof
1024bytesvs. the number of legitimate clients. (Right) Round-trip time of traf�c with an
averageDDoSattack packet sizeof 1024bytesfor differ ent numbersof clients.

Next, we measuredthe throughputandlatency to theserver whenthecustomeris
underDDoSattack.Weusethetraf®c generatortg7 from ISI to createattacktraf®c. We
measuredperformanceby varying thearrival rateof theattacktraf®c. We setup tg to
generateCBR traf®c atdifferentrates.

Figures4 shows the measuredthroughputand latency for legitimate client traf-
®c of a DDoS attack.In this case,the attacker usesan averagepacket sizeof 1024.
The ®guresshow a scenariowherethe performanceis mostly CPU-boundinsteadof
network-bound.An ISP's internallinks have enoughcapacityto carrya largeamount
of both attackand legitmatetraf®c. DDoS traf®c pushesthe legitimate client traf®c
asideandintroducesaprecipitousdropin throughput.Thelegitimateclient traf®c with
1,500clientsis onthevergeof overloadwhentheDoStraf®c arrivesata rateof 50,000
packetsper second(pps).At lower packet rate,a gore server canservicemany more
clientsbeforeit getsoverloaded.Of course,without activatingthegore systemtheat-
tack traf®c would have congestedthecustomer's network completely. With gore only
the®lteredtraf®c isallowedto passthroughandthusonlyauthorizedclientsareallowed
to exchangedatawith thecustomer'snetwork.

For ourmultiserverstudy, wefocusedonthescalabilityof thesystem.Wegenerated
legitmatetraf®c alongwith DDoStraf®c from multiple sources.Sincethegore server
selectionis basedonthesourceaddress,weassignedsourceaddressesof attackerssuch
that theattacktraf®c spreadevenly amonggore servers.The legitmatetraf®c getsthe
remainingcapacitythroughoneof thegoreserver.

Figure5 left shows throughputof legitimatetraf®c underan attackrateof 50,000
pps.We ran theexperimentswith 1, 2, 4, and8 gore servers.Assumingthe legitmate
client traf®c is is a smallpercentageof overall incomingtraf®c, the legitimateclient's

7 www.ip- measurement.org/tools/trag.html
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Fig.5. (Left) Thr oughput of legitimate traf�c under DDoSarri val rate of 50,000packetsper
second.(Right) Systemperformance contour graphs: we measured the maximum traf�c
thr easholdfor differ ent number of legitimate clients aswe increasethe amount of servers
in a gorefarm.

bandwidthwith two serversis roughlyequivalentto thebandwidthof a singleserverat
half of theattackrate,yet twice asmany clientsareprotected.Doublingthenumberof
serversprotectedroughlyfour timesasmany legitimateclientsfor thesametraf®c rate.
Werepeatedtheseexperimentsunderdifferentattackratesandobservedsimilarscaling
factors.

Figures5 right showsnumberof legitimateclientsthatcanbesupportedfor agiven
attacktraf®c rateandnumberof servers.Theexperiementdemonstratedthescalability
of our gore solutionto multiple servers.As long asinternal link capacityof the ISP
is largeenoughto handleattacktraf®c, the ISPcanalwaysaddmoregore serversand
centersthroughoutits network to handleDDoSattacks.

Theexperimentswith DDoS traf®c demonstratethatperformanceis mostlyCPU-
bounduntil thenetwork becomessaturated.To determinethe numberof gore centers
to deploy in the system,we needto know the expectedarrival rateof attackaswell
asdesirablenumberof legitimateclients.Thesecanbe provisionedin advance,using
measurementsdoneby eitherthecustomeror theISPundernormalloadconditions.

4 RelatedWork

Theneedto protectagainstor mitigatetheeffectsof DoSattackshasbeenrecognized
byboththecommercialandresearchworld.Someworkhasbeendonetowardachieving
thesegoals,e.g., [1, 11,3,12,2,13].Thesemechanismsfocusondetectingthesourceof
DoSattacksin progressandthencounteringthem,typically by “pushing”some®ltering
ruleson routersasfar away from the targetof theattack(andcloseto thesources)as
possible.Themotivationbehindsuchapproacheshasbeentwofold: ®rst, it is concep-
tually simpleto introduceaprotocolthatwill beusedby arelatively smallsubsetof the
nodesontheInternet(i.e., ISProuters),asopposedto requiringtheintroductionof new
protocolsthatmustbedeployedandusedby end-systems.Second,thesemechanisms
are fairly transparentto protocols,applications,and legitimate users.Unfortunately,
theseapproachesby themselvesarenotalwaysadequate.
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The approachmostsimilar to oursis a commercialoffering by Riverhead[14]. It
tries to characterizeanddetectbadtraf®c, and“scrub” it beforeforwardingthe clean
traf®c to thecustomer. Also, it employsMPLS ratherthana combinationof OSPFand
GREto redirecttraf®c,

Blackhole®ltering is apopulartechniqueagainstDDoSattacksandis employedby
many ISPs.Theschemesetsuparedirectionto apseudo-interfacenull0 by advertising
routesfor hostsor networksunderattack.Thetechiqueavoidstheuseof packet®ltering
throughaccesslists,whichcouldimpacttheperformanceof router. Theschemerequires
deploymentof anetwork intrusiondetectionsystemto activatetheroutingchange.The
mainconcernwith theapproachis thatit effectively disconnectsthenetwork it is trying
to protectfrom therestof the Internet,essentiallyachieving what theDDoSattackers
try to achieve in the ®rst place.In addition,the schemedoesnot support®ltering of
packetsat layer4 or above.

TheNetBouncerproject[15] considerstheuseof client-legitimacy testsfor ®lter-
ing attacktraf®c. Suchtestsincludepacket-validity tests(e.g., sourceaddressvalida-
tion), �o w-behavior analysis,andapplication-speci®ctests,including GraphicTuring
Tests.However, sincetheir solutionis end-pointbased,it is susceptibleto large link-
congestionattacks.

The SOSarchitecture[16,17] combinesthe notionsof a distributed®rewall [18]
insidethe network, overlay routing, andaggressive packet ®ltering nearthe target of
the attackto only allow traf®c from “good” sourcesto reachthe protectedsite.Traf-
®c from legitimate users,who can be authenticatedby any of the overlay nodes,is
routedover theoverlayto a speci®cnodethat is allowedto forwardtraf®c throughthe
®ltering router(s).WebSOS[4] is a speci®cinstantiationof the SOSarchitecturefor
webservices,andusesGraphicTuring Tests[5] to discriminatebetweenzombiesand
human-directedaccessesto awebserver. In goreweuseGraphicTuringTeststo enable
accessto theattackedsitefor all typesof traf®c (not justwebtraf®c). UnlikeWebSOS,
goreusesacentralizedapproach;while deploymentin apiece-mealfashionwithout the
ISP's collaboration(aswasthegoalwith SOS)becomesimpossible,it offersa natural
modelfor a serviceofferedby anISPthathascontrolover their network topologyand
internalrouting.

5 Concluding Remarks

We presentedgore, a routing-assisteddefensearchitectureagainstdistributeddenialof
service(DDoS) attacks.The goal of our systemis to provide guaranteedaccessto a
network underattack.gore routesall traf®c destinedto the network underattackto
pre-constructed,ISP-controlledgore proxies,whereservers®lter out attacktraf®c and
passauthorizedtraf®c onward. We useweb-basedclient legitimacy teststo identify
legitimateusers,wherethede®nitionof legitimacy is left to thecustomer;oncethetest
is passed,gore transparentlyredirectsall traf®c from theuser(not just web traf®c) to
thenetwork underattackusingGREtunnels.In this manner, our approachis similar to
thewaymobileuserscurrentlyaccesscommercialwirelessnetworks.

Our experimentalresultsusinga PC-basedtestbedshow that gore is a viable ap-
proach,as its impact on the ®ltered traf®c is minimal, in termsof both latency and
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throughput.gore canbe scaledup asneededto supportlargernumbersof clientsand
customers.Ourarchitecturecanbedeployedincrementallyby individualISPs,doesnot
requireany collaborationbetweenISPs,andrequiresnomodi®cationsto eitherserver-
or client- software.Furthermore,our systemallows anISPto offer DDoSdefenseasa
value-addedservice,providing anincentivemissingfrom otherproposedmechanisms.
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