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Abstract. We presentgore, a routing-assistedlefensearchitectureagainstdis-
tributeddenial of service(DDoS) attacksthat provides guaranteedevels of ac-
cessto a network underattack.Our approachusesrouting to redirectall trafc
destinedto a customemnderattackto stratgically-locatedgore proxies,where
seners lter outattacktrafc andforward authorizedrafc towardits intended
destination.

Our architecturecanbe deplgyed incrementallyby individual ISPs,doesnot re-
quire ary collaborationbetweenlSPs,and requiresno modi cations to either
sener- or client- software. Clients can be authorizedthrougha web interface
thatscreengegitimateusersrom outsidersor automatedombies Authenticated
clients are grantedlimited-time accesgo the network under attack. The gore
architectureallows ISPsto offer DDoS defensessa value-addedservice,pro-
viding necessaryncentvesfor thedeploymentof suchdefenseswe constructed
aPC-basedestbedo evaluatethe performanceandscalabilityof gore. Our pre-
liminary resultsshaw thatgore is aviable approachasits impacton the Itered
traf ¢ is minimal, in termsof both end-to-endateny andeffective throughput.
Furthermoregore caneasilybe scaledup asneededo supportiargernumbersof
clientsandcustomeraisinginexpensve commodityPCs.

1 Intr oduction

Denial-of-Servicg DoS) attackscantake mary forms, dependingon the resourcethe
attacler is trying to exhaust.For example,an attacler may causea web sener to per
form excessve computationpr exhaustall availablebandwidthto andfrom thatsener.
In all forms, the attacler's goalis to dery useof the serviceto otherusers Apart from
theanng/ancefactor suchanattackcanprove particularlydamagindor time- or life-
critical services,or when the attack persistsover seseral days:in one instanceof a
persistenDoSattack,a British ISPwasforcedout of businesdecausét couldnotpro-
vide serviceto its customersOf particularinterestarelink congestionattackswhereby
attaclersidentify “pinch points”in the communicationinfrastructureandrenderthem
inoperableby ooding themwith largevolumesof traf®c. We concentrat®ur interests
on this form of attacksbecausehereis little, if anything, the victim cando to protect
itself; whatis beingattacledis not ary particularvulnerability of the target, but rather
theveryfactthatsaidtarmgetis connectedo the network.

Thereare mary reasonavhy, despiteextensve researchwork on the subject,we
have seervery little deploymentof effective anti-DDoStechnologyby InternetService
Providers.An importantoneis the lack of ®nancialincentvesfor ISPsto deploy such



servicesthey cannoteasily sell a premiumserviceto high-value customersvhereby
thesecustomersarebetterprotectedHowever, it is preciselythesehigh-volume,high-
value customeravho often attractthe more seriousDDoS attacks,andwhomthe ISP
would want to keepbetterprotected either by chaging more, or by consideringthe
expenseof the extra protectionasthe costof attractingthesehigh-valuecustomergor
evenprotectingtheir own network from the attacksthesecustomersvould attract).

Marny previous approacheshataddresghe generalnetwork DoS problem([1-3])
arereactve:they monitortraf®c atatargetlocation,waiting for anattackto occur Once
the attackis identi®ed,typically via analysisof traf®c patternsandpaclet headers®l-
tersmay be establishedn an attemptto block the offenders.The two main problems
with this approacharethe accurag with which legitimatetraf®c canbe distinguished
from the DoStraf®c, andtherobustnes®f the mechanisnfor establishing®lters deep
enoughin the network sothatthe effectsof the attackareminimized.Approachesuch
asWebSOS[4, 5] protectparticularkinds of services(web traf®c in this case)by in-
troducingadditionalprocessinglementsnto the network infrastructureandintroduc-
ing waysof identifying legitimate,human-originateeveb sessiongandonly processing
thosein timesof heary attack.

We introducegore, anarchitecturghatindividual ISPscanuseto protectcustomers
underattack.Someprior architecturesissumehatISPscollaboratein orderto quench
DDoSattacksThis appeardo be anunrealisticapproachsincethe securityandpolicy
problemsthat crop up far outweighthe putative bene®tsof quenchingattacksin that
way. In ourapproachwhenanattackagainst particularcustomeis detectedall traf®c
to that customers IP addresgre®x is redirectedto stratgyically-locatedgore proxies
insidethe ISP's network. This redirectionis accomplishedy properlyadwertisingthe
customers pre®x from the appropriategore proxy over the ISP's IntradomainRouting
Protocol(OSPFEIS-IS, etc.).

Sucha proxy is not hecessarilya single computer;it canbe a cluster andthere
canbe mary suchclustersthroughoutthe ISP's network, subjectto costconstraints.
However, it is possibleto take advantageof aform of statisticaimultiplexing: sinceonly
avery smallfractionof anISP's customeraretypically attacledatarny particulartime,
thelSP needonly provide proxiesandcapacityto handlethis smallersetof attacks.

gore proxiesuse somemethodfor differentiatingreal traf®c from attacktraf®c.
The speci®capproachwe useinvolves Graphical Turing Tests(GTTs) [6] if no prior
agreementbetweerthecustomerndits potentialclientsexist; authenticatiofasedn
customeiprovidedcredentialgo theusersmaybeusedinsteadpr in additionto GTTs.
Traf®c thatis characterizedslegitimateis tunneledto the customers accessouter(s)
overa GRE[7] tunnel;all othertraf®c is dropped Returntraf®c from the customerto
its clientsis simply routedbackto the client without passinghroughgore.

As gore centersarenotnormallyaddressabl&om outsidethe ISP (and,presumably
awell-managedSP candetectandquenchportionsof anattackthatoriginatewithin its
own network), they cannotbe independenthattacled. The only timesthattraf®c from
outsidethe ISP reacheghe gore proxiesis whena customeiis underattack.Naturally,
the proxiesarelocatedwherethereis alot of link capacityandmustbe provisionedto
handleatleastasmuchraw traf®c asthe customers accesdink.



The contributionsof our work arethreefold.First, we presenta novel architecture,
gore, that signi®cantlyextendsandimprovesbestcurrentpracticescurrently usedby
ISPs(blackholing,as discussedn Section4) to maintainconnectity in the face of
large DDoS attacks Secondcontraryto otherproposedvork thatdoesnot allow ISPs
to recoupthe costsassociatedvith installing, enabling,andmanagingdDoS defenses,
gore cannaturallybe offeredasa value-addederviceto customersThird, we charac-
terizethe impacton end-to-endateny andthroughputthatgore imposeson commu-
nication o wsthattraverseit, which we determingo belessthan2% in eithercasefor
experimentsinvolving up to 2,000clients. It is importantto notethattheseoverheads
areonly incurredwhenanattackis taking place;otherwise gore doesnot have ary im-
pacton network traf®c. Furthermorecommunicationsvould be otherwisehaltedwhen
aDDoSattackoccurs.Thus,we believe gore offersa particularlyattractve mechanism
for ISPsto countertheincreasinghreatof denialof serviceattacks.

The remainderof this paperis organizedasfollows: Section2 describeghe gore
architecturein detail. Section3 givesthe detailsof an actualimplementationof the
architecturealongwith performanceesultsover a simpletestbed We concludewith
relatedwork in Sectiord anda summarydirectionsfor futurework in Section5.

2 Architecture

We proposeanarchitectureéhatprovidesascalableouter (androuting-)assistednech-
anismto protectlSP customergrom DDoS attacks.The architecturds transparentin
the sensethatno additionalsoftware needso be deployed on eitherthe customemeb
senersor web clients.Our DDoS defenses reactiveandis enabledonly when cus-
tomersareunderattack,andthenonly for thosecustomersOur schemedoesnot af-
fectary transittraf®c throughthe ISP, nor doesit affect the way the ISP adertisesits
customerspre®xesover BGP Sincethemechanisnworksentirelywithin anISP's net-
work, it allowsthelSPto retainfull controlof its defensepolicies,for example turning
themon only for speci®ccustomerse.g., thosewho have subscribedo a hypothetical
“DDoS Protection”plan.

Centralto our architectures a gore center in which two piecesof functionality
arepresenta r ewall/forwarder, anda proxy. We shalllimit this discussiorto shaving
how to protectweb traf®c, althoughnothing precludesggeneralizingour techniquego
otherkinds of identi®abletraf®c. We alsoassumehatthe ISP hasthe ability to detect
a DDoS attackandreportit to somemanagemenagent.Suchability is common,but
it caneven be as crudeasthe customemoticing the attackand calling up the ISP's
Network OperationsCenter Oncethe attackis detected,jt is communicatedy the
NOC (or someautomaticmechanismjo oneor moregore centes.

Figurelillustratesacustomemnetwork underDDoSattack Attacktraf®c corverges
from all over the Internet,overwhelmsthe customemetwork's accesdinks, andlegit-
imateclientsarenot ableto communicatewvith the (web) senersin the network under
attack.Furthermoreif theattackis severeenoughthelinks from thelSP'sbackbongo
theaccessouterwherethe customerconnectsnay getcongestedor the accessouter
itself maybeoverloadedcausingothercustomersvho arenotthemselesunderattack
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to suffer. For this reasonit is commonwhenonecustomeis underattackto blackhole®
thatcustomers IP pre®x at the ISP's borderroutersso that attacktraf®c getsdropped
beforeit entersthe ISP's network. While this practiceprotectgheinnocentbystanders,
it alsomeanghatthe customeiis not gettingany connectvity to the Internetwhile the
attacklasts,renderingthe attackevenmoreeffective.

Gore filtering
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Mixed traffi Legitimate
\ traffic
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it

Attacker Q Customer’s ISP
User User Customer’s ISP

Fig. 1. (Left) DDoS attacks on an ISP customer's network: the attackers can render cus-
tomer's the low bandwith connectionand its sewvers unusable.(Right) DDoS Attacks when
goregetsactivated: customer'straf ¢ isredirectedand lter edthroughthe goreservers.

Insteadf indiscriminatelyblackholingall traf®c to thecustomerwewantto instead
“whitehole” traf®c we know to be good.As soonasan attackon a pre®x is reported,
a gore centerwith farm of dedicatedjore senersstarthandlingall traf®c to that pre-
®x. gore centergarticipatein thelSP's interior routing protocol(for example,OSPF),
andwhenthey decideto “take over” a pre®x, they adwertisethe two more-speci®c-
by-one-bitpre®xesover the routing protocol. For example,if the customers pre®x is
135.207.0.0/16the gore centerswill adwertise135.207.0.0/17and 135.207.128.0/17
Becauseoutersforwardbasednlongest-matchthegore centemwill receve traf®c for
135.207.0.0/1gegardles®f how closeor farto theaccessoutersuchtraf®c entershe
ISP's network. In this casetheaccessoutermustbecon®guredo ®lter outsuchmore-
speci®csfor a pre®xit knows it handlés Furthermorepeeringroutersarecon®gured
to notannounceéhesemore-speci®csver BGR asthereis nochangen theway outside
traf®c shouldreachthe ISP.

The gore centerdoesnot useaddressethat areroutableoutsidethe ISP, andthus
cannotbedirectly tageted.Thereasonis that,althoughthe centerhasenoughcapacity
to handlea worst-casescenaricattack,individual seners(if they canbeidenti®edand
targetedassuch)canbeoverwhelmedthus,anattacler thatcouldsomehav determine

3 In anutshell blackholing meansthatborderroutersaretold to dropall trafc destinedo the
blackholedpre x ratherthanforwardingit to the next-hop router This is typically accom-
plishedby includingaroutingentryfor the blackholedpre x pointingto the null interface.

4 We ignorethelimit caseof traf ¢ enteringtheISP's network from the sameaccessouterthat
the customerunderattackis connectedo. Accessroutersare almostnever peeringrouters.
Traf ¢ from anothercustomerevenif it is attacktraf c, is probablyneagligible.

5 This practicemay leadto suboptimalpathsto be taken insidethe ISP, but we considerthis a
second-ordeeffect; how it shouldbe handleds beyondthe scopeof this paper



thataparticulargore senerhappenedo carrylegitimateusers'traf®c, would beableto
directanattackagainsthatseneranddisruptclient-custometraf®c.

To balancethe load amonggore seners,the gore centerdynamicallyassignsach
sener a speci®crangeof sourceaddressesf outsidetraf®c. Sincethe origin of at-
tacktraf®c spreadevenly in the IP addresspacethe dynamicassignmenpreventsary
individual senerfrom overwhelmedy theattacktraf®c for anextendedberiodof time.

Mosttraf®c enteringthe gore centerat the ®rewall/forwarderwill getdropped.The
®rst exceptionis connectiorattemptgo TCPports80 and443(webtraf®c). Thesecon-
nectionsarepassean to agore proxy, muchlik e the proxyin WebSO95], whosepur-
poseis to differentiatebetweerhumanusersandautomatedrocesseg¢suchasDDoS
zombies),or to identify legitimate usersthat are provisionedwith authenticatiorma-
terial (e.g., a username/passwd or a public key certi®cate)by the customerThe hu-
man/processeparatioris carriedout by usinga testthat is easyfor humanusersto
answey but would be dif®cult for a computer For a brief descriptionof thesetests,
seeSection2.1. If necessarygore canaskadditionalquestiongo validatethe client's
identity andauthorizatiorbeforegrantinga transitthroughthe gore center

Oncethe client haspassedhe test, the proxy installs a ®rewall rule on the ®re-
wall/forwarderthatallows all traf®c from thesourcelP addres®f theclientthatpassed
the authenticatiorto reachthe customers seners.In orderfor thatto happenthe gore
®rewall/forwardermaintainsa GenericRoutingEncapsulatiofGRE) [7] tunnel,typi-
cally createdn adwancewith theaccessouters,overwhich it forwardsall traf®c from
the authenticatedlients. The tunnelcreatesa transparenvirtual link betweena gore
®rewall/forwarderandan accessoutersuchthattraf®c routedthroughthe tunnelwill
be unafectedby routeredirections.These®rewall rulesare setto expire after either
a ®xed amountof time, or aftera periodof inactivity. Note thatthe ®rewall/forwarder
only seedraf®c from the clientto the sener; returntraf®c is independentlyoutedand
never goesthroughthe gore, asshown in Figure 2. In essencewe have whatis usu-
ally referredto astriangularrouting: whenthe defensemechanisnis enabledfraf®c to
customersenersis ®rst routedto gore centers;authorizedraf®c is thenpassedn to
its intendeddestinationyeturntraf®c travels alongthe paththatit would be travelling
beforethe attack.
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Fig. 2. Details of gorearchitecture.



The gore router and the variouscustomerroutersneednot be directly connected
to eachother; sinceauthorizedtraf®c from the gore routerto the customermrouteris
tunneledthey canbe anywherein the ISP's network. Also, an ISP with multiple gore
senersandwith multiple customemnetworksis possibleandin factshouldbecommon.
Ingresstraf®c destinedo customemunderattackwill simply beroutedto the neargore
centerfrom an ISP borderrouter In this con®guration,the ISP will needto setup
tunnelsbetweenevery gore sener and every customeraccessouter Although such
tunnelscanalsobe constructechisneededtheresourcesmieededor “dormant” tunnels
aresolimited thatit maybesimplerto establisithemin advance.

Onelimitation of our approachs thatattacktraf®c is carriedoverthelSP's network
to the gore center Thus, it is concevablethatlegitimate users'traf®c thathappengo
usesomeof the samdinks will experiencedegradedperformanceif theattackvolume
is highenoughHowever, thevastmajority of attackswve have seerto datedo notcause
problemsin the major ISPs' backbonenetworks. Thus,we believe thattheimpacton
legitimatetraf®c of routingattacktraf®c to the gore centerwould berelatively small.

2.1 Client Legitimacy Tests

In orderto preventautomatedattacksrom goingpastthe gore centerwe needamech-
anismwith which to differentiatebetweenregitimateusersand(potential)attacks One
obviousway of doingthis is via authenticatior{e.g., client-sidecerti®cates)The gore
centerwould useRADIUS [8] or a similar protocolto connectto the customers au-
thenticationsenerandverify thevalidity of theclient'sauthenticatiorcredentialsThis
traf®c would be carriedover the GRE tunnel, and thus would not be subjectto the
routing-basededirection.

In mary caseshowever, customersnaynothaveawell-de®nedclientbase(i.e., one
thatcanbeidenti®edthroughtraditionalnetwork-basedauthentication)pr may simply
wantto provide serviceto all usersFortunatelythereexist mechanismso differentiate
betweerhumanusersandunsupervisegrogramswhich undera DDoS attackcanbe
presumedo be zombies Although this would preventlegitimateautomategrocesses
(e.0., aweb-inding “spider”) from accessinghe customers network, this may be a
price thatthe customeiis willing to pay, whena DDoS attackis in progressif these
automategrocesseareknown a priori, thenit is possibleto supplythemwith crypto-
graphiccredentialghatallow themto bypassany human-lgitimacy tests(seeprevious
paragraph).

In oursystemwe decidedo useGraphicTuring Tests(GTTs)to identify traf®c that
is underdirecthumansupervisionA CAPTCHA[6] visualtestis implementedvhena
webconnections attemptedn orderto verify thepresencef ahumanuser CAPTCHA
(CompletelyAutomatedPublic Turing testto Tell ComputersandHumansApart) is a
programthat cangenerateand gradeteststhat mosthumanscan pass,but automated
programscannot.The particularCAPTCHA implementatiorwe useis GIMPY, which
concatenatean arbitrary sequencef lettersto form a word and rendersa distorted
imageof theword. GIMPY relieson the factthathumanscanreadthe wordswithin
the distortedimage and currentautomatedools cannot.Humansauthenticatehem-
selvesby enteringas ASCII text the samesequencef lettersaswhat appearsn the



image.Updatingthe GIMPY interfacecanbe performedwithout modifying the other
architecturatomponents.

Althoughrecentadvancesn visualpatternrecognition[9] candefeatGIMPY, there
is no solutionto datethat canrecognizecomplicatedimagesor relationbetweenim-
ageslike Animal-PIX. Although for demonstratiorpurposesn our prototypewe use
GIMPY, we caneasilysubstitutdt with ary otherinstanceof GraphicalTuring Test.

2.2 goreCenter Details

As we have alreadyexplained,a gore centerconsistof a gore routerandoneor more
gore seners. The purposeof the routeris to participatein the OSPFprocessof the
ISP and announcethe customempre®x(es)to protectwhen calledto do so, and also
to distribute arriving traf®c to the gore senersasevenly aspossible.The gore sener,
in turn, consistsof a ®rewall/forwarderand a proxy. The ®rewall/forwarderaccepts
incomingtraf®c sentto it by the gore router;if it is from a previously unseersource,
it passesdt on to the proxy so it canbe authenticatedOtherwise,it is either attack
traf®c, in which caseit is blocked, or it is goodtraf®c, in which caseit is tunneledto
theappropriateustomers accessouter Thesewo functionscouldbeimplementedn
differentboxes,but sinceeachmodi®esthe other's behaior, we preferto implement
them on the samebox, namelya commodityx86 PC. While a high-endrouter can
®lter and forward paclets more ef®ciently thana commodity PC, the latter are much
cheaperAlso, unlike typical ®rewall operationstherulesin a gore ®rewall/forwarder
neednot be traversedin a linear manner— a hashtable or a trie, or even a simple
bitmap, can be usedinsteadfor much fastermatching.Also, the only functionsthat
the®rewall/forwarderperformsareinspectinghe protocol®eld, sourceanddestination
IP addressesandthe destinationTCP port; thereis no statefulpaclet inspection,or
perconnectionstateto maintain(which would be impossibleto do anyway sincethe
®rewall never seeghereturntraf®c).

gore senersruntwo setsof paclet®ltering rules. The ®rst sethasnetwork address
translationNAT) rulesthatredirectwebtraf®c to theproxyfunction,whichadministers
theGTT. Thesecondsetcontaingulesto forwardtraf®c from authorizedsourcego the
correspondingustomers network. At initialization, the NAT rulesredirectall arriving
webtraf®c to the gore proxy; forwardingrulesdery ary transitthrougha gore sener.
A client needsto passa challengebeforeit is grantedaccesgo the customemetwork.
Oncea sourcehaspassedhe GIMPY challenge the gore sener disablesNAT redi-
rectionandenableghe forwardingfor all traf®c with the speci®csourceaddressThis
enablesweb traf®c, aswell as othertraf®c from that source to reachthe customers
network througha gore centerwithout further redirection. Traf®c from unauthorized
sourceswill be droppedby gore seners. This approachis similar in natureto what
mostcommercialpay-peruse802.11networks andhotelroom networks do: whenthe
user®rst attemptgo connecto arything, therequests redirectedo alocalauthenticat-
ing webproxy; onceacreditcardnumberor otherauthenticatiomechanisnis entered,
theusers IP addresgor, in somecasesthe MAC address)s allowedto connecto the
Internet.

To reducethe possibility of unauthorizedexploits of known authorizedhostsby
spoofersgore senerslimit thedurationof accesso customemnetwork from ary autho-



rizedsourceThisis achievedby runninga periodicprocesgo purgetheinstalledNAT
and forwarding rules for eachtimed-outclient. Clients that wish to continueaccess
canseeka re-authorizatiorby repeatingthe authenticatiorprocedureEvenif the at-
tacker canmonitorcommunicatiorbetweerthe customersener andauthorizedlients
by snif®ng network traf®c, time-limitedaccessancurtail thedurationof anattack.

Given the limited numberof authorizedsourcesadmittedby gore, the attacler's
chancesf makinga good pick are slim. Time-limited authorizationwill reducethe
probabilityof randomlysucceedingp attack(by guessingnauthorizedsourceaddress)
evenfuther It is concevablethatan attacler could ®rst connectasa legitimateclient,
thencommunicaténis sourcelP addresgo his zombieswho would thenall spooftheir
source P addresgso betheauthorizedbne.As morelSPsare®nally obeying RFC-2267
(makingsurethattheir customernly sendpacketsfrom IP addressethey own), this
maynotturnoutto beabig concernlf thisindeedis aconcernstrongerauthentication
methodghanjust checkingthe sourcelP addressnay be used,e.g., establishingPsec
tunnelsbetweenrthe clientsandthe gore nodes.Furthermoresincetraf®c is naturally
aggreyatedat the gore center it is fairly easyto rate-limitall traf®c o wsthattraverse
gore toward a customer Thus, attaclers that have guessedr acquiredan authorized
addressando limited damage.

However, a singlecomputerno matterhow powerful, cannothandleall attacktraf-
®c. Fortunately the gore architecturescalesn two ways: multiple gore centerscanbe
deployed aroundan ISP's network, andeachgore centercanemploy mary individual
computersto perform the ®rewall/forwarderfunction and the authenticatiorfuction.
No state-sharings necessarpetweergore centersAn issuethatariseswhenmultiple
gore centersaareusedis thattraf®c from a particularsources not guaranteedo always
follow thesamepaththroughanISE andthusmaynotalwaysgothroughthe samegore
center Therewould betwo reasonsvhy this may happengitherbecausdraf®c from a
particularsourceentersthelSPthroughmorethanoneborderrouter, or differentpaths
arefollowedinsidethe ISP itself. The latteris not a concern;pathschangeonly when
links changestate,or whentraf®c-engineeringlecisionschangdink weights.Neither
is a frequentevent, and is somethingthat is easily tolerated.The former could be a
concernif it wereapersistensituation but packetsthatarepartof thesameshort-lived

o w almostalwaystake the samepath.If a major BGP instability causeghis pathto
changetheusermayneedto re-authenticatequt thisis anacceptabl@riceto payin or-
derto provide serviceduringDDoSattacksIn eithercasethisis only aproblemduring
anattack,andwe assumehatmostclientswill notbeaffectedby suchproblems.

To fully utilize multiple paclet ®ltering seners,we needa router (or switch) that
canfairly evenlydistributethetraf®c amongthem.Sincewe have noway of ®ndingout
attaclersin adwance,we assumehatthe attaclersare evenly spreadamongthe IPv4
addresspaceEachgoreis responsibldor the defenseagainsiattacksoriginatingfrom
its allotment. The accesgouterin front of a clusterof gore machiness responsible
for thisload-balancingthe detailson how to achieve it arerouterarchitecture-speci®c,
but are ef®ciently implementedn mostmodernrouters.Variousmethodsof farming
out traf®c to individual forwardersor proxiescan be used,but the detailsare not of
particularimportanceo the systemarchitecture.



3 Experimental Evaluation

Our goal is to evaluatethe effectivenessand scalability of the gore architecture.n
particular we wantto know the highestattackintensitywe candefendagainsusingthe
gore architecturewhen implementedon inexpensve commodity hardware (e.g., X86
boxesrunninga Unix clone). This will allow usto directly calculatethe deployment
andmanagementostsnecessaryo defendagainsta DoS attackof speci®csize and
intensity Additionally, we would lik e to estimateour systems servicecapacityin terms
of legitimateclientrequestsvhenunderattack Mostof all, we wantto identify possible
resourcebottlenecksjf arny, thatlimit the scalabilityof our system.Answersto these
guestionsarecrucialfor judiciously deploying defensesigainstDDoS attacks.

3.1 Testbed

To evalute the overall systemarchitecturewe assembledh testbedthat resemblesa
simpli®ed ISP usinggore systemfor a singlecustomerasshown in Figure3. The ISP
hasaborderrouterconnectedo the“Internet” whereclientsreside.This borderrouter
is also connectedo a customeraccessouter, servinga customernetwork that, for
simplicity, containsonly a web/®le sener. Furthermorethe borderrouteris connected
to a protectednetwork wherea gore centerconsistingof one or more units resides.
Whenthe NOC detectsan attackon the customers network, traf®c from the border
routerto the customertis redirectedto the gore network. There,the gore farm admits
authorizedraf®c andrejectstherest.

Initially, we useda singlesener con®gurationto testlimitation of our system.To
investigatescalabilityof our architectureye proceededvith atestbedf multiple gore
seners.Eachgore sener handledts own rangeof sourcelP addressesvhenanattack
is initially, thetraf®c is evenly distributedto all gore senersusingthe load-balancing
aspectof the gore router Thus,traf®c destinedto the customers network will be ap-
propriately®lteredandforwardedby the gore seners.This works ef®ciently whenwe
employ load-balancingbasedon the sourceip addressandper o w, not perpaclet. ©
For Linux, this is the default de®nition of a o w whereasn commercialroutersis a
con®gurableparameter

We conductedexperimentsn bothsinglesenerandmulti-senertestbeccon®gura-
tions. The focusof the single-serer experimentavasto measurehe performanceand
to identify possiblebottlenecksThen,we investigatedheload-balancingn the multi-
senertestbedandhow the capacityof our systenmscalesaswe vary boththe numberof
legitimateclientsandthe attackintensity

For the gore sener farm, we usedDell 750 senerswith 2.4GHz Pentium4pro-
cessorand512MB of memoryrunningDebianLinux with the 2.4 kernel. Thesema-
chineswereequippedvith 1 GbpsEtherneinterfacesandinterconnecteavith agigabit
switch. Both attackandlegitimatetraf®c weregeneratedy machinegesidingoutside
ourtestbedconnectedo aborderrouter We usedtwo differentmetricsto measurehe
impactof the attackingtraf®c to a legitimateclient: throughputandend-to-endateng.

6 A “ow in this caseis de ned asall pacletswith the sameprotocol,sourceanddestination P
addressedn someroutersthede nition of a ow includesthe TCP or UDP port numbers.
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Fig. 3. goreexperimental testbedactivated for a single customer

Thesetwo metricscapturethe characteristicodf a link for both interactive andtime
critical applications.They also quantify the effective capacityof the link whenunder
attack.

Theinternal ISP network usedOSPFto maintainits routing pathsamongthe three
routers:the borderrouter, the customers accessouterandthe gore router All routers
werecon®guredasa singleOSPFarea.While the routingmechanisnwould alsowork
with otherinterior routing protocols the useof a link-stateprotocolhelpsreducecon-
vergencetime whentheroutinginformationchangeskFor the customer$ accessouter,
we useda PC-basedouterrunning Zebia 0.94 with ospfd In addition, we usedthe
iproute Linux kernel packageand correspondingutilities to createa GRE [7] tunnel
betweerthe gore machineandthe customers router Eachof the gore senershastwo
role: it actsboth as®rewall/forwarderbut alsoasa web sener authenticatingisersfor
alimited time. TheLinux kernel's net Iter facility is usedfor paclet®Itering, Network
AddressTranslation(necessaryo communicatevith the proxy) andotherpaclet pro-
cessinglptablesprovidesthe userlevel utility to installandremove ®rewall rulesfrom
net®lter By default, all webtraf®c passinghrougha gore seneris directedto its own
websener for the graphicalturing test. All othertraf®c is considerednaliciousandis
discarded.

Deploying gore farmsin differentnetwork locationsinside the samelSP requires
a mechanisnto redirecttraf®c destinedfor the customers network not to one but to
mary gorerouters.Thisis handledeasilyby having the gore routersadwertisethe same
mostspeci®caddrespre®xandletting theroutingprotocoldecidewhereto redirectthe
traf®c basedn shortespathrouting.

In the multisener con®gurationgachgore sener maintainsits own setdistinctset
of admissibleclients.In anideascenariogachsener getsan equalshareof incoming
traf®c. Sincethe origins of incomingtraf®c changefrom time to time, staticaddress
block assignmentsre unlikely to divide properly incoming traf®c amongavailable
seners.This callsfor adynamicaddressssignmenschemeo reducdoadimbalances
betweenthe seners. This calls for frequentrecon®guratiorof the gore router, which
canbeachievedby simply loadinga new con®guratior®le.

We canthusassumesachgore senersgetsan equalshareof incomingtraf®c and
equalsharesof burdenof legitimate clients. The ®le containingthe ®rewall rulesis
kepton ana shared®le systemto keepthe gore senersin sync.Eachsener polls the
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rules®le periodicallyto getthelatestsetof ®ltering rulesandapplyonly rulesassigned
toit. To preventsimultaneousnodi®cationof therules®le, a sener hasto acquireand
releaselock ®le beforeandaftermakingchangeso therules®le. Thisapproactworks
reasonablevell with a smallnumberof gore seners.We did notobsene ary problems
relatedto lock contentionput keepingsynchronizedopiesof dataacrossa network is
asolvedproblem,andwe did notworry aboutthis partof theimplementatiotoo much.

Sincedifferentgore senersprocesdifferentsetsof legitimateclients,gore sener
mustbe deterministicallyassociatedvith incomingtraf®c from a speci®csourcead-
dressTo achieve this, we usea Ciscorouterwith policy-basedouting(PBR)onsource
addrespre®xesto forwardincomingtraf®c to gore seners.Usingfast-switchPBR,the
Ciscoroutercanforwardatline rate.

3.2 Experimental Results

Our ®rst goal after deploying our testbedwasto quantify our systems capacityand
performacaindemormal(non-attackonditions.To thatend,we measuretateng and

throughputfrom legitimate clientsoutsidethe ISP network, to a sener runninginside
the customers network. We usedlperf to measurethe capacityof the line, i.e., the

maximumTCP throughputbetweera client andthe sener. Furthermorewe computed
theround-tripdelayusinga combinationof traceouteandping. Theterm*“round-trip”

is somavhat misleading,becauseraf®c originatedfrom the client is routedthrough
gore whenredirectionis turnedon, while the reply traf®c usesa direct path. As we
expected,there was no measurablémpact on the tcp throughputobsened between
the direct connectionandwhenwe enabledgore. Moreover, we measured minimal

increaseof 0.2msin lateng dueto the additionof GRE tunnel. The effects of non-

optimalroutingwerebelov our measuremerthreshold.

Next, we measuredhe performanceof our systemunder attack, with multiple
clientstrying to accesghe customers sener. Figure 4 shavs the measuredhrough-
put and round-trip latengy aswe increasedhe numberof ®rewall rules. The change
in throughputandlateny betweennon-redirectedand redirectedtraf®c is mostly at-
tributableto the overheadf deliveringpacletsthroughthe GREtunnel.Eachadmitted
legitimate client addsa NAT “prerouting” rule anda “forward” rule to net Iter. This
implies two additionalrulesare evaluatedper packet arrival for eachadmittedclient.
To ensurghatwe aremeasuringvorst-casgerformancethe sourceaddres®f the le-
gitimatetraf®c is addedat endof iptableschainto ensureraversalof the entiresetof
paclet ®lter rules.Evenwhentwo chainsof over 2,000ruleswere eachaddedto the
systemgore wasableto maintainathroughputalmostidenticalto effective line capac-
ity. Thedropin TCPthroughputon agore with 10,000rulesindicateda CPU overload
onthegore sener. Thisoverloadwasdueto factthatnet®lterstoresherulesin alinked
list requiringlineartimeto searcHor amatching®rewall rule. As aconsequenceayhen
we increasehe size of the ®rewall ruleswe alsoincreasehe amountof time required
to processachpaclet. Giventhe size of the ®ltering rules,we cancomputethe max-
imum threasholdof packetsa machinecanprocessper second A hash-or trie-based
implementationvould have an almostconstantaccesdime regardlessof the number
of sourcesandshouldbe usedin a productionsystemasdemonstratethy Hartmeier
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[10]. Thus,our resultsshouldbe viewed asa lower bound.Although we cannotmea-
surelateng directly, we couldinfer from theround-tripmeasurement$atit increased
linearly.

End-to-end throughput using one filtering server End-to-end latency using one filtering server
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Fig. 4. (Left) Throughput of legitimate traf ¢ with an averageDDoS attack packet size of
1024 bytesvs.the number of legitimate clients. (Right) Round-trip time of traf ¢ with an
averageDDoS attack packet sizeof 1024bytesfor differ ent numbers of clients.

Next, we measuredhe throughputandlateng to the sener whenthe customeiis
underDDoS attack We usethetraf®c generatotg from ISI to createattacktraf®c. We
measuregerformanceoy varying the arrival rate of the attacktraf®c. We setup tg to
generateCBR traf®c at differentrates.

Figures4 shavs the measuredhroughputand lateng for legitimate client traf-
®c of a DDoS attack.In this case the attacler usesan averagepaclet size of 1024.
The ®guresshav a scenariowherethe performanceds mostly CPU-boundinsteadof
network-bound.An ISP's internallinks have enoughcapacityto carry a large amount
of both attackand legitmate traf®c. DDoS traf®c pushesthe legitimate client traf®c
asideandintroducesa precipitousdropin throughputThelegitimateclient traf®c with
1,500clientsis onthevergeof overloadwhenthe DoStraf®c arrivesatarateof 50,000
paclets per second(pps). At lower paclet rate,a gore sener canservicemary more
clientsbeforeit getsoverloaded Of course without activating the gore systemthe at-
tack traf®c would have congestedhe customers network completely With gore only
the®lteredtraf®c is allowedto passhroughandthusonly authorizedtlientsareallowed
to exchangedatawith the customers network.

For ourmultisener study we focusedonthescalabilityof thesystemWe generated
legitmatetraf®c alongwith DDoS traf®c from multiple sourcesSincethe gore sener
selectionis basednthesourceaddresswe assignedourceaddressesf attaclerssuch
thatthe attacktraf®c spreadevenly amonggore seners.The legitmatetraf®c getsthe
remainingcapacitythroughoneof the gore sener.

Figure5 left shawvs throughputof legitimate traf®c underan attackrate of 50,000
pps.We ranthe experimentswith 1, 2, 4, and8 gore seners.Assumingthe legitmate
clienttraf®c is is a small percentag®f overallincomingtraf®c, the legitimateclient's

" www.ip- measurement.org/tools/trag.html
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Fig. 5. (Left) Throughputof legitimate traf ¢ under DDoSarri val rate of 50,000packetsper
second.(Right) Systemperformance contour graphs: we measured the maximum traf ¢
thr easholdfor differ ent number of legitimate clients as we increasethe amount of sewers
in a gorefarm.

bandwidthwith two senersis roughly equivalentto the bandwidthof a singlesenerat

half of the attackrate,yet twice asmary clientsareprotectedDoublingthe numberof

senersprotectedoughlyfour timesasmary legitimateclientsfor the sametraf®c rate.
We repeatedhesesxperimentaunderdifferentattackratesandobsenedsimilar scaling
factors.

Figuresb right shavs numberof legitimateclientsthatcanbe supportedor agiven
attacktraf®c rateandnumberof seners.The experiementemonstratethe scalability
of our gore solutionto multiple seners.As long asinternallink capacityof the ISP
is large enoughto handleattacktraf®c, the ISP canalwaysaddmoregore senersand
centerghroughoutts network to handleDDoS attacks.

The experimentswith DDoS traf®c demonstratehat performances mostly CPU-
bounduntil the network becomessaturatedTo determinethe numberof gore centers
to deploy in the system,we needto know the expectedarrival rate of attackaswell
asdesirablenumberof legitimate clients. Thesecanbe provisionedin advance,using
measurementdoneby eitherthe customeror the ISP underormalload conditions.

4 RelatedWork

The needto protectagainstor mitigatethe effectsof DoS attackshasbeenrecognized
by boththecommerciabndresearchvorld. Somework hasbeendonetowardachiezing
thesggoalseg.,[1,11,3,12,2,13]. Theseamechanismfocusondetectinghesourceof
DoSattacksn progresandthencounteringhem,typically by “pushing” some®Itering
ruleson routersasfar away from the target of the attack(andcloseto the sourceshs
possible. The motivation behindsuchapproachesasbeentwofold: ®rst, it is concep-
tually simpleto introducea protocolthatwill beusedby arelatively smallsubsebf the
nodesonthelnternet(i.e., ISProuters) asopposedo requiringtheintroductionof new
protocolsthatmustbe deployed andusedby end-systemsSecondthesemechanisms
are fairly transparento protocols,applications,and legitimate users.Unfortunately
theseapproacheby themselesarenot alwaysadequate.
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The approachmostsimilar to oursis a commercialoffering by Riverhead14]. It
triesto characterizeanddetectbadtraf®c, and“scrub” it beforeforwardingthe clean
traf®c to the customerAlso, it employs MPLS ratherthana combinationof OSPFand
GREto redirecttraf®c,

Blackhole®ltering is a populartechniqueagainstDDoSattacksandis employedby
mary ISPs.Theschemesetsup aredirectionto a pseudo-inteidcenullO by adwertising
routesfor hostsor networksunderattack.Thetechiqueavoidstheuseof paclet®ltering
throughaccesdists,which couldimpacttheperformancef router Theschemeequires
deploymentof a network intrusiondetectionsystemo activatetheroutingchangeThe
mainconcernwith theapproachs thatit effectively disconnectshenetwork it is trying
to protectfrom the restof the Internet,essentiallyachieving whatthe DDoS attaclers
try to achieve in the ®rst place.In addition,the schemedoesnot support®Itering of
pacletsatlayer4 or above.

The NetBouncerproject[15] considerghe useof client-legitimagy testsfor ®lter-
ing attacktraf®c. Suchtestsinclude paclet-validity tests(e.g., sourceaddressvalida-
tion), o w-behaior analysis,andapplication-speci®tests,including GraphicTuring
Tests.However, sincetheir solutionis end-pointbasedit is susceptibldo large link-
congestiorattacks.

The SOSarchitecturg16,17] combinesthe notionsof a distributed ®rewall [18]
inside the network, overlay routing, and aggressie paclet ®ltering nearthe target of
the attackto only allow traf®c from “good” sourcego reachthe protectedsite. Traf-
®c from legitimate users,who can be authenticatedy ary of the overlay nodes,is
routedover the overlayto a speci®cnodethatis allowedto forwardtraf®c throughthe
®ltering router(s).WebSOS[4] is a speci®cinstantiationof the SOSarchitecturefor
web servicesandusesGraphicTuring Tests[5] to discriminatebetweerzombiesand
human-directedccesset awebsener. In gorewe useGraphicTuring Teststo enable
accesdo theattacledsitefor all typesof traf®c (notjustwebtraf®c). Unlike WebSOS,
gore usesacentralizedapproachwhile deploymentin a piece-meatashionwithoutthe
ISP's collaboration(aswasthe goalwith SOS)becomesmpossible,t offersa natural
modelfor a serviceofferedby an ISP thathascontrol over their network topologyand
internalrouting.

5 Concluding Remarks

We presentedjore, a routing-assistedefensearchitectureagainstistributeddenialof
service(DDoS) attacks.The goal of our systemis to provide guarantee@ccesgo a
network underattack.gore routesall traf®c destinedto the network underattackto
pre-constructedSP-controlledgore proxies,whereseners®lter out attacktraf®c and
passauthorizedtraf®c onward. We useweb-basedtlient legitimacy teststo identify
legitimateuserswherethede®nitionof legitimagy is left to the customerpncethetest
is passedgore transparentlyedirectsall traf®c from the user(not just web traf®c) to
the network underattackusingGREtunnels.In this manneyour approachis similar to
theway mobile userscurrentlyaccessommercialwirelessnetworks.

Our experimentalresultsusing a PC-basedestbedshav that gore is a viable ap-
proach,asits impacton the ®ltered traf®c is minimal, in termsof both lateny and
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throughput.gore canbe scaledup asneededo supportlarger numbersof clientsand
customersOurarchitectureanbedeployedincrementallyby individual ISPs,doesnot
requireary collaborationbetweenSPs,andrequiresno modi®cationgo eithersener-
or client- software.Furthermorepur systemallows an ISP to offer DDoS defenseasa
value-addedervice providing anincentive missingfrom otherproposednechanisms.
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