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Abstract. Softwarethatcovertly monitorsuseractions,alsoknown asspyware,
hasbecomea �rst-level securitythreatdue to its ubiquity and the dif�culty of
detectingandremoving it. Suchsoftwaremaybeinadvertentlyinstalledby auser
that is casuallybrowsing the web,or may be purposelyinstalledby an attacker
or even the owner of a system.This is particularly problematicin the caseof
utility computing,earlymanifestationsof whichareInternetcafesandthin-client
computing.Traditionaltrustedcomputingapproachesoffer a partial solutionto
this by signi�cantly increasingthe sizeof the trustedcomputingbase(TCB) to
includetheoperatingsystemandothersoftware.
We examinetheproblemof protectinga useraccessingspeci�c servicesin such
anenvironment.Wefocusonsecurevideobroadcastsandremotedesktopaccess
whenusingany convenient,andoftenuntrusted,terminalastwo exampleappli-
cations.We posit that,at leastfor suchapplications,theTCB canbecon�ned to
a suitablymodi�ed graphicsprocessingunit (GPU).Speci�cally, to preventspy-
wareonuntrustedclientsfrom accessingtheuser'sdata,werestricttheboundary
of trust to theclient's GPUby moving imagedecryptioninto GPUs.We usethe
GPU in order to leverageexisting capabilitiesas opposedto designinga new
componentfrom scratch.We discusstheapplicabilityof GPU-baseddecryption
in thesetwo samplescenariosandidentify thelimitationsof thecurrentgenera-
tion of GPUs.Weproposestraightforwardmodi�cationsto futureGPUsthatwill
allow therealizationof thefull approach.

1 Intr oduction

Spywarehasbeenrecognizedasamajorthreatto userprivacy [9,47]. Especiallywhen
combinedwith a large-scaledistribution mechanism(suchas a popularweb site or
application,or a computerworm), the potentialfor large-scalesecurityviolations is
considerable.Organizationsincreasinglyspy on their employees' computeractivities
usingthesametechnology, andpublic computerson Internetcafesaresoriddledwith
suchmalwarethatonly themostfoolhardyof soulswould usethemfor any sensitive
application.

Work on addressingthis problemhasfocusedeitheron detectionof spywareac-
tivity on a system[11,12,36] or building a trustedsystemfrom thebottom-up,using
a combinationof hardwaresupport[5, 6,8,13,21,25,34,35,39,41,46,50], operating
systemextensions[10] andapplication-speci®clogic [49]. While promising,theseap-
proachesoffer only limited securityagainstanadversarythat legitimatelycontrolsthe
spyware-infectedsystem,or againstspyware that doesnot exhibit real-timeactivity



(e.g., considera programthatsimply takessnapshotsof thesystem's screenastheun-
suspectinguseris accessingsomesensitive information).While images,like any data,
canbe sentencryptedover networks usingexisting protocolssuchasTLS andIPsec,
decryptionis performedby theoperatingsystem,creatingthepotentialfor thedatato
becopiedby anuntrustedclient.

Weproposeto usethesystem'sGraphicsProcessingUnit (GPU)astheonly trusted
componentin our spyware-safesystemfor displays.By usingGPUs,we leverageexist-
ing capabilitieswithin a systemasopposedto designingandaddinga new component
to protectinformationsentto remotedisplays.Speci®cally, sensitivecontentis directly
passedto the GPU in encryptedform. The GPU decryptsanddisplayssuchcontent
withouteverstoringtheplaintext in thesystem'smainmemoryor exposingit to theop-
eratingsystem,theCPU,or any otherperipherals.We usea remote-keying protocolto
securelyconvey thedecryptionkey(s) to theGPU,withoutexposingthemto theunder-
lying system.With this mechanismasour basicblock,we canimplementapplications
suchassecurevideobroadcastsor remotedesktopdisplayaccesswithout trustingthe
restof thesystem.Furthermore,ourdesignallowsauserto securelyenterapasswordor
PIN to a remotesystemwithout revealingit to any spywareandwithout requiringaddi-
tionalhardware.Finally we describehow, by usinga suitablymodi®edUSBkeyboard,
it is possibleto completelyprotecttheuser'scommunicationswith a remoteserver.

Our work is an initial stepof which the main purposeis to proposethe concept
anddeterminethefeasibilityof GPU-baseddecryption.Wedeterminethat,with careful
design,currentGPUsallow for in-GPUimagedecryptionat ratessuf®cient to support
theexampleapplications.We alsoidentify severalobstaclesto fully implementingour
schemeon currentGPUs,mostlydueto the limitationsof currentGPUAPIs, suchas
OpenGL.Themostdif®cult aspectof moving decryptioninto aGPUis theAPI andthe
typesof operationssupportedwithin theGPU. While it is possibleto implementsome
symmetrickey cipherssuchasAES [3] in OpenGL,theperformanceis poordueto the
numberandtypesof operationsrequired,aswasdemonstratedin [14]. Otherciphers
cannotbeimplementedto runentirelywithin GPUsusingcurrentAPIs.As aresult,we
donot focusonforcinganexistingsymmetrickey cipherto ®t within aGPUin orderto
decryptthedata,but ratherimplementasmany operationsaspossiblewithin theGPU
andcon®nethe remainingonesto a � programin orderto illustratethe concept.We
currentlyuseRC4 [38] for displayencryption.In the future,eithera ciphersuitedfor
GPUsand/oranimprovedAPI for GPUsis required.We havebegunwork ona stream
cipher designedfor GPUsand include an estimateof the performance.We identify
straightforward additionsto future GPU designsthat will allow for the realizationof
our scheme,aswell aspossibleintegrationof our schemewith theTrustedComputing
Group'sproposedarchitecture.

Theremainderof thepaperisorganizedasfollows.Wegiveanoverview of OpenGL
in Section2. We describeour motivationin Section3 andour prototypein Section4.
We discussthelimitationsof GPUAPIs andhow theseimpactsour ability to remotely
key and implementdecryptionin the GPU in Section5. In Section6 we presenta
preliminaryperformanceanalysisof our prototype.We discussadditionalitemsto be
consideredin Section7 andourconclusionsin Section8.



2 OpenGL and GPU Background

We provide a brief overview of aspectsof OpenGLandGPUsrelevant to our experi-
ments.A basicknowledgeof the capabilitiesandlimitations of GPUsis necessaryto
understandour proposedarchitectureandprototype.The two mostcommonAPIs for
GPUsareOpenGLandDirect3D(partof theMicrosoftDirectX API). WeuseOpenGL
in order to provide platform independence(in contrastto Microsoft's Direct3D).See
[27,48] for a completedescriptionof OpenGL.As we explain later, operationswhich
canbe performedin the GPU arelimited by the API. For the operationsrequiredof
our prototype,the samelimitations exist in both Direct3D andOpenGL.We choose
to avoid higherlevel languagesbuilt on top of theseAPIs in orderto ensurethat spe-
ci®c OpenGLcommandsarebeingused.Examplesof suchlanguagesincludeCg [17]
(HLSL in DirectX) and,from morerecentresearch,Brook(theBrookGPU[4]compiler
usesCg in addition to OpenGLandDirect3D). Higher level languagesdo not allow
thedeveloperto specifywhichOpenGLcommandsareutilizedwhentherearemultiple
waysof implementinga function via OpenGLcommandsanddo not even guarantee
theoperationswill betransformedinto OpenGLcommandsbut insteadmaytransform
it into � code.For example,codein a higherlevel languagethatXORstwo byteswill
likely betransformedinto codeexecutedin theoperatingsystemratherthanconverted
into OpenGLcommandsthatconvertsthebytesto pixelsandXORspixels.

Ourprototyperequiresthedisplaybesetto 32-bit pixels1. A dataformatindicating
suchitemsasnumberof bits perpixel andtheorderingof color componentsspeci®es
how theGPUinterpretsandpacks/unpacksthebits whenreadingdatato andfrom sys-
temmemory. Thedataformatmayindicatethat thepixelsareto betreatedas�oating
pointnumbers,color indices,or stencilindices.Whenusingthe�oating pointrepresen-
tationandreadingdatafrom systemmemory, thedatais unpackedandconvertedinto
�oating point valuesin the range � ������� . Luminance,scalingandbias(all of which we
do not usein theprototype)areappliedpercolor component.Thenext stepis to apply
thecolor map,which we describelater in moredetail.Thevaluesof thecolor compo-
nentsarethenclampedto bewithin therange � ������� . Figure6 in AppendixA showsthe
componentsof theOpenGLpipelinethatarerelevant to pixel processingwhenpixels
aretreatedas�oating point values.

TheOpenGLcommandsin our implementationsconsistof writing bytesfrom the
systemmemoryto theGPU aspixelswith eithera color mapor the logical operation
of XOR turnedon.Thelogicaloperationof XOR producesabitwise-XORbetweenthe
pixel beingreadin andthepixel currentlyin thedestination,with theresultbeingwrit-
tento thedestination.This is usedto applya keystreamto theimage.Whendecrypting
animage,it is necessaryto disableditheringto preventpixelsfrom beingaveragedwith
theirneighborswhentheimageis readinto theGPU.Colormappingis oneof theslow-
estoperationsto perform[48]; however, we useit only for thedecryptionfunctionof
theasymmetriccipherusedto sendasecretkey to theGPU.A colormapis appliedto a
particularcomponentof apixel whenthepixel is copiedfrom onecoordinateto another

1 Whenusing32 bit pixels,1 byte is typically dedicatedto eachof the Red,Green,Blue and
Alpha components.A format with 10 bits for eachof the Red,GreenandBlue components
and2 bits for theAlphacomponentmayalsobesupportedby theGPU.



or whenbytesarereadin from systemmemoryto be convertedto pixels in theGPU.
A colormapcanbeenabledindividually for eachof theRGBA components.Thecolor
mapis astatictableof �oating pointnumbersbetween0 and1. Internalto theGPU,the
valueof the pixel componentbeingmappedis convertedto an integer valuewhich is
usedastheindex into thetableandthepixel componentis replacedwith thevaluefrom
thetable.For example,if thetableconsistsof 256entries,asin ourimplementation,and
we apply themapto theredcomponentof a pixel, we treatthe8 bits of the redvalue
asanintegerbetween0 and255,andupdatetheredvaluewith thecorrespondingentry
from thetable.

OpenGLrequiressupportfor at leasta front buffer (imageis visible) anda back
buffer (imageis notvisible)but doesnotrequiresupportfor theAlphapixel component
in thebackbuffer. This limits usto threebytesperpixel (theRed,Green,Blue compo-
nents)whenperformingoperationsin thebackbuffer. It is worthmentioningthatwhile
a 32bit pixel formatis used,the32bits cannotbeoperatedon asa single32 bit value,
but ratheris interpretedin termsof pixel components.For example,it is not possible
to addor multiply two 32 bit integersby representingthemaspixels.In general,� bit
pixelscannotbeusedto operateon � bit integers.

Dueto limitationsof currentAPIs,algorithmsperformingcertainbyteandbit-level
operationsarenotsuitablefor GPUs.While simplelogicaloperationscanbeperformed
ef®ciently in GPUson large numbersof bytes,the byte andbit-level operationstypi-
cally foundin symmetrickey ciphers,suchasshiftsandrotates,arenotavailablevia the
APIs to GPUs.Modulararithmeticoperations,whicharerequiredby AES,arealsonot
available(we notethatit is possibleto implementAES asa seriesof copieswith color
mapsandlogicaloperationsenabled[14]). While shiftsandrotatescanbeperformedon
singlebytesby de®ningcolor mapsandusingmultiple copy commands,shiftsacross
multiple bytesandtablelookupsbasedon speci®cbits, prove to bemoredif®cult. For
example,thereis no straightforwardway to implementin OpenGLthedatadependent
rotationsfoundin RC6[30] andMARS [15]. Also considertheDESS-Boxes[2]. The
index into theS-Boxis basedonkey bitsXORedwith databits.Masksof pixelscopied
ontothedatacanbeusedto “extract” thedesiredbits,but to merelyXOR thekey bits
with databits requirescopying thepixel containingthedesiredkey bits ontothepixel
containingthemaskwith XOR turnedon,doingthesamefor thedatapixel, thencopy-
ing the two resultingpixels to the sameposition.Color mapsarerequiredto emulate
theS-Box.Overall,evenwhenit maybetechnicallypossibleto implementasymmetric
key cipherin OpenGL,a largernumberof lessef®cientoperationsarerequiredthanin
a � implementation.

WhenusingOpenGLfor graphicsprogramming,themorecommonaspectsof ver-
tex processingareutilized.Shapesarede®nedassetsof vertices,with colorsor textures
applied.In additionto de®ningthebasicimage,variousparameters(suchastheview-
point, projection,lighting, fog andorientation)canbe set.Rotationsandtranslations
canbe appliedto shapesto producemovement.It is thesetypical aspectsof graphics
processingthatareof interestwhencreatingastreamciphersuitablefor aGPU.Recent
GPUsoffer programmablevertex andfragmentunits.However, thesenew capabilities
applyonly to vertex processinganddo not remove any of the limitationsencountered
whentrying to implementcipherswithin a GPU.



3 Moti vation

Applicationsto which our work is relevant includeremotedesktops(a thin-clientsce-
nario)andvideoconferencingdisplays.In a thin-clientscenario,theclient connectsto
a server which ful®lls all of the client's computingneeds[26]. Sinceall application
logic is executedin the server, the client is completelystateless,anddoeslittle more
thandisplayupdatessentby the server and forward local userinput events.Current
thin-clientsystemsprovidesecuresessionsby encryptingthedisplayprotocolbeforeit
is transferredover thenetwork. However, in scenarioswheretheclient terminalis un-
trusted,suchaspubliccomputers,it maynotbedesirablefor thehostoperatingsystem
to have accessto the unencrypteddisplayupdates.For example,considerthe system
presentedby Koller etal[22]. In thiscase,accessto sensitive3D datawascontrolledby
manipulatingthecontentsentto theremotedisplayclient. However, sincethedisplay
dataon theclient couldnot besecured,a numberof additionalmechanismshadto be
devisedto preventtheactualclientapplicationfrom beingusedasanattacktool on the
system.On theotherhand,if thedisplayis only in decryptedform within theGPU,we
only needto block readsof thecurrentdisplayby otherapplications.

In videoconferencing,we wish to preventclientsfrom copying theconferencedis-
plays.How to securevideorecordedat theclient andaudiois beyondthescopeof this
paper, althoughthe conceptwe demonstratewith GPUscan alsobe appliedto digi-
tal camerasanddigital signalprocessors.While thereareexisting digital rights man-
agement(DRM) architecturesaimedat preventingunauthorizedcopying of video,the
imagesarestill decryptedwithin theremoteanduntrustedOS.DRM includeshow to
managetheusageandtradeof material[29] andmustprotectagainstbothunauthorized
accessandunauthorizedcopying. An exampleis Microsoft's Windows Media Player
DRM 9 Series,which includesthecapabilityof authenticatingandremotely-keying the
mediaplayer[1]. The imagesaredecryptedwithin theoperatingsystemby themedia
playerthensentto the GPU. This architecture's securitydependson usinga speci®c
closed-sourcemediaplayerandno programbeingableto accessthememoryutilized
whendecryptingthedata.Alternativemodelsof usingtrustedGPUshavebeenconsid-
ered[7], but nonehasbeenimplementedto our knowledge.The TrustedComputing
Group's scopeincludesuntrustedclientsbut its proposedarchitectureutilizesdistinct
trustedplatformmodules(TPMs),whichmaybehardwareor software,to addressmul-
tiple needsandprovideagenericsolution[45]. For graphicalapplications,ourapproach
canbeconsideredasanalternative thatavoidsspecializedsystemcomponents,or asa
companionto TPMs.In particular, onepossibilityis for theTPM to handlekey negoti-
ationwith theremoteserver, andthenprovide thesessionkey to theGPU.We should
notethatsimilar concernsarisewhenhandlingvoicetraf®c, asnotedin [47].

Our main goal in moving decryptionof graphicsinto the GPU is to prevent the
underlyingoperatingsystemor othersoftwarefrom gainingaccessto theunencrypted
data.Speci®cally, we considermalacioussoftware running on the client's operating
systemwhich attemptsto reador modify displaysandresponsestransmittedbetween
theserverandtheclient.Wedonotaddressmodi®cationsto theclient'shardware,such
asalteringof theGPU.Furthermore,securityof theclient'ssurroundings(e.g, acamera
recordingtheclient'sdisplay)is a separateproblemoutsidethescopeof our work.



4 Prototype
4.1 Ar chitecture

Figure1 depictsour overall architecture.A server encryptsthedataandsendsit to the
client. The dataremainsencrypteduntil it entersthe GPU whereit is decryptedand
displayed.TheGPU's buffer is lockedto preventthedisplayfrom beingreadby other
processesor theoperatingsystem,effectively turningtheframebuffer into awrite-only
memory. The decryptionis performedvia software runningon the client's operating
systemwhichissuescommandsto theGPU(asopposedto acompiledprogramexisting
andexecutingentirelywithin theGPU'smemory),with theoperationsperformedwithin
theGPU.This softwaredoesnot have accessto thekeys anddatacontainedinsidethe
GPU;rather, it speci®esthetransformations(i.e., decryptionssteps)thattheGPUmust
undertake. Ideally, any intermediatedataproducedby thedecryptionprogram,suchas
thekeystream,arecon®nedto theGPU.We explain in Section5 why this is currently
notpossibledueto theGPU'sAPI.
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Fig.1. Ar chitecture for RemotelyKeyed Decryption in the GPU

Thedecryptionkey changeson a per-sessionandapplicationbasis(andmayeven
changewithin a session).Thus,thekey mustbeconveyedto theGPUin a mannerthat
preventstheclient'soperatingsystemfrom gainingaccessto it. Onewayto achievethis
is to remotelykey theGPUanddecryptthekey therein.Thekey is usedto generatethe
keystreamdirectly within theGPU,exposingneitherthekey nor thekeystreamto the
OS.Thedecryptionof thekey andgenerationof thekeystreamcanbeperformedin a
non-visiblebuffer (backbuffer) on theGPU,to avoid visually displayingthekey and
key stream.Readingtheencryptedimageinto thebackbuffer with thelogicaloperation
of XOR enabledresultsin theimagebeingdecrypted.Theresultis thenswappedto the
front buffer to displaythedecryptedimageto theuser. Noneof theseoperationsrequire
usto copy theimage(plaintext) to thesystem'smainmemory.

Thereare a few possibilitiesfor how the entities involved are authenticatedand
how thekey is sentto theGPU,dependingon which componentsaretrusted.In each



case,it is assumedthattheGPUcontainsapre-installedcerti®cateandprivatekey. The
certi®catemaybeissuedby themanufacturerandhardwiredin theGPU.Anotheroption
is to allow writing thecerti®cateto theGPUundercircumstanceswhentheclient'sOS
is trusted,suchaswhentheGPUis ®rst beinginstalledon a newly con®guredclient.
The®rst andsimplestoptionfor authenticationcoversthecasewhentheserversending
the imagesis trustedand there is no needto verify the personviewing the images
(i.e., it is assumedthat the fact the viewer wasableto start the processon the client
indicatesit is safeto sendthe images)and/ortheserver is capableof authenticatinga
GPU basedon its certi®cate.The server, eitherby establishinga sessionkey with the
GPU or usingthe GPU's public key, encryptsthe secretkey andsendsit to the GPU
via theclient.Thesecond,moregeneralscenario,alsoassumestheserver is trustedbut
requiresveri®cationof the userviewing the imagesthrougha proxy entity, suchasa
smartcardreader. Theuserwill activatetheproxyby insertingacardinto thesmartcard
readerattachedto the untrustedsystem.The proxy will then establishsessionswith
boththeserverandremotesystemwith theGPU.Theserverwill convey thesecretkey
to theGPUvia theproxy, asshown in Figure2. Theprocessof convertingthekey from
beingencryptedunderserver-proxy sessionkey to beingencryptedunderthe proxy-
GPU sessionkey requiresthat the key be exposedonly on the smartcard.The proxy
and the GPU treat the underlyingsystem,including the OS, as part of the network
connectingthemto eachotherandtheserver, andthat the links betweentheseentities
denotelogical connections.A third scenarioassumesthat neitherthe server nor the
clientOSaretrusted.Whentheimagesareencrypted,theencryptionkey is recordedon
asmartcard.Theencryptedimagescanthenbestoredonany server. Thisscenariois not
applicableto therealtime applicationsin which we areinterested.To view theimages
on an untrustedsystem,thesmartcardis insertedinto a cardreader(theproxy) or the
key canbemanuallyrecordedandenteredinto theproxy. Theproxy, usingtheGPU's
public key, encryptsthe secretkey andsendsit to the GPU via the client. The proxy
doesnothaveto becollocatedwith theclient,but only hasto becapableof exchanging
informationwith theclient.In all cases,if asecretkey only worksfor � blocks(suchas

� frames)of data,the remotekeying will occurasneededto provide thekey for each
datasegment.

The protocolsusedfor the remotekeying arenot new. Refer to [18] and[24] for
a discussionon authenticationusingsmartcards.Thenovel componentof our work is
implementingone in a mannerthat avoids exposingthe secretkey outsidethe GPU.
Any protocolusedfor the remotekeying requiresutilizing an asymmetricencryption
algorithmto eitherencryptthesecretkey directly with theGPU's public key or to es-
tablishasessionkey which is thenusedto encryptthesecretkey whensendingit to the
GPU.Obstaclesarisedueto thelackof supportin GPUAPIsfor theoperationsrequired
for public key ciphers,suchasmodulararithmeticfor large integers,asmentionedin
Section2. Furthermore,theGPU's certi®catemustbe placedin theGPU without ex-
posingtheprivatekey to theoperatingsystem.We discussthe limitationsof theGPU
in regardsto publickey cryptographywhendescribingour prototype.

4.2 Implementation

To determinethefeasibility of our scheme,we implementedthegeneralscenariowith
threeentities:a server, a proxy andtheclient.We usea streamcipher, RC4,to encrypt



theimages(asopposedto ablockcipher)becauseof therateof encryptionrequiredfor
streamingvideo.Theprototypeimplementedasmany operationsaspossiblein theGPU
via OpenGL,with theremainingoperationsrestrictedto a � programandwhichwould
bemovedinto theGPUwith animprovedAPI aswe discussin Section5. Speci®cally,
computationof the keystreamcannotbe ef®ciently implementedentirely in OpenGL
for a cipher suchasRC4. In our descriptionof the prototype,we usethe following
notation:

–
�������

�

����	
	�	 �
�

is thesetof secretkeys usedto encryptthedata.
���

encryptsthe
�����

subsetof data.Thesekeys may be individually pre-determined,or computed
througha masterkey usinga pseudo-randomfunction(PRF).

– A frame refers to one frame of video or one display update,dependingon the
application.

– Rekeying refersto obtainingthe next
���

. The interval at which rekeying occurs
dependsoneitherthenumberof framesdisplayedor theelapsedtime.

– �

�

is thenumberof framesor requestsafterwhich rekeying is required.
– �

�

is theamountof timebeforerekeying is required.
– �

���

thesessionkey usedfor communicationbetweentheserverandproxy.
–

�
������� �

theGPU'spublic RSAkey component.
–

�
��!

��"

�
�

theGPU'sprivateRSA key component.
– #

�

theGPU'sRSAmodulus.

Figure2 illustratesthestepsfor theremotekeying anddecryptionof imagesin our
prototype.A certi®catecontaininga RSA [33] key is storedin theGPU'smemory. For
our prototype,a programon theclientusesOpenGLto write thecerti®cateto theGPU
then deletesit from the operatingsystem's memoryto simulatehaving a certi®cate
within the GPU. Enteringa certi®cateinto the GPU in this mannerrequiresthat the
processbemonitoredto ensurethatnoprogramontheclientgainsaccessto theprivate
key componentof the RSA key while it is beingwritten to the GPU. The certi®cate
includesa public parametercontainingan indicationthat the device is a GPU.When
theapplicationis started,theclient's OSreadsthepublic informationfrom theGPU's
certi®cateandsendsit in a requestto theproxy. The proxy, which requiresactivation
eitherby enteringaone-timepassword or insertingasmartcard,authenticatestheGPU
basedon theinformationencodedin its certi®cate.

The client also sendsa connectionrequestto the server. The server contactsthe
proxy and a securesessionis establishedbetweenthem. This can be accomplished
usingany protocoldesignedfor securesessionestablishment.A singlesessionkey may
beusedfor theentiresession,or thesessionkey canbechangedperiodically, depending
ontheprotocol.In ourprototype,theproxyauthenticatestheserverbasedonthelatter's
certi®cate,andusesa single sessionkey, �

�

. When contactingthe proxy, the server
sendsa randomnonceandits certi®catecontainingits public key for RSA. Theproxy
generatesa randomnonce,encryptsit with theserver's public key andsendsit to the
server. The server andproxy both concatenatethe two noncesandusea hashof the
resultas �

�

. Theserver sends
�$�

encryptedwith AES usingkey �

�

to theproxy. The
proxydecrypts

���

, encryptsit with theGPU'spublickey andforwardstheresult,
�

�������

�

mod # , to the client. The client issuesthe OpenGLcommandto turn color mapping
on then writes the value received from the proxy to a speci®cpixel location in the
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Fig.2. RemotelyKeyed Decryption in GPU Protocol Shown: logical links (i.e., the proxy
communicateswith the server thr oughthe client).

GPU.Thecolormapcorrespondsto �

� !

��"

�

mod # , where� is thevaluebeingwritten,
andresultsin decryptingthe valuefrom the proxy to obtain

�
�

. The write operation
is performedto theGPU's backbuffer to avoid visually exposingthe resultingpixels
(andannoy theuserwith unnecessaryinterference).As weexplain later, weuseaseries
of one-bytevaluesfor each

�
�

. The resultingpixelsareusedasthe key to the stream
cipher.

Theclient thensignalsto theserver thatit is readyto receivedataor, for thin-client
applications,makesarequestto updateadisplay. Theserversendstheencrypteddatato
theclient.Ideally, theGPUcomputesthekeystream,writing theresultingbytesdirectly
to the GPU's backbuffer. As explainedin Section5, whenusingRC4 some � code
is usedto representoperationsthatwill beperformedin theGPUif improvementsare
madeto the GPUsAPI. The client issuesthe OpenGLcommandto turn the logical
operationof XOR on in the GPU, then writes the datareceived to the back buffer.
Theresultis thedataXORedwith thekeystream.Thebuffersarethenswappedsothe
unencryptedimageappearson thedisplay. It is commonpracticeto createanimagein
the backbuffer thenswap it to the front buffer in order to createa smoothtransition
betweenframes.After � framesor � time, the client mustsignal to the server that it
needsthenext secretkey, �

���

�

�

, which is conveyedvia theproxy asbefore.
Our prototypeusesimagesencodedwith 24 bits per pixel using 8 bits for each

of the Red,GreenandBlue components.No Alpha componentis encodedsincethe
imageis written to the backbuffer (which may not supportthe Alpha component)to
be decrypted.The pixel format is a parameterusedby certainOpenGLcommands,
suchastheDraw commandfor writing datato theGPU,andcaneasilybechangedto
accommodateotherpixel formats.



5 DesignDecisions

We now discusssomeof our designandimplementationdecisionsthatwereguidedby
the constraintsof existing GPUs.We ®rst describethe limitations on programminga
GPUto performgeneralkeying anddecryptionoperations,andthendiscussthecurrent
inability to providedatacompression.

As wementionedin Section2,GPUsarenotdesignedto performgeneralarithmetic
andbyte-level operations.Thereareno API commandsfor commonoperationssuch
asaddition,multiplication,shiftsandrotates.Someoperationscanbeperformedby a
sequenceof othercommandsundercertaincircumstances,suchaslimiting valuesto a
singlebyte andreadingintermediateresultsfrom the GPU to theoperatingsystemto
allow the result to be a parameterin a subsequentcommand.We describehow these
limitations impact the ability to remotelykey the GPU and decryptdatawithin the
GPU, and the workaroundswe usedto createour prototype.We concludethat three
enhancementsto OpenGLarenecessaryto fully realizeourarchitecture.First,ameans
of performingmodularmultiplication on valuesof magnitudetypical of thoseused
for public key ciphersis requiredto securelyimplementthe remotekeying. Second,
a mechanismfor usingthecontentsof a pixel (or pixel component)asa parameterto
an OpenGLcommandwithout ®rst readingthe pixel valuefrom the GPU is required
for theremotekeying andkeystreamgeneration.Third, theability to performmodular
arithmeticusingvalueslessthan256 directly (this cancurrentlyby doneusingcolor
maps)is desirableto ef®ciently implementcertainciphers,suchas RC4, within the
GPU.

5.1 RemoteKeying

Thelackof modulararithmeticandlimitationson therangeof valuesin GPUsimpacts
the implementationof the asymmetriccipher usedin the remotekeying. The proxy
conveysthesecretkeys to theGPUvia theclient'sOSusinganasymmetrickey cipher.
Sinceexistingpublic-key algorithmsrequireexponentiationand/ormodulararithmetic,
theoperationsrequiredcannotbeemulatedin theGPUwith existingAPIs,exceptwhen
trivially small valuesareused,or whenthevaluesinvolvedcanbe viewedasa series
of 8 bits values.For example,theexponentsandmodulusin RSA musteach®t within
8 bits, makingthementirely unsuitablefor a securityapplication.The remotekeying
of theGPU requiresonly that theGPU be ableto performthedecryptionfunction of
theasymmetricalgorithm.We notethatunlesstheproxy andGPU sharea secretkey
in advance,any protocolusedto exchangeinformation,whetherby merelyhaving the
proxy encryptinformationwith theGPU's public key or by establishinga sessionkey
betweenthem,requiresuseof anasymmetriccipher.

We consideredtwo optionsfor our prototype.First, similar to what wasdonefor
RC4,theoperationscanbeimplementedin � codeto representafunctionthatshouldbe
in theGPU.Second,restrictionscanbeimposedon thesizeof theasymmetriccipher's
componentsto allow it to be implementedto run in theGPU.However, in thecaseof
RSAthis requiresthatplaintext andciphertext eachberestrictedto ®t in within asingle
byte, thusrequiringthe modulusandexponentsalsoeach®t within a singlebyte and
resultingin key componentstoo small to besecure,sinceanexhaustive searchfor the



privatekey anddatais easilyperformed.In orderto illustratetheconceptof decryption
usingpublic key cryptographywithin theGPU,we used“toy” valueslessthan256in
theprototypefor theprivateexponent,public exponentandmodulus.We useda series
of 8-bit valuesto representthedata,in our casethesecretkey for RC4,encryptedwith
RSA.Eachis encryptedwith mini-RSAby theproxyandsentto theGPU.Whenusing
RC4 asthekeystreamgenerator, up to 256single-bytevaluescanbe in the seriesfor
RC4'ssecretkey.

A third possibility that we intendto explore in future work is the integrationof a
decryptingGPUwith atrustedplatformmodule(TPM) suchastheoneproposedby the
TrustedComputingGroup.This chip couldhandlecerti®catestorageandhandling,as
well a remoteattestationandkey negotation.Our GPUcanthenhandleimagedecryp-
tion usingtheTPM-negotiatedsessionkey.

5.2 Decryption of Data in the GPU

To decrypttheimagesreceivedfrom theserver, theGPUon theclientmustrun a sym-
metrickey cipher;aswedescribedpreviously, weuseastreamcipher. Weconsidertwo
optionsfor the streamcipher:usingan existing streamcipheranddesigninga stream
ciphersuitablefor a GPU. With respectto runningan existing cipherwithin a GPU,
operationstypically foundin symmetrickey ciphersmake this infeasibleeitherdueto
thenatureandnumberof OpenGLcommandsrequiredto emulatetheoperationsor due
to the infeasibility to convert the operationsto executewithin the GPU given limita-
tionsof theAPI. All thecommonstreamciphers,suchasLILI [40], RC4,SEAL [28],
SOBER[31], andSNOW [42], areunsuitablefor implementationin a GPU.We chose
to useRC4becauseit is possibleto implementusingOpenGL,thoughnotpracticaldue
to thespeci®cOpenGLcommandsrequiredresultingin poorperformance.Theuseof
irregularly clocked feedbackshift registersin LILI andSOBER,and32-bit words in
SNOW andSEAL,amongotheroperationssuchas9-bit rotationsin SEAL,makethese
eitherlessattractive thanimplementingRC4or impossibleto implementin OpenGL.

Theoperationsin RC4consistentirelyof addingtwo bytes,modulo256andswap-
ping two bytes.Thus,the only operationrequiredof RC4 which is lacking in a GPU
is modulararithmetic.Sincethemodulusis 256,all valuescanberepresentedby sin-
gle bytesandcanbestoredasindividual pixel components.Giventwo integers,� �

�

in
the range[0,255], ���

�

mod ����� canbe computedusinga color map.This requires
knowing either � or

�

in advanceto determinewhich color mapto activate.For each
integer, � , in the range[0,255], createa color map wherethe

� ���

entry corresponds
to ���

�

mod �	�
� . To compute���

�

mod �	�
� ,
�

is storedasa pixel component,the
color mapfor � is activated,thenthe pixel containing

�

is copiedto a new location.
Theresultwritten to thenew locationwill bethe

�

���

entryof thecolormap.Thisposes
two problems.First,while OpenGLis used,thecommandto activatea color mapmust
be issuedby a programrunningon theoperatingsystem,requiring � to beexposedto
theoperatingsystem.While this doesnot exposethekeystreamto theOS,it doespro-
vide partial informationto theoperatingsystem,which maybehelpful in determining
keystreamvalues.Second,thecopying of pixelsbetweenlocationsin thebuffer is one
of theslowestoperationswithin GPUs.In additionto thecopy neededto computethe
sum,copiesareneededto updatetheindicesandmovebytesinto theappropriatepixel



componentsandlocations.As a result,implementingRC4 in OpenGLis not a practi-
cal option.Therefore,we optedto implementthekeystreamgeneratorof RC4in � to
representa functionthatwill eventuallybemovedinto theGPU.Thekeystreambytes
arewritten to theGPUasthey arecomputed.This requiresthe � functioncomputing
thekeystreamto readthesecretkey from theGPU.We initially wroteeachbyteof out-
put from RC4directly to theGPUasit wasgenerated.However, thenumberof writes
required(750,000for a500x500image)resultedin poorperformance.We changedour
prototypeto computethe keystreambytesfor an entire row of pixels beforewriting
themto the GPU, reducingthe numberof writes to the heightof the imagewith the
tradeoff thatasegmentof thekeystreamis temporarilystoredin theoperatingsystem's
memory.

Due to the inability to ef®ciently generatea keystreamwithin a GPU by usingan
existingstreamcipher, weareinvestigatingdesigningastreamcipherutilizing graphics
operationsfor which GPUsare designed.We brie�y describethe concepthere.By
mappinga textureexhibiting suf®cient randomnessto a continuouslymorphingimage
while changingcertainvariables,suchasviewpoint andlighting, andextractingpixels
from the image,a keystreamis generated.The keystreamis never within the client's
memoryin this case.We experimentwith an initial versionin order to estimatethe
time to computethekeystream,with theresultsshown in Section6. We point out that
while creationof a new streamciphersuitablefor currentGPUsis feasible(andin fact
mayhavewiderapplicabilitythanourapplications),thesameis not truefor public-key
ciphers,sincethiswould requiredevisinganew one-wayfunctionthatdoesnot require
exponentiationandmodulararithmeticonnumberslargerthanasinglebyte.

While theproposedapproachprotectsthesecrecy of theimagessentto theuntrusted
system,the integrity of theseimagesis not protected.This could allow an attacker to
changepartsof the image,althoughthis would be immediatelydetectableby theuser,
asit would producecorruptoutputon thescreen(sincetheattacker doesnot know the
sessionkey). Adding a messageauthenticationcode(MAC) to our schemeis not cur-
rently feasible,asthecomputationmodelof modernGPUsdoesnotef®ciently support
secureMAC constructs.

6 Experiments

To determinethefeasibilityof ourarchitecture,weconductedtwo setsof experimentsto
measuretheability of currentGPUsto sustaindecryptionratescompatiblewith ourex-
ampleapplications.WeusedOpenGLastheAPI to thegraphicscarddriver. Wedid not
useany vendor-speci®cOpenGLextensions,makingour prototypeGPU-independent.
WeusedGLUT to openthedisplaywindow. Theonly requirementis thattheGPUmust
support32-bit “true color” mode,astheroutinefor decryptingthesecretkey requires
representingbytesin a single-pixel component.Thecodefor theclient consistsof � ,
OpenGLand GLUT, compiledusing Visual C++ version6.0. The processesfor the
serverandproxyarewritten in JAVA, usingversion1.4.203with theJAVA Cryptogra-
phyExtension.

Theexperimentsutilized threedifferentclientsin orderto testdifferentGPUs.The
environmentswereselectedto representa fairly currentcomputingenvironment,a lap-



top anda low-endGPU. In all cases,thedisplaywassetto use32-bit truecolor with
full hardwareacceleration.Theclientsare:

1. A PentiumIV 1.8 GHz PC with 256KB RAM and an Nvidia GeForce3Ti200
graphicscardwith 64MB of memory, runningMS Windows XP. TheGPUdriver
usesOpenGLversion1.4.0.

2. A PentiumCentrino1.3GHzlaptopwith 256KBRAM andanATI Mobility Radeon
7500graphicscardwith 32MB of memory, runningMS Windows XP. The GPU
driverusesOpenGLversion1.3.425.

3. A PentiumIII 800Mhz PCwith 256KB RAM andanNvidia TNT32 M64 graph-
ics cardwith 32MB of memory, runningMS Windows 98. The GPU driver uses
OpenGLversion1.4.0.

Wesimulatedstreamingvideoapplications,suchasNetMeeting,bysendingastream
of imagesfrom the server to the client. We testedwith frame sizesof 320x240and
500x500pixels.Theframeswereencryptedandstoredin individual®leson theserver
prior to startingtheapplication.A smallnumberof uniqueframeswerecreatedandthe
server repeatedlycycledthroughtheset.To measurethin-clientperformance,we used
theaverageupdatesizeof 2,112pixels(a 16x132pixel area).Theaverageis from the
distributionof updatesizesin thestandardi-Bench[20] webbenchmarkfor thin-clients.
Theupdatesizesin i-Benchrangefrom 1x1areasto 1,007x622areas(626,354pixels).
All testsusedimagesencodedas24-bit RGBpixels,with 8-bitspercolorcomponent.

Fig.3. All Entities on a SingleSystem

For eachimagesize,two typesof testswererun.The®rstsetof testsdeterminedthe
delaydueto theadditionalcomputationneededfor theremotekeying anddecryption,
comparedto sendingunencryptedimages.In thesetests,all threeentities(server, proxy,
andGPU)wererunon thesamePCor laptop.Eachof thethreeclientswastested.The
resultsof the®rst setof testsareshown in Figure3.



Fig.4. DedicatedLan and Client 1 Fig.5. SharedLan and Client 2

Thesecondsetof testsinvolvedrunningeachentity onseparatesystemsona LAN
to determinetheoverall performancewhenthedataarrival ratewasimpactedby net-
work delay. The ®rst client with the Nvidia GeForce3GPU wasusedfor thesetests.
Figures4 and5 show the resultsof theseexperiments.Two testswererun usingtwo
differentLANs. In onecase,theserverandproxywerededicatedto theexperimentand
therewasno traf®c leaving theserverandproxyasidefrom thatdueto ourexperiment.
In thesecondcase,we ran our testson sharedserversusedfor generalpurposecom-
puting.In bothcases,eachelementhada100Mbpsconnectionto theLAN. Therewere
threehopsbetweenthe client andserver, andbetweenthe client andproxy; thereare
two hopsfrom theproxy to theserver.

For all tests,thenumberof framespersecondfor bothencryptedandunencrypted
framesare provided. In video conferencingapplications,the numberof framessup-
portedpersecondis important:aminimumrateof 10 fps is requiredto obtaintolerable
videoandis typical in suchapplications,with 24fpsandhigherratesrequiredfor better
quality. In contrast,therateof updatesin thin-clientapplicationsis dependenton user
requestsandwill be sporadic.The framespersecondre�ects themaximumburst rate
supported.

We notethat it wasnot our intentionto build a robuststreamingvideoapplication
usingRTP which accountedfor delay, rateof transmissionandlost packets,but rather
we focuson theremotekeying anddecryptionwithin theGPU,anddeterminethere-
sultingoverhead.Therefore,TCPwasusedfor all communicationbetweentheentities.
Whentestingstreamingimagesover theLAN, it wasnecessaryfor theclient to signal
theserverwhenit wasreadyfor thenext frameto avoid synchronizationproblems.

At least99% of the delaywhendecryptingframeswith RC4, comparedto using
unencryptedimages,is due to the writing of the keystreambytes to the GPU. The
keystreamwaswritten to the GPU one row at a time. When the test is run with the
write eliminated(all otheroperationsfor thedecryptionarestill performed),theaver-
agetime is thesameasthatfor theunencryptedimages.Theactualcomputationof the
keystreamperframe,enablingthelogical operationof XOR in theGPUandswapping
of buffers takeslessthan1msfor the500x500frameson all clients.Whentestingthe
averagethin-clientdisplaysizeupdate(2,112pixels), the timesfor theencryptedup-



dateswerethesameasfor theunencryptedupdatesbecausethekeystreamrequiredonly
16writesto theGPU.In contrast,the320x240anda500x500pixel framesrequired240
and500writesperframe,respectively.

The limiting factorin theprocessingof the2,112-pixel updatesis the time for the
server to createtheupdate(readtheupdatefrom a®le in ourexperiment).To determine
the rateat which the client canprocess2,112-pixel updatesif creationof updatesis
not a limiting factor, an arraycontaining2,112pixels was storedin memoryon the
serverandrepeatedlysentto theclient.Theserverandclientwererunningon thesame
systemto eliminatenetwork delaysandbandwidthrestrictions.Theclient canprocess
over 500updatespersecondon eachof thethreeplatforms,indicatingthatdecryption
overheadandtheGPUarenot limiting factorsfor smallupdates.For largerupdatesin
thin-client applications,we do not consideran increaseddelay, e.g., when the entire
displaychanges,to beanissuesincesuchupdatesaretypically infrequentand,from a
humanfactorsperspective,arenoworsethanloadingof somewebpagesor openingof
applications.

WhensendingimagesoveraLAN, thedecreasedratefor the320x240and500x500
pixel framescomparedto thecasewhenall processeswereonthesamePCis dueto the
rateat which imagesaresentfrom the server to theclient beinglimited by the band-
width. Even if no bandwidthis consumedby protocols,a maximumof 16.66uncom-
pressed500x500RGB framescanbetransmittedpersecondona100Mbpsinterface.

To estimatethe time requiredfor computinga keystreamdesignedfor theGPUas
describedat theendof Section5, we loadedaninitial imagein theGPUandmeasured
thetimeto executeall of theOpenGLoperationsunderconsideration.After eachseries
of executions,the resultingimageis the keystreamandXORedwith the currenten-
cryptedframe.Theexecutionperframeis lessthen1ms, indicatingthatany differences
in thetime to processencryptedframesversusthetime to processunencryptedframes
will beimperceivable.

Thetime for the remotekeying is mainly dependenton the time to enterthepass-
wordor insertthesmartcardinto theproxy, andmaytakeup to a few secondsif apass-
word mustbeentered.Asidefrom this, thetime is dependenton theprotocolusedand
on the transportdelaybetweenthe entities.Using a public-key encryptionalgorithm,
generatingrandomnoncesandencryptingthesecretkey with AESaddedapproximately
two secondsto theprocessingin eachenvironment.

7 Other Considerations

7.1 Encryption at the Server and Client

Ourprototypefocusesonthesecuringof imagessentto theuntrustedclient.Webrie�y
mentionherethreeadditionalitems.The®rst two applydirectlyto theremoteclientand
video broadcastscenarioswhich we have beenconsidering.They concernencryption
of imageson the server andencryptionof userinput on the client. The third item is
anobservationon theencryptionof audio,andappliesto protectingtheaudioin video
broadcastsandremoteconferencingapplications.

First, in proposingto designa new streamcipher suitablefor executingwithin
GPUs,wemustensurethattheciphercanalsobeef®ciently implementedontheserver.



With respectto usinga new ciphersuitedfor GPUs,theserver canwrite imagesto its
own GPUfor encryptionbeforesendingthemto theclient. In videoconferencingap-
plications,theimagesbeingencryptedlikely appearon themonitorof thespeaker and
canbe encryptedin the GPU beforethe server sendsthe framesto the clientsof the
conference's otherparticipants.In thin-clientapplications,if theencryptionalgorithm
is suchthatit mustrunin aGPU,theservercanencrypttheupdateby writing theimage
to its GPUandreadingtheresult;otherwise,theserver canperformtheencryptionin
its operatingsystem.

Second,a completesystemmustincludeprotectionof any userinput on theclient
whichis sentto theserver. Theuserresponsesontheuntrustedclientposeaninteresting
problemin thatthey requirepreventinginput from thekeyboardandmousefrom being
availableto the untrustedOS.The user's inputsmustbe encryptedbeforethey reach
theclient's OSanduntil they reachtheserver. Onepotentialsolutionis to encryptthe
keyboardinputsinsidethekeyboarditself (e.g.,onthekeyboard'sUSBcontroller).This
canbe doneon a portablefolding keyboard(asis availablefor several PDA devices)
that connectsto USB. The mousemay be directly connectedto the keyboard(e.g.,
a TrackPointdevice, as is commonwith several laptops)or input may only be taken
from the keyboard.Anotheroption is to allow a user's PDA to be the keyboardand
communicateto theclient usingBluetooth.A pin canbeusedasthekey to thecipher
usedfor encryptingtheinputs.Thepin canbeof suf®cientlengthto thwartabruteforce
attack.Theservermayeitherchooseapin for theuser(displayingit securelyto theuser
usingour scheme),have theuserselecta pin from a keypaddisplayedon theGPUor
pre-establisha pin betweentheuserandserver.

If theserver selectsthepin, it merelysendsit asanencryptedimageto theclient's
GPU,whereit is decryptedandpresentedto theuser. Thepin canbea relatively small,
unpredictableareaof the image.An attacker or malwareattemptingto modify thepin
will at besthave accessto theencryptedimage.Theusercanselecta pin if theserver
displaysa keypadto theuservia theclient's GPU.Theuserwill selectcharactersfrom
the keypadby clicking on or enteringa seriesof squaresfrom the keypad,with the
coordinatesof the selectionssentto the server. Even thoughthe client's OS will see
the coordinatesof the user's selections(sincekeyboardandmouseinputsarenot yet
encrypted),it doesnothaveaccessto theunencryptedkeypad,makingthis information
uselessto anattacker. To avoid guessingattacksbasedon therelative locationsof the
mousepointer, thekeypadcon®gurationis changedevery time a digit is selected.If an
attackeror malwareon theclientattemptsto alterthecoordinatessentto theserver, the
alteredvaluesmaynot correspondto valid positionson thekeypad.Otherpossibilities
includetheuseof graphicalpasswords[16,44]andshoulder-sur®ng-resistantPIN-entry
methods[32], whichwe intendto investigatein futurework.

Finally, we notethat encryptinganddecryptingaudiowithin a digital signalpro-
cessor(DSP)is moreeasilyrealizedthanencryptionin a GPU.ProgrammableDSPs
exist which supporttypical byte-level operations[43], allowing for existing ciphersto
be implementedwithin the DSP. This will allow us to extendour conceptto include
audio.



7.2 Proxy Attacks

Our scheme,asdescribedthus far, is susceptibleto a proxy attack:sincethe proxy,
server, andclient areassumedto communicateover an untrustednetwork (which in-
cludesthe client's operatingsystem),it is possiblefor an attacker to performa man
in the middle attackusinganothersystem(which hasa GPU with a valid certi®cate)
to performthekey exchangewith theproxy device.Theencrypteddatastreamcanbe
displayedon theattacker's system(whoseGPUhasbeengiventhesessionkey by the
proxy),andthentransmittedto theuser's systemfor displaying.This attackis feasible
becausetheproxy cannotverify that theGPUit is communicatingwith resideson the
samesystemthat theuseris using.However, theattacker cannotextract theencrypted
imagefrom his GPU's frame-buffer andthuscannotrelayit to thetargetsystem,mak-
ing the attackobvious to the enduser. Anotherpossibility we intendto investigatein
thefutureis theuseof packetleashes[19] in thecontext of thecommunicationbetween
theproxyandtheGPU,althoughthiswould likely increasethecostof theGPUandthe
smartcardto unacceptablelevels.

7.3 Data Compression

Traditionally, remotedisplayandvideoconferencingsystemshave madeextensive use
of datacompressionin ordertomaximizenetworkutilizationandallow usein bandwidth-
limited environments.Sinceencrypteddatacannotbe compressed,a systemthat pro-
videssecureremoteaccessmustcompressits datatraf®c beforeencryptingit. Clearly,
thisapproachimposesalimitation in ourarchitecture:In orderto providedatacompres-
sion,theclient GPUmustbeableto uncompressdata.Uncompressingthedatawithin
theclient processwould exposeunencrypteddisplayupdatesto thehostoperatingsys-
tem.

A straightforward solution would be to add hardwaredecompressionabilities to
theGPU.This couldbe accomplishedby usingwidely availabledatadecodingchips,
suchasMPEGhardwaredecoders;indeed,severalDVD-readyGPUscontainsuchlogic
already. An alternative approach,in particularfor thin-client scenarios,would be to
tailor thedisplayprotocolandits compressionto useoperationsavailablein theGPU.
More recentthin-client systemshave proposedremotedisplayprotocolsthat employ
differenttypesof commandsandcompressionalgorithmsfor differentkindsof display
updates[37]. The advantageof this approachderives from the characteristicsof the
protocolcommandsthatprovideinherentcompression,negatingtheneedfor additional,
specializedcompressionalgorithms.For example,a commandthat instructstheclient
to ®ll a rectangularregionwith aparticularcolorconsumesvery little bandwidth,while
compressinga potentiallylargeregion of thescreen.Executionof sucha commandis
clearlywithin theoperationsavailablein existingGPUs.By appropriatelydesigningthe
remotedisplayprotocolto utilize similaroperations,webelieveit is possibleto improve
ourarchitectureto consumereasonablebandwidthwithout compromisingsecurity.

8 Conclusions

Weaddressthefeasibilityof decryptingimagesanddisplayswithin agraphicsprocess-
ing unit asa wayof combatingtherising threatof spyware.Ourprimaryinsight is that



a suitablymodi®edGPU canserve asa minimal trustedcomputingbasefor displays
in certaintypesof widely usedapplications,suchasvideo conferencingandremote
desktopdisplayaccess.The main mechanismin our schemeis decryptionof frames
exclusively insidetheGPU,without storingeitherthekey materialor theplaintext on
thesystem's mainmemory. Our techniquecanprotectagainstmany typesof spyware,
aswell asseveralattacksaimedat thehumaninterfacelayer[23].

We explainedwhy this schemecannotfully be realizeddueto currentlimitations
of GPUAPIs.We identi®edthreestraightforwardenhancementsto GPUAPIs thatcan
overcometheselimitations.With our prototype,we demonstratedthat the conceptis
feasiblefor thin-client applicationsand the video broadcastin conferencingapplica-
tions.Dueto theneedto generatethekeystreamin theclient,theoverheadis almosten-
tirely dueto writing thekeystreamto theGPUasit is computed.Designingakeystream
whichtakesadvantageof typicalgraphicsoperationsto movekeystreamgenerationen-
tirely insidetheGPUwill eliminatethis overhead.To further improve performancein
theseapplications,imagecompressionfacilitieswill needto beimplementedinsidethe
GPU,atrendwhichis alreadyoccurring.In addition,ournumbersshow thatfor typical
videoconferencingframeratesandwebbrowsingusingthin-clients,the lack of com-
pressionis not a bottleneckfor the performanceof the system.Futurework includes
creatinga streamcipherthatrunsentirelywithin a GPUandtakesadvantageof graph-
ics operations,developingprototypesthat fully integratethe conceptinto thin-client
applicationsandexpandingtheprototypeto includeencryptionwithin DSPs.
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Appendix A: OpenGL Pixel ProccessingPipeline

Thefollowing ®gureshowsthecomponentsof theOpenGLpipelinewhicharerelevant
to pixel processingwhenpixelsaretreatedas�oating point values.While GPUimple-
mentationsarenot requiredto adhereto thepipeline,it servesasageneralguidelinefor
how pixelsareprocessed.
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Fig.6. OpenGL Pixel ProcessingPipeline


