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Abstract. Softwarethatcovertly monitorsuseractions,alsoknowvn asspywae,
hasbecomea rst-le vel securitythreatdueto its ubiquity andthe dif culty of
detectingandremaoving it. Suchsoftwaremaybeinadwertentlyinstalledby auser
thatis casuallybrowsing the web, or may be purposelyinstalledby an attacler
or even the owner of a system.This is particularly problematicin the caseof
utility computing early manifestationef which arelnternetcafesandthin-client
computing.Traditionaltrustedcomputingapproachesffer a partial solutionto
this by signi cantly increasingthe size of the trustedcomputingbase(TCB) to
includethe operatingsystemandothersoftware.

We examinethe problemof protectinga useraccessingpeci ¢ servicesn such
anenvironment.We focuson securevideobroadcastandremotedesktopaccess
whenusingary corvenient,andoften untrustedterminalastwo exampleappli-
cations.We positthat, at leastfor suchapplicationsthe TCB canbe con ned to
asuitablymodi ed graphicsprocessinguinit (GPU). Speci cally, to preventspy-
wareon untrustectlientsfrom accessingheusers data,we restricttheboundary
of trustto the client's GPU by moving imagedecryptioninto GPUs.We usethe
GPU in orderto leverageexisting capabilitiesas opposedto designinga new
componenfrom scratch We discussthe applicability of GPU-basediecryption
in thesetwo samplescenariosandidentify the limitations of the currentgenera-
tion of GPUs.We proposestraightforvardmodi cationsto future GPUsthatwill
allow therealizationof thefull approach.

1 Intr oduction

Spywarehasbeenrecognizedasa majorthreatto userprivacy [9, 47]. Especiallywhen
combinedwith a large-scaledistribution mechanism(suchas a popularweb site or
application,or a computerworm), the potentialfor large-scalesecurityviolationsis
considerableOrganizationgncreasinglyspy on their employees' computeractiities
usingthe sametechnologyandpublic computerson Internetcafesare soriddled with
suchmablarethat only the mostfoolhardy of soulswould usethemfor ary sensitve
application.

Work on addressinghis problemhasfocusedeither on detectionof spyware ac-
tivity on a system[11,12,36] or building a trustedsystemfrom the bottom-up,using
a combinationof hardware support[5, 6,8,13,21,25,34,35,39,41,46,50], operating
systemextensiong10] andapplication-speci®togic [49]. While promising,theseap-
proachesffer only limited securityagainstan adversarythatlegitimately controlsthe
spyware-infectedsystem,or againstspyware that doesnot exhibit real-time actiity



(e.0., considera programthat simply takessnapshotef the systems screemasthe un-
suspectingiseris accessingomesensitve information). While images|Jik e ary data,
canbe sentencryptedover networks usingexisting protocolssuchasTLS andIPsec,
decryptionis performedby the operatingsystem creatingthe potentialfor the datato
be copiedby anuntrustectlient.

We proposeo usethesystens GraphicsProcessindJnit (GPU) astheonlytrusted
componenin our spywae-safesystenfor displays By usingGPUs,we leverageexist-
ing capabilitieswithin a systemasopposedo designingandaddinga new component
to protectinformationsentto remotedisplays.Speci®cally sensitve contentis directly
passedo the GPU in encryptedform. The GPU decryptsand displayssuchcontent
without ever storingthe plaintext in the system$ mainmemaoryor exposingit to theop-
eratingsystemthe CPU, or ary otherperipheralsWe usea remote-lkeying protocolto
securelycorvey thedecryptionkey(s) to the GPU,without exposingthemto theunder
lying systemWith this mechanisnasour basicblock, we canimplementapplications
suchassecurevideo broadcast®r remotedesktopdisplayaccesswvithout trustingthe
restof thesystemFurthermorepurdesignallows auserto securelyentera passverd or
PIN to aremotesystemwithoutrevealingit to any spywareandwithout requiringaddi-
tional hardware.Finally we describehow, by usinga suitablymodi®edUSB keyboard,
it is possibleto completelyprotectthe users communicationsvith aremotesener.

Our work is aninitial stepof which the main purposeis to proposethe concept
anddeterminghefeasibility of GPU-basedecryption We determinehat,with careful
design,currentGPUsallow for in-GPU imagedecryptionat ratessuf®cientto support
the exampleapplicationsWe alsoidentify several obstaclego fully implementingour
schemeon currentGPUs,mostly dueto the limitations of currentGPU APIs, suchas
OpenGL.Themostdif®cult aspecbf moving decryptioninto a GPUis the APl andthe
typesof operationsupportedvithin the GPU. While it is possibleto implementsome
symmetrickey cipherssuchasAES [3] in OpenGL theperformances poordueto the
numberandtypesof operationgequired,aswas demonstratedh [14]. Otherciphers
cannotbeimplementedo run entirelywithin GPUsusingcurrentAPls. As aresult,we
do notfocusonforcing anexisting symmetrickey cipherto ®t within aGPUin orderto
decryptthe data,but ratherimplementasmary operationsaspossiblewithin the GPU
andcon®netheremainingonesto a  programin orderto illustratethe conceptWe
currentlyuseRC4[38] for displayencryption.In the future, eithera ciphersuitedfor
GPUsand/oranimproved API for GPUsis required We have begunwork on a stream
cipher designedfor GPUsand include an estimateof the performanceWe identify
straightforvard additionsto future GPU designsthat will allow for the realizationof
our schemeaswell aspossibleintegrationof our schemeawith the TrustedComputing
Group's proposedarchitecture.

Theremaindeof thepapelis organizedasfollows.We giveanoverview of OpenGL
in Section2. We describeour motivationin Section3 andour prototypein Section4.
We discusghelimitations of GPUAPIs andhow theseimpactsour ability to remotely
key andimplementdecryptionin the GPU in Section5. In Section6 we presenta
preliminary performanceanalysisof our prototype.We discussadditionalitemsto be
consideredn Section7 andour conclusionsn Section8.



2 OpenGL and GPU Background

We provide a brief overview of aspectof OpenGLand GPUsrelevantto our experi-
ments.A basicknowledgeof the capabilitiesandlimitations of GPUsis necessaryo
understanaur proposedarchitectureandprototype.The two mostcommonAPIs for
GPUsareOpenGLandDirect3D (partof the Microsoft DirectX API). We useOpenGL
in orderto provide platform independencéin contrastto Microsoft's Direct3D). See
[27,48] for a completedescriptionof OpenGL.As we explain later, operationswhich
canbe performedin the GPU arelimited by the API. For the operationsrequiredof
our prototype,the samelimitations exist in both Direct3D and OpenGL.We choose
to avoid higherlevel languagesuilt on top of theseAPIs in orderto ensurethat spe-
ci®c OpenGLcommandsarebeingused.Examplesof suchlanguagesncludeCg[17]
(HLSL in DirectX) and,from morerecentresearchBrook (the BrookGPU[4]compiler
usesCg in additionto OpenGLand Direct3D). Higher level languagesio not allow
thedeveloperto specifywhich OpenGLcommandsreutilized whentherearemultiple
ways of implementinga function via OpenGLcommandsand do not even guarantee
theoperationswill betransformednto OpenGLcommandsut insteadmaytransform
it into code.For example,codein ahigherlevel languagehat XORstwo byteswill
likely be transformednto codeexecutedn the operatingsystemratherthancorverted
into OpenGLcommandghatcorvertsthe bytesto pixelsandXORspixels.

Our prototyperequiresthe displaybe setto 32-bit pixels. A dataformatindicating
suchitemsasnumberof bits per pixel andthe orderingof color componentspeci®es
how the GPU interpretsandpacks/unpackghe bits whenreadingdatato andfrom sys-
temmemory The dataformat may indicatethatthe pixelsareto be treatedas oating
pointnumberscolorindices,or stencilindices.Whenusingthe oating pointrepresen-
tation andreadingdatafrom systemmemory the datais unpacled and corvertedinto

oating pointvaluesin the range . Luminance scalingandbias(all of which we
do notusein the prototype)areappliedper color componentThe next stepis to apply
the color map,which we describdaterin moredetail. The valuesof the color compo-
nentsarethenclampedo bewithin therange . Figure6 in AppendixA shovsthe
component®f the OpenGLpipelinethatarerelevantto pixel processingvhenpixels
aretreatedas oating pointvalues.

The OpenGLcommandsn our implementationgonsistof writing bytesfrom the
systemmemoryto the GPU aspixels with eithera color mapor the logical operation
of XOR turnedon. Thelogical operationof XOR produces bitwise-XORbetweerthe
pixel beingreadin andthepixel currentlyin thedestinationwith theresultbeingwrit-
tento thedestinationThisis usedto applya keystreanto theimage .Whendecrypting
animage,it is necessaryo disableditheringto preventpixelsfrom beingaveragedvith
their neighboravhentheimageis readinto the GPU.Color mappingis oneof theslow-
estoperationgo perform[48]; however, we useit only for the decryptionfunction of
theasymmetricipherusedto sendasecrekey to the GPU.A color mapis appliedto a
particularcomponenbf apixel whenthe pixelis copiedfrom onecoordinateto another

! Whenusing 32 bit pixels, 1 byte is typically dedicatedo eachof the Red, Green,Blue and
Alpha componentsA formatwith 10 bits for eachof the Red, Greenand Blue components
and2 bits for the Alpha componentnayalsobe supportedy the GPU.



or whenbytesarereadin from systemmemoryto be corvertedto pixelsin the GPU.
A color mapcanbeenabledndividually for eachof the RGBA componentsThecolor
mapis astatictableof oating pointnumberdetweerD andl. Internalto the GPU,the
value of the pixel componenbeingmappeds corvertedto aninteger valuewhich is
usedastheindex into thetableandthe pixel components replacedvith thevaluefrom
thetable.For example jf thetableconsistf 256entriesasin ourimplementationand
we apply the mapto the red componenbf a pixel, we treatthe 8 bits of theredvalue
asanintegerbetweerD and255,andupdatetheredvaluewith thecorrespondingntry
from thetable.

OpenGLrequiressupportfor at leasta front buffer (imageis visible) anda back
buffer (imageis notvisible) but doesnotrequiresupportfor the Alpha pixel component
in the backbuffer. This limits usto threebytesperpixel (the Red,Green Blue compo-
nents)whenperformingoperationsn thebackbuffer. It is worth mentioningthatwhile
a 32 bit pixel formatis usedthe 32 bits cannotbe operaten asa single 32 bit value,
but ratheris interpretedn termsof pixel componentskFor example,it is not possible
to addor multiply two 32 bit integersby representinghemaspixels.In general, bit
pixelscannotbe usedto operateon bit integers.

Dueto limitationsof currentAPIs, algorithmsperformingcertainbyte andbit-level
operationarenotsuitablefor GPUs.While simplelogical operationcanbeperformed
ef®ciently in GPUson large numbersof bytes,the byte and bit-level operationgypi-
cally foundin symmetrickey ciphers suchasshiftsandrotatesarenotavailablevia the
APIsto GPUs.Modulararithmeticoperationswhich arerequiredby AES, arealsonot
available(we notethatit is possibleto implementAES asa seriesof copieswith color
mapsandlogical operationenabled14]). While shiftsandrotatescanbeperformedon
single bytesby de®ningcolor mapsandusing multiple copy commandsshifts across
multiple bytesandtablelookupsbasedon speci®chits, prove to be moredif®cult. For
example,thereis no straightforvardway to implementin OpenGLthe datadependent
rotationsfoundin RC6[30] andMARS [15]. Also considerthe DES S-Boxes[2]. The
index into the S-Boxis basednkey bits XORedwith databits. Masksof pixelscopied
ontothe datacanbe usedto “extract” the desiredbits, but to merely XOR thekey bits
with databits requirescopying the pixel containingthe desiredkey bits ontothe pixel
containingthemaskwith XOR turnedon, doingthe samefor the datapixel, thencopy-
ing the two resultingpixels to the sameposition. Color mapsarerequiredto emulate
theS-Box.Overall,evenwhenit maybetechnicallypossibleto implementasymmetric
key cipherin OpenGL,alargernumberof lessef®cientoperationsarerequiredthanin
a implementation.

WhenusingOpenGLfor graphicgprogrammingthe morecommonaspect®of ver
tex processing@reutilized. Shapesrede®nedassetsof verticeswith colorsor textures
applied.In additionto de®ningthe basicimage,variousparametergsuchasthe view-
point, projection,lighting, fog and orientation)canbe set. Rotationsand translations
canbe appliedto shapego producemavement.lt is thesetypical aspectf graphics
processindghatareof interestwhencreatinga streanciphersuitablefor aGPU.Recent
GPUsoffer programmableertex andfragmentunits. However, thesenew capabilities
applyonly to vertex processinganddo not remove ary of thelimitations encountered
whentrying to implementcipherswithin a GPU.



3 Motivation

Applicationsto which our work is relevantincluderemotedesktopqa thin-clientsce-
nario) andvideo conferencinglisplays.In athin-clientscenariothe client connectso
a sener which ful®lls all of the client's computingneeds[26]. Sinceall application
logic is executedin the sener, the clientis completelystatelessand doeslittle more
than display updatessentby the sener and forward local userinput events.Current
thin-clientsystemsrovide securesessiondy encryptingthedisplayprotocolbeforeit
is transferredbver the network. However, in scenariosvherethe client terminalis un-
trusted suchaspublic computersit maynot be desirablefor the hostoperatingsystem
to have accesgo the unencryptedisplay updatesFor example,considerthe system
presentedby Koller etal[22]. In this case accesgso sensitve 3D datawascontrolledby
manipulatingthe contentsentto the remotedisplayclient. However, sincethe display
dataon the client could not be secureda numberof additionalmechanism$adto be
devisedto preventthe actualclientapplicationfrom beingusedasanattacktool onthe
systemOntheotherhand,if thedisplayis only in decryptedorm within the GPU,we
only needto block readsof the currentdisplayby otherapplications.

In videoconferencingwe wish to preventclientsfrom copying the conferencalis-
plays.How to securevideorecordedat the clientandaudiois beyondthe scopeof this
paper althoughthe conceptwe demonstratevith GPUscan also be appliedto digi-
tal camerasanddigital signalprocessorsWhile thereare existing digital rights man-
agemen{DRM) architecturegimedat preventingunauthorizeccopying of video, the
imagesarestill decryptedwithin the remoteanduntrustedOS.DRM includeshow to
manageheusageandtradeof material[29] andmustprotectagainsbothunauthorized
accessandunauthorizeccopying. An exampleis Microsoft's Windows Media Player
DRM 9 Serieswhichincludesthe capabilityof authenticatingindremotely-leying the
mediaplayer[1]. Theimagesaredecryptedwithin the operatingsystemby the media
playerthensentto the GPU. This architectures securitydependson usinga speci®c
closed-sourcenediaplayerandno programbeingableto accesshe memoryutilized
whendecryptingthe data.Alternative modelsof usingtrustedGPUshave beenconsid-
ered[7], but nonehasbeenimplementedo our knowledge.The TrustedComputing
Group's scopeincludesuntrustedclientsbut its proposedarchitectureutilizes distinct
trustedplatformmoduleq TPMs),which maybehardwareor software,to addressnul-
tiple needsandprovide agenericsolution[45]. For graphicalapplicationspurapproach
canbe consideredsanalternatve thatavoids specializedsystemcomponentsor asa
companiorto TPMs. In particular onepossibilityis for the TPM to handlekey negoti-
ationwith the remotesener, andthenprovide the sessiorkey to the GPU. We should
notethatsimilar concernsarisewhenhandlingvoicetraf®c, asnotedin [47].

Our main goal in moving decryptionof graphicsinto the GPU is to prevent the
underlyingoperatingsystemor othersoftwarefrom gainingaccesgo the unencrypted
data.Speci®cally we considermalacioussoftware running on the client's operating
systemwhich attemptsto reador modify displaysandresponsesransmittedbetween
thesenerandtheclient. We do notaddressnodi®cationgo theclient's hardware,such
asalteringof the GPU.Furthermoresecurityof theclient's surroundingge.g, acamera
recordingtheclient's display)is a separat@roblemoutsidethe scopeof our work.



4 Prototype
4.1 Architecture

Figurel depictsour overall architectureA senerencryptshe dataandsendst to the
client. The dataremainsencrypteduntil it entersthe GPU whereit is decryptedand
displayed.The GPU's buffer is lockedto preventthe displayfrom beingreadby other
processesr the operatingsystemgeffectively turningthe framebuffer into awrite-only
memory The decryptionis performedvia software running on the client's operating
systemwhichissuecommandso the GPU (asopposedo acompiledprogramexisting
andexecutingentirelywithin theGPU'smemory) with theoperationgerformedwithin
the GPU. This softwaredoesnot have accesdo the keys anddatacontainednsidethe
GPU;rather it speci®eghetransformationgi.e., decryptionsstepsthatthe GPUmust
undertale. Ideally, ary intermediatedataproducedby the decryptionprogram,suchas
the keystream are con®nedto the GPU. We explain in Section5 why this is currently
not possibledueto the GPU's API.

Program on client issues
OpenGL commands to GPU
to generate key stream.

Client i
Encrypted images/display updates GPU

framebuffer <
Establish secure session, servgr

transmits secret key to proxy. ] certificate
Client transmit<&GPU’s
certificate to proxy.
Proxy sends secret key
g to GPU.
Proxy f@
(card reader)T

Insertsmartcard

Server
Images or
display update|

Keystream
generation

secret key(s|

Fig. 1. Architecture for RemotelyKeyed Decryption in the GPU

The decryptionkey changen a persessiorandapplicationbasis(andmay even
changewithin a session)Thus,the key mustbe corveyedto the GPUin amannetthat
preventstheclient's operatingsystenfrom gainingaccesso it. Onewayto achievethis
is to remotelykey the GPUanddecryptthekey therein.Thekey is usedto generatehe
keystreamdirectly within the GPU, exposingneitherthe key nor the keystreamto the
OS. The decryptionof the key andgeneratiorof the keystreamcanbe performedin a
non-visiblebuffer (backbuffer) on the GPU,to avoid visually displayingthe key and
key streamReadingheencryptedmageinto thebackbuffer with thelogical operation
of XOR enabledesultsin theimagebeingdecrypted Theresultis thenswappedo the
front buffer to displaythe decryptedmageto theuser Noneof theseoperationsequire
usto copy theimage(plaintext) to the systems mainmemory

Thereare a few possibilitiesfor how the entitiesinvolved are authenticatecand
how the key is sentto the GPU, dependingon which componentaretrusted.ln each



caseijt is assumedhatthe GPUcontainsapre-installeccerti®cateandprivatekey. The
certi®catemaybeissuedy themanugcturemndhardwiredn theGPU.Anotheroption
is to allow writing the certi®cateto the GPU undercircumstances/hentheclient's OS
is trusted,suchaswhenthe GPU is ®rst beinginstalledon a newly con®guredclient.
The®rstandsimplestoptionfor authenticatiortoversthe casewhenthesener sending
the imagesis trustedand thereis no needto verify the personviewing the images
(i.e., it is assumedhat the fact the viewer was ableto startthe processon the client
indicatesit is safeto sendthe images)and/orthe sener is capableof authenticating
GPU basedon its certi®cate.The sener, eitherby establishinga sessiorkey with the
GPU or usingthe GPU's public key, encryptsthe secretkey andsendsit to the GPU
via theclient. Thesecondmoregenerakcenarioalsoassumetheseneris trustedbut
requiresveri®cationof the userviewing the imagesthrougha proxy entity, suchasa
smartcardeaderTheuserwill activatetheproxy by insertinga cardinto thesmartcard
readerattachedo the untrustedsystem.The proxy will then establishsessionswith
boththesenerandremotesystemwith the GPU.Thesenerwill cornvey thesecrekey
to the GPUvia the proxy, asshovn in Figure2. The procesf corvertingthekey from
being encryptedundersener-proxy sessiorkey to beingencryptedunderthe proxy-
GPU sessiorkey requiresthat the key be exposedonly on the smartcard The proxy
and the GPU treat the underlying system,including the OS, as part of the network
connectinghemto eachotherandthe sener, andthatthelinks betweertheseentities
denotelogical connectionsA third scenarioassumeghat neitherthe sener nor the
clientOSaretrusted Whentheimagesareencryptedtheencryptionkey is recordecn
asmartcardTheencryptedmagescanthenbestoredonary sener. Thisscenaridas not
applicableto therealtime applicationsn which we areinterestedTo view theimages
on an untrustedsystem the smartcards insertedinto a cardreader(the proxy) or the
key canbe manuallyrecordedandenterednto the proxy. The proxy, usingthe GPU's
public key, encryptsthe secretkey andsendsit to the GPU via the client. The proxy
doesnot have to becollocatedwith theclient, but only hasto be capableof exchanging
informationwith theclient.In all casesif asecrekey only worksfor blocks(suchas

frames)of data,the remotekeying will occurasneededo provide the key for each
datasggment.

The protocolsusedfor the remotekeying are not new. Referto [18] and[24] for

a discussioron authenticatiorusingsmartcardsThe novel componenbf our work is
implementingonein a mannerthat avoids exposingthe secretkey outsidethe GPU.
Any protocolusedfor the remotekeying requiresutilizing an asymmetricencryption
algorithmto eitherencryptthe secretkey directly with the GPU's public key or to es-
tablisha sessiorkey whichis thenusedto encryptthe secrekey whensendingt to the
GPU.Obstaclesrisedueto thelack of supporin GPUAPIsfor theoperationgequired
for public key ciphers,suchasmodulararithmeticfor large integers,asmentionedn
Section2. Furthermorethe GPU's certi®catemustbe placedin the GPU without ex-
posingthe privatekey to the operatingsystemWe discussthe limitations of the GPU
in regardsto public key cryptographywhendescribingour prototype.

4.2 Implementation

To determinethe feasibility of our schemewe implementedhe generalscenariowith
threeentities:a sener, a proxy andthe client. We usea streamcipher RC4,to encrypt



theimagegasopposedo ablock cipher)becaus®f therateof encryptionrequiredfor
streamingrideo.Theprototypemplementedismary operationgspossibldn theGPU
via OpenGL with theremainingoperationsestrictedoa programandwhichwould
be movedinto the GPUwith animproved APl aswe discussin Section5. Speci®cally
computationof the keystreamcannotbe ef®ciently implementedentirely in OpenGL
for a ciphersuchasRC4. In our descriptionof the prototype,we usethe following
notation:

- is the setof secretkeys usedto encryptthedata. encryptsthe
subsetof data.Thesekeys may be individually pre-determinedor computed
througha masterkey usinga pseudo-randorfunction (PRF).
— A frame refersto one frame of video or one display update,dependingon the
application.
— Releying refersto obtainingthe next . The interval at which rekeying occurs
depend®n eitherthe numberof framesdisplayedor the elapsedime.
is the numberof framesor requestsfterwhich rekeying is required.
is theamountof time beforerekeying is required.
- thesessiorkey usedfor communicatiorbetweerthe senerandproxy.
- the GPU's public RSA key component.
- the GPU's privateRSA key component.
the GPU's RSAmodulus.

Figure? illustratesthe stepsfor the remotekeying anddecryptionof imagesin our
prototype A certi®catecontaininga RSA [33] key is storedin the GPU's memory For
our prototype,a programon the clientusesOpenGLto write the certi®cateto the GPU
then deletesit from the operatingsystems memoryto simulatehaving a certi®cate
within the GPU. Enteringa certi®cateinto the GPU in this mannerrequiresthat the
processdemonitoredto ensureghatno programon theclientgainsaccesgo the private
key componenbf the RSA key while it is beingwritten to the GPU. The certi®cate
includesa public parametercontainingan indicationthat the device is a GPU.When
the applicationis startedthe client's OSreadsthe public informationfrom the GPU's
certi®cateandsendsit in arequesto the proxy. The proxy, which requiresactivation
eitherby enteringa one-timepassverd or insertinga smartcardauthenticatethe GPU
basedntheinformationencodedn its certi®cate.

The client also sendsa connectionrequestto the sener. The sener contactsthe
proxy and a securesessionis establisheetweenthem. This can be accomplished
usingary protocoldesignedor securesessiorestablishmentA singlesessiorkey may
beusedfor theentiresessionor thesessiorkey canbechangedgeriodically depending
ontheprotocol.In ourprototype theproxy authenticatethesenerbasednthelatter's
certi®cate,and usesa single sessiorkey, . When contactingthe proxy, the sener
sendsarandomnonceandits certi®catecontainingits public key for RSA. The proxy
generates randomnonce,encryptsit with the sener's public key andsendsit to the
sener. The sener and proxy both concatenatéhe two noncesand usea hashof the
resultas . Thesenersends encryptedwith AES usingkey  to the proxy. The
proxydecrypts , encryptst with the GPU's public key andforwardstheresult,
mod , to theclient. The client issuesthe OpenGLcommandto turn color mapping
on then writes the value receved from the proxy to a speci®cpixel locationin the
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Fig. 2. Remotely Keyed Decryption in GPU Protocol Shown: logical links (i.e., the proxy
communicateswith the sewer thr oughthe client).

GPU.Thecolor mapcorrespond$o mod , where isthevaluebeingwritten,
andresultsin decryptingthe valuefrom the proxy to obtain . The write operation
is performedto the GPU's backbuffer to avoid visually exposingthe resultingpixels
(andanng theuserwith unnecessarinterference)As we explain later, we usea series
of one-bytevaluesfor each . Theresultingpixels are usedasthe key to the stream
cipher

Theclientthensignalsto the senerthatit is readyto receve dataor, for thin-client
applicationsmakesarequesto updateadisplay Thesenersendgheencryptediatato
theclient.ldeally, the GPUcomputeghekeystreamwriting theresultingbytesdirectly
to the GPU's back buffer. As explainedin Section5, whenusingRC4some code
is usedto represenbperationghatwill be performedin the GPUif improvementsare
madeto the GPUsAPI. The client issuesthe OpenGLcommandto turn the logical
operationof XOR on in the GPU, then writes the datareceved to the back buffer.
Theresultis the dataXORedwith the keystream.The buffersarethenswappedsothe
unencryptedmageappear®n thedisplay It is commonpracticeto createanimagein
the backbuffer thenswap it to the front buffer in orderto createa smoothtransition
betweenframes.After framesor time, the client mustsignalto the sener that it
needghenext secrekey, , whichis corveyedvia the proxy asbefore.

Our prototypeusesimagesencodedwith 24 bits per pixel using 8 bits for each
of the Red, Greenand Blue componentsNo Alpha componenis encodedsincethe
imageis written to the backbuffer (which may not supportthe Alpha component}o
be decrypted.The pixel formatis a parameteusedby certainOpenGLcommands,
suchasthe Draw commandor writing datato the GPU,andcaneasilybe changedo
accommodatetherpixel formats.



5 DesignDecisions

We now discusssomeof our designandimplementatiordecisionghatwereguidedby
the constraintf existing GPUs.We ®rst describethe limitations on programminga
GPUto performgenerakeying anddecryptionoperationsandthendiscusghe current
inability to provide datacompression.

Aswe mentionedn Section2, GPUsarenotdesignedo performgenerakrithmetic
and byte-level operationsThereare no APl commandgor commonoperationssuch
asaddition,multiplication, shifts androtates.Someoperationscanbe performedby a
sequencef othercommandsaindercertaincircumstancessuchaslimiting valuesto a
single byte andreadingintermediateresultsfrom the GPU to the operatingsystemto
allow the resultto be a parametein a subsequentommandWe describehow these
limitations impact the ability to remotelykey the GPU and decryptdatawithin the
GPU, andthe workaroundswe usedto createour prototype.We concludethat three
enhancement® OpenGLarenecessaryo fully realizeour architectureFirst,ameans
of performingmodular multiplication on valuesof magnitudetypical of thoseused
for public key ciphersis requiredto securelyimplementthe remotekeying. Second,
a mechanisnfor usingthe contentsof a pixel (or pixel componentasa parameteto
an OpenGLcommandwithout ®rst readingthe pixel valuefrom the GPU is required
for theremotekeying andkeystreamgenerationThird, the ability to performmodular
arithmeticusing valueslessthan 256 directly (this cancurrentlyby doneusing color
maps)is desirableto ef®ciently implementcertain ciphers,suchas RC4, within the
GPU.

5.1 RemoteKeying

Thelack of modulararithmeticandlimitations on therangeof valuesin GPUsimpacts
the implementationof the asymmetriccipher usedin the remotekeying. The proxy
conveysthesecrekeysto the GPUvia the client's OSusinganasymmetridey cipher
Sinceexisting public-key algorithmsrequireexponentiatiorand/ormodulararithmetic,
theoperationgequiredcannotoe emulatedn the GPUwith existing APls, exceptwhen
trivially smallvaluesare used,or whenthe valuesinvolved canbe viewed asa series
of 8 bits values.For example,the exponentsandmodulusin RSA musteach®t within
8 bits, makingthem entirely unsuitablefor a securityapplication.The remotekeying
of the GPU requiresonly thatthe GPU be ableto performthe decryptionfunction of
the asymmetricalgorithm.We notethat unlessthe proxy and GPU sharea secretkey
in advance ary protocolusedto exchanganformation,whetherby merelyhaving the
proxy encryptinformationwith the GPU's public key or by establishinga sessiorkey
betweerthem,requiresuseof anasymmetricipher

We consideredwo optionsfor our prototype.First, similar to what was donefor
RC4 theoperationganbeimplementedn codeto represenafunctionthatshouldbe
in the GPU.Secondrestrictionscanbeimposedon thesizeof theasymmetricipher's
componentgo allow it to beimplementedo runin the GPU. However, in the caseof
RSAthisrequireshatplaintext andciphertext eachberestrictedo ®t in within asingle
byte, thusrequiringthe modulusand exponentsalso each®t within a single byte and
resultingin key component$oo smallto be secure sincean exhaustie searchfor the



privatekey anddatais easilyperformedIn orderto illustratethe conceptof decryption
usingpublic key cryptographywithin the GPU, we used“toy” valueslessthan256in
the prototypefor the privateexponent public exponentandmodulus We useda series
of 8-bit valuesto representhedata,in our casethe secretkey for RC4, encryptedwith
RSA. Eachis encryptedwith mini-RSA by the proxy andsentto the GPU.Whenusing
RC4 asthe keystreamgeneratorup to 256 single-bytevaluescanbe in the seriesfor
RC4's secretkey.

A third possibility that we intendto explore in future work is the integrationof a
decryptingGPUwith atrustedplatformmodule(TPM) suchastheoneproposedy the
TrustedComputingGroup.This chip could handlecerti®catestorageandhandling,as
well a remoteattestatiorandkey negotation.Our GPU canthenhandleimagedecryp-
tion usingthe TPM-negotiatedsessiorkey.

5.2 Decryption of Data in the GPU

To decrypttheimagesecevedfrom the sener, the GPU on the client mustrun a sym-
metrickey cipher;aswe describedgreviously, we usea streancipher We considetwo
optionsfor the streamcipher: usingan existing streamcipheranddesigninga stream
ciphersuitablefor a GPU. With respectto running an existing cipherwithin a GPU,
operationgypically foundin symmetrickey ciphersmale this infeasibleeitherdueto
thenatureandnumberof OpenGLcommandsequiredto emulateheoperationor due
to the infeasibility to corvert the operationgo executewithin the GPU given limita-
tionsof the API. All thecommonstreanmcipherssuchasLILI [40], RC4,SEAL [28],
SOBER[31], andSNOW [42], areunsuitablefor implementatiorin a GPU.We chose
to useRC4becausdt is possibleto implementusingOpenGL thoughnotpracticaldue
to the speci®cOpenGLcommandsequiredresultingin poor performanceThe useof
irregularly clocked feedbackshift registersin LILI and SOBER,and 32-bit wordsin
SNOW andSEAL, amongotheroperationsuchas9-bit rotationsin SEAL, makethese
eitherlessattractive thanimplementingRC4 or impossibleto implementin OpenGL.
Theoperationgn RC4 consistentirely of addingtwo bytes,modulo256 andswap-
ping two bytes.Thus,the only operationrequiredof RC4 which is lackingin a GPU
is modulararithmetic.Sincethe modulusis 256, all valuescanbe representedy sin-
gle bytesandcanbe storedasindividual pixel componentsGiventwo integers, in
the range[0,255], mod canbe computedusinga color map. This requires
knowing either or in adwvanceto determinewhich color mapto activate.For each
integer, , in the range[0,255], createa color mapwherethe  entry corresponds
to mod . To compute mod , is storedasa pixel componentthe
color mapfor s activated,thenthe pixel containing is copiedto a new location.
Theresultwrittento the new locationwill bethe  entryof the colormap.Thisposes
two problemsFirst, while OpenGLis used the commando activatea color mapmust
beissuedby a programrunningon the operatingsystemrequiring to be exposedto
the operatingsystemWhile this doesnot exposethe keystreamto the OS, it doespro-
vide partialinformationto the operatingsystemwhich may be helpful in determining
keystreamvalues.Secondthe copying of pixels betweerlocationsin the buffer is one
of the slowestoperationsvithin GPUs.In additionto the copy neededo computethe
sum,copiesareneededo updatethe indicesandmove bytesinto the appropriatepixel



component@ndlocations.As a result,implementingRC4in OpenGLis not a practi-
cal option. Therefore we optedto implementthe keystreamgeneratoof RC4in  to

represena functionthatwill eventuallybe movedinto the GPU. The keystreambytes
arewritten to the GPU asthey arecomputedThis requiresthe  function computing
thekeystreanto readthe secrekey from the GPU.We initially wroteeachbyte of out-
put from RC4directly to the GPU asit wasgeneratedHowever, the numberof writes
required(750,000for a 500x500image)resultedn poorperformanceWe changedur
prototypeto computethe keystreambytesfor an entirerow of pixels beforewriting

themto the GPU, reducingthe numberof writes to the heightof the imagewith the
tradeof thata segmentof the keystreams temporarilystoredin the operatingsystems
memory

Dueto theinability to ef®ciently generatea keystreamwithin a GPU by usingan
existing streancipher, we areinvestigatingdesigninga streancipherutilizing graphics
operationsfor which GPUs are designedWe brie y describethe concepthere.By
mappinga texture exhibiting suf®cientrandomnes$o a continuouslymorphingimage
while changingcertainvariables suchasviewpoint andlighting, andextractingpixels
from the image,a keystreamis generatedThe keystreamis never within the client's
memoryin this case.We experimentwith an initial versionin orderto estimatethe
time to computethe keystreamywith the resultsshovn in Section6. We point out that
while creationof a new streamciphersuitablefor currentGPUsis feasible(andin fact
may have wider applicabilitythanour applications)the sameis nottrue for public-key
ciphers sincethiswould requiredevising a new one-way functionthatdoesnotrequire
exponentiatiorandmodulararithmeticon numberdargerthanasinglebyte.

While theproposedpproaciprotectshesecreg of theimagessentto theuntrusted
system the integrity of theseimagesis not protected.This could allow an attacler to
changepartsof theimage,althoughthis would beimmediatelydetectabldy the user
asit would producecorruptoutputon the screen(sincethe attacler doesnot know the
sessiorkey). Adding a messagauthenticatiorcode(MAC) to our schemds not cur-
rently feasible asthe computatiormodelof modernGPUsdoesnot ef®ciently support
secureMAC constructs.

6 Experiments

To determinghefeasibility of ourarchitecturewe conductedwo setsof experimentgo
measuréheability of currentGPUsto sustaindecryptionratescompatiblewith our ex-
ampleapplicationsWe usedOpenGLasthe API to thegraphicscarddriver. We did not
useary vendorspeci®cOpenGLextensionsmakingour prototypeGPU-independent.
We usedGLUT to openthedisplaywindow. Theonly requirements thatthe GPUmust
support32-bit “true color” mode,astheroutinefor decryptingthe secretkey requires
representingpytesin a single-pixel componentThe codefor the client consistsof
OpenGLand GLUT, compiledusing Visual C++ version6.0. The processegor the
senerandproxy arewrittenin JAVA, usingversion1.4.2 03 with the JAVA Cryptogra-
phy Extension.

The experimentautilized threedifferentclientsin orderto testdifferentGPUs.The
ernvironmentsvereselectedo represeng fairly currentcomputingervironment,a lap-



top anda low-endGPU. In all casesthe displaywassetto use32-bit true color with
full hardwareaccelerationTheclientsare:

1. A PentiumlV 1.8 GHz PC with 256KB RAM and an Nvidia GeForce3Ti200
graphicscardwith 64MB of memory runningMS Windows XP. The GPU driver
usesOpenGLversionl.4.0.

2. A PentiumCentrinol.3GHzlaptopwith 256KBRAM andanATI Mobility Radeon
7500graphicscardwith 32MB of memory running MS Windows XP. The GPU
driverusesOpenGLversionl.3.425.

3. A Pentiumlll 800 Mhz PCwith 256KB RAM andan Nvidia TNT32 M64 graph-
ics cardwith 32MB of memory running MS Windows 98. The GPU driver uses
OpenGLversionl1.4.0.

We simulatedstreamingrideoapplicationssuchasNetMeeting py sendingastream
of imagesfrom the sener to the client. We testedwith frame sizesof 320x240and
500x500pixels. The frameswereencryptedandstoredin individual ®les on the sener
prior to startingtheapplication A smallnumberof uniqueframeswerecreatecandthe
sener repeatedlcycledthroughthe set. To measurehin-clientperformancewe used
the averageupdatesizeof 2,112pixels (a 16x132pixel area).The averageis from the
distribution of updatesizesin thestandard-Bench[20] webbenchmarKor thin-clients.
Theupdatesizesin i-Benchrangefrom 1x1 areago 1,007x622areaq626,354pixels).
All testsusedimagesencodedas24-bit RGB pixels, with 8-bits percolor component.
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Fig. 3. All Entities on a Single System

For eachimagesize two typesof testswererun. The®rst setof testsdeterminedhe
delaydueto the additionalcomputatiomneededor the remotekeying anddecryption,
comparedo sendingunencryptedmagesin theseests all threeentities(sener, proxy;,
andGPU)wererun onthesamePCor laptop.Eachof thethreeclientswastested.The
resultsof the ®rst setof testsareshovn in Figure3.
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The secondsetof testsinvolvedrunningeachentity on separatesystemonaLAN
to determinethe overall performancevhenthe dataarrival rate wasimpactedby net-
work delay The ®rst client with the Nvidia GeForce3GPU was usedfor thesetests.
Figures4 and5 shaw the resultsof theseexperiments.Two testswererun usingtwo
differentLANSs. In onecasethesenerandproxy werededicatedo the experimentand
therewasno traf®c leaving the sener andproxy asidefrom thatdueto our experiment.
In the secondcase we ran our testson sharedsenersusedfor generalpurposecom-
puting.In bothcaseseachelementada 100Mbpsconnectiorto the LAN. Therewere
threehopsbetweenthe client and sener, and betweenthe client and proxy; thereare
two hopsfrom the proxy to thesener.

For all tests,the numberof framesper secondor both encryptedandunencrypted
framesare provided. In video conferencingapplicationsthe numberof framessup-
portedperseconds important:a minimumrateof 10fpsis requiredto obtaintolerable
videoandis typicalin suchapplicationswith 24 fpsandhigherratesrequiredfor better
quality. In contrasttherate of updatesn thin-clientapplicationss dependenbn user
requestandwill be sporadic.The framesperseconde ects the maximumburstrate
supported.

We notethatit wasnot our intentionto build a robuststreamingvideo application
usingRTP which accountedor delay rateof transmissiorandlost paclets,but rather
we focuson the remotekeying anddecryptionwithin the GPU,anddeterminethe re-
sultingoverheadTherefore,TCPwasusedfor all communicatiorbetweertheentities.
Whentestingstreamingmagesover the LAN, it wasnecessaryor the clientto signal
thesenerwhenit wasreadyfor the next frameto avoid synchronizatiorproblems.

At least99% of the delaywhendecryptingframeswith RC4, comparedo using
unencryptedmages,is due to the writing of the keystreambytesto the GPU. The
keystreamwas written to the GPU onerow at a time. Whenthe testis run with the
write eliminated(all otheroperationgor the decryptionarestill performed)the aver
agetime is the sameasthatfor theunencryptedmages.The actualcomputatiorof the
keystreamperframe,enablingthelogical operationof XOR in the GPU andswapping
of bufferstakeslessthan 1msfor the 500x500frameson all clients.Whentestingthe
averagethin-clientdisplay size update(2,112pixels), the timesfor the encryptedup-



datesverethesameasfor theunencryptedipdatebecauseéhekeystreanrequiredonly
16 writesto theGPU.In contrastthe 320x240anda500x50(ixel framesrequired240
and500writes perframe,respectiely.

Thelimiting factorin the processingf the 2,112-pixel updatess thetime for the
senerto createheupdate(readthe updatefrom a®le in our experiment).To determine
the rate at which the client can process?,112-piel updatesf creationof updatess
not a limiting factor an array containing2,112 pixels was storedin memoryon the
senerandrepeatedlysentto theclient. Thesenerandclientwererunningonthesame
systemto eliminatenetwork delaysandbandwidthrestrictions.The client canprocess
over 500 updategpersecondon eachof the threeplatforms,indicatingthatdecryption
overheadandthe GPUarenot limiting factorsfor smallupdatesFor larger updatesn
thin-client applicationswe do not consideran increaseddelay e.g., whenthe entire
displaychangesto be anissuesincesuchupdatesaretypically infrequentand,from a
humanfactorsperspectie,areno worsethanloadingof somewebpagesor openingof
applications.

WhensendingmagesoveraLAN, thedecreasedatefor the 320x240and500x500
pixel framescomparedo thecasewhenall processewereonthesamePCis dueto the
rateat which imagesare sentfrom the sener to the client beinglimited by the band-
width. Evenif no bandwidthis consumedy protocols,a maximumof 16.66uncom-
pressedb00x500RGB framescanbetransmittedper secondon a 100Mbpsinterface.

To estimatethe time requiredfor computinga keystreamdesignedor the GPU as
describedhtthe endof Section5, we loadedaninitial imagein the GPUandmeasured
thetime to executeall of the OpenGLoperationsinderconsiderationAfter eachseries
of executions,the resultingimageis the keystreamand XORed with the currenten-
cryptedframe.Theexecutionperframeis lessthenlms indicatingthatary differences
in thetime to processencryptedramesversusthetime to procesaunencryptedrames
will beimpercevable.

Thetime for the remotekeying is mainly dependenbn thetime to enterthe pass-
word or insertthe smartcardnto the proxy, andmaytake up to afew secondsf a pass-
word mustbe entered Aside from this, thetime is dependentn the protocolusedand
on the transportdelay betweerthe entities.Using a public-key encryptionalgorithm,
generatingandomnoncesandencryptinghesecrekey with AES addedapproximately
two seconddo the processingn eachervironment.

7 Other Considerations

7.1 Encryption at the Server and Client

Our prototypefocusenthesecuringof imagessentto the untrustectlient. We brie y
mentionherethreeadditionalitems.The®rsttwo applydirectly to theremoteclientand
video broadcasscenariosvhich we have beenconsidering.They concernencryption
of imageson the sener and encryptionof userinput on the client. The third item is
anobsenationon the encryptionof audio,andappliesto protectingthe audioin video
broadcastandremoteconferencingapplications.

First, in proposingto designa new streamcipher suitablefor executingwithin
GPUs,we mustensurehatthe ciphercanalsobeef®ciently implementednthesener.



With respecto usinga new ciphersuitedfor GPUs,the sener canwrite imagesto its

own GPU for encryptionbeforesendingthemto the client. In video conferencingap-
plications,theimagesheingencryptedik ely appearon the monitor of the spealer and
canbe encryptedin the GPU beforethe sener sendsthe framesto the clients of the
conferences otherparticipantsln thin-clientapplicationsjf the encryptionalgorithm
is suchthatit mustrunin a GPU,thesenercanencrypttheupdateby writing theimage
to its GPU andreadingthe result; otherwise the sener canperformthe encryptionin

its operatingsystem.

Seconda completesystemmustinclude protectionof any userinput on the client
whichis sentto thesener. Theuserresponsesntheuntrustedtlientposeaninteresting
problemin thatthey requirepreventinginput from the keyboardandmousefrom being
availableto the untrustedOS. The users inputs mustbe encryptedbeforethey reach
the client's OSanduntil they reachthe sener. Onepotentialsolutionis to encryptthe
keyboardinputsinsidethekeyboarditself (e.g., onthekeyboardsUSB controller).This
canbe doneon a portablefolding keyboard(asis available for several PDA devices)
that connectsto USB. The mousemay be directly connectedo the keyboard (e.g.,
a TrackPointdevice, asis commonwith several laptops)or input may only be taken
from the keyboard.Another option is to allow a users PDA to be the keyboardand
communicateo the client usingBluetooth.A pin canbe usedasthe key to the cipher
usedfor encryptingtheinputs.Thepin canbeof suf®cientlengthto thwartabruteforce
attack.Thesenermayeitherchoosea pin for theuser(displayingit securelyto theuser
usingour scheme)have the userselecta pin from a keypaddisplayedon the GPU or
pre-establista pin betweerthe userandsener.

If the sener selectghe pin, it merelysendst asanencryptedmageto theclient's
GPU,whereit is decryptecandpresentedo theuser The pin canbearelatively small,
unpredictablereaof theimage.An attacler or mawareattemptingto modify the pin
will at besthave accesgo the encryptedmage.The usercanselecta pin if thesener
displaysa keypadto the uservia theclient's GPU.Theuserwill selectcharactergrom
the keypad by clicking on or enteringa seriesof squaresrom the keypad, with the
coordinatef the selectionssentto the sener. Even thoughthe client's OS will see
the coordinatef the users selectiongsincekeyboardand mouseinputsare not yet
encrypted)jt doesnot have accesso theunencryptedeypad,makingthisinformation
uselesgo anattacler. To avoid guessingattacksbasedon the relative locationsof the
mousepointer, the keypadcon®gurations changedvery time a digit is selectedIf an
attacler or malwareontheclientattemptgo alterthe coordinatesentto thesener, the
alteredvaluesmay not correspondo valid positionson the keypad.Otherpossibilities
includetheuseof graphicapasswerds[16,44] andshouldersur®ng-resistar®®IN-entry
methodq32], which we intendto investigatan futurework.

Finally, we notethat encryptingand decryptingaudiowithin a digital signalpro-
cessonDSP)is moreeasilyrealizedthanencryptionin a GPU. ProgrammabléSPs
exist which supporttypical byte-level operationg43], allowing for existing ciphersto
be implementedwithin the DSP This will allow us to extend our conceptto include
audio.



7.2 Proxy Attacks

Our scheme as describedthusfar, is susceptibleo a proxy attack:sincethe proxy,
sener, andclient areassumedo communicateover an untrustednetwork (which in-
cludesthe client's operatingsystem),it is possiblefor an attacler to performa man
in the middle attackusing anothersystem(which hasa GPU with a valid certi®cate)
to performthe key exchangewith the proxy device. The encrypteddatastreamcanbe
displayedon the attacler's system(whoseGPU hasbeengiventhe sessiorkey by the
proxy), andthentransmittedo the users systemfor displaying.This attackis feasible
becausehe proxy cannotverify thatthe GPU it is communicatingvith resideson the
samesystenmthatthe useris using.However, the attacler cannotextractthe encrypted
imagefrom his GPU's frame-huffer andthuscannotrelayit to the targetsystemmak-
ing the attackobviousto the enduser Another possibility we intendto investigaten
thefutureis theuseof pacletleashe$19] in thecontext of thecommunicatiorbetween
theproxy andthe GPU, althoughthis wouldlik ely increasehe costof the GPUandthe
smartcardo unacceptabléevels.

7.3 Data Compression

Traditionally, remotedisplayandvideoconferencingystemshave madeextensie use
of datacompressiofn orderto maximizenetwork utilizationandallow usein bandwidth-
limited ervironments.Sinceencrypteddatacannotbe compresseda systemthat pro-
videssecuraemoteaccessnustcompressts datatraf®c beforeencryptingit. Clearly,
thisapproachmposesalimitation in ourarchitecturetn orderto provide datacompres-
sion,the client GPU mustbe ableto uncompresslata.Uncompressinghe datawithin
theclient processvould exposeunencryptediisplayupdatego the hostoperatingsys-
tem.

A straightforward solution would be to add hardware decompressiombilities to
the GPU. This could be accomplishedy usingwidely availabledatadecodingchips,
suchasMPEGhardwaredecodersindeed severalDVD-readyGPUscontainsuchlogic
already An alternatve approachjn particularfor thin-client scenarioswould be to
tailor the display protocolandits compressioro useoperationsvailablein the GPU.
More recentthin-client systemshave proposedemotedisplay protocolsthat employ
differenttypesof commandsndcompressioralgorithmsfor differentkinds of display
updateq37]. The advantageof this approachderivesfrom the characteristicof the
protocolcommandshatprovideinherenttompressiomegatingtheneedfor additional,
specializeccompressioralgorithms.For example,a commanahatinstructsthe client
to ®Il arectangularegionwith aparticularcolor consumeserylittle bandwidthwhile
compressing potentiallylarge region of the screen Executionof sucha commands
clearlywithin theoperationsvailablein existing GPUs.By appropriatelydesigninghe
remotedisplayprotocolto utilize similaroperationsye believeit is possibleo improve
our architectur¢o consumeaeasonabldandwidthwithout compromisingsecurity

8 Conclusions

We addresshefeasibility of decryptingimagesanddisplayswithin a graphicsprocess-
ing unit asa way of combatingtherising threatof spyware.Our primaryinsightis that



a suitablymodi®ed GPU cansene as a minimal trustedcomputingbasefor displays
in certaintypesof widely usedapplications,suchas video conferencingand remote
desktopdisplay accessThe main mechanisnin our schemes decryptionof frames
exclusively insidethe GPU, without storingeitherthe key materialor the plaintext on
the system$ main memory Our techniquecanprotectagainstmary typesof spyware,
aswell asseveralattacksaimedat the humaninterfacelayer[23].

We explainedwhy this schemecannotfully be realizeddueto currentlimitations
of GPUAPIs. We identi®edthreestraightforvardenhancement® GPUAPIs thatcan
overcometheselimitations. With our prototype,we demonstratedhat the conceptis
feasiblefor thin-client applicationsandthe video broadcasin conferencingapplica-
tions.Dueto theneedto generatehe keystreamin theclient,theoverheads almosten-
tirely dueto writing thekeystreanto the GPUasit is computedDesigningakeystream
whichtakesadwantageof typical graphicsoperationso move keystreangeneratioren-
tirely insidethe GPUwill eliminatethis overheadTo furtherimprove performancen
theseapplicationsjmagecompressiotiacilitieswill needto beimplementednsidethe
GPU,atrendwhichis alreadyoccurring.In addition,our numbersshaw thatfor typical
video conferencingrameratesandweb browsing usingthin-clients,the lack of com-
pressionis not a bottleneckfor the performanceof the system.Futurework includes
creatinga streamcipherthatrunsentirely within a GPUandtakesadvantageof graph-
ics operationsdeveloping prototypesthat fully integratethe conceptinto thin-client
applicationsaandexpandingthe prototypeto includeencryptionwithin DSPs.
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Appendix A: OpenGL Pixel ProccessingPipeline

Thefollowing ®gureshavs the componentsf the OpenGLpipelinewhich arerelevant
to pixel processingvhenpixelsaretreatedas oating pointvalues.While GPUimple-

mentationsarenotrequiredto adhereo thepipeline,it sernesasagenerafuidelinefor

how pixelsareprocessed.
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Fig. 6. OpenGL Pixel ProcessingPipeline
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