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Abstract

SIP servers may allow requests without authentication to proceed, possibly subjecting these unau-
thenticated requests to different handling. This memo describes the Null authentication method that
simplifies the provision of such a service. This “authentication” scheme may also be useful for other
protocols using the RFC 2617 framework.

1 Terminology

In this document, the key words “MUST”, “ MUST NOT”, “ REQUIRED”, “ SHALL”, “ SHALL NOT”, “ SHOULD”,
“ SHOULD NOT”, “ RECOMMENDED”, “ MAY ”, and “OPTIONAL” are to be interpreted as described in RFC
2119 [1] and indicate requirement levels for compliant SIP implementations.

2 Null Authentication Scheme

The “null” authentication scheme indicates that the client has no means of authenticating itself to the server.
The “null” authentication scheme is considered useful for all protocols that employ RFC 2617-style authen-
tication, such as SIP [2], RTSP [3] or HTTP [4].

The server will service the request only if no authentication is required. ItSHOULD indicate to any server
logic (such as sip-cgi [5] or CPL [6]) that the request has not been authenticated.

For Null, the framework in RFC 2617 [4] is utilized as follows:

challenge = ”Null”
credentials = ”Null”

There are no optional authentication parameters.
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SIP authentication differs somewhat from the requirements for web-page authentication. In some cases, recipi-
ents want to allow requests to reach the call processing logic or recipient even if they are not authenticated. However,
such unauthenticated requests are then treated differently by the recipient. For example, a user might forward all
unauthenticated SIP calls to a secretary or voicemail, or may disallow such calls during dinner hours. Given the
possibly different treatment of authenticated and unauthenticated requests, it is useful to allow the server to chal-
lenge the client to obtain available credentials, yet make it possible for clients to submit requests that indicate that
no credentials are available. If the client does not have credentials for theRequest-URI, it then returns the Null
credentials. The client could also provide theNull credentials immediately if it knows that it has no other credentials,
avoiding an extra round-trip delay.

The use of an emptyWWW-Authenticate is not permitted by the HTTP/1.1 syntax, so an explicit authentication
scheme name is needed.

Examples:

WWW-Authenticate: Null
Authorization: Null

A serverMAY indicate that Null authentication is allowed in addition to “real” authentication methods,
as in the following example:

WWW-Authenticate: Basic realm="Password, if you have it"
WWW-Authenticate: Null
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Copyright (c) The Internet Society (2000). All Rights Reserved.
This document and translations of it may be copied and furnished to others, and derivative works that

comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
this paragraph are included on all such copies and derivative works. However, this document itself may not
be modified in any way, such as by removing the copyright notice or references to the Internet Society or
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The limited permissions granted above are perpetual and will not be revoked by the Internet Society or
its successors or assigns.

This document and the information contained herein is provided on an ”AS IS” basis and THE IN-
TERNET SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WAR-
RANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT
THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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