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Abstract

This document describes how SIP-based Internet telephony systems can provide emergency calling
services.

1 Introduction

A companion document [1] outlines some of the issues in providing emergency calling service. This doc-
ument suggests a set of protocols and operational mechanisms to provide such services. The design is
motivated by the desire to keep the overall system as simple as possible and to minimize dependencies on
external services, particularly those that are used only or mainly for emergency services.

We abstractly refer to emergency answering services (EAS) as locations where public safety officials
answer emergency calls. In the United States and Canada, these are commonly known as Public Safety
Answering Points (PSAPS). In Europe, ...

In this document, we do not distinguish whether the EAS is connected to the legacy PSTN or uses SIP-
enabled end systems. For simplicity, we assume that calls are routed to the PSTN gateway that can reach
emergency services that correspond to the caller’s location. (Note that this has implications for the density
of PSTN gateways.) In the future, it may be feasible for gateways to provide guidance to PSTN switches as
to which exchange the call originated from, even if the calling Internet terminal does not have an assigned
E.164 number that corresponds to a geographic location. (With number portability, E.164 numbers may not
be good indicators of geographic origin and thus may not be helpful in selecting an EAS.)

2 Emergency Address

All SIP proxiesMUST recognize the user narses in any domain as the emergency address. EwyuLD
also recognize the user nan&kl and112 as such, in addition to any local emergency numbers. (These
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sip URLs should be recognized as emergency addresses independent of whether they are labeled with the
“user=phone” parameter.) In addition, tte#:911 andtel:112 URLSs, and emergency numbers local
to the proxy, should also be recognized.

112 isthe GSM and European emergency number. 911 is the North American emergency number. Unfortunately,
there are far too many different local emergency numbers to include them all.

SIP UAsMUST NOT be able to register for these emergency addresses. However, registrations may be
configured such that emergency calls are directed to an appriate proxy.

SIP UAssHouULD employ an automatic configuration mechanism to learn about local emergency ad-
dresses. The precise configuration mechanism is beyond the scope of this document.

This makes it possible for a UA that is brought into a new environment to be used for emergency calls by users
other than the owner.

3 Locating the Emergency Answering Service

For reliability and robustness, any SIP proxy, including outbound proxies and those operating in emergency
answering services (EAS$HOULD attempt to route the call to the best available EAS, based on location
information contained in the request. For example, a basic proxy might always route the call to a single
EAS, even though the caller’'s physical location may require routing to another EAS.

With VPNSs, a proxy may not be able to tell whether a call originated within the local campus, for example.

UAs sHouLD include geographic and/or civil location information in their emergency requests. Proxies
MAY add additional information to calls they recognize as emergency calls, either to augment the information
or to indicate that the proxy has doubts about the location information already included in the request. (This
mechanism raises number of security considerations detailed in Section 5.)

Similar to the use of ENUM [2], we propose to use DNS to map location identifiers to SIP or other
URLs. (Note: If a particular domain does not want to use this mechanism, they can refer the emergency call
to a hard-configured EAS, which can then use any local mechanism to perform further call routing lookups.)
For example, postal codes and country identifiers may be used for mappings, so that the United States postal
code 07605-1234 gets mapped to a DNS looki2.1.5.0.6.7.0.us.emergency.arpa fa
locality has multiple address code formats, such as shorter and longer postal codes, the short codes should
also have entries, in case the UA or proxy does not have precise location information. The management of
this DNS address space is beyond the scope of this document.

Postal codes are usually assigned geographically, so that resolution is more likely to be geographically close to
the querier, increasing reliability. DNS is proposed since it does not require installing and maintaining additional
servers and infrastructure, is usually fast and minimizes the additional complexity in proxies. It does have the

disadvantage that geographic information has to be entered completely. Does this work for Canadian and UK postal
codes that combine letters and numbers?

[THIS REQUIRES DISCUSSION. IS THERE A BETTER SCHEME?]

4 User Location

The UA or proxy handling the emergency call adds information about caller location (civil and/or geo-
graphic) to the SIP request, using fRemote-Party-1D header [3].
[THIS IS OBVIOUSLY HAND-WAVING.]
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The ability of EAS to request location information from third parties is beyond the scope of this docu-
ment, as it does not affect SIP signaling.

5 Security Considerations

Emergency call services raise humerous security and privacy issues. Callers need to be authenticated to
discourage crank calls that could interfere with true emergency requests. This requires authenticated caller
information, but this also raises privacy issues. Generally, expectation of privacy appears to be less than
making emergency calls, as location information is considered extremely helpful in providing emergency
assistance. It may be desirable, however, to allow end systems to explicitly decline being identified by
location or caller, with the answering emergency operator being made aware of this fact.

Address information needs to be protected against spoofing, either within the end system or en route, as
such spoofing can be used to deny emergency services.

RFC 1984 [4]
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This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
this paragraph are included on all such copies and derivative works. However, this document itself may not
be modified in any way, such as by removing the copyright notice or references to the Internet Society or
other Internet organizations, except as needed for the purpose of developing Internet standards in which case
the procedures for copyrights defined in the Internet Standards process must be followed, or as required to
translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the Internet Society or
its successors or assigns.

This document and the information contained herein is provided on an "AS IS” basis and THE IN-
TERNET SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WAR-
RANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT
THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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