
28c3/12.29.2011 



Ang Cui | Sal Stolfo  

{ang|sal}@cs.columbia.edu  

Columbia University Intrusion Detection Systems Lab 

Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

28c3/12.29.2011 

Update: 12.23.2011 HPSBPI02728 SSRT100692 rev.2  



28c3/12.29.2011 

When in doubt, follow the $$$ 

HP IPG: 41% Market Share, Ships 40M units per year! 



White Paper: “HP Security Solutions” 2006 
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“Millions of printers open to devastating hack attack, researchers say” 
MSNBC 

28c3/12.29.2011 



Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

Internet News Machine… (day 1) 

“Millions of printers open to devastating hack attack, researchers say” 
MSNBC 

“HP printers can be remotely controlled and set on fire, researchers claim” 
ars technica 

28c3/12.29.2011 



Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

Internet News Machine… (day 1) 

“Millions of printers open to devastating hack attack, researchers say” 
MSNBC 

“Hackers could turn your printer into a flaming death bomb” 
Gawker 

“HP printers can be remotely controlled and set on fire, researchers claim” 
ars technica 

28c3/12.29.2011 



Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

Internet News Machine… (day 1) 

“Millions of printers open to devastating hack attack, researchers say” 
MSNBC 

“Hackers could turn your printer into a flaming death bomb” 
Gawker 

“HP printers can be remotely controlled and set on fire, researchers claim” 
ars technica 

“Can hackers really use your HP printer to steal your identity and blow up your house?” 
gizmodo 

28c3/12.29.2011 



Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

Internet News Machine… (day 1) 

“Millions of printers open to devastating hack attack, researchers say” 
MSNBC 

“Hackers could turn your printer into a flaming death bomb” 
Gawker 

“HP printers can be remotely controlled and set on fire, researchers claim” 
ars technica 

“Can hackers really use your HP printer to steal your identity and blow up your house?” 
gizmodo 

28c3/12.29.2011 



Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

Internet News Machine… (day 2, Smack Down and Spanking!) 

“HP memo spanks Columbia researchers over flaming printers flap” 
Allthingsd.com 

“HP refutes reports that can be remotely set on fire” 
FoxNews 

“HP smacks down Columbia University printer fire report” 
silobreaker 

“Hackers can set your house on fire through your older LaserJet printer” 
Hitechnology.com 

“HP douses fiery printer hack theory” 
Business Recorder 
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Internet News Machine… The not terrible 

“Security flaw in printers could expose businesses to hackers” 
huffingtonpost 

“Could your printer be a trojan horse? Researchers say yes!” 
CNET 

“Columbia researchers show remote HP printer hijack” 
BetaNews 
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Based on my disclosure, these printer firmwares have been updated 

28c3/12.29.2011 

HP	  LaserJet	  Enterprise	  500	  color	  M551	   HP	  LaserJet	  P4014	   HP	  LaserJet	  M9040	  Mul9func9on	  Printer	  
HP	  LaserJet	  Enterprise	  600	  M601	   HP	  LaserJet	  P4015	   HP	  LaserJet	  9050	  
HP	  LaserJet	  Enterprise	  600	  M602	   HP	  LaserJet	  4240	   HP	  LaserJet	  M9050	  Mul9func9on	  Printer	  
HP	  LaserJet	  Enterprise	  600	  M603	   HP	  LaserJet	  4250	   HP	  9200c	  Digital	  Sender	  
HP	  Color	  LaserJet	  CM1312	  Mul9func9on	  	   HP	  LaserJet	  4345	  Mul9func9on	  Printer	   HP	  9250c	  Digital	  Sender	  
HP	  LaserJet	  Pro	  CM1415	  Color	  Mul9func9on	   HP	  LaserJet	  4350	   HP	  Color	  LaserJet	  9500	  
HP	  Color	  LaserJet	  CP1510	   HP	  LaserJet	  P4515	   HP	  Color	  LaserJet	  CM3530	  
HP	  LaserJet	  M1522	  Mul9func9on	  Printer	   HP	  Color	  LaserJet	  Enterprise	  CP4520	   HP	  Color	  LaserJet	  3800	  
HP	  LaserJet	  Pro	  CP1525	  Color	  Printer	   HP	  Color	  LaserJet	  Enterprise	  CP4525	   HP	  Color	  LaserJet	  CP4005	  
HP	  LaserJet	  Pro	  M1536	  Mul9func9on	  Printer	   HP	  Color	  LaserJet	  Enterprise	  CM4540	   HP	  Color	  LaserJet	  CM6040	  
HP	  Color	  LaserJet	  CP2025	   HP	  LaserJet	  Enterprise	  M4555	  Mul9func9on	  	   HP	  CM8060	  Color	  Mul9func9on	  Printer	  
HP	  LaserJet	  P2035	   HP	  Color	  LaserJet	  4700	   HP	  LaserJet	  9040	  
HP	  LaserJet	  P2055	   HP	  Color	  LaserJet	  4730	  Mul9func9on	  Printer	   HP	  LaserJet	  M3027	  Mul9func9on	  Printer	  
HP	  Color	  LaserJet	  CM2320	  Mul9func9on	   HP	  Color	  LaserJet	  CM4730	  Mul9func9on	  	   HP	  LaserJet	  M3035	  
HP	  LaserJet	  M2727	  Mul9func9on	  Printer	   HP	  LaserJet	  M5025	  Mul9func9on	  Printer	   HP	  Color	  LaserJet	  CP3505	  
HP	  Color	  LaserJet	  3000	   HP	  LaserJet	  M5035	   HP	  Color	  LaserJet	  CP3525	  
HP	  LaserJet	  P3005	   HP	  LaserJet	  5200n	   HP	  Color	  LaserJet	  CP5525	  
HP	  LaserJet	  Enterprise	  P3015	   HP	  Color	  LaserJet	  Professional	  CP5225	  	   HP	  Color	  LaserJet	  5550	  
HP	  Color	  LaserJet	  CP6015	   HP	  Color	  LaserJet	  CM6030	  

CVE: CVE-2011-4161 SSRT: 100692 rev.2 
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Research In Context. Who am I? Why am I doing this? 

4th Year Ph.D. Candidate 
Intrusion Detection Systems Lab 

Columbia University 

Past publications: 
 

•  Pervasive Insecurity of Embedded Network Devices.  
[RAID10] 

•  A Quantitative Analysis of the Insecurity of Embedded 
Network Devices.  [ACSAC10] 

•  Killing the Myth of Cisco IOS Diversity: Towards Reliable 
Large-Scale Exploitation of Cisco IOS.                
[USENIX WOOT 11] 

•  Defending Legacy Embedded Systems with Software 
Symbiotes. [RAID11] 

•  From Prey to Hunter: Transforming Legacy Embedded 
Devices Into Exploitation Sensor Grids. [ACSAC11] 

 

28c3/12.29.2011 



Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

Research In Context. Previous Work Studying Embedded Insecurity 
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Research In Context. Previous Work Studying Embedded Insecurity 

Vulnerable Embedded System Scanner 
 

Continuously Monitoring Internet for Trivially Vulnerable Embedded Devices 
 
 
1.4 Million Embedded Devices on the Internet with Default Passwords! 
 
 
75,000 Vulnerable HP Printers on the internet. (We’ll get back to this) 
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Top Down: Internet Substrate: 

Bottom Up: Common Embedded Devices: 
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Embedded Exploitation: Bidirectional Approach 

Top Down: Internet Substrate: Routers (Blackhat 2011) 

Bottom Up: Common Embedded Devices: Printers (now) 
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B i g 

Question 
 

Can Embedded Systems Be 
E x p l o i t e d ? 
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Have Embedded Systems Been 
E x p l o i t e d ? 
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Have Your Embedded Systems 
B e e n  E x p l o i t e d ? 
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Have Your Embedded Systems 
B e e n  E x p l o i t e d ? 

How do you know for sure? 
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Your router/printer  
h a s  b e e n  

0 w n 3 d 
 
 
 

Can you really remove 
t h e  m a l w a r e ? 
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L e t ’ s  T a l k 
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HP  Koan: How does printer update firmware?... 
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HP  Koan: How does printer update firmware?... PRINT! 

From “HP LaserJet Printer and Multifunction Printer (MFP) series - Performing a Firmware Upgrade” 
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HP  Koan: How does printer update firmware?... PRINT! 

You see where this is going… 
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HP  RFU (Remote Firmware Update) file 

Let’s play… Stare at binary blob FTW 
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HP  RFU (Remote Firmware Update) file 

•  PJL Command (Printer Job Language) 
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HP  RFU (Remote Firmware Update) file 

•  PJL Command 
•  A single PJL Command 
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HP  RFU (Remote Firmware Update) file 

•  PJL Command 
•  A single PJL Command 
•  A single PJL Command with 7MB of data 
•  A single PJL Command with 7MB of  

 Compressed (not encrypted) Data 
•  Data is integrity checked, but is it signed?
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So DO HP RFUs use digital signature? 

Look through error messages… Code CRC != Signature 

HP P4010  
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Stating the obvious: 
 

•  LPR / RAW Printing has no authentication 
mechanism 

Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

28c3/12.29.2011 



Stating the obvious: 
 

•  LPR / RAW Printing has no authentication 
mechanism 

•  PJL can be embedded in Postscript (and lots else) 

Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

28c3/12.29.2011 



Stating the obvious: 
 

•  LPR / RAW Printing has no authentication 
mechanism 

•  PJL can be embedded in Postscript (and lots else) 

•  Malicious RFU = Printer malware 

Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

28c3/12.29.2011 



Stating the obvious: 
 

•  LPR / RAW Printing has no authentication 
mechanism 

•  PJL can be embedded in Postscript (and lots else) 

•  Malicious RFU = Printer malware 
•  Malicious RFU + Doc Format Attack Vector  

   =  
Self-propagating Printer Malware, embedded 
spear-phishing, etc 
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Next step: Reverse RFU format 
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Next step: Reverse RFU format 

What didn’t work: 
 

•  Staring at binary blob 
•  Binwalk  
•  common FS headers 
•  Googling 
•  Asking HP, Friends, Adviser, etc 
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Bricking the printer is pretty easy… 
 
Unbricking the printer is also easy. Hmmm… 
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Bricking the printer is pretty easy… 
 
Unbricking the printer is also easy. Hmmm… 

Idea: Extract boot code, reverse RFU parser 
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2055 Printer Design 
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NO FIRE. SRSLY GOIS! MKAY? 
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Formatter Board

Engine 
Controller

Board

NIC
Controller

BOOT 
"ROM" Memory Persistent

Storage
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Marvell 88PA2AL2-TAH1 
ARM SoC

Engine 
Controller

Board

Marvell
88E11118

Spansion
FL064P

ELPIDA
E1116AL

•  Marvel GigE Transceiver 

•  Spansion SPI “ROM” 
•  64Mbit Flash Chip 

•  128MB DDR2 SDRAM 

•  ARM SoC (NDA!) 
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2055DN Formatter Board 
 
Main SoC Boots from  

 SPI-Flash 
 
Marvell SoC (no data sheet) 
 
SPANSION FLASH  

 (have datasheet!) 

Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

28c3/12.29.2011 



Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

28c3/12.29.2011 



Attempt one:  
 
•  Arduino SPI Dumper  

•  40 lines of AVR code 
•  Small python controller 

program 
•  Monkey soldering 
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Attempt one:  
 
•  Arduino SPI Dumper  

•  40 lines of AVR code 
•  Small python controller 

program 
•  Monkey soldering 

•  Grade: B-  
•  (worked, but poorly) 
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Attempt TWO:  
 
•  Arduino SPI Dumper  

•  40 lines of AVR code 
•  Small python controller 

program 
•  Monkey soldering 

•  Duct-tape 
 
•  Grade: A+ 
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SPI”ROM” Dump 

Boot SPI-ROM Findings: 
•  Not ROM (flash) 
•  8MB capacity 
•  Small Boot-loader  
•  Factory Reset RFU Image (<1 MB) 
•  RFU Parser in boot-loader 
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Notice the “UAT” header 
 

Where have I seen this before? 

SPI”ROM” Dump 
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HP  RFU (Remote Firmware Update) file 

Let’s play… Stare at binary blob FTW 
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Let’s stare at binary blob FTW 

7929906  
= 

0x790032H 

BootSPIRom: reads image size and checksum 
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Let’s stare at binary blob FTW 

7929906  
= 

0x790032H 

Shift for alignment 
 

Hrm…. 

BootSPIRom: reads image size and checksum 
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Let’s stare at binary blob FTW 

7929906  
= 

0x790032H 

0x32 bytes header 
Payload starts with 
“0xAA554154” 

Shift again 
For alignment 

BootSPIRom: reads image size and checksum 
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Let’s stare at binary blob FTW 

Hmmm 
 
Looks like 
 
[               ] 
[start addr] 
[end  addr] 
[    UAT     ] 
[ payload  ] 
[ payload  ] 
[ ………..  ] 
 

BootSPIRom: reads image size and checksum 
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Will not reveal checksum specifics, but… 

I stared, I won.  
 
If you stare, you probably will win too… 
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Security Analysis 

Hrm…  
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RFU content observations: 
 

•  Specific version of compression library has 
known arb-code execution vulnerability. 
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RFU content observations: 
 

•  Specific version of compression library has 
known arb-code execution vulnerability. 

•  No memory space separation 
•  No kernel-level security 
•  Everything runs as supervisor mode on CPU 
•  Any vulnerability in any (unprivileged) code 

will lead to full compromise 
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RFU content observations: 
 

•  Specific version of compression library has 
known arb-code execution vulnerability. 

•  No memory space separation 
•  No kernel-level security 
•  Everything runs as supervisor mode on CPU 
•  Any vulnerability in any (unprivileged) code 

will lead to full compromise 

•  But there is no need because of the RFU 
Vulnerability… 
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PoC time! 
Crafting PoC Attack 
 

•  Wrote RFU Packer (200 lines of python) 
 

I even wrote unittests! 
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Writing VxWorks Rootkit: 
 

•  ~3kb of ARM Assembly 

•  Print-Job Interceptor 
•  Reverse IP Proxy 
•  Debug-message Redirection (console to Telnet) 
•  Engine-Control Controller (cause paper jams, etc) 

Print Me If You Dare 
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PoC time! 
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Crafting PoC Attack 
 

•  Wrote RFU Packer (200 lines of python) 
•  Input:     Arbitrary ELF Binary 
•  Output:  Single PJL Command 
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Crafting PoC Attack 
 

•  Wrote RFU Packer (200 lines of python) 
•  Input:     Arbitrary ELF Binary 
•  Output:  Single PJL Command 

•  Reworked Symbiote Tool-set 
•  Cross-compile Malware Code 
•  Inject function hooks 

•  Input:      Unpacked 2055DN VxWorks Image 
•  Output:   Malware-Injected VxWorks Image 

Print Me If You Dare 
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PoC time! 
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Writing VxWorks Rootkit: 
 
Socketlib was a little tricky to find, but… 
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PoC time! 

28c3/12.29.2011 



Security Analysis 
Writing VxWorks Rootkit: 
 
Socketlib was a little tricky to find, but… 
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Mystery programmer, you are awesome! 

Lots of other juicy info in the unpacked image… 
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PoC time! 
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Technical Details: Malware-Injected RFU Build Process 
•  Cross-Compile hooks and Payload 

Builds in OS X 
 
Prereq:   arm-elf tool chain 

 python 
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PoC time! 
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Technical Details: Malware-Injected RFU Build Process 
•  Cross-Compile hooks and Payload 
•  Inject binary into unpacked VxWorks Image 
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Technical Details: Malware-Injected RFU Build Process 
•  Cross-Compile hooks and Payload 
•  Inject binary into unpacked VxWorks Image 
•  Run packer with altered VxWorks Image 

(and print to pwn) 
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PoC time! 
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Technical Details: Malware-Injected RFU Build Process 
•  PoC code -> Inside a new RWX ELF Segment  
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PoC time! 
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Technical Details: Malware-Injected RFU Build Process 
•  PoC code -> Inside a new RWX ELF Segment 

 
•  Cross-compile with the right memory offset… 
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PoC time! 
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DEMO 
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Putting Poc Together 

Obvious Attack Vectors 
 

•  Active:        Directly connect to 9100/TCP of target printer 

•  Reflexive:   Embed RFU in document, and use CUPS  
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Quantitative Scope 

Active Attack:  

So who leaves their printers on the internet? 
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Quantitative Scope 

Active Attack:  

So who leaves their printers on the internet? 
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75,000 Vulnerable Printers Online 
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Quantitative Scope 
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Fun stats gathered by our vulnerable embedded device scanner 

•  Total Vulnerable Printer Count: 76,995 
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Quantitative Scope 
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Fun stats gathered by our vulnerable embedded device scanner 

•  Total Vulnerable Printer Count: 76,995 

•  Government Printer Count: 43, 16 in the US 

•  Printers named “PAYROLL”: 9, all EDU’s 
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Quantitative Scope 

Active Attack:  

Does the active attack work on windows? 
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I have a funny story in my backup slides… 
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Quantitative Scope 

Reflexive Attack:  

Wrong! 2009 doesn’t mean what you think it means  
(and apparently HP never said 2009) 
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Source: http://www.computerweekly.com/news/2240111721/Pre-2009-HP-printers-vulnerable-to-hackers-say-researchers 



Quantitative Scope 

Reflexive Attack:  

How many LaserJet units did HP ship in 2005-NOW? 
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Source: http://www.computerweekly.com/news/2240111721/Pre-2009-HP-printers-vulnerable-to-hackers-say-researchers 



Quantitative Scope 

Reflexive Attack:  

How many LaserJet units did HP ship in 2005-NOW? 
 
Have you used one this year? (probably) 
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Reflexive PS Attack 
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Reflexive PS Attack 
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This applies to HP P2030/P2050 models 
 

•  (many) other models vulnerable  
•  At least 3 other (unsigned) RFU formats 

•  Printers running LynxOS, VxWorks, etc have slightly 
different RFU formats 

•  Attack Vectors the same 
•  RFU formats are slightly different 

•  Just repeat the same exercise! 
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Printer Model ISA Operating System 

2055 ARM VxWorks 
2030 ARM VxWorks 
2410 MIPS LynxOS 
24x0 MIPS LynxOS 
3000 MIPS LynxOS 
3800 MIPS LynxOS 
4005 MIPS LynxOS 
4100 MIPS LynxOS 
4240 MIPS LynxOS 

Thanks Jon Voris! 
28c3/12.29.2011 

Printer Model ISA Operating System 

5025 MIPS LynxOS 
5035 MIPS LynxOS 
3505 PowerPC! LynxOS 

4250 MIPS LynxOS 
4345 MIPS LynxOS 
4350 MIPS LynxOS 
4600 MIPS LynxOS 
4650 MIPS LynxOS 
4700 MIPS LynxOS 
4730 MIPS LynxOS 
5200 MIPS LynxOS 
5500 MIPS LynxOS 
5550 MIPS LynxOS 
6015 MIPS LynxOS 
9050 MIPS LynxOS 

Quick unpack, grep for “LynxOS” in the ELF image 
Double check yourself! 



You can verify vulnerability of your printers easily! 

1.  Lockdown your printer according to HP NIST GUIDE 
2.  Download RFU from HP 
3.  LPR the RFU, see if it works… 

http://h30046.www3.hp.com/large/solutions/practical_consideration_WP.pdf 
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General Mitigation (Immediate) 
 

•  Disable  RFU Updates (possible, but not on all models) 
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General Mitigation (Immediate) 
 

•  Disable  RFU Updates (possible, but not on all models) 
•  Apply ACL, passwords (use Web JetAdmin) 
•  Filter print-job content on print-server 
•  Isolate printers from sensitive networks 
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General Mitigation (Immediate) 
 

•  Disable  RFU Updates (possible, but not on all models) 
•  Apply ACL, passwords (use Web JetAdmin) 
•  Filter print-job content on print-server 
•  Isolate printers from sensitive networks 

•  But on the 2055DN... 

•  RFU Update could not be disabled using WJA 
•  PJL password did not prevent “PJL ENTER LANGUAGE=ACL” 
•  Cannot prevent RFU attack! 
•  HP is working on a fix for printers like this… 
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General Mitigation (Immediate) 
 

•  Disable  RFU Updates (possible, but not on all models) 
•  Apply ACL, passwords (use Web JetAdmin) 
•  Filter print-job content on print-server 
•  Isolate printers from sensitive networks 

Do this quickly. It’s a race! 
 

 First thing I’d do (If I’m the bad guy): 
  

•  disable further RFU updates 
•  Inject Malware into SPI-Flash 
•  Lock all FLASH pages 
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Embedded 
D e f e n s e 

The  
B i g g e r  
P i c t u r e 
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Digitally Signed Firmware 
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Digitally Signed Firmware 
 

== 
 

Secure Firmware? 
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General Purpose Computing Analogy 

What if Microsoft said… 

Windows is secure because we only allow code signed by Microsoft. 
That means you can’t run your own anti-virus code, but don’t worry…. 
It’s all good! 

You would probably say… 
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General Purpose Computing Analogy 

What if HP said… 

LaserJet is secure because we only allow code signed by HP. 
That means you can’t run your own anti-virus code, but don’t worry…. 
It’s all good! 

You would probably say… 
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Real Embedded Defense! 
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Real Embedded Defense! 

•  Host-based Embedded Defense NEEDS to exist 
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Real Embedded Defense! 

•  Host-based Embedded Defense NEEDS to exist 
•  Defense should be well-known 
•  No more obscure secret-sauce security 
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•  Defense should be well-known 
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Real Embedded Defense! 

•  Host-based Embedded Defense NEEDS to exist 
•  Defense should be well-known 
•  No more obscure secret-sauce security 
•  Defense should be decoupled from OS 
•  OS fortification is good 

•  But should not replace independent security software! 
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Real Embedded Defense 
Exists today! 

Symbiote Manager

Host Program

Symbiote Payload

= intercept point

Tested on Cisco IOS 

•  Cui, Stolfo RAID 2011 
•  Cui, Kataria, Stolfo ACSAC 2011 
•  Cui, Kataria, Stolfo Blackhat 2011 
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Real Embedded Defense 
Exists today! 

Symbiote Manager

Host Program

Symbiote Payload

= intercept point

Tested on Cisco IOS 

•  Cui, Stolfo RAID 2011 
•  Cui, Kataria, Stolfo ACSAC 2011 
•  Cui, Kataria, Stolfo Blackhat 2011 
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Want a router sensor? Email me! 
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Real Embedded Defense 
Exists today! 

Symbiote Manager

Host Program

Symbiote Payload

= intercept point

Tested on Cisco IOS 

•  Cui, Stolfo RAID 2011 
•  Cui, Kataria, Stolfo ACSAC 2011 
•  Cui, Kataria, Stolfo Blackhat 2011 

Applied HP (hopefully) 

•  Coming In 2012! 
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White Paper: “HP Security Solutions” 2006 
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Questions!? 
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Engine Controller:  
 NEC Microcontroller on All Models I looked at. 

N E C 
R H 4 - 0 2 9 6 - 0 2 
R H 4 - 5 4 1 0 - 0 1 
R H 4 - 0 2 1 4 - 0 5 

 
R K 2 - 0 9 2 2 - 0 2 
R K 2 - 2 7 1 8 - 0 2 

 

Programmable Via RFU! 
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Engine Controller:  
 NEC Microcontroller on All Models I looked at. 

N E C 
R H 4 - 0 2 9 6 - 0 2 
R H 4 - 5 4 1 0 - 0 1 
R H 4 - 0 2 1 4 - 0 5 

 
R K 2 - 0 9 2 2 - 0 2 
R K 2 - 2 7 1 8 - 0 2 

 

Great place for malware to hide… 
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Search for “HP Columbia Printer” 

Please don’t attack us. 
 
We surrender! 
 
-( 
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Offensive Potential 
We intentionally did not “weaponize” this attack 
 
But can this be done practically on windows? 
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Offensive Potential 
Speaking of MS Word… 
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Speaking of MS Word… 
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Offensive Potential 
Speaking of MS Word… (Funny story) 

When low on man-power, outsource! 
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Offensive Potential 
Speaking of MS Word… (Funny story) 
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Offensive Potential 
Speaking of MS Word… (Funny story) 

We can talk about it now because… 
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Offensive Potential 
Speaking of MS Word… (Funny story) 

We can talk about it now because… 
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Applying Software Symbiote Defense to Printers 

Symbiote Manager

Host Program

Symbiote Payload

= intercept point

Applied to Cisco IOS 

•  Cui, Stolfo RAID 2011 
•  Cui, Kataria, Stolfo ACSAC 2011 
•  Cui, Kataria, Stolfo Blackhat 2011 

 

How it all started… 
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Applying Software Symbiote Defense to Printers 

Symbiote Manager

Host Program

Symbiote Payload

= intercept point

Applied to Cisco IOS 

•  Cui, Stolfo RAID 2011 
•  Cui, Kataria, Stolfo ACSAC 2011 
•  Cui, Kataria, Stolfo Blackhat 2011 

 

 
But can it be done to  
not-a-router? 

How it all started… 
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For the Symbiote to work, you need to: 

Print Me If You Dare 
Firmware Update Attack and the Rise of Printer Malware 

28c3/12.29.2011 



For the Symbiote to work, you need to: 
 

•  Unpack Existing Firmware 
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For the Symbiote to work, you need to: 
 

•  Unpack Existing Firmware 

•  Analyze Unpacked Binary 
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For the Symbiote to work, you need to: 
 

•  Unpack Existing Firmware 

•  Analyze Unpacked Binary 

•  Inject Symbiote Manager and Payload 
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For the Symbiote to work, you need to: 
 

•  Unpack Existing Firmware 

•  Analyze Unpacked Binary 

•  Inject Symbiote Manager and Payload 

•  Repack Firmware 
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Quantitative Scope 

Active Attack:  

Who exactly is a “trusted party” on your network? 
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For the Symbiote to work, you need to: 
 

•  Unpack Existing Firmware 

•  Analyze Unpacked Binary 

•  Inject Symbiote Manager and Payload 

•  Repack Firmware 

But first, you have to be able to modify  
the firmware on the target device… 
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