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“to
define

a
standard

m
echanism

to
accom

plish
hum

an
user

authentication
to

an
IP

S
ec

device
running
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E

,using
legacy
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m

echanism
s.
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strongly
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To
dem

onstrate
thatthere

are
m

any
w

ays
to

accom
plish

our
objectives

w
ithouttouching

IK
E

.

To
build

on
existing

tools
and

protocols.

To
avoid

producing
a

standards-track
R

F
C

.(If this
R

F
C

is
ever

advanced,I’ve
failed.)
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U
se

existing
H

T
T

P
and

H
T

M
L

syntax.

P
erhaps

perm
ituse

ofW
eb

brow
sers,w

ith
added

m
anualsteps

or
autom

ated
plug-ins.
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C
lient-side

certificate
generation.

S
erver-side

key
pair

generation.

S
erver-side

key
storage.

S
erver-generated

shared
secrets.
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C
lien

t-sid
e

C
ertifi

cate
G

en
eratio

n

S
erver

sends
(N

etscape-standard)
tag.

C
lientgenerates

R
S

A
key

pair;uploads
public

key
via

S
S

L/T
LS

.

S
tandard

H
T

T
P

-style
authentication

is
used.

S
erver

signs
and

returns
certificate.

A
pplication

(or
user)

conveys
certificate

and
priv ate

key
to

IK
E

m
odule.

S
erver

side
does

nothing
—

certificates
are

self-identifying.
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ey
P

air
G

en
eratio

n

S
erver

generates
high-quality

key
pairs

in
its

spare
tim

e.

C
lientuses

H
T

T
P

authentication
and

S
S

L/T
LS

to
requesta

certificate.

N
o

risk
here

to
server

retaining
private

k ey
—

the
server

controls
all

access
no

m
atter

w
hat,and

this
certificate

is
used

for
nothing

else.
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erver-sid
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K

ey
S

to
rag

e

T
he

user’s
long-term

certificate
and

encrypted
private

key
are

stored
on

the
server.

A
fter

H
T

T
P

-style
authentication,both

are
returned

under
protection

of
T

LS
.

C
lientdecrypts

and
uses

private
key.

C
an

be
used

w
ith

globalP
K

Ior
locally-generated

certificates.
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S
erver-g

en
erated

S
h

ared
S

ecrets

S
S

L/T
LS

required
for

earlier
schem

es
is

expensive;the
resultis

then
discarded,to

be
follow

ed
by

an
equally-expensive

IK
E

exchange.

Instead,use
the

authenticated
S

S
L/T

LS
session

to
pass

back
a

transientshared
secret.

A
uthentication

server
then

passes
the

secretto
the

IK
E

ser ver.

P
erm

its
use

ofcheaper
IK

E
variants.
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Issu
es

D
esigned

to
perm

itback-end
R

A
D

IU
S

servers ,including
token

card
authentication.

S
tandard

W
eb

brow
sers

are
a

poor
m

atch
for

such
cards

—
butthis

isn’tstandard
H

T
T

P,since
the

user
doesn’treturn

there.

M
ustresolve

issue
ofcertificate

expiration
versus

S
A

expiration,and
balance

againstdesire
for

reuse
oflegacy

authentication
technique.

C
lients

M
U

S
T

verify
server-side
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C
o

n
clu

sio
n

s

T
here

are
m

any
w

ays
to

solve
this

problem
.

E
xisting

building
blocks

are
quite

sufficient.

A
hybrid

ofthe
second

and
third

schem
es

is
a

big
step

tow
ards

use
of

a
P

K
Iw

ith
client-side

certificates.

W
e

don’tneed
to

touch
IK

E
.
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