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Abstract. We considera model of learningBooleanfunctionsfrom quantum
membership queries. This modelwasstudiedin [26], whereit wasshown that
any classof Booleanfunctionswhich is information-theoreticallylearnablefrom
polynomiallymany quantummembershipqueriesisalsoinformation-theoretically
learnablefrom polynomiallymany classicalmembershipqueries.
In this paperwe establisha strongcomputationalseparationbetweenquantum
andclassicallearning.We prove that if any cryptographicone-way functionex-
ists, thenthereis a classof Booleanfunctionswhich is polynomial-timelearn-
ablefrom quantummembershipqueriesbut not polynomial-timelearnablefrom
classicalmembershipqueries.A novel consequenceof our result is a quantum
algorithmthatbreaksageneralcryptographicconstructionwhich is securein the
classicalsetting.

1 Intr oduction

Over the pastdecadethe studyof quantumcomputationhasgeneratedmuchexcite-
mentandattractedintenseresearchattention.Oneof themostinterestingaspectsof this
new computingparadigmis thepossibilitythatpolynomial-timequantumcomputation
maybestrictly morepowerful thanpolynomial-timeclassicalcomputation,i.e. thatthe
quantumclassBQP may strictly containBPP. Evidencefor this possibility hasbeen
provided by Shor [27], who gave polynomial-timequantumalgorithmsfor factoring
anddiscretelogarithms,two problemswhich arenot known to have polynomial-time
classicalalgorithms.

Sincemany importantlearningproblemsarenotknownto besolvablein polynomial
time, from a learningtheoryperspective theprospectof gainingcomputingpower via
quantumcomputationis quiteintriguing. It is naturalto askwhetherefficient quantum
algorithmscanbedesignedfor learningproblems(suchastheproblemof learningDNF
formulae)whichhavethusfar resistedefforts to constructpolynomial-timealgorithms.
The ultimategoal of researchalongtheselines would be to constructquantumalgo-
rithms which learnusing traditional (classical)exampleoracles,but suchalgorithms
arenot yet known.

1.1 PreviousWork

As a first stepin this direction,several researchershave studiedquantumlearningal-
gorithmswhich have accessto quantumoracles; so in this framework the sourceof



examplesaswell asthe learningalgorithmitself is assumedto operatein a quantum
fashion.The first work alongtheselines is dueto BshoutyandJackson[10] who de-
fined a quantumPAC oracleandgave an efficient algorithmfor learningDNF from a
uniform-distributionquantumPAC oracle.

In a different community, many complexity theory researchershave studiedthe
power of quantumcomputationwith a black-boxquantumoracle[3–8,11,13,16,28,
31]. This researchhasfocusedon understandingthe relationshipbetweenthe number
of quantumversusclassicalblack-boxoraclequeriesrequiredto determinewhetheror
not a black-boxfunction hassomeparticularpropertysuchasever taking a nonzero
value[4, 6,11,16,31] or beingevenlybalancedbetweentheoutputszeroandone[13].

Sincea classicalblack-boxoraclequeryto a Booleanfunctionis thesamething as
amembershipqueryin learningtheory, in light of thework describedaboveit is natural
to consideramodelof learningfromquantummembershipqueries. In contrastwith the
work describedabove,thegoalhereis to exactly identify theblack-boxfunctionrather
thanto determinewhetheror notit hassomeproperty. ServedioandGortler[26] defined
sucha modelandprovedthat any conceptclass

�
which is information-theoretically

learnablefrom polynomially many quantummembershipqueriesis alsoinformation-
theoreticallylearnablefrom polynomially many classicalmembershipqueries(they
alsogaveasimilar resultfor thequantumPAC learningmodelof [10]).

This result from [26] dealsonly with querycomplexity anddoesnot addressthe
computationalcomplexity of quantumversusclassicallearning.Indeed,[26] alsoshowed
thatpolynomial-timequantumlearningis morepowerful thanpolynomial-timeclassi-
cal learningunderthe assumptionthat factoringis computationallyhardfor classical
computers.This followsdirectly from theobservationthatShor’squantumfactoringal-
gorithmenablesquantumalgorithmsto efficiently learnconceptclasseswhoseclassical
learnabilityis directly relatedto thehardnessof factoring[2, 20].

1.2 Our Results

We give strongevidencethatefficient quantumlearningalgorithmsaremorepowerful
thanefficientclassicallearningalgorithms.Our mainresultis thefollowing theorem:

Theorem1. If any one-wayfunctionexists, thenthere is a conceptclass
�

which is
polynomial-timelearnablefrom quantummembership queriesbut is not polynomial-
timelearnablefromclassicalmembershipqueries.

Thisseparationbetweenquantumandclassicallearningis farmorerobustthanprevious
work [26]. Evenif a polynomial-timeclassicalfactoringalgorithmwereto bediscov-
ered,our separationwould hold aslong asanyone-way functionexists (a universally
heldbelief in public-key cryptography).

Themaincryptographictool underlyingourresultsis anew constructionof pseudo-
randomfunctionswhichareinvariantunderanXOR mask(seeSection4).As described
in Section5.1,eachconcept��� �

combinesthesenew pseudorandomfunctionswith
pseudorandompermutationsin a particularway. Roughlyspeaking,theXOR maskin-
varianceof thenew pseudorandomfunctionsensuresthata quantumalgorithmdueto
Simon[28] canbe usedto extract someinformationaboutthe structureof the target



conceptandthusmake progresstowardslearning.On the otherhand,the pseudoran-
domnessensuresthatno probabilisticpolynomial-timelearningalgorithmcanextract
any usefulinformation,andthusno suchalgorithmcanlearnsuccessfully.

As discussedin Section6, our resultsprove the existenceof a quantumoracleal-
gorithmwhich defeatsa generalcryptographicconstructionsecurein theclassicalset-
ting. More precisely, givenany one-way functionwe constructa family of pseudoran-
domfunctionswhich areclassicallysecurebut canbedistinguishedfrom truly random
functions(andin factexactly identified)by analgorithmwhich makesquantumoracle
queries.To our knowledge,this is the first breakof a generalcryptographicprotocol
(not basedon a specificassumptionsuchasfactoring)in aquantumsetting.

2 Preliminaries

A conceptis a Booleanfunction �����
	�����
������	������� A conceptclass
����� � � � � �

is a collectionof conceptswith
� � � �
�!� � �"� is aconceptover �
	����� � �#�

For $%�'&(�)��	����� wewrite $+*!& to denotetheexclusive-or $-,.&0/ mod 1�23� Similarly
for 45�'67�)�
	����� � wewrite 4�*!6 to denotethe 8 -bit stringwhich is thebitwiseXOR of4 and 6�� Wewrite 4:9;6 to denotetheinnerproduct4 � 6 � ,<9�9�93,=4 � 6 � / mod 1�23� andwe
write > 4?> to denotethelengthof string 4@�

Weusescriptcapitallettersto denoteprobabilitydistributionsoversetsof functions;
in particular A � denotestheuniform distribution over all 1 ��B'C functionsfrom ��	����� �
to �
	����� � . If D is afinite setwewrite EGF;HJI�K to denotea uniformchoiceof L from D?�

We write M�/NL�2 to indicatethat algorithm M is given string L as input and MPO
to indicatethat M hasaccessto an oraclefor the function Q�� If M is a probabilistic
polynomial-time(henceforthabbreviatedp.p.t.)algorithmwhichhasaccessto anoracleQ7�R�
	������SUT%�V��	������SXW�� thentherunningtimeof MPO is boundedby Y@/[Z � ,\Z B 2 for some
polynomialY@�

In themodelof exactlearningfrommembershipqueries[1, 9,14,18,19], thelearn-
ing algorithmis givenaccessto anoraclefor anunknown targetconcept�!� � � � When
invoked on input 4]�^�
	����� � � the oraclereturns ��/[4�2 (suchan oraclecall is known
asa membership query). The goal of the learningalgorithmis to constructa hypoth-
esis _`�+�
	����� � �a��	����� which is logically equivalentto ��� i.e. _@/[4b2 � ��/c4b2 for all4d�=��	����� � � Wesaythataconceptclass

�
is polynomial-timelearnablefrommember-

ship queriesif thereis a p.p.t.oraclealgorithm e with the following property:for all8gfh�� for all �0� � � � with probability at least i j 
	.e!k outputsa Booleancircuit _
which is equivalentto �l�

Detaileddescriptionsof quantumTuring machineandcircuit modelsandof quan-
tumoraclecomputationaregivenin [5, 12,25,30]. Mostof thedetailsareirrelevantfor
ourneeds,sowedescribehereonly theessentialaspects.

A quantumcomputationtakesplaceoveran m -bit quantumregister. At any stagein
theexecutionof a quantumcomputationthestateof this registeris somesuperpositionnpo I#qUr�s �;t'u $ o > v w of basisstates> v#w3� wherethe $ o arecomplex numberswhich satisfy
theconstraint

npo I#qUr�s �'t'uyx $ o x B � �� Wemaythusview thestateof aquantumregister
asbeinga 1�z -dimensionalcomplex vectorof unit norm.A singlestepof a quantum
computationcorrespondsto a unitary transformationof this vector, i.e. a 1�z|{`1�z



unitarymatrix, anda quantumalgorithmis definedby a sequenceof suchmatrices.A
singlequantumcomputationstepis analogousto a singlegatein a classicalcircuit; in
orderto ensurethateachstepof quantumcomputationperformsonly aboundedamount
of work, the modelstipulatesthat eachunitary matrix mustbe simpleandlocal in a
well-definedsense.At theendof a quantumcomputationa measurementis performed
on the registerandan m -bit string is obtainedasoutput.If the register’s final stateisnpo I#qUr�s �;t'u $ o > v w thenwith probability x $ o x B thestring v\�)��	�����
z is theoutput.

Quantumcomputationwith accessto an oracle �}�"��	�����
�p� �
	����� S proceeds
as follows. If the oracle � is invoked when the currentstateof the quantumregister
is
n�~ I#q�r�s �;t C s �lI#q�r�s �;t�� s ��I#qUr�s �;t'u?� C ��� $

~ s ��s �-> 45�'6��U�!w�� thenat the next stepthe stateof
the registerwill be

n�~ I#qUr�s �'t C s ��I#qUr�s �'tU� s ��I#q�r�s �;tUu+� C ��� $
~ s ��s ��> 45�U6�*"��/c4b2��U�!w�� (It canbe

verified that this changeof stateis a unitary transformationfor any oracle �l� ) Thusa
quantumalgorithm can invoke its oracleon a superpositionof inputsand receivesa
correspondingsuperpositionof responses.Thismodelof quantumcomputationwith an
oraclehasbeenstudiedby many researchersin complexity theory[3–8,11,13,16,28,
31] andhasalsorecentlybeenstudiedfrom a learningtheoryperspective[26].

Wesaythataconceptclass
�

is polynomial-timelearnablefromquantummember-
shipqueriesif thereis a quantumoraclealgorithm e with thefollowing property:for
all 8]fh�� for all �d� � � ��e!k runsfor at mostpoly /[852 stepsandwith probability at
least i j 
	 outputsa representationof a Booleancircuit _ which is logically equivalent
to �l� It is well known that any classicaloraclealgorithmcanbe efficiently simulated
by a quantumoraclealgorithm,andthusany conceptclasswhich is polynomial-time
learnablefrom classicalmembershipqueriesis polynomial-timelearnablefrom quan-
tum membershipqueries.

3 Simon’s Algorithm

Let ���?�
	����� � ���
	����� � be a function andlet 	 �p�� L����
	����� � � We saythat � is
two-to-onewith XORmask L if for all 6 �� 45���?/c4b2 � �?/[6�2��\� 6 � 4�*�L�� More
generally, � is invariantunderXORmaskwith L if �?/[4�2 � �?/[4�*�L�2 for all 4)�)��	����� �
(notethatsucha functionneednot betwo-to-one).

Simon[28] hasgiven a simplequantumalgorithmwhich takesoracleaccessto a
function �d�R�
	����� � ����	����� � � runsin poly /c852 time,andbehavesasfollows:

1. If � is a permutationon �
	����� � � the algorithmoutputsan 8 -bit string 6 which is
uniformly distributedover ��	����� � �

2. If � is two-to-onewith XOR mask L�� thealgorithmoutputsan 8 -bit string 6 which
is uniformly distributedover the 1 �R� � stringssuchthat 6.9
L � 	��

3. If � is invariantunderXOR maskwith L�� thealgorithmoutputssome8 -bit string 6
which satisfies6�9�L � 	��
Simonshowedthatby runningthis procedure�\/c852 timesaquantumalgorithmcan

distinguishbetweenCase1 ( � is a permutation)andCase3 ( � is invariantundersome
XOR mask)with highprobability. In Case1 after �\/[852 repetitionsthestringsobtained
will with probability ���1 ���+����� containabasisfor thevectorspace/�� B 2 � (hereweare



viewing 8 -bit stringsasvectorsover � B ), while in Case3 the stringsobtainedcannot
containsuchabasissinceeachstringmustlie in thesubspace�
6���6�9�L � 	���� Simonalso
observedthat in Case2 ( � is two-to-onewith XOR mask L ) thealgorithmcanbeused
to efficiently identify L with high probability. This is becauseafter �\/[852 repetitions,
with high probability L will betheuniquenonzerovectorwhosedot productwith each6 is 	�  this vectorcanbefoundby solvingthelinearsystemdefinedby the 6 ’s.

Simonalsoanalyzedthesuccessprobabilityof classicaloraclealgorithmsfor this
problem.His analysisestablishesthefollowing theorem:

Theorem2. Let 	 �¡�� L.�y�
	����� � bechosenuniformlyandlet �)����	����� � �¢��	����� �
bean oraclechosenuniformly from thesetof all functionswhich are two-to-onewith
XORmaskL�� Then(i) there is a polynomial-timequantumoraclealgorithmwhich iden-
tifies L with high probability; (ii) anyp.p.t.classicaloraclealgorithmidentifiesL with
probability �j�1 £ ����� �

This surprisingability of quantumoraclealgorithmsto efficiently find L is highly
suggestivein thecontext of ourquestfor alearningproblemwhichseparatespolynomial-
time classicalandquantumcomputation.Indeed,Simon’salgorithmwill play a crucial
role in establishingthat theconceptclasswhich we constructin Section5 is learnable
in poly /c852 time by a quantumalgorithm.Recallthat in our learningscenario,though,
thegoalis to exactlyidentifytheunknown targetfunction,not just to identify thestringL�� Since 1R£ ����� bits arerequiredto specifya randomlychosenfunction � which is two-
to-onewith XOR mask L�� no algorithm(classicalor quantum)canoutputa description
of � in poly /c852 time,muchlesslearn � in poly /[852 time.Thusit will not do to usetruly
randomfunctionsfor our learningproblem;insteadweusepseudorandomfunctionsas
describedin thenext section.

4 Pseudorandomness

A pseudorandomfunction family [15] is a collectionof functions �l��H)�¤�
	�����#¥ H ¥¦��
	����� ¥ H ¥ � H;I#qUr�s �;tJ§ with thefollowing two properties:(i) (efficientevaluation)thereis a
deterministicalgorithmwhich,givenan 8 -bit seedL andan 8 -bit input 45� runsin time
poly /c852 andoutputs� H /c4b2�  (ii) (pseudorandomness)for all polynomials̈\� all p.p.t.or-
aclealgorithmsMP� andall sufficiently large 8+� wehavethat ©© EGF;ª I�« C

¬ M ª outputs�®�EGF HJI#q�r�s �;t C ¬ M]¯U° outputs� ©©\± �² ����� � Intuitively, the pseudorandomesspropertyen-
suresthat in any p.p.t. computationwhich usesa truly randomfunction, a randomly
chosenpseudorandomfunctionmaybeusedinsteadwithoutaffectingtheoutcomein a
noticeableway. Well known results[15,17] imply thatpseudorandomfunctionfamilies
exist if andonly if any one-way functionexists.

A pseudorandompermutationfamily is a pseudorandomfunction family with the
addedpropertythat eachfunction � H �³��	����� ¥ H ¥ �´�
	����� ¥ H ¥ is a permutation.Luby
and Rackoff [21] gave the first constructionof a pseudorandompermutationfamily
from any pseudorandomfunction family. In their constructioneachpermutation��Hµ��
	����� � �¶�
	����� � hasa seedL of length > L > �h· 8@j�1 ratherthan 8 asin our defini-
tion above. Subsequentconstructions[22–24] of pseudorandompermutationfamilies����H!����	����� � ����	����� � � use8 -bit seedsandhencematchourdefinitionexactly. (Our



definition of pseudorandomnesscould easilybe extendedto allow seedlengthsother
than 8+� For our constructionin Section5 it will beconvenientto have 8 -bit seeds.)

4.1 PseudorandomFunctions Invariant under XOR Mask

Our maincryptographicresult,statedbelow, is provedin AppendixA:

Theorem3. If anyone-wayfunctionexists,thenthereis a pseudorandomfunctionfam-
ily ��Q�H¸���
	����� ¥ H ¥ �V�
	����� ¥ H ¥ � such that Q�H�/c4b2 � Q�H�/[4¹*ºL�2 for all > 4�> � > L >»�

A first approachto constructingsucha family is asfollows: givenany pseudoran-
domfunctionfamily �l��H���� let ��Q�H�� bedefinedby

Q�H�/[4�2?¼�½�¾� ��H�/[4�2'*º��H�/[4�*:L
2�� (1)

This simpleconstructionensuresthat eachfunction Q�H is invariantunderXOR mask
with L�� but thefamily ��Q�H�� neednot bepseudorandomjust because����H�� is pseudoran-

dom. Indeed,if �l_�H�� is similarly definedby _�H�/c4b2 ¼�½�¾� Q�H�/c4b2'*"Q�H�/[4�*�L�2�� then �l_�H�� is
notpseudorandomsince_bHl/[4�2 � /N��H�/[4b2;*���Hl/c4�*�L�2U2;*�/N��H�/c4�*ºL�2'*"��H�/[4�*�Ll*"L�2 � 	����

While this exampleshows that (1) doesnot alwayspreserve pseudorandomness,it
leavesopenthepossibilitythat(1) maypreservepseudorandomnessfor certainfunction
families �l� H � . In AppendixA we show thatif ��� H � is a pseudorandomfunctionfamily
which is constructedfrom any one-way function in a particularway, thenthe family��Q H � definedby (1) is indeedpseudorandom.

It mayat first appearthat the pseudorandomfunction family ��Q H � givenby Theo-
rem 3 immediatelyyields a conceptclasswhich separatesefficient quantumlearning
from efficient classicallearning.Thepseudorandomnessof ��Q H � ensuresthatno p.p.t.
algorithmcanlearnsuccessfully;on the otherhand,if Simon’s quantumalgorithmis
givenoracleaccessto afunctionwhichis two-to-onewith XOR maskL�� thenit caneffi-
ciently find L with highprobability. Henceit mayseemthatgivenaccessto Q�H Simon’s
quantumalgorithmcanefficiently identify theseedL andthuslearnthetargetconcept.

Theflaw in this argumentis thateachfunction Q�H from Theorem3, while invariant
underXORmaskwith L�� neednotbetwo-to-one.IndeedQ�H couldconceivablybeinvari-
antunderXOR maskwith, say, ¿ 8 linearly independentstrings L � L � �JL B ���������JL�À � �
Sucha setof stringsspansa 1 À � -elementsubspaceof �
	����� � ; even if Simon’s algo-
rithm couldidentify thissubspace,it wouldnot indicatewhichelementof thesubspace
is thetrueseedL�� Hencea moresophisticatedconstructionis required.

5 Proof of Theorem 1

5.1 The ConceptClass Á
We describeconceptsover �
	������z where m � 8�,�1?Â�Ã�ÄG8�,g�� Eachconceptin

� z
is definedby an /[8�,�
2 -tuple /[6��;L � ���������;L � 2 where 6 � 6 � �����'6 � �(�
	����� � andeachL�Å��]��	����� �\Æ �
	 � �#� so

� z contains1 � /®1 � �Ç
2 � distinct concepts.For brevity we
write L to standfor L � ���������JL � below.



Roughlyspeaking,eachconceptin
� z comprises8 pseudorandomfunctions;as

explainedbelow the string 6 actsasa “password” and the strings L � ���������JL � are the
seedsto the pseudorandomfunctions.Eachconcept �`� � z takes m -bit stringsas
inputs; we view suchan m -bit input as a 4-tuple /®È��U4@�UÉJ�®Ê 2 where È}�Ë�
	�����#��4���
	����� � � and ÉJ�®ÊÌ�)��	������Í Î;Ï � eachrepresentanumberin therange����;1��������3�U8?�#�

Let �l_ r H �¤�
	����� ¥ H ¥%�´��	�����#¥ H ¥»� H;I#qUr�s �'tJ§ be a pseudorandompermutationfamily
andlet �l_ �H ���
	����� ¥ H ¥ �V�
	����� ¥ H ¥ � H;I#qUr�s �'tJ§ bethepseudorandomfunctionfamily from
Theorem3, so _ �H /c4b2 � _ �H /c4�*�L�23� The concept � ��s H is definedas follows on input/NÈ��'45�UÉJ��Ê#2-�

– If Ð�Ñ|Ò : A query /c	��'45�'É;��Ê 2 is calleda functionquery. Thevalueof � �ls H /c	��'45�'É;��Ê 2
is _ �JÓH Ó /[4�2®Ô�� i.e. the Ê -th bit of the 8 -bit string _ �JÓH Ó /c4b23� Thusthe bit 6 Å determines
whetherthe É -th pseudorandomfunctionusedis apermutationor is invariantunder
XOR maskwith L
Å .

– If ÐµÑÖÕ : A query /���'45�'É;��Ê 2 is calleda seedquery. Thevalueof � ��s H /���U4@�UÉJ�®Ê 2 is
0 if 4 �� 6 andis L
ÅÔ (the Ê -th bit of the É -th seedL
Å ) if 4 � 6��

Theintuition behindourconstructionis simple:in orderto learnthetargetconceptsuc-
cessfullya learningalgorithmmustidentify eachseedstring L � ���������;L � � Thesestrings
canbe identifiedby makingseedqueries /U��'6b�'ÉJ�®Ê 23� but in order to make the correct
seedqueriesthe learningalgorithm must know 6�� Sinceeachbit 6 Å correspondsto
whetheranoracleis apermutationor is XOR-maskinvariant,aquantumalgorithmcan
determineeach 6 Å and thus can learn successfully. However, no p.p.t. algorithm can
distinguishbetweenthesetwo typesof oracles(sincein eithercasetheoracleis pseu-
dorandomandhenceis indistinguishablefrom a truly randomfunction), so no p.p.t.
algorithmcanlearn 6��
5.2 A Quantum Algorithm Which Learns Á in Polynomial Time

Theorem4.
�

is polynomial-timelearnablefromquantummembershipqueries.

Proof sketch: Let � �ls H � � z bethetargetconcept.Eachfunction _ �;ÓH Ó is a permutation
if f 6 Å � 	 andis XOR-maskinvariantif f 6 Å �  (this is why wedonotallow L
Å � 	 � in
thedefinitionof theconceptclass).Usingquantummembershipqueries,apoly /c852 -time
quantumalgorithmcanrunSimon’sprocedure8 times,oncefor eachfunction _ �JÓH Ó � and
thusdetermineeachbit 6 Å with high probability. (Onedetailwhich ariseshereis that
Simon’s algorithmusesan oracle �
	����� � �¶�
	����� � whereasin our learningsetting
theoracleoutputsonebit ata time.This is notaproblemsinceit is possibleto simulate
any call to Simon’soracleby making 8 sequentialcalls,bit by bit, to ouroracle.)Given
the string 6 � 6 � �����'6 � � the algorithmcanthenmake 8 B querieson inputs /U��'6b�'ÉJ�®Ê 2
for �×�ÉJ�®Ê¡×�8 to learneachof the 8 strings L � ���������;L � � Once 6 and L � ���������JL � are
known it is straightforwardto outputacircuit for � ��s H � ØÙ
5.3 No ClassicalAlgorithm Learns Á in Polynomial Time

Theorem5.
�

is not polynomial-timelearnablefromclassicalmembershipqueries.



Let
��ÚzÜÛ � z ��> ��Úz > � 1 � WUÝ � betheconceptclass

��Úz � �
� ��s H ��6��JL � ���������JL � ��
	����� � �#  thus
��Úz includesconceptsin which L
Å may be 	 � � The following lemma

statesthatit is hardto learna targetconceptchosenuniformly from
� Úz �

Lemma 1. For all polynomials̈\� all p.p.t.learningalgorithms e:� andall sufficiently
large 8 , E%F k�ÞJß ° I�à5áu ¬ e k�ÞJß ° outputsa hypothesis_7â�� ��s H  ± �² �ã��� �
To seethatLemma1 impliesTheorem5, wenotethattheuniformdistributionover

��Úz
andthe uniform distribution over

� z arenearly identical(the two distributionshave
total variationdistance�\/[8@j�1 � 2 ). Lemma1 thushasthe following analoguefor

� z
which clearlyimpliesTheorem5:

Lemma 2. For all polynomials̈\� all p.p.t.learningalgorithms e:� andall sufficiently
large 8 , E%F k�ÞJß ° I�à u ¬ e k�ÞJß ° outputsa hypothesis_7â�� ��s H  ± �² �ã��� �

Theproofof Lemma1 proceedsasfollows:wesaythata learningalgorithm e hits6 if atsomepointduringits executione makesaseedquery /���'6��UÉJ�®Ê 23� andwesaythate misses6 if e doesnot hit 6�� We havethat

E%Fk�ÞJß ° I�à áu
¬ e k ÞJß ° outputs_7âä� ��s H  � EGF ¬ e k Þ3ß ° outputs_7â�� ��s Hµå e k ÞJß ° hits 6# ,

EGF ¬ e k Þ3ß ° outputs_7â�� ��s Hµå e k ÞJß ° misses6#
×`EGF ¬ e k�Þ3ß ° hits 6# ,EGF ¬ e k�Þ3ß ° outputs_7â�� ��s H >�e k�ÞJß ° misses6#®�

Lemma1 thusfollows from thefollowing two lemmas:

Lemma 3. For all polynomials̈\� all p.p.t.learningalgorithms e:� andall sufficiently
large 8 , E%F k�ÞJß ° I�à5áu ¬ e k�ÞJß ° hits 6� ± �² �ã��� �
Lemma 4. For all polynomials̈\� all p.p.t.learningalgorithms e:� andall sufficiently
large 8 , E%F k�ÞJß ° I�à5áu ¬ e k�ÞJß ° outputs_�âp� �ls H >-e k�ÞJß ° misses6# ± �² ����� �
Proof of Lemma 3. Theideaof theproof is asfollows:beforehitting 6 for thefirst time
algorithm e gets 	 astheanswerto eachseedquery, so e might aswell be querying
a modifiedoraclewhich answers0 to every seedquery. We show that no p.p.t. algo-
rithm which hasaccessto suchanoraclecanoutput 6 with inversepolynomialsuccess
probability(intuitively this is becausesuchanoracleconsistsentirelyof pseudorandom
functionsandhencecanprovide no informationto any p.p.t.algorithm),andthus e ’s
probabilityof hitting 6 mustbelessthan �j poly /[852 aswell.

More formally, let e beany p.p.t.learningalgorithm.Without lossof generalitywe
may supposethat e alwaysmakesexactly æR/[852 seedqueriesduring its executionfor
somepolynomial æ � Let ç � ���������'ç)è ����� bethesequenceof stringsin �
	����� � on whiche k�ÞJß ° makesits seedqueries,i.e. e k�ÞJß ° uses /���Uçdé;�UÉ é �®Ê é 2 asits ê -th seedquery. Eachçdé is a randomvariableover the probability spacedefinedby the uniform choiceof� ��s H � ��Úz andany internalrandomnessof algorithm e .



For each� ��s H � ��Úz let ë� ��s H �R�
	�����
zp�V�
	����� beamodifiedversionof � �ls H which
answers0 to all seedqueries,i.e. ë� �ls H /NÈ��'45�UÉJ��Ê#2 is � ��s H /®È��U4@�UÉJ�®Ê 2 if È � 	 andis 	 ifÈ � �� Considerthefollowing algorithm ì which takesaccessto anoraclefor ë� ��s H and
outputsan 8 -bit string. ì executesalgorithm eºík�ÞJß ° (note that the oracleusedis ë� ��s H
ratherthan � ��s H ), thenchoosesa uniform randomvalue �×�ê!×�æR/[852 andoutputs ëç=é;�
thestringon which e:ík�ÞJß ° madeits ê -th seedquery. Like the çdé s,each ëç=é is a random
variableover theprobabilityspacedefinedby a uniform choiceof � ��s H � ��Úz andany
internalrandomnessof e .

Thefollowing two lemmastogetherimply Lemma3:

Lemma 5. 1�æR/c852 B 9
EGF k�Þ3ß ° I�à5áu ¬ ì ík�ÞJß ° outputs6#5fîE%F k�ÞJß ° I�à5áu ¬ e k�ÞJß ° hits 6���
Lemma 6. ©©© E%F k�ÞJß ° I�à5áu

¬ ìÌík�ÞJß ° outputs6��� �
B C ©©© ±

�² ����� for all polynomials̈ and all

sufficientlylarge 8+�
Proof of Lemma5. We have that

è �����ï
é[ð �

EGF ¬ ç é � 6 å ç=ñ �� 6 for ò ± ê�5× è �����ï
é[ð �

EGF ¬ ç é � 6ó>-ç=ñ �� 6 for ò ± ê���
Sincethe left sideof this inequalityis exactly EGF k�ÞJß ° I�à áu ¬ e k�Þ3ß ° hits 6#®� for somevalueº×<ê r ×`æR/[852 we have

EGF ¬ ç é[ô � 6õ>%ç ñ7�� 6 for ò ± êXr��föE%F ¬ e k�ÞJß ° hits 6�cjlæR/c8523� (2)

Sincethe distribution of responsesto function querieswhich e makesprior to its
first seedqueryis the sameregardlessof whetherthe oracleis � ��s H or ë� ��s H � it is clear
thattherandomvariablesç �

and ëç �
areidenticallydistributed.An inductiveargument

shows that for all ê�fh�� the conditionalrandomvariablesçdé¤>�/[ç ñ �� 6 for ò ± êU2
and ëçdé¦>�/ ëç ñ �� 6 for ò ± êU2 areidenticallydistributed(in eachcasetheconditioning
ensuresthatthedistributionof responsesto seedquerieswhich e makesprior to its ê -th
seedqueryis thesame,i.e.all 0).

We considertwo possiblecases.If EGF k�ÞJß ° I�à@áu ¬ ëç ñ �� 6 for ò ± ê r 5÷glj�1�� then

EGFk�ÞJß ° I�à@áu
¬ ì ík�ÞJß ° outputs6#5f�EGF ¬ ì ík�ÞJß ° choosesêXr��9�EGF ¬ ëç é[ô � 6 å ëç)ñ �� 6 for ò ± êXr�

� EGF ¬ ëçdé[ô � 67> ëç ñ �� 6 for ò ± êXr��9
EGF ¬ ëç ñ �� 6 for ò ± êXr�æR/c852
÷�EGF ¬ ëç é ô � 67> ëç ñ �� 6 for ò ± ê r cj�1�æR/c852� EGF ¬ ç é ô � 67>�ç ñ �� 6 for ò ± ê r cj�1�æR/c852f�EGF ¬ e k�ÞJß ° hits 6#cj�1�æR/[852 B � by (2)

Otherwiseif EGF k Þ3ß ° I�à áu ¬ ëç ñ �� 6 for ò ± ê r ¦×��j�1R� then
n é[ô � �é[ð r E%F ¬ ëçdé � 6#¦fõ�j�1

andhenceEGF k�Þ3ß ° I�à áu ¬ ì ík ÞJß ° outputs6# is at least

é ô�� �ï
é[ð �

E%F ¬ ì ík�ÞJß ° choosesê�b9�EGF ¬ ëç é � 6�@f 1�æR/c852 f E%F ¬ e k ÞJß ° hits 6#1�æR/c852 B � ØÙ



Proofof Lemma6.For v��;ø��)�
	����� � let Y où � EGF k�ÞJß ° I�à@áu ¬ ì ík�Þ3ß ° outputsv}>�6 � øl®� ForZ"�¡������������'8?� let ø�>ã> Z denoteø with the Z -th bit flipped.Similarly, for D`ú��#����������'8?�
let ø�>�> D denoteø with bits flippedin all positionscorrespondingto D?�

Fix v��;øÌ�}�
	������� and Zº�(������������'8?� andconsiderthefollowing algorithm û o s
ù
s S

which takesaccessto anoracle �¡�b��	����� � �ü�
	����� � andoutputsa singlebit: For allÉ �� Z algorithm û o s
ù
s S first choosesarandom8 -bit string L
Å'��û o s

ù
s S thenrunsalgorithmì , simulatingtheoraclefor ì asfollows:

– queries/c	��U4@��Z��®Ê 2 areansweredwith thebit �?/[4�2 Ô
– for É �� Z queries/N	��'45�UÉJ��Ê#2 areansweredwith thebit _

ù
ÓH Ó /[4�2®Ô

– all queries/���'45�'É;��Ê 2 areansweredwith thebit 	��
Finally algorithm û o s

ù
s S outputs if ì ’s outputis v andoutputs	 otherwise.

It is easyto verify thatfor all v��;ø���Z wehave Y où � EGF H;I#qUr�s �;t C ¬ û7ý�þ �°o s
ù
s S outputs � and

Y où ¥ÿ¥ S � EGF HJI#q�r�s �;t C ¬ û7ý T � þ �°o s
ù
s S outputs ��� From the definition of pseudorandomnessand

thetriangleinequalityit followsthat > Y où �"Y où ¥ÿ¥ S > ±
�

� ² ����� � Making > D¤>R×î8 applications

of this inequalityandusingthe triangleinequality, we find that > Y où �)Y où ¥ÿ¥ K > ±
�² ����� �

We thushave that > Y où �(Y oo > ± �² ����� for all v��Jø��Ë��	����� � � Since
n o I#q�r�s �;t C Y

où �
�� we have that ©©© E%F k�ÞJß ° I�à áu

¬ ì ík�ÞJß ° outputs6�b� �
B C ©©©

� ©©©
�
B C

� n�o I#qUr�s �'t C Y
oo�� � �

B C ©©©
�

�
B C ©©©

npo I#qUr�s �;t C /»Y
oo ��Y où 2 ©©© ±

�² ����� � ØÙ
Proof of Lemma 4. Theideahereis thatconditioningon theeventthat e misses6 en-
suresthattheonly informationwhich e hasabout6 and L comesfrom queryingoracles
for thepseudorandomfunctions _ �JÓH Ó � Sincethesepseudorandomfunctionsareindistin-
guishablefrom truly randomfunctions,nop.p.t.algorithmcanlearnsuccessfully.

Formally, let e beany p.p.t. learningalgorithm.Considerthe following algorithmì whichtakesaccessto anoracle_ � CH C ���
	����� � ����	����� � andoutputsarepresentation
of a function Qy���
	����� � � ��	����� � � Algorithm ì first chooses�6 � 6 � ������6 � � � uni-
formly from ��	�����
� � � andchooses8¡�g strings L � ���������;L
� � � eachuniformly from�
	����� � �?ì then runs algorithm e:ík ÞJß ° (observe that ì can simulatethe oracle ë� ��s H
sinceit hasaccessto an oraclefor _ � CH C andknows 6 Å �JL
Å for É �� 8 ) which generates
somehypothesis_�� Finally ì outputsthe function Q(�?�
	�������=���
	������� definedby

Q�/c4b2 ¼�½�¾� _@/c	��'45�'8+��
2'_5/N	��'45�U8+�J1�2������'_@/c	��U4@�U8+�U852��
Thefollowing two lemmastogetherimply Lemma4:

Lemma 7. For all sufficiently large 8 , E%F � C IUqUr�s �'t s H C I'qUr�s �;t C
¬ ì ý Þ C° C outputs Q�â]_ � CH C +÷EGF k�Þ3ß ° I�à5áu ¬ e k ÞJß ° outputs_7â�� ��s H >
e k ÞJß ° misses6#cj�1R�

Lemma 8. EGF � C I#q�r�s �;t s H C I#q�r�s �;t C
¬ ì ý Þ C° C outputsQ}â _ � CH C  ±

�² ����� for all polynomials¨ andall sufficientlylarge 8+�
Proofof Lemma7. It is easyto seethatif e ík Þ3ß ° outputsahypothesiswhich is equivalent
to � ��s H � then Q will be equivalent to _ � CH C � For sufficiently large 8 we thus have that



EGF � C I'qUr�s �;t s H C IUqUr�s �'t C
¬ ì ý Þ C° C outputs Q\âg_ � CH C  is at least

E%Fk�ÞJß ° I�à áu
¬ e ík�ÞJß ° outputs_7âp� ��s H 5f�EGF ¬ e ík�Þ3ß ° outputs_7âp� ��s H å e ík�ÞJß ° misses6#

� EGF ¬ e ík�Þ3ß ° outputs_7âp� ��s H >-e ík�ÞJß ° misses6��9
EGF ¬ e ík�Þ3ß ° misses6#

÷�EGF ¬ e ík�Þ3ß ° outputs_7âp� ��s H >-e ík�ÞJß ° misses6�cj�1
wherethelastinequalityfollowsfrom Lemma3.

Let ����e��=D¸/ce k�ÞJß ° 2 ( ����e��=D¸/Ne:ík�ÞJß ° 2 respectively) denotea completetranscript
of algorithm e ’s executionon oracle � ��s H ( ë� ��s H respectively). ����e��=D¸/Ne k�ÞJß ° 2 and
����e��=D¸/Ne:ík�ÞJß ° 2 areeachrandomvariablesovertheprobabilityspacedefinedby auni-
form choiceof � ��s H � ��Úz andany internalrandomnessof algorithm e . An easyinduc-
tionshowsthatthetwoconditionalrandomvariables����e��=D¸/Ne ík ÞJß ° 2�>
/ce ík ÞJß ° misses6R2
and ����e��)D¸/ce k ÞJß ° 2�>?/Ne k ÞJß ° misses6�2 are identically distributed.This implies thatEGF k�Þ3ß ° I�à5áu ¬ e:ík ÞJß ° outputs_hâ � ��s H > e:ík ÞJß ° misses6# � E%F k�ÞJß ° I�à5áu ¬ e k ÞJß ° outputs_|â� ��s H > e k�ÞJß ° misses6#®� which combinedwith theinequalityaboveprovesthelemma. ØÙ
Proofof Lemma8.Thefollowing fact,whichfollowseasilyfrom thepseudorandomness
of ��_ r � and �l_ � ��� statesthat ��_
	H � 	 I#qUr�s �'t s H;I#qUr�s �'t C is apseudorandomfunctionfamily:

Fact 1 For all polynomials̈\� p.p.t.oraclealgorithms e:� andsufficiently large 8+� we

have ©©© EGF 	 I#qUr�s �'t s H;I#qUr�s �'t C
¬ e ý��° outputs���¡E%F ª I�« C

¬ e ª outputs� ©©© ±
�² ����� �

Intuitively thepseudorandomnessof ��_
	H � shouldmake it hardfor ì ý Þ C° C to output _ � CH Csinceclearlynop.p.t.algorithm,givenoracleaccessto atruly randomfunction �� could
outputa functionequivalentto �� Formally, we consideranalgorithm û which takes
oracleaccessto a function �(����	����� � � ��	����� � andoutputsa singlebit. û runs ì�¯
to obtaina function Q andthenselectsa string v)�ä�
	����� � which wasnot usedasan
oraclequeryin thecomputationof ì�¯���û callstheoracleto obtain �?/cv 23� evaluatesQ to
obtain Q¹/cv 23� andouputs1 if thetwo valuesareequaland0 otherwise.

Clearly EGF ¬ û7¯ outputs�@fîEGF ¬ ì�¯ outputsQ\â����� SinceEGF'ª I�« C
¬ û ª outputs� ��j�1 � � usingFact1 we find that ©©© EGF � C I#q�r�s �;t s H C I#q�r�s �;t C

¬ û ý Þ C° C outputs��� �
B C ©©© ±

�
B ² �ã���

andhenceEGF � C I#qUr�s �'t s H C I#qUr�s �'t C
¬ ì ý Þ C° C outputsQ�âg_ � CH C  ±

�² ����� � ØÙ
6 Breaking ClassicalCryptography in a Quantum Setting

Our constructionshighlight someinterestingissuesconcerningthe relation between
quantumoraclecomputationandclassicalcryptography. It is clearthat a quantumal-
gorithm, given accessto a quantumblack-boxoraclefor an unknown function, can
efficiently distinguishbetweentruly randomfunctionsand pseudorandomfunctions
drawn from the family ��Q�H�� of Theorem3. Our constructionof ��Q�H�� thusshows that
cryptographicconstructionswhich areprovably securein the classicalmodelcanfail
in a quantumsetting.We emphasizethat this failure doesnot dependon the ability
of polynomial-timequantumalgorithmsto invert particularone-way functionssuchas



factoring;evenif noquantumalgorithmcanefficiently inverttheone-wayfunctionused
to construct ��Q�H���� our resultsshow that a polynomial-timequantumalgorithmcanbe
a successfuldistinguisher. It would be interestingto obtainstrongerconstructionsof
pseudorandomfunctionswhich areprovablysecurein thequantumoracleframework.
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A Proof of Theorem 3

We say that a polynomial-timedeterministicalgorithm � �:��	����� � � ��	����� B;� is
a pseudorandomgenerator if for all polynomials ¨\� all p.p.t. algorithms e:� and all
sufficiently large 8+��©© E%F o I#qUr�s �;t C ¬ e�/��Ì/cv 2U2 outputs���¡E%F o I#qUr�s �;t W C ¬ e./Nv#2 outputs�J©©R±�² ����� � Thusa pseudorandomgeneratoris an efficient algorithmwhich convertsan 8 -
bit randomstring into a 1�8 -bit string which “looks random” to any polynomial-time
algorithm.Håstadet al. [17] have shown that pseudorandomgeneratorsexist if any
one-way functionexists.

For � a pseudorandomgeneratorand L(���
	�����
� we write ��r /NL�2 to denotethe
first 8 bits of �Ì/®L�2 and � � /®L
2 to denotethe last 8 bits of �Ì/®L�2 . For 45�;L��`�
	����� � let

��H��5��	����� � � �
	����� � bedefinedas ��H�/[4b2 ¼�½�¾� � ~ C /��
~
C � T /U9�9�9�/��

~ W /�� ~ T /NL�2U2'2�9�9�9 2'23�
In [15] it is shown that ����H�� is a pseudorandomfunctionfamily. We now show thatthe

family ��Q�H�� definedby Q�H�/[4b2 ¼�½�¾� ��H�/[4b2;*º��H�/c4�*�L�2 is pseudorandom.
Let A Ú� be the following probability distribution over functions from �
	����� � to�
	����� � : a function  Ú is drawn from A Ú� by drawing a randomfunction  from A � �

drawing arandomstring Lº�)�
	����� � � andletting  Ú bethefunctiondefinedas  Ú /[4�2 �
Ì/[4b2;*�Ì/[4¹*�L�23� Theorem3 followsfrom thefollowing two lemmas:

Lemma 9. For all polynomials̈\� all p.p.t.oraclealgorithms MP� andall sufficiently

large 8 , ©©© EGF ª I�« C
¬ M ª outputs���¡E%F ª ácI�«+áC

¬ M ª á outputs� ©©© ±
�² �ã��� �

Proof. Consideran executionof M with an oracle  Ú � A Ú� definedby  Ú /c4b2 �
Ì/[4b2;*�Ì/[4¹*�L�23� Let D � ��4 � ���������'4�éJ������	����� � be thesetof stringswhich M uses
asqueriesto  Ú � We saythat M finds L if 4�Å � 4 Ô *�L for some4bÅU�'4 Ô �(D?� If M does
not find L�� thenthe distribution of answerswhich M receivesfrom  Ú is identical to



thedistributionwhich M would receiveif it werequeryingarandomfunction ó�0A � ,
sincein bothcaseseachdistinct queryis answeredwith a uniformly distributed 8 -bit
string.Thustheleft sideof theinequalityabove is at most E%F ¬ M finds L��� A simplein-
ductiveargumentgivenin theproof of Theorem3.3of [28] shows that this probability
is atmost

n é � ð � /���j�/N1 � �)/��¸�01�2�/��¸�=�2'j�1�2U2 . SinceM is polynomial-time,ê is atmost
poly /c852 andthelemmafollows. ØÙ
Lemma 10. For all polynomials̈Ì� all p.p.t.oraclealgorithms e.� andall sufficiently

large 8 , ©©© EGF;ª á[I�«+áC
¬ M ª á outputs���¡E%F H;I#qUr�s �'t C ¬ MPO;° outputs� ©©© ±

�² �ã��� �
Proof. We requirethefollowing factwhich is dueto Yao[29]:

Fact 2 Let � be a pseudorandomgenerator, let æR/[852 and ¨�/[852 be polynomials,and
let M�� be a p.p.t.algorithm which takesas input æR/[852 stringseach of length 1�8 bits.
Thenfor all sufficientlylarge 8 wehave > Y��� ��Y��� > ± �² �ã��� � where Y��� is theprobability

that M � outputs1 on input æR/c852 randomstringsin ��	����� B;� and Y
�� is theprobability
that M�� outputs1 on input æR/[852 stringseach of which is obtainedby applying � to a
randomstring from �
	����� � �
We proveLemma10 by contradiction;sosupposethat thereexistsa p.p.t.oraclealgo-
rithm M andapolynomial ¨ suchthatfor infinitely many valuesof 8+�

©©©© E%Fª á[I�«+áC
¬ M ª á

outputs��� EGFHJI#q�r�s �;t C
¬ M OJ° outputs� ©©©© f

¨Ì/[852 � (3)

We will show thatthereis a p.p.t.algorithm M � which contradictsFact2.
As in theproof in [15] that �l� H � is a pseudorandomfunction family, we usea so-

called“hybrid” argument.Considerthefollowing algorithmse Å ( É � 	�������������U8 ), each
of which definesa mappingfrom ��	����� � to �
	����� � andhencecould conceivably be
usedasan oracleto answerM ’s queries.Conceptually, eachalgorithm e Å containsa
full binarytreeof depth8 in which theroot (atdepth0) is labeledwith a random8 -bit
string L�  if ÉG÷�	 theneachnodeatdepthÉ is alsolabeledwith anindependentlychosen
random 8 -bit string.Eachnodeat depth Ê`÷ËÉ alsohasan 8 -bit label determinedas
follows: if node� haslabel v thentheleft child of � haslabel ��r#/cv 2 andtheright child
of � haslabel � � /cv 23� Eachnodein the treehasan addresswhich is a binary string:
the root’s addressis the emptystring,andif a nodehasaddress$^�P�
	����� � thenits
left child hasaddress$�	 andits right child hasaddress$¦ (soeachleaf hasa different8 -bit stringasits address).Let  ³/[4�2 denotethe label of thenodewhoseaddressis 45�
Algorithm e Å answersaquery 4µ�¡�
	����� � with the 8 -bit string  ³/c4b2;*! ³/[4¹*�L�23�

(Note that algorithm e Å neednot precomputeany leaf labels.Instead,e Å canrun
in poly /[852 time at eachinvocationby randomlychoosingL onceandfor all the first
time it is invoked and labeling the necessaryportion of the tree“on the fly” at each
invocationby choosingrandomstringsfor thedepth-É nodesasrequiredandcomputing
descendents’labelsasdescribedabove. e Å muststoretherandomstringswhich it uses
to labeldepth-É nodessoasto maintainconsistency oversuccessive invocations.)

For É � 	�����������3�U8 let YbÅ� � EGF ¬ M#" Ó outputs�®� i.e. theprobabilitythat M outputs
1 if itsoraclequeriesareansweredbyalgorithm e Å � Let Y�O� � E%F H;I#qUr�s �'t C ¬ MPO ° outputs�



and Y ª á� � E%F ª á[I�«?áC
¬ M ª á outputs�®� We have that Y r � � Y�O� sincealgorithm e³r be-

havesexactly like anoraclefor Q�H where L is a random8 -bit string.We alsohave thatY �� � Y ª á� sincealgorithm e � behavesexactly like anoraclefor  Ú �}A Ú� � Inequality
(3) thusimpliesthat > Y r � ��Y �� > f�lj�¨Ì/c852 for infinitely many valuesof 8+�

Now wedescribethealgorithm M � whichdistinguishesbetweensetsof strings.LetæR/[852 beapolynomialwhichboundstherunningtimeof M oninputsof length 8 (so M
makesat most æR/[852 oraclequeriesgivenaccessto anoraclefrom ��	����� � to �
	����� � ).
Thealgorithm M � takesasinput a set $ � of 1�æR/[852 stringsof length 1l8+��M � worksby
first selectinga uniform randomvalue 	<×ÜÉÌ×Ü8y�g anda uniform randomstringLä�h�
	����� � �5M�� then runs algorithm MP� answeringM ’s oraclequeriesas follows
(therearetwo casesdependingonwhetheror not theprefix L � �����JL Å is 	 Å ):

– Case1: %'&)(*('(�%*+�,Ñ Ò + ( Let 4 � 4 � �����'4 � bethequerystring.If no earlierquery
stringhadprefix 4 � �����U4 Å or /[4 � *�L � 2������
/[4 Å *�L Å 2�� then M�� takesthenext two 1�8 -
bit stringsfrom $ �   call thesestrings - � � - �r - �� and - B � - Br - B � where > -bÅÔ > � 8+�M�� storesthefourpairs /c4 � �����'4 Å 	��.- �r 2���/[4 � �����'4 Å ��/- �� 2��l/U/[4 � *!L � 2�������/[4 Å *!L Å 2�	��.- Br 23�/U/c4 � *�L � 2�������/c4 Å *�L Å 23��.-�B� 2 andanswerswith thestring

� ~ C /��
~
C � T /������/�

~ Ó10 W /�- �~ Ó10 T 2������ÿ2U2'*� ~ C*2 H C /��
~
C � T 2 H C � T /������3�

~ Ó40 W 2 H Ó40 W /5- B
~ Ó40 T 2 H Ó10 T 2¹�����ÿ2U2�� /�6�2

Otherwise,if an earlierquerystring hadprefix 4 � ������4 Å or /c4 � *"L � 2�������/c4 Å *�L Å 23�
theninsteadM�� retrievesthetwo previouslystoredpairs /c4 � �����'4 Å 4 Å Ý � �/- �~ Ó10 T 2 and/U/c4 � *�L � 2�������/c4 Å *�L Å 2�/c4 Å Ý � *�L Å Ý � 23�.- B~ Ó10 T 2 H�Ó10 T 2 andanswerswith /�6�2 asabove.

– Case2: %7&8('(*(9%*+gÑ Ò + ( Let 4 � 4 � �����U4 � be the query string. If no earlier
querystring hadprefix 4 � �����'4 Å � then M � takes the next 1l8 -bit string from $ �  
call this string - � - r - � where > - r > � > - � > � 8+�GM � storesthe two pairs/[4 � �����U4 Å 	��.- r 23�
/[4 � �����U4 Å ��/- � 2 andanswerswith

� ~ C /��
~
C � T /������/�

~ Ó10 W /�- ~ Ó10 T 2������ÿ2U2'*� ~ C 2 H C /��
~
C � T 2 H C � T /������3�

~ Ó40 W 2 HXÓ40 W /5-
~ Ó40 T 2 HXÓ10 T 2¹�����ÿ2U2�� /:6*6�2

Otherwise,if anearlierquerystringhadprefix 4 � �����'4 Å � then M � retrievesthetwo
pairs /c4 � �����'4 Å 4 Å Ý � �/- ~ Ó10 T 2 and /[4 � �����U4 Å /c4 Å Ý � *�L Å Ý � 2��.- ~ Ó40 T 2 H Ó40 T 2 (thesetwopairs
arethesameif L Å Ý � � 	 ) andanswerswith /�6;6�2 asabove.

The crucial propertiesof algorithm M�� , which arestraightforwardly verified, are
thefollowing: If eachstringin $ � is generatedby applying � to a random8 -bit string
(scenario1), then M�� simulatesacomputationof M with oraclee Å . On theotherhand,
if eachstringin $ � is chosenuniformly from �
	����� B'� (scenario2), then M�� simulates
a computationof M with oracle e Å Ý � .

It is easyto seenow that in scenario1 we have EGF ¬ M�� outputs� � n � � �Å�ð r YbÅ� j�8while in scenario2 wehave EGF ¬ M � outputs� � n �Å�ð � Y�Å Ý �� jl8+� Thesetwo probabilities
differ by /U�j�852¸9�> Y r � �(Y �� >�� which is at least �j�85¨�/[852 for infinitely many valuesof8+� Now by Fact 2 the existenceof M � contradictsthe fact that � is a pseudorandom
generator, andthelemmais proved. ØÙ


