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Motivation

l TCP is not designed for real-time applications

– Provides reliable, in-order delivery: not needed by real-time 
applications 
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applications 

– Delay is not primary concern

l Motivated design of unreliable protocol alternatives

– RTP, DCCP, TFRC, and others

TCP, the most widely used transport protocol in the Internet, was not designed for real-time applications.
TCP provides reliable and in-order delivery which is not required by real-time application
Furthermore,  the mechanisms in TCP can lead to excessive delays that violate the delay requirements of real-time applications

This has motivated people to design alternative transport protocols that favor timely delivery over reliability such as RTP, DCCP, and many others 



Motivation

l Despite its shortcomings, TCP is widely used by 
commercial real-time systems 

– Skype and Windows Media Services support TCP
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l Majority of streaming traffic uses TCP [SMZ04,GCXZ05]

– UDP packets are blocked by many NATs and firewalls

– A mature, standardized, widely-used protocol

We answer the question of when and why TCP

works for real-time transmission

Despite its perceived shortcoming TCP is widely adopted by commercial real-time produces
TCP is supported by Skype, a popular voice over IP system
It is also commercial streaming services such as Microsoft Media Services and Real Media 
According to recent measurement papers, TCP now accounts for the majority of streaming traffic in the Internet

The key reason that these applications use TCP is that UDP packets are blocked by many NATs and firewalls

In this work we seek to answer the question of when and why TCP works for real-time traffic workloads 
That is, under what conditions can TCP satisfy the delay requirements of real-time applications?






Contributions

l A discrete-time Markov model for the delay distribution 

of TCP
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l Quantify the feasible region of TCP for VoIP and live 

video streaming 

– Insight: packet sizes play an important role in determining 
feasible region

l Provide application-level heuristics for reducing delay

– Also, socket and system-level delay-friendly TCP settings

Develop discrete-time Markov model for the delay distribution of TCP
Using our model and real-world experiments we explicitly compute the feasible region of TCP for two applications: voice over IP and live video streaming

Insight: Packet sizes play an important part in determining the feasible region

Provide  delay-friendly TCP settings and easy-to-deploy application-level heuristics for reducing the  delays in TCP





Related Work

l Extensive literature on TCP modeling and analysis

– Model the performance of file transfers [PFTK98,CSA00,..] and video 

streaming [WKST04,KA06] from the standpoint of throughput not delay
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l Kernel-level enhancements for reducing TCP delays

– Adapting TCP send buffer size [GKLW02]

– Eliminating reliability [MLWL05, MB00]

l Application-level schemes  for reducing TCP delays 

– Focuses on interactive apps such as telnet and games [GH06, MK07]

There exists and extensive literature on modeling and analysis of TCP’s performance.
Most of previous work studied the performance of file transfers and streaming  from the viewpoint of throughput and stability rather than delay. 

There has also been work on application layer heuristics for reducing TCP delay. However, that work focus on interactive applications  such as telnet and on-line game leading to techniques that may not suitable for real-time applications.



Application Setting

l A media application with a Constant Bit Rate (CBR) source

– CBR is dominant encoding of media flows [LCKN05]
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TCP delay: the time to send a packet through a TCP connection 

– TCP delay distribution determines late packets 

– Late packets determine the perceived media quality

We consider a general real-time media application with a constant bit rate source. 
The application sends fixed-size data at regular intervals across the network using TCP.
CBR is the most fundamental and dominant encoding of media flows in the Internet.

We use the TCP delay distribution to measure the performance of real-time applications.
Where the TCP delay is the time it takes the application to send 
From the delay distribution w determine the portion of late packets, the packets that arrive beyond their scheduled playback time. These packets are important as they  are closely correlated with the perceived media quality.



TCP Delay Components 

l TCP delayl TCP delay = network delay +  protocol-induced delay

– TCP’s reaction to network throughput variations
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The delay in a TCP connection consists of two  main components: network delay, the time it takes TCP to send a packet across the network and 
Protcol-induced delay, which is TCP’s reaction to variations in the throughput of the network.

The protocol induced delay is cased by TCP mechanism:
First, TCP uses two main mechanism to provide congestion-controlled delivery. They are AIMD and timeouts. These mechanisms can cause a mismatch between the application's sending rate and TCP’s transmission rate, leading to data accumulation and buffering at the sender .
Second, TCP used retransmissions to provide losss delivery, which introduces addiotnal delay to data delivery
Last, TCP holds-out of order packets  at the receiver while a loss is being recovered. This buffering is typically known as head-of-line blocking delay.





TCP Delay Model

l Extends TCP throughput model of Wierman et al. 2003 by 
capturing

– Backlog: the send buffer occupancy

TCP’s behavior in application-limited periods

June 08 The Delay-Friendliness of TCP8

Packet delay
backlog size
source’s rate

head-of-line
blocking

= +

congestion 

control

loss recovery 

latency

– TCP’s behavior in application-limited periods

l Markov model: states are associated with packet transmissions

– Each packet transmission is associated with delay

– Transitions: successful transmission and loss occurrence 

network
delay

+

protocol-induced delay

Our model buids upon the detailed model of Wierman et al that predicts TCP performance from the viewpoint of Delay.
We extend this model in two ways: we capture packet backlog, the occupancy of TCP send buffer
We also capture TCP’s behavior during applicaiton-limited periods.


We model TCP’s behavior using a discrete-time markov chain, in which each state is associated with packet transmissions and each transmission is accoiated with  a delay.

We model the delay of a transmitted packet as the sum of 

First the time a packet is backlogged at the sender caused by the congestion control mechanism, which is simply the backlog size normalized by the application's sending rate. The second term is the head-of-line blocking delay at the receiver which depends on the time it takes TCP to recover the loss. This two components represent the protocol-induced delay. In addition, we also have the network delay component. 




TCP Delay Example
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TCP Delay Example
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TCP’s throughput limited by source’s rate

packet delay = network delay
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On the left side we can see the model’s stats. Aach column represents a different class of states.

Each state is repented by an ordered double, where the left value is the window size, and the right one is the backlog.

Initially, the model is in an application limtied state, that means that TCP’s sending rate is determined by the appcation . In this state, the TCP delay is simply the network delay




TCP Delay Example
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TCP Delay Example
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Then, a loss occurs and the mdoel moves to fast recovery state
As mentioned before TCP holds out-order packets while the loss is recoverd and hence yeilds  end-of the-line blocking delay, as seen by jump in the delay.



TCP Delay Example
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After recovering the loss TCP moves into congestion avoidance state.

After the loss it reduces the congestion window and hence its tranmissions rate by half, and probes for avilible bandwidth by  increasing the window size very RTT interval
Observe that TCP thorughput is limited by the network, so that we have packet backlog at the sender.



TCP Delay Example
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So now the packet is determined by the back
The backlog evolution is modeled by the following formula:
Curren backlog equals previous baclog plus packets addded to the send buffer minus the tranmisssted ones
So here in this case we’ll have a backlog of two packets, as can be seen in the state and the delay curve



TCP Delay Example
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Tcp contrinues increasing window size, trying to match its sending rate with applcaiiton’s sedninf rate, resulting in the delay curve seen in the plot



TCP Delay Example
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TCP Delay Example
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TCP Delay Example

Application-limited state
TCP’s throughput limited by source’s rate

Packet delay = network delay6
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Finally the rates are matched and TCP moves back to application-limited stat.



Model Validation Settings

l Controlled environment
– Drop-tail bottleneck router

l Loss rates: 0.1% -10%, RTTs: 20-300ms
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l Internet experiments
– Planet Lab and residential machines

Interne

t  
clou

dInternet

Bottleneck buffer

We validated our model using xpriments in a controlled enviornment and in the Interent

For the controlled enviornment expriments we considered seevral cbr-over TCP flows compting FTP and web flows for a drop-tail bottlneck router with a finite buffer capcacity.
Using this setting we were able to validate the modl over a wde rng of rtts and packet drop rates in the netwrok.


For the internet expriments we used a similar setup, but this time the the end hosts were either planet machines or resident machines loacted behind a cable modem.




Validation Using Internet 
Experiments
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l Good match for Internet experiments and
controlled environment

– Prediction error ≤ 25%
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Here we show the We use scatter plot to show the results for the interent expriments, here the x-axis is the measured delay and the y-axis is the predicted delay

As seen in the plot we have a good match for the interent expriment s



When Does TCP Work?

l Voice over IP (VoIP) application

Packet size 160 bytes
300
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Packet size 160 bytes

Bit rate 64 kb/s

Delay tolerance < 200ms
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We use the mdoel and expriments to answer the question of when does TCP works for real-time applicaiotns.

The first applciaiotn we consider is VoIP. It is characherizd by small packets size 160-byets for examle. Low bit rate. And stringent dely tolerance. Typically VoIP applcaiotns reuire a delay of at most 200 ms to maintain an interactive conversation
 

We define the feasible region as the rangeof network loss rates and rtts for qhich the TCP delay is below 200ms
The graph shows the feasible region: x-axis is the packet loss rate , he y-axis we s rtts.  The color represnets the dely light blue is good small delays pink is problemtic representing large delays
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When Does TCP Work?

l Live video streaming application

Packet size 1400 bytes
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We now consider live video streaming. It has larger packet size, bir rate and delay tolerance. The deay olerance is is set to 5 sec since people can usually tolerate startup delays of few seconds.




Feasible Region Comparison

l Voice region is larger than video region.  

– Voice flows use lower bit-rates

– Voice flows gain from TCP’s bias in favor of flows with small

why?
intuitive
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– Voice flows gain from TCP’s bias in favor of flows with small
packets
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Comparing the delay of the two flows, video and voip, on the samke scale we observe that voice region is larger than vidoe. 
That is, for the same network considions, th tcp delay of voip is smaller than video. The question is why?

On part of the reason is th ebit –rt diffrence. VoIP< video
The other is related to TCP bias …



The Effect of Packet Size on Delay (1)

l Most TCP implementations use packet-based 

congestion control (ACK-counting)

– TCP regulates rate based on number of sent packets
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– TCP regulates rate based on number of sent packets

– Magnitude of rate fluctuations (in bytes) is smaller for flows 
with small packets

Bias in favor of flows with small packets (e.g., VoIP)

The bias stems from the fact that majority of TCP impmentations use packet based congestion control
Means that TCP updated the congestion control state in terms of number of packets sent
This means tht magnitude of rat flucations of TCP is smaller for flows with small packets
To illusrtae this consider the following example
Flow a workload of 10 packets per seond eahc packets has a siz 
After  multicative deacrease fow A will be able to send 5 mss byte packets per second while 
The other flow will use TCP ability to combine small packets nd wil sen10 MSS byte packets pre secon

WE can se that the rate varioations f TCP was larger for flow A than flow B, which means lhiher delays for 



The Effect of Packet Size on Delay (2)

VoIP delay dominated by loss recovery latency
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= +
loss recovery
latency

protocol-
induced delay

small due to 

TCP’s bias

Video streaming delay dominated by congestion control

= +
congestion 
control delay

loss recovery
latency

protocol-
induced delay

≈ RTT

+
congestion 
control delay

Consequently,  congestion control delay component of TCP is negligtbl for VoIP.

Hile it is the dominent one for live video streaming




Why does TCP work well?

(1) TCP’s bias in favor of flows with small packets

(2) Congestion window overestimates application’s load

l Loss recovery efficiency depends on window size
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l Loss recovery efficiency depends on window size

Low likelihood of timeouts → low delay

Window
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Time
multiplicative 

decrease
TCP matches 
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The other reason that it works well is because the cwnd overestimated the applicaiotns load

Intially the sender is applciaiotn limited, then a loss ocurs and the window is reducd
TP tries to match inpt and out rate.
The sending rate will be always higher workload 
When the rates ar matched beause TCP was trying to componsate for the rate deficit




Application-level Heuristics for 
Reducing TCP Delay

l Packet splitting
– Exploits TCP’s bias in favor of small packet flows

– Masquerades a flow with large packets as one with small 
packets
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packets

l Parallel Connections
– Stripe load across multiple connections

l Effective for video streaming but ineffective for VoIP
– Parallel connections outperforms packet splitting in terms of 

performance and fairness



Conclusions

l Demonstrate why real-time traffic over TCP is feasible 

in today’s Internet
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l Feasible region of TCP for VoIP is larger than that for 

video streaming

– As long as packet-based congestion control is enforced

l Parallel connections has better performance and is 

more fair than packet splitting



Thanks you!

Questions?
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Questions?




